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NEW QUESTION 1
A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the
problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.
C. Logs.

D. Crashlogs.

Answer: CD

NEW QUESTION 2
Examine the following partial output from two system debug commands; then answer the question below.

# diagnose hardware sysinfo memoi
MemTotal: 3092726 kB
'“ehFreU 1954204 kB
MemShared 0 kB
Emﬁ:ru 284 kB
Cached: 143004 kB
owapCached: U kB
Active: 34092 kB

Inactive: 109256 kB
HighTotal 1179648 kB
HighFree: 853516 kB

LowTotal: 1913080 kB
Lo F == 11 00688 kB

wapTotal: 0 kB
owapkree: 0 kB
# diagnose hardware sysinfo shm
SHM counter: 285
SHM allocated: 6823936

SHM total: 623452160
concervemaode: [

shm last entered n/a
ajv-:stem last entered: n/a
E"‘E”v I '-.:-' l[]tc-tl f-' _'TIT g b 'l 'U

SHM FS free: 632614912

SHM FS alloc: 7110656

Which of the following statements are true regarding the above outputs? (Choose two.)

A. The unit is running a 32-bit FortiOS

B. The unit is in kernel conserve mode

C. The Cached value is always the Active value plus the Inactive value

D. Kernel indirectly accesses the low memory (LowTotal) through memory paging

Answer: AC

NEW QUESTION 3
View the exhibit, which contains the output of a debug command, and then answer the question below.

# diagnose hardware sysinfo conserve
memory conserve mode: on
total RAHN:

memory used:

otal RAM
total RAM
total RAM
otal RAM
total RAN

Memory freeable:

memory used + freeable threshold extreme:
menmory used threshold red:

memory used threshold green:

0 = @
(n = 0

o
i)
oF B A O

o
| gt

Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D
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NEW QUESTION 4
Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the
device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don't need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to
executing it.

NEW QUESTION 5
Examine the following partial outputs from two routing debug commands; then answer the question below:

#oget router info routing-table databass

2 ¢.0.0.0/. [20/0] wia 10.200.2.254, portZ, [10/0]
g *> 0.0.0.0/0 [10/0] wia 10.200.1.254, portl

# get router info routing-table all

= 0.0.0.0/0 [10/0] wia 10.200.1.254, portl

Why the default route using port2 is not displayed in the output of the second command?

A. It has a lower priority than the default route using portl.
B. It has a higher priority than the default route using port1.
C. It has a higher distance than the default route using portl.
D. It is disabled in the FortiGate configuration.

Answer: C

Explanation:
http://kb.fortinet.com/kb/viewContent.do?externalld=FD32103

NEW QUESTION 6

Examine the following traffic log; then answer the question below.

date-20xx-02-01 time=19:52:01 devhame=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system pri critical vd=root service=kemel
status=failure msg="NAT port is exhausted."

What does the log mean?

A. There is not enough available memory in the system to create a new entry in the NAT port table.

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.
C. FortiGate does not have any available NAT port for a new connection.

D. The limit for the maximum number of entries in the NAT port table has been reached.

Answer: B

NEW QUESTION 7

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices that some of the switches in the
network continue to send traffic to the former primary device. The administrator decides to enable the setting link-failed-signal to fix the problem.

Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 8
Examine the output from the ‘diagnose vpn tunnel list command shown in the exhibit; then answer the question below.
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#diagnose vpn tunnel list
name-Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial inst.bound 1{=2
parent=DialUp index=0
proxyid_um=1 child num=0 retent=8 ilast=4 olast=4
stat: rxp=104 txp=8 rxb=27392 txb=480
dpd: mode=active on=1 1dle=5000ms retry=3 count=0 segno=70
natt: mode=silent dratt=32 interval= 10 remote_port=64916
proxyid= DialUp proto=0 sa=1 ref=2 serial=1 add-route
sre: 0:0.0.0.0.-255.255,.255.255:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000086 type=00 soft=0 mtu=1422 expire =42521
replaywin=2048 segno=9
life: type=01 bytes=00 timeout=43185/43200
dec: spi=cb3a632a esp=aes key=16 7365¢17a8fd555ec38bffad7d650c1a2
ah=shal key=20 946bfb9d23b8b53770dcf48ac2af82b8cccbaa8s
enc: spi=da6d28ac esp=aes key=16 3dcfddac7c816782ea3d0ca977ef543
ah=shal key=20 Tcfde587592fc4635ab8db8ddf0d851d868b243f
dec:pkts'bytes=104/19926, enc:pkts bytes=8/1024
Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?
A. diagnose sniffer packet any ‘port 500’
B. diagnose sniffer packet any ‘esp’
C. diagnose sniffer packet any ‘host 10.0.10.10’
D. diagnose sniffer packet any ‘port 4500’
Answer: D
Explanation:

NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.

NEW QUESTION 9
Refer to exhibit, which contains the output of a BGP debug command.

Which statement explains why the state of the 10.200.3.1 peer is Connect?

A. The local router is receiving BGP keepalives from the remote peer, but the local peer has not received the OpenConfirm yet.
B. The TCP session to 10.200.3.1 has not completed the 3-way handshake.

C. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP prefix yet.

D. The local router has received the BGP prefixes from the remote peer.

Answer: B

Explanation:

BGP neighbor states and how they change:e Idle: Initial states Connect: Waiting for a successful three-way TCP connectione Active: Unable to establish the TCP
sessions OpenSent: Waiting for an OPEN message from the peers OpenConfirm: Waiting for the keepalive message from the peeres Established: Peers have
successfully exchanged OPEN and keepalive messages

NEW QUESTION 10
What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)

A. IP addresses are in the same subnet.
B. Hello and dead intervals match.

C. OSPF IP MTUs match.

D. OSPF peer IDs match.

E. OSPF costs match.
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Answer: ABC

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

NEW QUESTION 10
The CLI command set intelligent-mode <enable | disable> controls the IPS engine’s adaptive scanning behavior. Which of the following statements describes IPS
adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Answer: C

Explanation:

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This command is enabled the default and it means that
the IPS engine will perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a
balanced method which could cover all known exploits. When disabled, the IPS engine scans every single byte. config ips globalset intelligent-mode
{enable|disable}end

NEW QUESTION 11
Refer to the exhibit, which contains partial output from an IKE real-time debug.

o ar

ike 0:H2S 0 1:1249: notify msg received: SHORTCUT-QUERY

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: C

NEW QUESTION 14

View the exhibit, which contains the output of a BGP debug command, and then answer the question below.
FGT ¥ get router info bgp summary

BGP router identifier 0.0.0.117, local AS nuwmber 65117

BGP table version is 104

3 BGP A5-PATH entries

0 BGP conmunity entries

Neighbor i 3 MsgReovd : ; InQ OutQ Up/Down
10.125.0.6 1698 - 0 o 03:02:49
2206 22 2 0 02:45:55

101 0 never

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. The local router's BGP state is Established with the 10.125.0.60 peer.

B. Since the counters were last reset; the 10.200.3.1 peer has never been down.
C. The local router has received a total of three BGP prefixes from all peers.

D. The local router has not established a TCP session with 100.64.3.1.

Answer: AD

NEW QUESTION 17
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
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An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 21

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl" set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next

end

config vpn ipsec phaseZ2-interface edit "RemoteSite"

set phasel name "RemoteSite" set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.
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XXX/ XxXx:16
| IXXX/xxx:16:
) IXXX/xxx:16:
) IXXX/xxx:16:
JIXXX/xxx:16:

CYPe=OAKLEY ENCRYPT ALG,
CYPe=OAKLEY HASH ALG, val=SHA?
LYPe=AUTH METHOD, val=PRESHARED KEY.
LYpe=OAKLEY GROUP, val=MODP2048™

ISAFRMP SA lifetime=86400

SA proposal chosen, matched gateway

DD O G O i

1ke 0:DialUpUsers:16:
1d=xxx/ XXX

1ke
1ke
1ke
1ke 0
1ke 0:DialUpUsers:lé:
id=xxx/xXxx

1ke DialUpUsers:16: ISARMP SA xxx/xxx key 16:3D33EZEFO0BESZ7T(

sent IKE msg (ident rlsend): 10.2

I:-HA

3.1:500->10.200.1.1:500, ifindex=2.
: exchange=Identity Protection id=xxx/xxx len=380
Di1alUpUsers:16: responder:main mode get 2nd message...

comes 10.200.
TEFRw

- il W L
-
-

L -

s Y -

L

:DialUpUsers:16: NAT ncdh detected
sent IKE msg (ident_r2send): 10.200.1.1:500->10.200

ol
ike 0: comes 10.200.3.1:500->10.200.1.1:500,ifindex=2....
ike 0: IKEvl exchange=Identity Protection id=xxx/xxx len=108
ike 0:DialUpUsers:16: responder: main mode get 3rd message. ..
ike 0:DialUpUsers:16: probable pre-shared secret mismatch

ike 0:DialUpUsers:16: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match
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Answer: C

NEW QUESTION 25
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’'s web browser.

Answer: A

NEW QUESTION 27
Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.
E. The outgoing interface is up.

Answer: CDE

Explanation:
A configured static route only goes to routing table from routing database when all the following are met :

> The outgoing interface is up

> There is no other matching route with a lower distance

> The link health monitor (if configured) is successful

> The next-hop IP address belongs to one of the outgoing interface subnets

NEW QUESTION 29

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported that both clusters are using the same HA
virtual MAC address. This creates a duplicated MAC address problem in the network. What HA setting must be changed in one of the HA clusters to fix the
problem?

A. Group ID.

B. Group name.

C. Session pickup.
D. Gratuitous ARPs.

Answer: A

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability-52/HA_failoverVMAC.htm

NEW QUESTION 30
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 31
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: AD

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/1200_ins

There are 4 main wizards:Add Device: is used to add devices to central management and import their configurations.

Install: is used to install configuration changes from Device Manager or Policies & Objects to the managed devices. It allows you to preview the changes and, if the
administrator doesn’t agree with the changes, cancel and maodify them.

Import policy: is used to import interface mapping, policy database, and objects associated with the managed devices into a policy package under the Policy &
Object tab. It runs with the Add Device wizard by default and may be run at any time from the managed device list.

Re-install policy: is used to perform a quick install of the policy package. It doesn't give the ability to preview the changes that will be installed to the managed
device.
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NEW QUESTION 33
View the global IPS configuration, and then answer the question below.

config ips global
set fall-open disable
set intelligent-mode disable
set engine-count 0
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?

A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A

NEW QUESTION 35
Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.

Answer: B

NEW QUESTION 36
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”
next
edit 2
set gateway 10.200.2.254
set priority 10
set device “port2”
next
end

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:
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# diagnose sys session list

session info: proto=6 proto_state+01 duration=17 expire=7 timeout=3600
flags=00000000 sockflag=00000000 sockport=0 av 1dx=0 use=3
ha_id=0 policy dir=0 tunnel=/

state=may dirty none app ntf

statistic(bytes/packets/allow err): org=57555/7/1 reply=23367/19/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0,0), 0/(0.0)

misc=0 policy id=1 auth_info=0 chk_client info=0 vd=0
ser1al=00000294 tos={l/fT 1ips_view=0 app list=0 app=0

dd type=0 dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?

A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.
C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A

Explanation:
http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 41

Refer to the exhibit, which contains the output of diagnose sys session list.
f diagnose sys session 1ist

aaaaion info: proto=6 proto state=01 duration=73 explre=359%7 timeout=3600
flags=00000000 =ocklflag=00000000 =occkport=0 av ildyw=0 usa=3

origin-shapa:

reply-ahapers
per_ip_= hapor
class 1d=0 ha 1d=0 policy 4dAir=0 Cunnel=/ wvian coa=Q/255
atate-may dirty aynced none app _ntf
Statisticibyvteaspacketasallow err)i: org=022s11/1 reply=9037/15/1 tuples=2
Orgin=>sink: org pra=>*poat, reply pra=>post doved=>gL/ Li=>4
100 .64.1.254,/10.0.1.10
aalk dir O g aet aral lfl.':'.i-“"':"l-&;'u! =54.192. :h.1-"!'.-'!!-!”‘::3‘”+i|'-4- - :f__l._,,‘;.,,t}
pre dir=reply act=dnat 54.192.15.182:80=->100.64.1.1:65464(10.0.
(before,after) O (0,0) . 0 S (O i ]
L |:--]1|"|r Ldd=]1 auth i1nfos=0>D0 o} cClieant i nro=0 wd=0
serial=00000098 tos=ff/LI ips view=0 app 1ist=0 app=0
dd type=0 dd mode=(0

If the HA ID for the primary unit is zero (0), which statement about the output is true?
A. This session cannot be synced with the slave unit.
B. The inspection of this session has been offloaded to the slave unit.

C. The master unit is processing this traffic.
D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 43
Refer to the exhibit, which contains partial outputs from two routing debug commands.

Why is the port2 default route not in the second command's output?

A. It has a higher priority value than the default route using portl.
B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using port1.
D. It has a higher distance than the default route using port1.
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Answer: D

NEW QUESTION 46
Refer to the exhibit, which contains the partial output of a diagnose command.

=3 lgwy=static/l tun=intf/0 mede=auto/l encap=none/(

-

nt=15 1last=10 olast=792 =

wilad ol o W e W

42403/0B replaywin=2048 seqno=1 esn=i

I, encip Kts/ 1."}"?.'3!5:'.;.' !

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled

B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.

D. Quick mode selectors are disabled.

Answer: AB

NEW QUESTION 50

Examine the output of the ‘diagnose ips anomaly list' command shown in the exhibit; then answer the question below.
= diagnose ips anomaly list
list mds meter:

wd=1p_dst_session 1p=192.168.1.10 dos_1d=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10 dos_i1d=2 exp=3646 pps=0 freq=0

id=udp _scan ip=192.168.1.110 dos_1d=1 exp=649 pps=0 freq=0
id=udp_flood ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session  ip=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
id=tcp_port_scan 1ip=192.168.1.110 dos_1d=1 exp=175 pps=0 treq=0

id=1p_src_session 1ip=1092.168.1.110 dos_1d=1 exp=5649 pps=0 freq=30

-’ 3}

id=udp_src_sesston  1p=192.168.1.110 dos_1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

NEW QUESTION 52

An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.
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# conf rout stat

# edit 0

# set gateway 10.20.121.2
# set priority 20

i set device “wanl”

# next

# end

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 55
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: B

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD32838

NEW QUESTION 58
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

= get router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entnes

0 BGP communty entries

Neighbor V  AS MsgRevd MsgSent TblVer InQ OutQ UpDown State PfxRed

10.125.0.60 4 65060 1698 1756 103 0O 0 03:02:49 1
10,127.0.75 4 65075 2206 2250 102 0 0 02:45:55 |
10,.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 63

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a primary unit's session to indicate that it has
been synchronized to the secondary unit?

A. redir.
B. dirty.
C. synced
D. nds.
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Answer: C
Explanation:

The synced sessions have the ‘synced’ flag. The command ‘diag sys session list' can be used to see the sessions on the member, with the associated flags.

NEW QUESTION 64
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4 qwy=10.200.1.254/10.0.1.10
hook=post dir=org act=snst 10.0.1.10:65464->54,192.15.182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54.192.15.182:80->10.200.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 69
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 § dia vpn tunnel list
list all ipsec tunnel in wvd 0
name=VEN wver=1 serial=1 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l1l tun=intf/0 mode=aute/l encap=none/0
proxyid num=1 child num=0 refent=15 ilast=10 olast=79%2 autoc-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 segno=0
natt: mede=none draft=0 interval=0 remote port=0
proxyid=VFN proto=0 sa=1 ref=2 serial-=1l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
Sh: ref=3 options=Ze type=00 soft=0 mitu=1438 expire=42403/0B replaywin=2048 seqno=1 esn=0
replaywin lastseg=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclfttd esp=aes key=16 280eScdéffbacctiacTTlS56c464Ifbd
ah=shal key=20 c6B8091d68753578785debtaTabth276b506c527afe
enc: spi=dfl4200b esp=aes key=16 bl2aTeSf5542b69%aff6aa3fl7ibealn3
ah=shal key20 889f£7529887c215c25950ba2baBlatfalasi6Tha
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0

Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 73
Which two statements about OCVPN are true? (Choose two.)
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A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.

C. OCVPN offers only Hub-Spoke VPNSs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Answer: AB

NEW QUESTION 76

Examine the following partial outputs from two routing debug commands; then answer the question below.

# get router info kernel

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254 dev=2(portl)

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254 dev=3(port2)

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0 dev=4(port3)

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2, [10/0] dO.0.1.0/24 is directly connected, port3
d0.200.1.0/24 is directly connected, portl d0.200.2.0/24 is directly connected, port2

Which outbound interface or interfaces will be used by this FortiGate to route web traffic from internal users to the Internet?

A. port!

B. port2.

C. Both portl and port2.
D. port3.

Answer: B

NEW QUESTION 79
Refer to the exhibit, which shows a FortiGate configuration.
config system fortiguard

set protocol udp

set port 8688

set load-balance-servers 1

set auto-join-forticloud enable

set update-server-location any

set sandbox-region ™

set fortiguard-anycast disable

set antispam-force-off disable

set antispam-cache enable

set antispam-cache-ttl 1800

set antispam-cache-mpercent 2

set antispam-timeout 7

set webfilter-force-off enable

set webfilter-cache enable

set webfilter-cache-ttl 3600

set webfilter-timeout 15

set sdns-server-ip "208.91.112.220°

set sdns-server-port 53

unset sdns-options

set source-ip 0.0.0.0

set source-ipb

set proxy-server-ip 0.0.0.0

set proxy-server-port 0

set proxy-username "’

set ddns-server-ip 0.0.0.0

set ddns-server-port 443

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web
filter is not inspecting any traffic that is passing

through the policy.

What must the administrator change to fix the issue?

A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Answer: D

NEW QUESTION 83
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