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NEW QUESTION 1
An engineer must ensure that the new wireless LAN deployment can support seamless roaming between access points using a standard based on an amendment
to the 802.11 protocol. Which protocol must the engineer selects?

A. 802.11i
B. 802.11ac
C. 802.11r
D. 802.11e

Answer: C

Explanation:

The 802.11r Fast Transition (FT) Roaming is an amendment to the 80211 IEEE standards.

NEW QUESTION 2
A network engineer is troubleshooting connectivity issues between two WLCs running 8.x code in SSO mode and finds that the redundancy management
heartbeat is failing. Which packet type must be filtered for heartbeats when taking a capture to verify communication?

A. RSTP
B. UDP
C.TCP
D. ICMP

Answer: B

NEW QUESTION 3
A customer requires that two wireless APs be installed in a reception area, in a historic building, the impact of the APs on the appearance of the reception area
must be minimized. Which two AP antennas should be used? (Choose two.)

A. AP with a Yagi antenna

B. AP with a patch antenna

C. AP with a monopole antenna
D. AP with an integrated antenna
E. AP with a dipole antenna

Answer: AB

NEW QUESTION 4
Refer to the exhibit.
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A client roams between two APs that are registered to two different controllers, where each controller has an interface in the client subnet. Both controllers are
running AireOS. Which scenario explains the client roaming behavior?

A. Controllers exchange mobility control messages (over UDP port 16666) and the client database entry is moved from the original controller to the new controller.
B. Controllers do not exchange mobility control messages (over UDP port 16666) andthe client database, entry is not moved from the original controller to the new
controller.

C. Controllers exchange mobility control messages (over UDP port 16666) and a new client session is started with the new controller.

D. Controllers exchange mobility control messages (over UDP port 16666) and the client database entry is tunneled from the original controller to the new
controller.

Answer: A

Explanation:
Client Entry Moved I —

1
[T:—l::;c.f Address, Accean ! 1. QoS Security, .. j 1o New Controller {Cm*i'ﬂit.ﬂmrtu. heoerys Puint, Qo Secuiity,
-..‘___._-,FF . i -
Controlier-1 Client Database m Controlier-2 Clieni Database
K

Data Traffic Bridged T Data Traffc Brdged
from/io VLAN x fromAo VLAN x

Controller-1

S . —

_.ﬁ  Mobility Message Exchange

Fp—— Access Powmt 1 ‘-t
Pre-Roam Data Path ..

Post-Roam Data Path g

.

Client A Roams
from Access Paint 1
Accoss Poinl 2

ESE

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-425 dumps!
D CEI"tShEI,I"Ed https://www.certshared.com/exam/300-425/ (114 Q&AS)

NEW QUESTION 5
Multiple WLCs are implemented in a high-availability configuration in a mobility group. APs are deployed with only a primary controller assigned. By default, which
mobility group member controller do the orphaned APs join in the event of a failed controller?

A. controller with the most available AP free license capacity

B. controller with the lowest percent of associated APs per license capacity
C. controller with the least CPU utilization over the last reporting period

D. controller with the least number of associated APs

Answer: D

Explanation:
https://mrncciew.com/2013/04/07/ap-failover/

NEW QUESTION 6
What causes the most signal attenuation, based on the wireless design tools?

A. cinder block wall
B. metal door

C. glass wall

D. office window

Answer: B
Explanation:
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NEW QUESTION 7

A company has 10 access point licenses available on their backup Cisco WLC and their primary Cisco WLC is at full capacity, 5 access points are set to high
failover priority and 7 access points are set to critical failover priority. During a failure, not all critical access points failed over to the backup Cisco WLC. Which
configuration

is the cause of this issue?

A. The high priority access point is oversubscribed.

B. network ap-priority is set to enable.

C. The critical priority access point count is oversubscribed.
D. network ap-priority is set to disable.

Answer: D

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2016/pdf/BRKCOL-2275.pdf

NEW QUESTION 8
An engineer must create data link redundancy for the company’s Cisco Wireless LAN controller. The engineer has decided to configure LAG-based redundancy
instead of port-based redundancy. Which three features of LAG-based redundancy influenced this decision? (Choose three.)

A. Packets are always sent out on the same port they are received on.

B. All interface traffic passes as long as one port is up.

C. The same port has multiple untagged dynamic interfaces.

D. Interface connection to two separate nonstacked switches is available.
E. Full bandwidth of all links is available.

F. Ports are grouped into multiple LAGs.

Answer: ABF
Explanation:

https://community.cisco.com/t5/wireless-mobility-documents/lag-link-aggregation/ta-p/3128669

NEW QUESTION 9

An engineer as performing a Layer 1 passive wireless site survey utilizing a channel analyzer software in the 2.4 GHz spectrum. Which chart indicates the ratio of
interference present during the duration of the capture?

A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 10
Campus users report a poor wireless experience. An engineer investigating the issue notices that in high-density areas, the wireless clients fail to switch the AP to
which are automatically connected. This sticky client behavior is causing roaming issues. Which feature must the engineer configure?

A. Load balancing and band select
B. optimized roaming
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C. Layer 3 roaming
D. Layer 2 roaming

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/80/hdx_final/b_hdx_dg_final/high_de

NEW QUESTION 10
During a post-deployment site Survey, issues are found with non wi-Fi interference. What should the
engineer use to identify the source of the Interference?

A. Network analysis module

B. Wireless intrusion prevention
C. Wireshark

D. Cisco spectrum expert

Answer: D

NEW QUESTION 15
Refer to the exhibit.

Global Configuration
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Management Gateway Failover Enabled u
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An enterprise is using wireless as the main network connectivity for clients. To ensure service continuity. a pair of controllers will be installed in a datacentre. An
engineer is designing SSO on the pair of controllers. What needs to be included in the design to avoid having the secondary controller go into maintenance mode?

A. The Keep alive timer is too lo

B. which causes synchronization problems.

C. The connection between the redundancy ports is missing.

D. The redundancy port must be the same subnet as the redundancy mgmt.
E. The Global Configuration of SSO is set to Disabled on the controller.

Answer: B

Explanation:

‘There are few scenarios where the Standby WLC may go into Maintenance Mode and not be able to communicate with the network and peer: « Non reachability
to Gateway via Redundant Management Interface

« WLC with HA SKU which had never discovered peer « Redundant Port is down ¢ Software version mismatch (WLC which boots up first goes into active mode
and the other WLC in Maintenance Mode)’ High Availability (SSO) Deployment Guide — Cisco

NEW QUESTION 19

A wireless deployment in a high-density environment is being used by vendors to process credit card payment transactions via handheld mobile scanners. The
scanners are having problems roaming between access points in the environment. Which feature on the wireless controller should have been incorporated in the
design?

A. RX SOP

B. 802.11w

C. AP Heartbeat Timeout

D. Application Visibility Control

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/configguide/b_cg85/advanced_wireless_tuning.ht

NEW QUESTION 22
A network engineer is preparing for an office site survey with a height of 2.5 meters. Which three components are recommended to complete the survey? (Choose
three.)

A. Use a battery pack to power APs

B. Use a drawing of the office space to draw AP and client placements.
C. Use DoS attack on APs while measuring the throughput.

D. Use APs with directional antennas.

E. Use APs with external antennas.

F. Use APs with built-in antennas.
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Answer: ABF

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-4/b_mesh_84/Site_Preparation_and_Plannin

NEW QUESTION 23
A wireless network consultant must assess an existing wireless LAN controller. Which section must the consultant check before replacing the old APs with APs
that are IEEE 802.11ac-capable?

A. number of AP licenses
B. controller PSU

C. throughput capacity
D. software version

Answer: A

Explanation:
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/nb-06-802-11ax-fag-c

NEW QUESTION 26

An enterprise is using a Cisco AireOS controller and Wi-Fi 6 APs. The controller is installed in the head office, and the employees primarily use Apple OS devices.
The APs broadcast WLAN

ENT-WLAN406558520-1 for the employees and a guest WLAN with similar naming. What needs to be enabled on the controller to optimize roaming?

A. Aggregated Probe Response Optimization
B. Fast SSID Changing

C. Load Balancing Window

D. Client Timers

Answer: B

NEW QUESTION 30
During a wireless network design, a customer requires wireless coverage on the perimeter of a building but also wants to minimize signal leakage from the wireless
network. Which antenna should be used to accomplish this design?

A. Patch

B. Dipole

C. Monopole

D. Omnidirectional

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/antennas/installing-combined/industrial-routers-an

NEW QUESTION 33
A customer called with a requirement that internal clients must be on different subnets depending on the building they are in. All access points are operating in
local mode and will not be modified, and this is a single controller solution. Which design approach creates the desired result?

A. Create AP groups for each desired location, map the correct VLANS to the internal SSID, and add the access points for that location.

B. Create an SSID place it to the desired VLAN under WLANs and configure 802.1x in ISE to assign the correct VLAN based on the SSID from which the client is
authenticating

C. Create FlexConnect groups, place the access points in, and set the correct VLAN to SSID mapping based on location.

D. Create mobility anchors for the SSID and on the controller under the internal SSID create a foreign map to the desired VLAN based on location.

Answer: A
Explanation:

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-vlan/71477-ap-group-vians-wlic.htmi

NEW QUESTION 35
An engineer is performing a predictive wireless design for a medical treatment environment, which requires data and voice services. What is the minimum
requirement for the design?

A. overlapping -72 dBm coverage from two access points
B. continuous -67 dBm coverage from one access point
C. continuous -72 dBm coverage from one access point
D. overlapping -67 dBm coverage from two access points

Answer: B

Explanation:
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So -67dBm covers both Data & Voice with a single AP

NEW QUESTION 40

An engineer is designing an outdoor mesh network to cover several sports fields. The core of the network is located in a building at the entrance of a sports

complex. Which type of antenna should be used with the RAP for backhaul connectivity?

A.5GH

B. 8-dBi omnidirectional antenna
C.24GH

D. 8-dBi patch antenna

E. 2.4 GH

F. 14-dBi omnidirectional antenna
G.5GH

H. 14-DBi patch antenna

Answer: A

Explanation:
https://www.cisco.com/c/en/us/products/collateral/wireless/aironet-antennas-accessories/product_data_she

NEW QUESTION 45
A customer is concerned about mesh backhaul link security. Which level of encryption does the backhaul link use?

A. hash
B. AES
C. WEP
D. 3DES

Answer: B

Explanation:
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NEW QUESTION 50

The wireless team must configure a new voice SSID for optimized roaming across multiple WLCs with Cisco 8821 phones. Which two settings accomplish this

goal? (Choose two.)

A. Configure mobility groups between WLCs.

B. Use Cisco Centralized Key Management for authentication.
C. Configure AP groups between WLCs.

D. Configure AVC profile on new SSID.

E. Use AVC to tag traffic voice traffic as best effort.

Answer: AB

NEW QUESTION 53

An engineer must repurpose a lab WLC appliance for use in the production environment of the enterprise. After the new WLC is configured with the information of

the other WLC, the mobility tunnels are still not coming up. What is the reason?
A. A firewall is blocking UDP port 16667 between the WLCs.

B. The WLC management interfaces are in the same VLAN.

C. The hardware platform is incompatible.

D. The mobility groups are different.

Answer: D

NEW QUESTION 58
Drag and drop the characteristics from the left onto the correct functionalities on the right.
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Multiple AP-Manager Interfaces

complex configuration on the Cisco
WLC and infrastructure

achieves optimal AP join process
with src-dst-ip load-balancing

simple configuration on the Cisco
WLC and infrastructure

LAG

avoids single point of failure on
neighbor switches

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONS

NEW QUESTION 62
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