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NEW QUESTION 1
A user recent an SMS on a mobile phone that asked for bank delays. Which of the following social-engineering techniques was used in this case?

A. SPIM

B. Vishing

C. Spear phishing
D. Smishing

Answer: D

NEW QUESTION 2
Which of the following describes the BEST approach for deploying application patches?

A. Apply the patches to systems in a testing environment then to systems in a staging environment, and finally to production systems.

B. Test the patches in a staging environment, develop against them in the development environment, andthen apply them to the production systems
C. Test the patches m a test environment apply them to the production systems and then apply them to a staging environment

D. Apply the patches to the production systems apply them in a staging environment, and then test all of them in a testing environment

Answer: A

NEW QUESTION 3
A user enters a password to log in to a workstation and is then prompted to enter an authentication code. Which of the following MFA factors or attributes are being
utilized in the authentication process? (Select TWO).

A. Something you know
B. Something you have
C. Somewhere you are
D. Someone you are

E. Something you are

F. Something you can do

Answer: BE

NEW QUESTION 4
A security analyst reviews the datacenter access logs for a fingerprint scanner and notices an abundance of errors that correlate with users' reports of issues
accessing the facility. Which of the following MOST likely the cause of the cause of the access issues?

A. False rejection

B. Cross-over error rate
C. Efficacy rale

D. Attestation

Answer: B

NEW QUESTION 5
A global pandemic is forcing a private organization to close some business units and reduce staffing at others. Which of the following would be BEST to help the
organization’s executives determine the next course of action?

A. An incident response plan
B. A communications plan

C. A disaster recovery plan
D. A business continuity plan

Answer: D

NEW QUESTION 6
A security engineer needs to enhance MFA access to sensitive areas in a building. A key card and fingerprint scan are already in use. Which of the following would
add another factor of authentication?

A. Hard token
B. Retina scan
C. SMS text
D. Keypad PIN

Answer: B

NEW QUESTION 7
An enterprise has hired an outside security firm to conduct penetration testing on its network and applications. The firm has only been given the documentation
available to the customers of the applications. Which of the following BEST represents the type of testing that will occur?

A. Bug bounty
B. Black-box
C. Gray-box
D. White-box
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Answer: A

NEW QUESTION 8

A financial organization has adopted a new secure, encrypted document-sharing application to help with its customer loan process. Some important Pll needs to
be shared across this new platform, but it is getting blocked by the DLP systems. Which of the following actions will BEST allow the PII to be shared with the
secure application without compromising the organization’s security posture?

A. Configure the DLP policies to allow all PII

B. Configure the firewall to allow all ports that are used by this application

C. Configure the antivirus software to allow the application

D. Configure the DLP policies to whitelist this application with the specific PII
E. Configure the application to encrypt the PlII

Answer: D

NEW QUESTION 9
A company recently experienced a data breach and the source was determined to be an executive who was charging a phone in a public area. Which of the
following would MOST likely have prevented this breach?

A. A firewall

B. A device pin

C. A USB data blocker
D. Biometrics

Answer: C

NEW QUESTION 10

A large industrial system's smart generator monitors the system status and sends alerts to third-party maintenance personnel when critical failures occur. While
reviewing the network logs the company's security manager notices the generator's IP is sending packets to an internal file server's IP. Which of the following
mitigations would be BEST for the security manager to implement while maintaining alerting capabilities?

A. Segmentation

B. Firewall whitelisting
C. Containment

D. isolation

Answer: A

NEW QUESTION 10
Which of the following job roles would sponsor data quality and data entry initiatives that ensure business and regulatory requirements are met?

A. The data owner

B. The data processor

C. The data steward

D. The data privacy officer.

Answer: C

NEW QUESTION 14

A network engineer needs to build a solution that will allow guests at the company’s headquarters to access the Internet via WiFi. This solution should not allow
access to the internal corporate network, but it should require guests to sign off on the acceptable use policy before accessing the Internet. Which of the following
should the engineer employ to meet these requirements?

A. Implement open PSK on the APs
B. Deploy a WAF

C. Configure WIPS on the APs

D. Install a captive portal

Answer: D

NEW QUESTION 17

A network engineer is troubleshooting wireless network connectivity issues that were reported by users. The issues are occurring only in the section of the building
that is closest to the parking lot. Users are intermittently experiencing slow speeds when accessing websites and are unable to connect to network drives. The
issues appear to increase when laptop users return desks after using their devices in other areas of the building. There have also been reports of users being
required to enter their credentials on web pages in order to gain access to them. Which of the following is the MOST likely cause of this issue?

A. An external access point is engaging in an evil-twin attack.

B. The signal on the WAP needs to be increased in that section of the building.

C. The certificates have expired on the devices and need to be reinstalled.

D. The users in that section of the building are on a VLAN that is being blocked by the firewall.
Answer: A

NEW QUESTION 22
A remote user recently took a two-week vacation abroad and brought along a corporate-owned laptop. Upon returning to work, the user has been unable to
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connect the laptop to the VPN. Which of the following is the MOST likely reason for the user’s inability to connect the laptop to the VPN?

A. Due to foreign travel, the user’s laptop was isolated from the network.

B. The user’s laptop was quarantined because it missed the latest path update.
C. The VPN client was blacklisted.

D. The user’s account was put on a legal hold.

Answer: A

NEW QUESTION 27

Some laptops recently went missing from a locked storage area that is protected by keyless RFID-enabled locks. There is no obvious damage to the physical
space. The security manager identifies who unlocked the door, however, human resources confirms the employee was on vacation at the time of the incident.
Which of the following describes what MOST likely occurred?

A. The employee's physical access card was cloned.
B. The employee is colluding with human resources
C. The employee's biometrics were harvested

D. A criminal used lock picking tools to open the door.

Answer: A

NEW QUESTION 31
Which of the following would BEST identify and remediate a data-loss event in an enterprise using third-party, web-based services and file-sharing platforms?

A. SIEM
B. CASB
C.UTM
D. DLP

Answer: D

NEW QUESTION 32
A recently discovered zero-day exploit utilizes an unknown vulnerability in the SMB network protocol to rapidly infect computers. Once infected, computers are
encrypted and held for ransom. Which of the following would BEST prevent this attack from reoccurring?

A. Configure the perimeter firewall to deny inbound external connections to SMB ports.

B. Ensure endpoint detection and response systems are alerting on suspicious SMB connections.
C. Deny unauthenticated users access to shared network folders.

D. Verify computers are set to install monthly operating system, updates automatically.

Answer: A

NEW QUESTION 35
Which of the following BEST explains the difference between a data owner and a data custodian?

A. The data owner is responsible for adhering to the rules for using the data, while the data custodian is responsible for determining the corporate governance
regarding the data

B. The data owner is responsible for determining how the data may be used, while the data custodian is responsible for implementing the protection to the data
C. The data owner is responsible for controlling the data, while the data custodian is responsible for maintaining the chain of custody when handling the data
D. The data owner grants the technical permissions for data access, while the data custodian maintains the database access controls to the data

Answer: B

NEW QUESTION 39
A Chief Security Office's (CSO's) key priorities are to improve preparation, response, and recovery practices to minimize system downtime and enhance
organizational resilience to ransomware attacks. Which of the following would BEST meet the CSO's objectives?

A. Use email-filtering software and centralized account management, patch high-risk systems, and restrict administration privileges on fileshares.

B. Purchase cyber insurance from a reputable provider to reduce expenses during an incident.

C. Invest in end-user awareness training to change the long-term culture and behavior of staff and executives, reducing the organization's susceptibility to phishing
attacks.

D. Implement application whitelisting and centralized event-log management, and perform regular testing and validation of full backups.

Answer: D

NEW QUESTION 44
A network administrator would like to configure a site-to-site VPN utilizing iPSec. The administrator wants the tunnel to be established with data integrity
encryption, authentication and anti- replay functions Which of the following should the administrator use when configuring the VPN?

A. AH

B. EDR
C.ESP

D. DNSSEC

Answer: C
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NEW QUESTION 49
A document that appears to be malicious has been discovered in an email that was sent to a company's Chief Financial Officer (CFO). Which of the following
would be BEST to allow a security analyst to gather information and confirm it is a malicious document without executing any code it may contain?

A. Open the document on an air-gapped network

B. View the document's metadata for origin clues

C. Search for matching file hashes on malware websites
D. Detonate the document in an analysis sandbox

Answer: D

NEW QUESTION 51
A Chief Information Security Officer (CISO) is concerned about the organization's ability to continue business operation in the event of a prolonged DDoS attack on
its local datacenter that consumes database resources. Which of the following will the CISO MOST likely recommend to mitigate this risk?

A. Upgrade the bandwidth available into the datacenter

B. Implement a hot-site failover location

C. Switch to a complete SaaS offering to customers

D. Implement a challenge response test on all end-user queries

Answer: B

NEW QUESTION 56

A smart retail business has a local store and a newly established and growing online storefront. A recent storm caused a power outage to the business and the
local ISP, resulting in several hours of lost sales and delayed order processing. The business owner now needs to ensure two things:

* Protection from power outages

* Always-available connectivity In case of an outage

The owner has decided to implement battery backups for the computer equipment Which of the following would BEST fulfill the owner's second need?

A. Lease a point-to-point circuit to provide dedicated access.

B. Connect the business router to its own dedicated UPS.

C. Purchase services from a cloud provider for high availability
D. Replace the business's wired network with a wireless network.

Answer: C

NEW QUESTION 58
Which of the following should be put in place when negotiating with a new vendor about the timeliness of the response to a significant outage or incident?

A. MOU
B. MTTR
C. SLA
D. NDA

Answer: C

NEW QUESTION 60
Which of the following refers to applications and systems that are used within an organization without consent or approval?

A. Shadow IT

B. OSINT

C. Dark web

D. Insider threats

Answer: A

NEW QUESTION 61
Which of the following is a team of people dedicated testing the effectiveness of organizational security programs by emulating the techniques of potential
attackers?

A. Red team
B. While team
C. Blue team
D. Purple team

Answer: A

NEW QUESTION 63

A security audit has revealed that a process control terminal is vulnerable to malicious users installing and executing software on the system. The terminal is
beyond end-of-life support and cannot be upgraded, so it is placed on a projected network segment. Which of the following would be MOST effective to implement
to further mitigate the reported vulnerability?

A. DNS sinkholding

B. DLP rules on the terminal
C. An IP blacklist

D. Application whitelisting
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Answer: D

NEW QUESTION 64
Which of the following describes the ability of code to target a hypervisor from inside

A. Fog computing

B. VM escape

C. Software-defined networking
D. Image forgery

E. Container breakout

Answer: B

NEW QUESTION 67
A technician needs to prevent data loss in a laboratory. The laboratory is not connected to any external networks. Which of the following methods would BEST
prevent data? (Select TWO)

A. VPN

B. Drive encryption

C. Network firewall

D. File-level encryption
E. USB blocker

F. MFA

Answer: BE

NEW QUESTION 71
An auditor is performing an assessment of a security appliance with an embedded OS that was vulnerable during the last two assessments. Which of the following
BEST explains the appliance’s vulnerable state?

A. The system was configured with weak default security settings.

B. The device uses weak encryption ciphers.

C. The vendor has not supplied a patch for the appliance.

D. The appliance requires administrative credentials for the assessment.

Answer: C

NEW QUESTION 72

A security engineer needs to Implement the following requirements:

* All Layer 2 switches should leverage Active Directory tor authentication.

« All Layer 2 switches should use local fallback authentication If Active Directory Is offline.

« All Layer 2 switches are not the same and are manufactured by several vendors.

Which of the following actions should the engineer take to meet these requirements? (Select TWO).

A. Implement RADIUS.

B. Configure AAA on the switch with local login as secondary.

C. Configure port security on the switch with the secondary login method.
D. Implement TACACS+

E. Enable the local firewall on the Active Directory server.

F. Implement a DHCP server.

Answer: AB

NEW QUESTION 74
A security analyst sees the following log output while reviewing web logs:

Which of the following mitigation strategies would be BEST to prevent this attack from being successful?

A. Secure cookies

B. Input validation

C. Code signing

D. Stored procedures

Answer: B

NEW QUESTION 75
A company wants to deploy PKI on its Internet-facing website. The applications that are currently deployed are:

> www.company.com (main website)
> contactus.company.com (for locating a nearby location)

> gquotes.company.com (for requesting a price quote)
The company wants to purchase one SSL certificate that will work for all the existing applications and any future applications that follow the same naming
conventions, such as store.company.com. Which of the following certificate types would BEST meet the requirements?
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A. SAN

B. Wildcard

C. Extended validation
D. Self-signed

Answer: B

NEW QUESTION 78
A security analyst is using a recently released security advisory to review historical logs, looking for the specific activity that was outlined in the advisory. Which of
the following is the analyst doing?

A. A packet capture

B. A user behavior analysis

C. Threat hunting

D. Credentialed vulnerability scanning

Answer: C

NEW QUESTION 83
Which of the following would be BEST to establish between organizations to define the responsibilities of each party outline the key deliverables and include
monetary penalties for breaches to manage third-party risk?

A. An ARO
B. An MOU
C. An SLA
D. ABPA

Answer: B

NEW QUESTION 84

A university with remote campuses, which all use different service providers, loses Internet connectivity across all locations. After a few minutes, Internet and VolP
services are restored, only to go offline again at random intervals, typically within four minutes of services being restored. Outages continue throughout the day,
impacting all inbound and outbound connections and services. Services that are limited to the local LAN or WiFi network are not impacted, but all WAN and VolP
services are affected.

Later that day, the edge-router manufacturer releases a CVE outlining the ability of an attacker to exploit the SIP protocol handling on devices, leading to resource
exhaustion and system reloads. Which of the following BEST describe this type of attack? (Choose two.)

A. DoS

B. SSL stripping
C. Memory leak
D. Race condition
E. Shimming

F. Refactoring

Answer: AD

NEW QUESTION 86
Which of the following scenarios BEST describes a risk reduction technique?

A. A security control objective cannot be met through a technical change, so the company purchases insurance and is no longer concerned about losses from data
breaches.

B. A security control objective cannot be met through a technical change, so the company implements a policy to train users on a more secure method of
operation.

C. A security control objective cannot be met through a technical change, so the company changes as method of operation

D. A security control objective cannot be met through a technical change, so the Chief Information Officer (CIO) decides to sign off on the risk.

Answer: B

NEW QUESTION 90

A company's Chief Information Security Officer (CISO) recently warned the security manager that the company’s Chief Executive Officer (CEO) is planning to
publish a controversial option article in a national newspaper, which may result in new cyberattacks Which of the following would be BEST for the security manager
to use in a threat mode?

A. Hacktivists

B. White-hat hackers
C. Script kiddies

D. Insider threats

Answer: A

NEW QUESTION 94

A Chief Information Security Officer (CISO) needs to create a policy set that meets international standards for data privacy and sharing. Which of the following
should the CISO read and understand before writing the policies?

A. PCI DSS

B. GDPR
C. NIST
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D. 1SO 31000

Answer: B

NEW QUESTION 95

A network administrator has been asked to design a solution to improve a company's security posture The administrator is given the following, requirements?
* The solution must be inline in the network

* The solution must be able to block known malicious traffic

* The solution must be able to stop network-based attacks

Which of the following should the network administrator implement to BEST meet these requirements?

A. HIDS
B. NIDS
C. HIPS
D. NIPS

Answer: D

NEW QUESTION 99
A public relations team will be taking a group of guest on a tour through the facility of a large e-commerce company. The day before the tour, the company sends
out an email to employees to ensure all whiteboars are cleaned and all desks are cleared. The company is MOST likely trying to protect against.

A. Loss of proprietary information

B. Damage to the company’s reputation
C. Social engineering

D. Credential exposure

Answer: C

NEW QUESTION 101
The IT department at a university is concerned about professors placing servers on the university network in an attempt to bypass security controls. Which of the
following BEST represents this type of threat?

A. A script kiddie
B. Shadow IT

C. Hacktivism

D. White-hat

Answer: B

NEW QUESTION 103
A cybersecurity administrator has a reduced team and needs to operate an on-premises network and security infrastructure efficiently. To help with the situation,
the administrator decides to hire a service provider. Which of the following should the administrator use?

A. SDP

B. AAA

C. laaS

D. MSSP

E. Microservices

Answer: D

NEW QUESTION 108
A security administrator checks the table of a network switch, which shows the following output:

g . - - L -
e

Which of the following is happening to this switch?

A. MAC Flooding
B. DNS poisoning
C. MAC cloning

D. ARP poisoning

Answer: A

NEW QUESTION 110
A security analyst discovers several .jpg photos from a cellular phone during a forensics investigation involving a compromised system. The analyst runs a
forensics tool to gather file metadata. Which of the following would be part of the images if all the metadata is still intact?
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A. The GPS location

B. When the file was deleted

C. The total number of print jobs
D. The number of copies made

Answer: A

NEW QUESTION 112

A cybersecurity manager has scheduled biannual meetings with the IT team and department leaders to discuss how they would respond to hypothetical
cyberattacks. During these meetings, the manager presents a scenario and injects additional information throughout the session to replicate what might occur in a
dynamic cybersecurity event involving the company, its facilities, its data, and its staff. Which of the following describes what the manager is doing?

A. Developing an incident response plan
B. Building a disaster recovery plan

C. Conducting a tabletop exercise

D. Running a simulation exercise

Answer: C

NEW QUESTION 117
A security administrator suspects an employee has been emailing proprietary information to a competitor. Company policy requires the administrator to capture an
exact copy of the employee’s hard disk. Which of the following should the administrator use?

A. dd

B. chmod
C. dnsenum
D. logger

Answer: A

NEW QUESTION 121
A nuclear plant was the victim of a recent attack, and all the networks were air gapped. A subsequent investigation revealed a worm as the source of the issue.
Which of the following BEST explains what happened?

A. A malicious USB was introduced by an unsuspecting employee.
B. The ICS firmware was outdated

C. Alocal machine has a RAT installed.

D. The HVAC was connected to the maintenance vendor.

Answer: A

NEW QUESTION 122

Employees are having issues accessing the company's website. Some employees report very slow performance, while others cannot the website at all. The web
and security administrators search the logs and find millions of half-open connections to port 443 on the web server. Further analysis reveals thousands of different
source IPs initiating this traffic. Which of the following attacks is MOST likely occurring?

A. DDoS

B. Man-in-the-middle
C. MAC flooding

D. Domain hijacking

Answer: A
NEW QUESTION 124

A cybersecurity administrator needs to add disk redundancy for a critical server. The solution must have a two- drive failure for better fault tolerance. Which of the
following RAID levels should the administrator select?

Ow>
o R

Answer: B

NEW QUESTION 127

Which of the following disaster recovery tests is The LEAST time-consuming for the disaster recovery team?
A. Tabletop

B. Parallel

C. Full interruption

D. Simulation

Answer: D

NEW QUESTION 128
A network administrator has been asked to install an IDS to improve the security posture of an organization. Which of the following control types is an IDS?
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A. Corrective

B. Physical

C. Detective

D. Administrative

Answer: C

NEW QUESTION 130
Which of the following technical controls is BEST suited for the detection and prevention of buffer overflows on hosts?

A.DLP
B. HIDS
C. EDR
D. NIPS

Answer: C

NEW QUESTION 135
Which of the following incident response steps involves actions to protect critical systems while maintaining business operations?

A. Investigation

B. Containment

C. Recovery

D. Lessons learned

Answer: B

NEW QUESTION 140

A security analyst is reviewing a new website that will soon be made publicly available. The analyst sees the following in the URL:
http://dev-site.comptia.org/home/show.php?session|D=77276554&loc=us

The analyst then sends an internal user a link to the new website for testing purposes, and when the user clicks the link, the analyst is able to browse the website
with the following URL:

http://dev-site.comptia.org/home/show.php?sessionID=98988475&loc=us Which of the following application attacks is being tested?

A. Pass-the-hash

B. Session replay

C. Object deference

D. Cross-site request forgery

Answer: B

NEW QUESTION 143
A company is launching a new internet platform for its clients. The company does not want to implement its own authorization solution but instead wants to rely on
the authorization provided by another platform. Which of the following is the BEST approach to implement the desired solution?

A. OAuth

B. TACACS+
C. SAML

D. RADIUS

Answer: D

NEW QUESTION 148
Local guidelines require that all information systems meet a minimum-security baseline to be compliant. Which of the following can security administrators use to
assess their system configurations against the baseline?

A. SOAR playbook

B. Security control matrix

C. Risk management framework
D. Benchmarks

Answer: D

NEW QUESTION 150
A security analyst is investigation an incident that was first reported as an issue connecting to network shares and the internet, While reviewing logs and tool
output, the analyst sees the following:

- . i i - -

Which of the following attacks has occurred?
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A. IP conflict

B. Pass-the-hash

C. MAC flooding

D. Directory traversal
E. ARP poisoning

Answer: E

NEW QUESTION 155
A security analyst is reviewing information regarding recent vulnerabilities. Which of the following will the analyst MOST likely consult to validate which platforms
have been affected?

A. OSINT
B. SIEM
C. CVSS
D. CVE

Answer: D

NEW QUESTION 158
Which of the following will MOST likely adversely impact the operations of unpatched traditional programmable-logic controllers, running a back-end LAMP server
and OT systems with human-management interfaces that are accessible over the Internet via a web interface? (Choose two.)

A. Cross-site scripting

B. Data exfiltration

C. Poor system logging

D. Weak encryption

E. SQL injection

F. Server-side request forgery

Answer: DF

NEW QUESTION 160
An organization has decided to host its web application and database in the cloud Which of the following BEST describes the security concerns for this decision?

A. Access to the organization's servers could be exposed to other cloud-provider clients
B. The cloud vendor is a new attack vector within the supply chain

C. Outsourcing the code development adds risk to the cloud provider

D. Vendor support will cease when the hosting platforms reach EOL.

Answer: B

NEW QUESTION 162

The Chief Security Officer (CSO) at a major hospital wants to implement SSO to help improve in the environment patient data, particularly at shared terminals. The
Chief Risk Officer (CRO) is concerned that training and guidance have been provided to frontline staff, and a risk analysis has not been performed. Which of the
following is the MOST likely cause of the CRO’s concerns?

A. SSO would simplify username and password management, making it easier for hackers to pass guess accounts.
B. SSO would reduce password fatigue, but staff would still need to remember more complex passwords.

C. SSO would reduce the password complexity for frontline staff.

D. SSO would reduce the resilience and availability of system if the provider goes offline.

Answer: D

NEW QUESTION 166

After reading a security bulletin, a network security manager is concerned that a malicious actor may have breached the network using the same software flaw.
The exploit code is publicly available and has been reported as being used against other industries in the same vertical. Which of the following should the network
security manager consult FIRST to determine a priority list for forensic review?

A. The vulnerability scan output
B. The IDS logs

C. The full packet capture data
D. The SIEM alerts

Answer: A

NEW QUESTION 167

The Chief Financial Officer (CFO) of an insurance company received an email from Ann, the company’s Chief Executive Officer (CEO), requesting a transfer of
$10,000 to an account. The email states Ann is on vacation and has lost her purse, containing cash and credit cards. Which of the following social-engineering
techniques is the attacker using?

A. Phishing

B. Whaling

C. Typo squatting
D. Pharming

Answer: B
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NEW QUESTION 170
A company is implementing MFA for all applications that store sensitive data. The IT manager wants MFA to be non-disruptive and user friendly. Which of the
following technologies should the IT manager use when implementing MFA?

A. One-time passwords

B. Email tokens

C. Push notifications

D. Hardware authentication

Answer: C

NEW QUESTION 171
A database administrator needs to ensure all passwords are stored in a secure manner, so the administrate adds randomly generated data to each password
before string. Which of the following techniques BEST explains this action?

A. Predictability
B. Key stretching
C. Salting

D. Hashing

Answer: C

NEW QUESTION 176
An analyst needs to identify the applications a user was running and the files that were open before the user's computer was shut off by holding down the power
button. Which of the following would MOST likely contain that information?

A. NGFW
B. Pagefile
C. NetFlow
D. RAM

Answer: C

NEW QUESTION 177
Which of the following types of controls is a turnstile?

A. Physical
B. Detective
C. Corrective
D. Technical

Answer: A

NEW QUESTION 179
A company has determined that if its computer-based manufacturing is not functioning for 12 consecutive hours, it will lose more money that it costs to maintain
the equipment. Which of the following must be less than 12 hours to maintain a positive total cost of ownership?

A. MTBF
B. RPO
C.RTO
D. MTTR

Answer: C

NEW QUESTION 181
A user recently attended an exposition and received some digital promotional materials The user later noticed blue boxes popping up and disappearing on the
computer, and reported receiving several spam emails, which the user did not open Which of the following is MOST likely the cause of the reported issue?

A. There was a drive-by download of malware
B. The user installed a cryptominer

C. The OS was corrupted

D. There was malicious code on the USB drive

Answer: D

NEW QUESTION 183

Which of the following would be the BEST resource lor a software developer who is looking to improve secure coding practices for web applications?
A. OWASP

B. Vulnerability scan results

C. NIST CSF

D. Third-party libraries

Answer: A
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NEW QUESTION 188

A consultant is configuring a vulnerability scanner for a large, global organization in multiple countries. The consultant will be using a service account to scan
systems with administrative privileges on a weekly basis, but there is a concern that hackers could gain access to account to the account and pivot through the
global network. Which of the following would be BEST to help mitigate this concern?

A. Create consultant accounts for each region, each configured with push MFA notifications.
B. Create one global administrator account and enforce Kerberos authentication

C. Create different accounts for each regio

D. limit their logon times, and alert on risky logins

E. Create a guest account for each regio

F. remember the last ten passwords, and block password reuse

Answer: C

NEW QUESTION 192
A small business just recovered from a ransomware attack against its file servers by purchasing the decryption keys from the attackers. The issue was triggered by
a phishing email and the IT administrator wants to ensure it does not happen again. Which of the following should the IT administrator do FIRST after recovery?

A. Scan the NAS for residual or dormant malware and take new daily backups that are tested on a frequent basis
B. Restrict administrative privileges and patch ail systems and applications.

C. Rebuild all workstations and install new antivirus software

D. Implement application whitelisting and perform user application hardening

Answer: A

NEW QUESTION 196
A security analyst discovers that a company username and password database was posted on an internet forum. The username and passwords are stored in plan
text. Which of the following would mitigate the damage done by this type of data exfiltration in the future?

A. Create DLP controls that prevent documents from leaving the network
B. Implement salting and hashing

C. Configure the web content filter to block access to the forum.

D. Increase password complexity requirements

Answer: A

NEW QUESTION 197
A company has drafted an insider-threat policy that prohibits the use of external storage devices. Which of the following would BEST protect the company from
data exfiltration via removable media?

A. Monitoring large data transfer transactions in the firewall logs

B. Developing mandatory training to educate employees about the removable media policy
C. Implementing a group policy to block user access to system files

D. Blocking removable-media devices and write capabilities using a host-based security tool

Answer: D

NEW QUESTION 199
A forensics examiner is attempting to dump password cached in the physical memory of a live system but keeps receiving an error message. Which of the
following BEST describes the cause of the error?

A. The examiner does not have administrative privileges to the system
B. The system must be taken offline before a snapshot can be created
C. Checksum mismatches are invalidating the disk image

D. The swap file needs to be unlocked before it can be accessed

Answer: A

NEW QUESTION 204

A smart switch has the ability to monitor electrical levels and shut off power to a building in the event of power surge or other fault situation. The switch was
installed on a wired network in a hospital and is monitored by the facilities department via a cloud application. The security administrator isolated the switch on a
separate VLAN and set up a patch routine. Which of the following steps should also be taken to harden the smart switch?

A. Set up an air gap for the switch.

B. Change the default password for the switch.
C. Place the switch In a Faraday cage.

D. Install a cable lock on the switch

Answer: B

NEW QUESTION 209
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