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NEW QUESTION 1

A network engineer performs the following tasks to increaseserver bandwidth: Connects two network cables from the server to a switch stack
Configure LACP on the switchports

Verifies the correct configurations on the switch interfaces

Which of the following needs to be configured on the server?

A. Load balancing
B. Multipathing

C. NIC teaming
D. Clustering

Answer: C

NEW QUESTION 2
A network technician has multimode fiber optic cable available in an existing IDF. Which of the following Ethernet standards should the technician use to connect
the network switch to the existing fiber?

A. 10GBaseT
B. 1000BaseT
C. 1000BaseSX
D. 1000BaselLX

Answer: A

NEW QUESTION 3
A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be BEST for the
technician to use to perform this task?

A. RDP
B. SSH
C.FTP
D. DNS

Answer: A

NEW QUESTION 4
A corporation has a critical system that would cause unrecoverable damage to the brand if it was taken offline. Which of the following disaster recovery solutions
should the corporation implement?

A. Full backups
B. Load balancing
C. Hot site

D. Snapshots

Answer: C

NEW QUESTION 5
An engineer is configuring redundant network links between switches. Which of thefollowing should the engineer enable to prevent network stability issues?

A. 802.1Q

B. STP

C. Flow control
D. CSMA/CD

Answer: B

NEW QUESTION 6
Which of the following BEST describes a network appliance that warns of unapproved devices that are accessing the network?

A. Firewall

B. AP

C. Proxyserver
D. IDS

Answer: D

NEW QUESTION 7
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server
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Answer: A

NEW QUESTION 8
A technician is writing documentation regarding a company’s server farm. The technician needs to confirm the server name for all Linux servers. Which of the
following commands should the technician run?

A. ipconfig
B. nslookup
C.arp

D. route

Answer: B

NEW QUESTION 9
Which of the following systems would MOST likely be found in ascreened subnet?

A. RADIUS
B.FTP
C.SsQL

D. LDAP

Answer: B

NEW QUESTION 10
A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 10
There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?

A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 13

A small, family-run business uses a single SOHO router to provide Internet and WiFi to its employees At the start of a new week, employees come in and find their
usual WiFi network is no longer available, and there is a new wireless network to which they cannot connect. Given that information, which of the following should
have been done to avoid this situation’

A. The device firmware should have been kept current.
B. Unsecure protocols should have been disabled.

C. Parental controls should have been enabled

D. The default credentials should have been changed

Answer: A

NEW QUESTION 18
Which of the following is the physical topology for an Ethernet LAN?

A. Bus
B. Ring
C. Mesh
D. Star

Answer: D

NEW QUESTION 22
Which of the following routing protocols is used to exchange routeinformation between public autonomous systems?

A. OSPF
B. BGP
C. EGRIP
D. RIP
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Answer: B

NEW QUESTION 25

A network administrator discovers that users in an adjacent building areconnecting to the company’s guest wireless network to download inappropriate material.

Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels
B. Adjust the wireless channels

C. Enablewireless client isolation

D. Enable wireless port security

Answer: A

NEW QUESTION 27

Which of the following is used to prioritize Internet usage per application and per user on the network?
A. Bandwidth management

B. Load balance routing

C. Border Gateway Protocol

D. Administrative distance

Answer: A

NEW QUESTION 29

You are tasked with verifying the following requirements are met in order to ensure network security. Requirements:

Datacenter

Ensure network is subnetted to allow all devices to communicate properly whileminimizing address space usage

Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A
Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide devices to support 5 additional different office users Add an additional mobile user

Replace the Telnet server with a more secure solution Screened subnet

Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide a server to handle external 80/443 traffic Provide a server to handle port 20/21 traffic INSTRUCTIONS

Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.

Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Top left subnet — 206.208.134.0/28

Top right subnet — 10.72.63.0/28 Bottom subnet — 192.168.11.0/28
Screened Subnet devices — Web server, FTP server

Building A devices — SSH server top left, workstations on all 5 on the right, laptop on bottom left DataCenter devices — DNS server.

NEW QUESTION 34

Branch users are experiencing issues with videoconferencing. Which of the following will the company MOST likely configure to improveperformance for these

applications?

A. Link Aggregation Control Protocol
B. Dynamic routing

C. Quality of service

D. Network load balancer

E. Static IP addresses

Answer: C

NEW QUESTION 35

Given thefollowing information:

Which of the following command-line tools would generate this output?
A. netstat

B. arp

C. dig

D. tracert

Answer: A
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NEW QUESTION 37
A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but gets the following response: U.U.U.U. Which of the following
needs to be configured for these networks to reach each other?

A. Network address translation
B. Default gateway

C. Loopback

D. Routing protocol

Answer: B

NEW QUESTION 40
A technician wants to deploy a new wireless network that comprises 30 WAPs installed throughout a
three-story office building. All the APs will broadcast the sameSSID for client access. Which of the following BEST describes this deployment?

A. Extended service set

B. Basic service set

C. Unified service set

D. Independent basic service set

Answer: A

NEW QUESTION 45

A user reports a weak signal when walking 20ft (61 m) away from the WAP in one direction, but a strong signal when walking 20ft in the opposite direction The
technician has reviewed the configuration and confirmed the channel type is correct There is no jitter or latency on the connection Which of the following would be
the MOST likely cause of the issue?

A. Antenna type
B. Power levels
C. Frequency

D. Encryption type

Answer: A

NEW QUESTION 46
A technician is configuring a network switch to be used in a publicly accessible location. Which of the
following should the technician configure on the switchto prevent unintended connections?

A. DHCP snooping
B. Geofencing

C. Port security

D. Secure SNMP

Answer: C

NEW QUESTION 50
A network administrator has been directed to present the network alerts from the past week to the company's executive staff. Which of the following will provide the
BEST collection and presentation of this data?

A. A port scan printout

B. A consolidated report of various network devices
C. Areport from the SIEM tool

D. A report from a vulnerability scan done yesterday

Answer: C

NEW QUESTION 53
A network administrator walks into a datacenter and notices an unknown person is following closely. The administrator stops and directs the person tothe security
desk. Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Answer: B

NEW QUESTION 54
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. PoE injector

Answer:
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A

NEW QUESTION 59
A network administrator needs to query the NSs for a remote application. Which of the following commands would BEST help the administrator accomplish this
task?

A. dig

B. arp

C. show interface
D. hostname

Answer: A

NEW QUESTION 62
A network administrator is designing a new datacenter in a different region that will need to communicate to the old datacenter with a secure connection. Which of
the following access methods would provide the BEST security for this new datacenter?

A. Virtual network computing
B. Secure Socket Shell

C. In-band connection

D. Site-to-site VPN

Answer: D

NEW QUESTION 66
Given the following output:

Which of the following attacks is this MOST likely an example of?

A. ARP poisoning
B. VLAN hopping
C. Rogue access point
D. Amplified DoS

Answer: A

NEW QUESTION 71
A workstation is configured with the following network details:

Software on the workstation needs to send a query tothe local subnet broadcast address. To which of the following addresses should the software be configured to
send the query?

A.10.1.2.0
B.10.1.2.1
C.10.1.2.23
D.10.1.2.255
E.10.1.2.31

Answer: E

NEW QUESTION 73

Which of the following provides redundancy ona file server to ensure the server is still connected to a LAN even in the event of a port failure on a switch?
A. NIC teaming

B. Load balancer

C. RAID array

D. PDUs

Answer: A

NEW QUESTION 76

A technician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely use to connect a modem to the ISP?
A. Coaxial

B. Single-mode fiber

C. Cat 6e

D. Multimode fiber

Answer: A

NEW QUESTION 78
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A wireless network was installed in a warehouse for employees to scan crates with a wireless handheld scanner. The wireless network was placed in the corner of
the building near the ceiling for maximum coverage However users in the offices adjacent lo the warehouse have noticed a large amount of signal overlap from the
new network Additionally warehouse employees report difficulty connecting to the wireless network from the other side of the building; however they have no
issues when lhey are near the antenna Which of the following is MOST likely the cause?

A. The wireless signal is being refracted by the warehouse's windows

B. The antenna's power level was set too high and is overlapping

C. An omnidirectional antenna was used instead of a unidirectional antenna
D. The wireless access points are using channels from the 5GHz spectrum

Answer: A

NEW QUESTION 80

During the security audit of a financial firm the Chief Executive Officer (CEO) questions why there are three employees who perform very distinct functions on the
server. There is an administrator for creating users another for assigning the users lo groups and a third who is the only administrator to perform file rights
assignment Which of the following mitigation techniques is being applied'

A. Privileged user accounts
B. Role separation

C. Container administration
D. Job rotation

Answer: B

NEW QUESTION 83
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