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NEW QUESTION 1

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For on-premises applications:

Configure Cloud App Security policies
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online

Configure Cloud App Secunty policies.
Maodify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy

NEW QUESTION 2

- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must
meet the authentication requirements and the access requirements. What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range
C. trusted IPs that have a public IP address range

D. trusted IPs that have a private IP address range

Answer: B

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 4

- (Exam Topic 2)

You need to meet the technical requirements for license management by the helpdesk administrators.

What should you create first, and which tool should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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NEW QUESTION 5

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE:Each correct selection is worth one point.

To configure user access: v

An access package
An access review
A conditional access policy

To enable collaboration with fabrikam.com: v
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 6
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group? Microsoft 365 group None
Group3 Mail-enabled security group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E
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Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 7

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: D

NEW QUESTION 8

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

Sesver1 Domam cuntrc;l!-t:f (PDC emulator)
Server?2 Domamn controller (infrastructure master) |
Servers | | Azure AD Connect sorver

Serverd Unassigned member server L

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

NEW QUESTION 9

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

- (Exam Topic 3)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments afterfrom the Role settings details
B. Expire active assignments afterfrom the Role settings details
C. Assignment type toActive

D. Assignment type toEligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 10

- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.
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You plan to implement multi-factor authentication (MFA).
Which MFA authentication method can the users use from the remote location?

A. a verification code from the Microsoft Authenticator app
B. security questions

C. voice

D. SMS

Answer: B

NEW QUESTION 13

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role,

Review name * Admin review
Description (O
Start date * 12/18/2020 A
Frequency Monthly “w
Durat;nn :’in d-a}IrS} ;:“ -———_—:_—-—I--O 14
End (@ WLEES Endby  Occurrences |

M

|
Users
Scope \®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers
Reviewers | (Preview) Manager ha

(Preview) Fallback reviewers (D)
Megan Bowen

s

s Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 14

- (Exam Topic 3)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

NEW QUESTION 16
- (Exam Topic 3)

Arswer Area

D0

Answer Area

Your company requires that users request access before they can access corporate applications.
You register a new enterprise application named MyAppl in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyAppl1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: C

NEW QUESTION 18
- (Exam Topic 3)

You have a Microsoft 365 tenant.

O

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)
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You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details tab.)

it i cal=uyr=Al

st Addmmmirstrator

Role setting details - User Administrator

Activation

Sarting

»iate

3 hoUuris)

Aszignment

You view the User administrator role assignments as shown in the Rote assignments exhibit. (Click the Role assignments lab.)
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User Administraton AssicIAMm

For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo
il
I ) I
|
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yos Mo

NEW QUESTION 19

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 21

- (Exam Topic 3)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.
* A device named Devicel

» Users named User1, User2, User3, User4, and User5

« Five groups named Groupl, Group2, Group3, Ciroup4, and Group5

The groups are configured as shown in the following table.
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Name Type Membership type Members
Group1 Security Assigned User1. Userd, Group2. Groupd
Group?2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Groupd4 | Microsoft 365 Assigned Groups
Group5 | Microsoft 365 Assigned Userd
How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl1?
A.2
B.3
C.4
Answer: B

NEW QUESTION 22

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory domain. The VPN server doesNOTsupport Azure Multi-
Factor Authentication (MFA).

You need to recommend a solution to provide Azure MFA for VPN connections. What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 23

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review
Description ()
Start date * 12/18/2020 =
Frequency Maonthly v |
Duration {jn di‘l}"i} o __——————_—--O 14
End (O MNever End by Occurrences
E &8
Users
Scope ® ) Everyone
Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager S

(Preview) Fallback reviewers (0

Megan Bowen

v Upon completion settings
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You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 28

- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 33

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 38

- (Exam Topic 3)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 39
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