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NEW QUESTION 1
- (Exam Topic 1)
A user has been granted permission to change their own IAM user password. Which AWS services can the user use to change the password? (Select TWO.)

A. AWS Command Line Interface (AWS CLI)
B. AWS Key Management Service (AWS KMS)
C. AWS Management Console
D. AWS Resource Access Manager (AWS RAM)
E. AWS Secrets Manager

Answer: AC

NEW QUESTION 2
- (Exam Topic 1)
A web application is hosted on AWS using an Elastic Load Balancer, multiple Amazon EC2 instances, and Amazon RDS. Which security measures fall under the
responsibility of AWS? (Select TWO.)

A. Running a virus scan on EC2 instances
B. Protecting against IP spoofing and packet sniffing
C. Installing the latest security patches on the RDS instance
D. Encrypting communication between the EC2 instances and the Elastic Load Balancer
E. Configuring a security group and a network access control list (NACL) for EC2 instances

Answer: BC

NEW QUESTION 3
- (Exam Topic 1)
A company wants to migrate its on-premises Microsoft SQL Server database server to the AWS Cloud. The company has decided to use Amazon EC2 instances
to run this database.
Which of the following is the company responsible for managing, according to the AWS shared responsibility model?

A. EC2 hypervisor
B. Security patching of the guest operating system
C. Network connectivity of the host server
D. Uptime service level agreement (SLA) for the EC2 instances

Answer: B

NEW QUESTION 4
- (Exam Topic 1)
A company runs a web application on Amazon EC2 instances. The application must run constantly and is expected to run indefinitely without interruption.
Which EC2 instance purchasing options will meet these requirements MOST cost-effectively? (Select TWO.)

A. On-Demand Instances
B. Spot Instances.
C. Reserved Instances
D. Savings Plans
E. Dedicated Hosts

Answer: CD

Explanation: 
Amazon EC2 provides the following purchasing options to enable you to optimize your costs based on your needs:
*On-Demand Instances – Pay, by the second, for the instances that you launch.
*Savings Plans – Reduce your Amazon EC2 costs by making a commitment to a consistent amount of usage, in USD per hour, for a term of 1 or 3 years.
*Reserved Instances – Reduce your Amazon EC2 costs by making a commitment to a consistent instance configuration, including instance type and Region, for a
term of 1 or 3 years.
*Spot Instances – Request unused EC2 instances, which can reduce your Amazon EC2 costs significantly.
*Dedicated Hosts – Pay for a physical host that is fully dedicated to running your instances, and bring your existing per-socket, per-core, or per-VM software
licenses to reduce costs.
*Dedicated Instances – Pay, by the hour, for instances that run on single-tenant hardware.
*Capacity Reservations – Reserve capacity for your EC2 instances in a specific Availability Zone for any duration.
If you require a capacity reservation, purchase Reserved Instances or Capacity Reservations for a specific Availability Zone. Spot Instances are a cost-effective
choice if you can be flexible about when your applications run and if they can be interrupted. Dedicated Hosts or Dedicated Instances can help you address
compliance requirements and reduce costs by using your existing server-bound software licenses.

NEW QUESTION 5
- (Exam Topic 1)
Elasticity in the AWS Cloud refers to which of the following? (Select TWO.)

A. How quickly an Amazon EC2 instance can be restarted
B. The ability to right size resources as demand shifts
C. The maximum amount of RAM an Amazon EC2 instance can use
D. The pay-as-you-go billing model
E. How easily resources can be procured when they are needed

Answer: BE
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Explanation: 
The AWS Well-Architected Framework defines elasticity as: The ability to acquire resources as you need them and release resources when you no longer need
them. In the cloud, you want to do this automatically
https://dev.to/aws-builders/what-does-elastic-mean-cloud-concepts-explained-4anb#:~:text=The%20AWS%20W

NEW QUESTION 6
- (Exam Topic 1)
Which controls are shared under the AWS shared responsibility model? (Select TWO.)

A. Awareness and training
B. Patching of Amazon RDS
C. Configuration management
D. Physical and environmental controls
E. Service and communications protection or security

Answer: AC

Explanation: 
In the AWS shared security model, a shared control, AWS provides the requirements for the infrastructure and the customer must provide their own control
implementation within their use of AWS services.
Examples of shared controls include:
*Patch Management – AWS is responsible for patching and fixing flaws within the infrastructure, but customers are responsible for patching their guest OS and
applications.
*Configuration Management – AWS maintains the configuration of its infrastructure devices, but a customer is responsible for configuring their own guest operating
systems, databases, and applications.
*Awareness & Training – AWS trains AWS employees, but a customer must train their own employees. Customer Specific – Controls which are solely the
responsibility of the customer based on the application they are deploying within AWS services.
Examples of customer specific controls include:
*Service and Communications Protection or Zone Security which may require a customer to route or zone data within specific security environments.

NEW QUESTION 7
- (Exam Topic 1)
Which tasks require use of the AWS account root user? (Select TWO.)

A. Changing an AWS Support plan
B. Modifying an Amazon EC2 instance type
C. Grouping resources in AWS Systems Manager
D. Running applications in Amazon Elastic Kubernetes Service (Amazon EKS)
E. Closing an AWS account

Answer: AE

NEW QUESTION 8
- (Exam Topic 1)
A company is running and managing its own Docker environment on Amazon EC2 instances. The company wants an alternative to help manage cluster size,
scheduling, and environment maintenance.
Which AWS service meets these requirements?

A. AWS Lambda
B. Amazon RDS
C. AWS Fargate
D. Amazon Athena

Answer: C

NEW QUESTION 9
- (Exam Topic 1)
Which pillar of the AWS Well-Architected Framework includes the continual improvement of processes and procedures as a priority?

A. Cost optimization
B. Reliability
C. Performance efficiency
D. Operational excellence

Answer: B

NEW QUESTION 10
- (Exam Topic 1)
A company is running an Amazon EC2 instance in a VPC.
Which of the following can the company use to route and filter incoming network requests for the EC2 instance?

A. Route tables and web application firewalls
B. Security groups and route tables
C. Security groups and a network intrusion system
D. Route tables and AWS Shield

Answer: B
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NEW QUESTION 10
- (Exam Topic 1)
A company needs real-time guidance to follow AWS best practices to save money, improve system performance, and close security gaps. Which AWS service
should the company use?

A. Amazon GuardDuty
B. AWS Trusted Advisor
C. AWS Management Console
D. AWS Systems Manager

Answer: B

Explanation: 
AWS Trusted Advisor provides recommendations that help you follow AWS best practices. Trusted Advisor evaluates your account by using checks.

NEW QUESTION 12
- (Exam Topic 1)
According to the AWS shared responsibility model, which activities are the customer's responsibility for security in the AWS Cloud? (Select TWO.)

A. Hardware maintenance
B. Amazon EC2 operating system patching
C. API access control for AWS resources
D. Configuration management of infrastructure devices
E. Maintenance of an Availability Zone

Answer: BC

NEW QUESTION 13
- (Exam Topic 1)
A company runs applications that process credit card information. Auditors have asked if the AWS environment has changed since the previous audit. If the AWS
environment has changed, the auditors want to know how it has changed. Which AWS services can provide this information? (Select TWO.)

A. AWS Artifact
B. AWS Trusted Advisor
C. AWS Config
D. AWS Cloud Trail
E. AWS Identity and Access Management (IAM)

Answer: CD

Explanation: 
AWS Artifact is your go-to, central resource for compliance-related information that matters to you. It provides on-demand access to AWS' security and compliance
reports and select online agreements.
AWS Trusted Advisor provides recommendations that help you follow AWS best practices. Trusted Advisor evaluates your account by using checks. These checks
identify ways to optimize your AWS infrastructure, improve security and performance, reduce costs, and monitor service quotas.
AWS Config is a service that enables you to assess, audit, and evaluate the configurations of your AWS resources. Config continuously monitors and records your
AWS resource configurations and allows you to automate the evaluation of recorded configurations against desired configurations.
AWS CloudTrail enables auditing, security monitoring, and operational troubleshooting by tracking user activity and API usage. CloudTrail logs, continuously
monitors, and retains account activity related to actions across your AWS infrastructure, giving you control over storage, analysis, and remediation actions.
AWS Identity and Access Management (IAM) provides fine-grained access control across all of AWS. With IAM, you can specify who can access which services
and resources, and under which conditions. With IAM policies, you manage permissions to your workforce and systems to ensure least-privilege permissions.

NEW QUESTION 15
- (Exam Topic 1)
Which pillar of the AWS Well-Architected Framework includes the continual improvement of processes and procedures as a priority?

A. Cost optimization
B. Reliability
C. Performance efficiency
D. Operational excellence

Answer: C

NEW QUESTION 20
- (Exam Topic 1)
A company needs to deploy an Amazon EC2 instance and attach a storage mount for the operating system and application files. Which AWS service will meet
these requirements?

A. AWS Backup
B. Amazon Elastic File System (Amazon EFS)
C. Amazon S3
D. Amazon Elastic Block Store (Amazon EBS)

Answer: D

NEW QUESTION 22
- (Exam Topic 1)
A company manages global applications that require static IP addresses.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full CLF-C02 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/CLF-C02-exam-dumps.html (120 New Questions)

Which AWS service would enable the company to improve the availability and performance of its applications?

A. Amazon CloudFront
B. AWS Global Accelerator
C. Amazon S3 Transfer Acceleration
D. Amazon API Gateway

Answer: B

Explanation: 
AWS Global Accelerator provides you with a set of static IP addresses that can map to multiple application endpoints across AWS Regions, to improve
redundancy.

NEW QUESTION 23
- (Exam Topic 1)
A company is using an Amazon RDS database to run reports that are input/output (I/O) intensive. Which AWS service can be used to improve the database
performance?

A. Amazon DynamoDB Accelerator (DAX)
B. Amazon EMR
C. Amazon ElastiCache
D. Amazon Redshift

Answer: C

NEW QUESTION 28
- (Exam Topic 1)
Which service enables customers to audit API calls in their AWS accounts?

A. AWS CloudTrail
B. AWS Trusted Advisor
C. Amazon Inspector
D. AWS X-Ray

Answer: A

Explanation: 
AWS Audit Manager is integrated with AWS CloudTrail, a service that provides a record of actions taken by a user, role, or an AWS service in Audit Manager.
CloudTrail captures all API calls for Audit Manager as events.

NEW QUESTION 31
- (Exam Topic 1)
What is a benefit of using AWS serverless computing?

A. Application deployment and management are not required.
B. Application security will be fully managed by AWS.
C. Monitoring and logging are not needed.
D. Management of infrastructure is offloaded to AWS.

Answer: D

Explanation: 
Serverless computing allows you to build and run applications and services without thinking about servers. With serverless computing, your application still runs on
servers, but all the server management is done by AWS.

NEW QUESTION 33
- (Exam Topic 1)
Which of the following are design principles of the reliability pillar of the AWS Well-Architected Framework? (Select TWO.)

A. Perform operations as code.
B. Stop guessing capacity.
C. Adopt serverless architecture whenever possible.
D. Use build and deployment management systems.
E. Make changes to infrastructure by using automation.

Answer: BE

NEW QUESTION 35
- (Exam Topic 1)
A company needs to report on events that involve the specific AWS services that the company uses.
Which AWS service or resource can the company use with Amazon CloudWatch to meet this requirement?

A. Amazon Inspector
B. AWS Personal Health Dashboard
C. AWS Trusted Advisor
D. AWS Cloud Trail logs

Answer: 
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B

NEW QUESTION 40
- (Exam Topic 1)
Which AWS services can use AWS WAF to protect against common web exploitations? (Select TWO.)

A. Amazon Route 53
B. Amazon CloudFront
C. AWS Transfer Family
D. AWS Site-to-Site VPN
E. Amazon API Gateway

Answer: BE

Explanation: 
AWS WAF can be deployed on Amazon CloudFront, the Application Load Balancer (ALB), Amazon API Gateway, and AWS AppSync. As part of Amazon
CloudFront it can be part of your Content Distribution Network (CDN) protecting your resources and content at the Edge locations.

NEW QUESTION 41
- (Exam Topic 1)
A company is planning to build a workload in the AWS Cloud. The company needs to estimate the costs of the network, compute, storage, and database for the
workload. Which AWS service or tool should the company use to generate this estimate?

A. AWS Budgets
B. AWS Organizations
C. Cost Explorer
D. AWS Pricing Calculator

Answer: D

Explanation: 
To estimate a bill, use the AWS Pricing Calculator. Choose Create estimate, and then choose your planned resources by service.

NEW QUESTION 42
- (Exam Topic 1)
A company plans to create a data lake that uses Amazon S3. Which factor will have the MOST effect on cost?

A. The selection of S3 storage tiers
B. Charges to transfer existing data into Amazon S3
C. The addition of S3 bucket policies
D. S3 ingest fees for each request

Answer: B

NEW QUESTION 47
- (Exam Topic 1)
Which AWS service is a relational database compatible with MySQL and PostgreSQL?

A. Amazon Redshift
B. Amazon DynamoDB
C. Amazon Aurora
D. Amazon Neptune

Answer: C

NEW QUESTION 51
- (Exam Topic 1)
A company needs to schedule the rotation of database credentials in the AWS Cloud. Which AWS service should the company use to perform this task?

A. AWS Identity and Access Management (IAM)
B. AWS Managed Services (AMS)
C. Amazon RDS
D. AWS Secrets Manager

Answer: D

Explanation: 
AWS Secrets Manager makes it easier to rotate, manage, and retrieve database credentials, API keys, and other secrets throughout their lifecycle. The key
features of this service include the ability to:
* 1. Secure and manage secrets centrally. You can store, view, and manage all your secrets centrally. By default, Secrets Manager encrypts these secrets with
encryption keys that you own and control. You can use fine-grained IAM policies or resource-based policies to control access to your secrets. You can also tag
secrets to help you discover, organize, and control access to secrets used throughout your organization.
* 2. Rotate secrets safely. You can configure Secrets Manager to rotate secrets automatically without disrupting your applications. Secrets Manager offers built-in
integrations for rotating credentials for all Amazon RDS databases (MySQL, PostgreSQL, Oracle, Microsoft SQL Server, MariaDB, and Amazon Aurora.) You can
also extend Secrets Manager to meet your custom rotation requirements by creating an AWS Lambda function to rotate other types of secrets.
* 3. Transmit securely. Secrets are transmitted securely over Transport Layer Security (TLS) protocol 1.2. You can also use Secrets Manager with Amazon Virtual
Private Cloud (Amazon VPC) endpoints powered by AWS Privatelink to keep this communication within the AWS network and help meet your compliance and
regulatory requirements to limit public internet connectivity.
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* 4. Pay as you go. Pay for the secrets you store in Secrets Manager and for the use of these secrets; there are no long-term contracts, licensing fees, or
infrastructure and personnel costs. For example, a typical
production-scale web application will generate an estimated monthly bill of $6. If you follow along the instructions in this blog post, your estimated monthly bill for
Secrets Manager will be $1. Note: you may incur additional charges for using Amazon RDS and Amazon Lambda, if you’ve already consumed the free tier for
these services.
Now that you’re familiar with Secrets Manager features, I’ll show you how to store and automatically rotate credentials for an Oracle database hosted on Amazon
RDS. I divided these instructions into three phases:
* 1. Phase 1: Store and configure rotation for the superuser credential
* 2. Phase 2: Store and configure rotation for the application credential
* 3. Phase 3: Retrieve the credential from Secrets Manager programmatically

NEW QUESTION 52
- (Exam Topic 1)
A company is moving its office and must establish an encrypted connection to AWS. Which AWS service will help meet this requirement?

A. AWS VPN
B. Amazon Route 53
C. Amazon API Gateway
D. Amazon Connect

Answer: A

NEW QUESTION 53
- (Exam Topic 1)
Which approach will enhance a user’s security on AWS?

A. Use Multi-AZ deployments with Amazon RDS.
B. Create a hybrid architecture by using AWS Direct Connect.
C. Monitor application-specific information with AWS X-Ray.
D. Encrypt data by using AWS Key Management Service (AWS KMS).

Answer: D

NEW QUESTION 57
- (Exam Topic 1)
A company wants to set up an entire development and continuous delivery toolchain for coding, building, testing, and deploying application code. Which AWS
service will meet these requirements?

A. Amazon CodeGuru
B. AWS CodeStar
C. AWS CodeCommit
D. AWS CodeDeploy

Answer: B

NEW QUESTION 62
- (Exam Topic 2)
A company is running a Microsoft SOL Server instance on premises and is migrating its application to AWS. The company lacks the resources needed to refactor
the application but management wants to reduce operational overhead as part of the migration.
Which database service would MOST effectively support these requirements?

A. Amazon DynamoDB
B. Amazon Redshift
C. Microsoft SQL Server on Amazon EC2
D. Amazon RDS for SQL Server

Answer: D

NEW QUESTION 63
- (Exam Topic 2)
Which component of the AWS global infrastructure does Amazon CloudFront use to deliver content to end users with low latency?

A. Edge locations
B. AWS Regions
C. Availability Zones
D. AWS Direct Connect connections

Answer: A

NEW QUESTION 67
- (Exam Topic 2)
Which AWS hybrid storage service enables a user’s on-premises applications to seamlessly use AWS Cloud storage?

A. AWS Backup
B. Amazon Connect
C. AWS Direct Conned
D. AWS Storage Gateway
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Answer: D

NEW QUESTION 69
- (Exam Topic 2)
Which pillar of Vie AWS Well-Architected Framework is focused on the ability of a workload lo perform its intended function correctly and consistently at the
expected time?

A. Performance efficiency
B. Operational excellence
C. Reliability
D. Security

Answer: A

NEW QUESTION 72
- (Exam Topic 2)
Which AWS service is suited for use cases that require data backup and restore features include data lakes and need an archiving system?

A. Amazon Elastic File System (Amazon EFS)
B. Amazon FSx for Lustre
C. Amazon Elastic Block Store (Amazon EBS)
D. Amazon S3

Answer: D

NEW QUESTION 73
- (Exam Topic 2)
Which of the following are security principles in the AWS Well-Architected Framework? (Select TWO.)

A. Analyze and attribute expenditures
B. Monitor, alert and audit actions and changes to AWS resources
C. Deploy globally in minutes
D. Protect data in transit and at rest
E. Perform operations as code

Answer: BD

NEW QUESTION 74
- (Exam Topic 2)
A company is using Amazon EC2 instances.
Which tasks are the company's responsibility, according to the AWS shared responsibility model? (Select TWO.)

A. Maintain the network infrastructure.
B. Patch the guest operating system.
C. Configure a security group on deployed EC2 instances.
D. Provide physical security for the underlying hardware Of the EC2 instances.
E. Manage the underlying hypervisor.

Answer: DE

NEW QUESTION 76
- (Exam Topic 2)
A company has deployed its IT infrastructure in the AWS Cloud. The company's database must support reads with sub-millisecond latency.
Which AWS service will meet this requirement?

A. Amazon EMR
B. Amazon RDS
C. AWS Glue
D. Amazon ElastiCache

Answer: D

NEW QUESTION 79
- (Exam Topic 2)
A user has an AWS account with a Business-level AWS Support plan and needs assistance with handling a production service disruption. Which action should the
user take?

A. Contact the dedicated AWS technical account manager (TAM).
B. Contact the dedicated AWS Concierge Support team.
C. Open a business-critical system down support case.
D. Open a production system down support case.

Answer: C

NEW QUESTION 82
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- (Exam Topic 2)
A company recently mutated to AWS and wants to enable intelligent threat protection and continuous monitoring across all of its AWS accounts.
Which AWS service should the company use lo achieve this goal?

A. Amazon Macie
B. Amazon GuardDuty
C. AWS Shield
D. Amazon Detective

Answer: B

NEW QUESTION 84
- (Exam Topic 2)
A company manages an on-premises MySQL database on a Windows server. The company wants to migrate the database to AWS and needs a solution that will
reduce the administrative overhead of the database.
Which AWS service will meet this requirement?

A. Amazon Redshift
B. Amazon ElastiCache
C. Amazon RDS
D. Amazon Elastic File System (Amazon EFS)

Answer: C

NEW QUESTION 88
- (Exam Topic 2)
Which AWS services are delivered globally instead of regionally? (Select TWO.)

A. Amazon EC2
B. Amazon CloudFront
C. Amazon Route 53
D. Amazon VPC
E. Amazon RDS

Answer: BC

NEW QUESTION 89
- (Exam Topic 2)
Which task is the responsibility of the customer according to the AWS snared responsibility model?

A. Patch the Amazon DynamoDB operating system
B. Secure Amazon CloudFront edge locations by allowing physical access according to the principle of least privilege
C. Protect the hardware that runs AWS services
D. Use AWS Identity and Access Management (IAM) according to the principle of least privilege

Answer: D

NEW QUESTION 91
- (Exam Topic 2)
A company has set up its IT infrastructure in the AWS Cloud. The company wants to receive detailed reports that break down AWS costs by the hour. The reports
must be placed in an Amazon S3 bucket.
Which AWS tool will meet these requirements?

A. AWS Cost and Usage Reports
B. AWS Pricing Calculator
C. Cost Explorer
D. AWS Budgets

Answer: A

NEW QUESTION 93
- (Exam Topic 2)
A company uses a database that has a simple sign-up page to create users, and a basic login form to authenticate users so they can access the database. The
company wants to give users the ability to store personal information, but user access must be controlled in a more secure and reliable way.
Which AWS service or feature will meet these requirements?

A. Security groups
B. Amazon GuardDuty
C. AWS Secrets Manager
D. Amazon Cognito

Answer: D

Explanation: 
 aws.amazon.com/cognito/

NEW QUESTION 96
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- (Exam Topic 2)
A company needs to store code in a version control system. The company also needs to continually deploy updated code through a series of automated steps
(build test package and deploy).
Which combination of AWS services will meet these requirements? (Select TWO.)

A. AWS CloudFormation
B. AWS CodeCommit
C. AWS Control Tower
D. AWS Elastic Beanstalk
E. AWS CodePipeline

Answer: BE

NEW QUESTION 101
- (Exam Topic 2)
A company distributes traffic evenly among a fleet of Amazon EC2 instances. The EC2 instances must accommodate unpredictable increases in traffic.
Which benefit does the AWS Cloud provide to meet this requirement?

A. Scalability
B. Resilience
C. Security
D. Agility

Answer: A

NEW QUESTION 103
- (Exam Topic 2)
A company is hosting an application in the AWS Cloud. The company wants to verify that underlying AWS services and general AWS infrastructure are operating
normally.
Which combination of AWS services can the company use to gather the required information? (Select TWO).

A. AWS Personal Health Dashboard.
B. AWS System Manager
C. AWS trusted Advisor
D. AWS Service Health Dashboard
E. AWS Service Catalog

Answer: CD

NEW QUESTION 106
- (Exam Topic 2)
Wh.cn of lite following is advantages of the AWS Cloud? (Select TWO.)

A. Trade variable expenses tor capital expenses
B. High economies of scale
C. Launch globally in minutes
D. Focus on managing hardware infrastructure
E. Overprovision to ensure capacity

Answer: CE

NEW QUESTION 110
- (Exam Topic 2)
A user needs the ability to access as many resources as are needed. The user also needs the ability to scale up and scale down with only a few minutes of notice.
Which benefit of the AWS Cloud describes these abilities?

A. Ratability
B. Economy of scale
C. Elasticity
D. Pay-as-you-go pricing

Answer: C

NEW QUESTION 115
- (Exam Topic 2)
A company is using AWS for all its IT infrastructure. The company's developers are allowed to deploy applications on their own. The developers want to deploy
their applications without having to provision the infrastructure themselves
Which AWS service should the developers use to meet these requirements?

A. AWS CloudFormation
B. AWS CodeBuild
C. AWS Elastic Beanstalk
D. AWS CodeDeploy

Answer: D

NEW QUESTION 119
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- (Exam Topic 2)
Which AWS Cloud benefit is shown by architecture’s ability to withstand with minimal downtime?

A. Agility
B. Elasticity
C. Scalability
D. High availability

Answer: C

NEW QUESTION 124
- (Exam Topic 2)
A company needs a central user portal so that users can log in to third-party business applications that support Security Assertion Markup Language (SAML) 2.0.
Which AWS service will meet this requirement?

A. AWS Identity and Access Management (IAM)
B. Amazon Cognito
C. AWS Single Sign-On
D. AWS CL

Answer: B

NEW QUESTION 127
- (Exam Topic 3)
A company wants the ability to accommodate peak application usage without purchasing equipment for on-premises data centers.
Which AWS Cloud benefit is the company seeking?

A. High availability
B. Security
C. Reliability
D. Elasticity

Answer: D

NEW QUESTION 130
- (Exam Topic 3)
A company is developing a new web application. The company must give users the ability to log in to the application through social identity providers.
Which AWS service will meet these requirements?

A. AWS Directory Service
B. Amazon Cognito
C. AWS identity and Access management (IAM)
D. AWS Single Sign-On

Answer: D

NEW QUESTION 131
- (Exam Topic 3)
Which AWS service gives a company the ability to use a private, dedicated connection between a VPC and an on-premises data center?

A. AWS Direct Connect
B. Amazon API Gateway
C. AWS Systems Manager
D. AWS CloudFormation

Answer: C

NEW QUESTION 135
- (Exam Topic 3)
Which AWS service provides recommendations to help users optimize costs and follow AWS best practices?

A. AWS Trusted Advisor
B. AWS Service Catalog
C. AWS Ground Station
D. Amazon GuardDuty

Answer: A

Explanation: 
AWS Trusted Advisor provides recommendations that help you follow AWS best practices. Trusted Advisor evaluates your account by using checks. These checks
identify ways to optimize your AWS infrastructure, improve security and performance, reduce costs, and monitor service quotas

NEW QUESTION 139
- (Exam Topic 3)
According to the AWS shared responsibility model, the customer is responsible for applying the latest security updates and patches for which of the following?

A. Amazon DynamoDB
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B. Amazon EC2 instances
C. Amazon RDS instances
D. Amazon S3

Answer: B

NEW QUESTION 143
- (Exam Topic 3)
A company wants to move petabytes of historical data into the AWS Cloud. The company needs to transfer the data from a remote location that does not have
reliable network services.
Which AWS service will meet these requirements?

A. AWS Snowball
B. AWS DataSync
C. AWS Direct Connect
D. AWS Site-to-Site VPN

Answer: A

NEW QUESTION 146
- (Exam Topic 3)
A company is building a business intelligence solution using Amazon Redshift. The company wants to use an AWS service to create interactive dashboards and
not pay any upfront costs for it.
Which service should the company use?

A. Amazon CloudWatch
B. AWS Personal Health Dashboard
C. AWS Service Catalog
D. Amazon QuickSight

Answer: D

NEW QUESTION 150
- (Exam Topic 3)
Which AWS service or resource is serverless?

A. AWS Snowball Edge
B. Amazon EC2
C. Amazon Elastic kubernetes Service (Amazon EKS)
D. Amazon API Gateway

Answer: D

NEW QUESTION 154
- (Exam Topic 3)
Which AWS services use cloud-native storage that provides replication across multiple Availability Zones by default? (Choose two.)

A. Amazon ElastiCache
B. Amazon RDS for Oracle
C. Amazon Neptune
D. Amazon DocumentDB (with MongoDB compatibility)
E. Amazon Redshift

Answer: BE

NEW QUESTION 159
- (Exam Topic 3)
A company wants to protect resources that the company hosts on AWS, including Application Load Balancers and Amazon CloudFront distributions. The company
wants an AWS service that can provide near real-time visibility into attacks on the company's resources. The service must also have a dedicated AWS team to
assist with distributed denial of service (DDoS) attacks.
Which AWS service will meet these requirements?

A. AWS WAF
B. AWS Shield Standard
C. Amazon Macie
D. AWS Shield Advanced

Answer: D

Explanation: 
https://aws.amazon.com/shield/faqs/

NEW QUESTION 164
- (Exam Topic 3)
Which AWS service or feature can a company use to apply security rules to a subnet for Amazon EC2 instances?

A. AWSWAF

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full CLF-C02 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/CLF-C02-exam-dumps.html (120 New Questions)

B. AWS Shield
C. Network ACLs
D. Security groups

Answer: B

NEW QUESTION 165
- (Exam Topic 3)
Which of the following is an architectural design principle of the AWS WeII-Architected Framework?

A. Loosely couple components
B. Build monolithic systems
C. Scale vertically, not horizontally
D. Use third-party software

Answer: A

NEW QUESTION 166
- (Exam Topic 3)
What is the recommended use case for Amazon EC2 On-Demand Instances?

A. A steady-state workload that requires a particular EC2 instance configuration for a long period of time
B. A workload that can be interrupted for a project that requires the lowest possible cost
C. An unpredictable workload that does not require a long-team commitment
D. A workload that is expected to run for longer than 1 year

Answer: B

NEW QUESTION 171
- (Exam Topic 3)
A company acquired another corporation. The company now has two AWS accounts.
Which AWS service or tool can the company use to consolidate the billing for these two accounts?

A. AWS Systems Manager
B. AWS Organizations
C. AWS License Manager
D. Cost Explorer

Answer: B

NEW QUESTION 173
- (Exam Topic 3)
Which pillar of the AWS Well-Architected Framework includes the design principle of defining workloads, applications, and infrastructure as code (laC)?

A. Operational excellence
B. Reliability
C. Performance efficiency
D. Security

Answer: A

NEW QUESTION 177
- (Exam Topic 3)
What is the security best practice concerning sensitive data stored in Amazon S3?

A. Enable cross-Region replication on the S3 bucket.
B. Enable S3 server-side encryption on the S3 bucket.
C. Configure AWS WAF to prevent unauthorized access to the S3 bucket.
D. Configure Amazon GuardDuty to prevent unauthorized access to the S3 bucket.

Answer: B

NEW QUESTION 180
- (Exam Topic 3)
Which of the following is an architectural design principle of the AWS Well-Architected Framework?

A. Loosely couple components
B. Build monolithic systems
C. Scale vertically, not horizontally
D. Use third-party software

Answer: A

NEW QUESTION 184
- (Exam Topic 3)
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What is a benefit of moving to the AWS Cloud in terms of improving time to market?

A. Decreased deployment speed
B. Increased application security
C. Increased business agility
D. Increased backup capabilities

Answer: C

NEW QUESTION 187
- (Exam Topic 3)
When AWS tool acts as a firewall to control traffic in and out of subnets within a VPC?

A. Security group
B. Route table
C. VPC endpoint
D. Network access control list (ACL)

Answer: D

NEW QUESTION 190
- (Exam Topic 3)
Which option is a common stakeholder role for the AWS Cloud Adoption Framework (AWS CAF.) platform perspective?

A. Chief financial officer (CFO)
B. Chief information officer (CIO)
C. Chief data officer (CDO)
D. Engineer

Answer: A

NEW QUESTION 194
- (Exam Topic 3)
Which AWS service can convert taxi 10 lifelike speech?

A. Amazon Policy
B. Amazon Textract
C. Amazon Transcribe
D. Amazon Comprehend

Answer: C

NEW QUESTION 197
- (Exam Topic 3)
A company wants its Amazon EC2 instances to operate in a highly available environment, even if there in a natural disaster in a particular geographic area.
Which solution achieves this goal?

A. Use EC2 instances in a single Availability Zone.
B. Use EC2 instance in multiple AWS Regions.
C. Use EC2 instance in multiple edge locations.
D. Use Amazon Cloudfront with the EC2 instance configured as the source.

Answer: D

NEW QUESTION 199
- (Exam Topic 3)
A developer needs to use a standardized template to create copies of a company's AWS architecture for development, test, and production environments. Which
AWS service should the developer use to meet this requirement?

A. AWS Cloud Map
B. AWS CloudFormation
C. Amazon CloudFront
D. AWS CloudTrail

Answer: B

NEW QUESTION 201
- (Exam Topic 3)
A company needs network access to be restricted to an Amazon EC2 instance for certain ports. Which AWS services or features will support this requirement?
(Select TWO.)

A. Amazon Elastic Block Store (Amazon EBS)
B. Network ACLs
C. IAM Password rotation policy
D. Security groups
E. Amazon Route 53 record sets
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Answer: BD

NEW QUESTION 203
- (Exam Topic 3)
Which AWS service requires the customer to patch the guest operating system?

A. AWS Lambda
B. Amazon OpenSearch Service
C. Amazon EC2
D. Amazon ElastiCache

Answer: C

NEW QUESTION 204
- (Exam Topic 3)
An ecommerce company has migrated its IT infrastructure from an on-premises data center to the AWS Cloud. Which cost is the company's direct responsibility?

A. Cost of application software licenses
B. Cost of the hardware infrastructure on AWS
C. Cost of power for the AWS servers
D. Cost of physical security for the AWS data center

Answer: A

NEW QUESTION 208
- (Exam Topic 3)
Which action will help increase security in the AWS Cloud?

A. Enable programmatic access for all IAM users.
B. Use IAM users instead of IAM roles to delegate permissions.
C. Rotate access keys on a reoccurring basis.
D. Use inline policies instead of customer managed policies.

Answer: C

Explanation: 
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
Where possible, we recommend relying on temporary credentials instead of creating long-term credentials such as access keys. However, for scenarios in which
you need IAM users with programmatic access and long-term credentials, we recommend that you rotate access keys. Regularly rotating long-term credentials
helps you familiarize yourself with the process. This is useful in case you are ever in a situation where you must rotate credentials, such as when an employee
leaves your company. We recommend that you use IAM access last used information to rotate and remove access keys safely.

NEW QUESTION 210
- (Exam Topic 3)
Which AWS service should a cloud practitioner use to identify security vulnerabilities of an AWS account?

A. AWS Secrets Manager
B. Amazon Cognito
C. Amazon Macie
D. AWS Trusted Advisor

Answer: D

NEW QUESTION 211
- (Exam Topic 3)
A company needs to organize its resources and track AWS costs on a detailed level. The company needs to categorize costs by business department,
environment, and application.
Which solution will meet these requirements?

A. Access the AWS Cost Management console to organize resources, set an AWS budget, and receive notifications of unintentional usage.
B. Use tags to organize the resource
C. Activate cost allocation tags to track AWS costs on a detailed level.
D. Create Amazon CloudWatch dashboards to visually organize and track costs individually.
E. Access the AWS Billing and Cost Management dashboard to organize and track resource consumption on a detailed level.

Answer: A

NEW QUESTION 214
- (Exam Topic 3)
Which AWS service should a company use to check for 1AM access keys that have not been rotated recently?

A. AWSWAF
B. AWS Trusted Advisor
C. Amazon Inspector
D. AWS Certificate Manager (ACM)

Answer: 
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B

Explanation: 
Service quotas are the maximum number of resources that you can create in an AWS account. AWS implements quotas to provide highly available and reliable
service to all customers, and protects you from unintentional spend. Trusted Advisor will notify you once you reach more than 80% of a service quota. You can
then follow recommendations to delete resources or request a quota increase.

NEW QUESTION 219
- (Exam Topic 3)
A company is planning to configure multi-factor authentication (MFA) for a business application. The company needs to use text messages to distribute one-time
passwords to us customers worldwide. When AWS service should the company use to meet this requirement?

A. Amazon EventBridge (Amazon CloudWatch Events)
B. AWS identity and Access Management (IAM)
C. Amazon Simple Notification Service (Amazon SNS)
D. Amazon Connect

Answer: C

NEW QUESTION 222
- (Exam Topic 3)
Which AWS service can a company use to analyze and debug performance issues of an AWS Lambda function?

A. Amazon Inspector
B. Amazon Detective
C. AWS CodeStar
D. AWS X-Ray

Answer: D

Explanation: 
https://docs.aws.amazon.com/lambda/latest/operatorguide/general-approach.html

NEW QUESTION 224
- (Exam Topic 3)
A company is planning to migrate to the AWS Cloud. The company is conducting organizational transformation and wants to become more responsive to customer
inquiries and feedback.
Which task should the company perform to meet these requirements, accounting to the AWS Cloud Adoption Framework (AWS CAF)?

A. Realign teams to focus on products and value streams.
B. Create new value propositions with new products and services.
C. Use a new data and analytics platform to create actionable insights.
D. Migrate and modernize legacy infrastructure.

Answer: B

NEW QUESTION 226
- (Exam Topic 3)
A company is moving its on-premises key-value database to the AWS Cloud Which AWS service will support this use case?

A. Amazon RDS
B. Amazon ElastiCache
C. Amazon DynamoDB
D. Amazon Redshift

Answer: C

NEW QUESTION 229
- (Exam Topic 3)
What is a benefit of using AWS serverless computing?

A. Application deployment and management are not required.
B. Application security will be fully managed by AWS.
C. Monitoring and logging are not needed.
D. Management of infrastructure is offloaded to AWS.

Answer: A

NEW QUESTION 233
- (Exam Topic 3)
A company needs to generate reports that can break down cloud costs by product, by company-defined tags, and by hour. day. and month.
Which AWS tool should the company use to meet these requirements?

A. Reserved Instance utilization and coverage reports
B. Savings Plans utilization reports
C. AWS Budgets reports
D. AWS Cost and Usage Reports
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Answer: D

NEW QUESTION 237
- (Exam Topic 3)
Which AWS compute service automatically scales resources up or down to meet application workload demands?

A. Amazon Simple Queue Service (Amazon SQS)
B. Amazon EC2
C. Amazon Aurora
D. AWS Lambda

Answer: C

NEW QUESTION 240
- (Exam Topic 3)
A company needs to migrate all of its development teams to a cloud-based integrated development environment (IDE).
Which AWS service should the company use?

A. AWS CodeBuild
B. AWS Cloud9
C. AWS OpsWorks
D. AWS Cloud Development Kit (AWS CDK)

Answer: B

Explanation: 
cloud-based integrated devWS Cloud9 is an integrated development environment, or IDE. The AWS Cloud9 IDE offers a rich code-editing experience with support
for several programming languages and runtime debuggers, and a built-in terminal.elopment environment (IDE)
https://aws.amazon.com/es/cloud9/details/ AWS Cloud9 es un entorno de desarrollo integrado (IDE) basado en la nube que le permite escribir, ejecutar y depurar
código desde cualquier equipo con tan solo un navegador.

NEW QUESTION 243
- (Exam Topic 3)
Which AWS service provides storage that can be mounted across multiple Amazon EC2 instances?

A. Amazon Workspaces
B. Amazon Elastic File System (Amazon EFS)
C. AWS Database Migration Service (AWS DMS)
D. AWS Snowball Edge

Answer: B

NEW QUESTION 247
- (Exam Topic 3)
Which AWS service or feature provides high availability and low latency within an AWS Region?

A. Edge locations
B. Availability Zones
C. AWS Outposts
D. Amazon Route 53

Answer: B

NEW QUESTION 252
- (Exam Topic 3)
Which of the following are characteristics of AWS Regions and Availability Zones? (Select TWO.)

A. Regions bring AWS services to on-premises facilities.
B. Regions consist of multiple Availability Zones.
C. An Availability Zone contains several Regions.
D. Regions are within 100 km (60 miles) of each other.
E. Regions are located around the world.

Answer: B

NEW QUESTION 253
- (Exam Topic 3)
Which AWS service should a company use to provision, manage, and deploy SSL/TLS certificates?

A. AWS Secrets Manager
B. Amazon Inspector
C. AWS CodeDeploy
D. AWS Certificate Manager (ACM)

Answer: D
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NEW QUESTION 255
- (Exam Topic 3)
A company wants to use an Amazon EC2 instance that has a pre-installed third-party firewall. Which AWS service or feature can provide this solution?

A. Security groups
B. AWS Marketplace
C. AWS Systems Manager
D. AWS Certificate Manager (ACM)

Answer: B

NEW QUESTION 259
- (Exam Topic 3)
A company needs help with a specific question that is related to a planned AWS deployment of a business application. The company has only the AWS Basic
Support plan. The company wants to have the question answered immediately by an expert who has adequate skills and experience.
Which action should the company take to meet these requirements?

A. Submit the question to AWS Support by phone or live chat.
B. Submit the question in AWS re:Post
C. Connect with other AWS customers by using AWS Connect
D. Connect with an AWS professional by using AWS IQ.

Answer: A

NEW QUESTION 264
- (Exam Topic 3)
A company wants to run its workload on Amazon EC2 instances for more than 1 year. This workload will run continuously. Which option offers a discounted hourly
rate compared to the hourly rate of On-Demand Instances?

A. AWS Graviton processor
B. Dedicated Hosts
C. EC2 Instance Savings Plans
D. Amazon EC2 Auto Scaling Instances

Answer: C

NEW QUESTION 269
- (Exam Topic 3)
Which activity is considered out of scope for AWS Support?

A. Solving problems detected by Amazon EC2 health checks
B. Answering ‘’how to’’ question on AWS services and features
C. Troubleshooting AWS APIs
D. Tuning database queries

Answer: C

NEW QUESTION 272
- (Exam Topic 3)
Which of the following are characteristics of a serverless application that runs in the AWS Cloud? (Select TWO.)

A. Users must manually configure Amazon EC2 instances.
B. Users have a choice of operating systems.
C. The application has built-in fault tolerance
D. Users can run Amazon EC2 Spot Instances.
E. The application can scale based on demand.

Answer: AE

NEW QUESTION 275
- (Exam Topic 3)
An application that is hosted on Amazon EC2 has a steady and consistent workload. The application will operate for at least 1 year. What is the MOST cost-
effective instance purchasing option to meet these requirements?

A. Spot Instances
B. Reserved Instances
C. On-Demand Instances
D. Dedicated Hosts

Answer: B

Explanation: 
https://blogs.vmware.com/cloudhealth/aws-reserved-instances-vs-on-demand/#:~:text=The%20difference%20be

NEW QUESTION 280
- (Exam Topic 3)
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A company uses Amazon EC2 instances to run its web application. The company uses On-demand instances and Spot instances. The company needs to visualize
its monthly spending on both types of instances.
Which AWS service or feature will meet this requirement?

A. AWS Cost Explorer
B. AWS Budgets
C. Amazon CloudWatch
D. AWS Cost Categories

Answer: A

NEW QUESTION 283
- (Exam Topic 3)
A company is using Amazon EC2 instances.
Which tasks are the company's responsibility, according to the AWS shared responsibility model? (Select TWO.)

A. Choose the initial root password of new Linux instances.
B. Identify which users can access the EC2 instances, and manage their permissions in the operating system
C. Apply the updates of the hypervisor where the EC2 instances are running.
D. Choose between a Wi-Fi connection and an Ethernet connection for the global internet access.
E. Identify and manage the users who are allowed to create or delete EC2 instances.

Answer: BE

NEW QUESTION 284
- (Exam Topic 3)
Which AWS services can a company use to transfer on-premises data to the AWS Cloud? (Select TWO.)

A. AWS Snowcone
B. AWS Transit Gateway
C. AWS DataSync
D. AWS Backup
E. Amazon Connect

Answer: AC

NEW QUESTION 285
- (Exam Topic 3)
A company needs an AWS service that will continuously monitor the company's AWS account for suspicious activity. The service must have the ability to initiate
automated actions against threats that are identified in the security findings.
Which service will meet these requirements?

A. AWS Trusted Advisor
B. Amazon Detective
C. Amazon Inspector
D. Amazon GuardDuty

Answer: D

Explanation: 
Amazon GuardDuty is a threat detection service that continuously monitors your AWS accounts and workloads for malicious activity and delivers detailed security
findings for visibility and remediation.
https://aws.amazon.com/guardduty/

NEW QUESTION 287
- (Exam Topic 3)
A company wants to rightsized its Amazon EC2 instances.
Which configuration change will meet this requirement with the LEAST operational overhead?

A. Add EC2 instances in another Availability Zone.
B. Change the size and type of the EC2 instances based on utilization.
C. Convert the payment method from On-Demand to Savings Plans.
D. Retravision the EC2 instances with a larger instance type.

Answer: B

NEW QUESTION 289
- (Exam Topic 3)
A company needs to manage multiple login across AWS accounts within the same organization in AWS Organizations.
Which AWS service should the company use to meet this requirement?

A. Amazon VPC
B. Amazon GuardDuty
C. Amazon Cognito
D. AWS IAM Identify Center (AWS Single Sign-on)

Answer: D
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NEW QUESTION 293
- (Exam Topic 3)
A company has an application that stores a high volume of unstructured data and session history. The company needs to scale the application reliably to millions
of concurrent users while ensuring consistent low latency.
Which AWS service meets these requirements?

A. Amazon RDS for MariaDB
B. Amazon DynamoDB
C. Amazon RDS for SQL Server
D. Amazon Redshift

Answer: B

NEW QUESTION 296
- (Exam Topic 3)
Which AWS services or features provide disaster recovery solutions for Amazon EC2 instances? (Select TWO.)

A. EC2 Reserved Instances
B. EC2 Amazon Machine Images (AMIs)
C. Amazon Elastic Block Store (Amazon EBS) snapshots
D. AWS Shield
E. Amazon GuardDuty

Answer: BC

Explanation: 
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options- You can back up Amazon EC2 instances used by
your workload as Amazon Machine Images (AMIs). The AMI is created from snapshots of your instance's root volume and any other EBS volumes attached to your
instance. You can use this AMI to launch a restored version of the EC2 instance

NEW QUESTION 297
......
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