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NEW QUESTION 1

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For on-premises applications:

Configure Cloud App Security policies
Modify the User consent settings for the enterprise applications.

Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Secunty policies.
Maodify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy

NEW QUESTION 2
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 3

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.
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To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 4

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

Azure AD Connect seftings to modify: v
Directory Extensions

Domain Filtering
Optional Features

Assign Azure AD licenses to -
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute namedLWLicensesto the litware.com Active Directory forest. Litware wants to manage the assignment of Azure AD
licenses by modifying the value of theLWLicensesattribute. Users who have the appropriate value forLWLicensesmust be added automatically to a Microsoft 365
group that has the appropriate licenses assigned.

NEW QUESTION 5

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 6
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- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD ldentity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: D

NEW QUESTION 7

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

_Server1 Domain controller (PDC emulator) 11
 Server2 Domain controller (infrastructure master) |

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

NEW QUESTION 8

- (Exam Topic 3)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 9

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: A
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NEW QUESTION 10

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you create a data collection rule.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 13

- (Exam Topic 3)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Q.0
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

NEW QUESTION 15

- (Exam Topic 3)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyApp1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: C
NEW QUESTION 17
- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.
You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.
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You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

NEW QUESTION 21

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU). What should you configure?

A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: D
NEW QUESTION 23

- (Exam Topic 3)
You have a Microsoft 365 tenant that contains a group named Group! as shown in the Groupl exhibit. (Click the Group 1 tab.)

You create an enterprise application named Appl as shown in the App1 Properties exhibit. (Click the App1 Properties tab.)

Ol

‘1t App1 | Properties

e e
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You configure self-service for Appl as shown in the Appl Self-service exhibit: (Click the Appl Self-service tab.)
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For each of the following statements, select Yes if the statement is true, Otherwise select NO. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo

The members of Groups can access Appl without first being approved by User 1.
Afrer you conhgure self-service for appl, the cwner of GroupT s Uses 1. L =

Appl appears in the Micraosoft (fhoe 205 app kiunchoer aof Lsera,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes
The members of Group3 can access App T withouot lirs baing approved by Usen

Afrer you conligune sell-semvidce for Appl, the Swner of GroupT s User 1,

O Oz

App] appears in the Micrasaft Chece $oh app v her of Liserd D

NEW QUESTION 28

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

A user acoourtt will e ocked ot if e user enters the wiong [answer choice] three iimes.

M a8 user account i locked. the uset can segn in agam successtully afmer [answer cholee)

NEW QUESTION 30
- (Exam Topic 3)

You have a Microsoft 365 tenant.
Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).
You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate

options in the answer area.

NOTE:Each correct selection is worth one point.

Tool to use:

Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create:

App discovery

App protection
Conditional access
OAuth app

Sign-in risk

User risk

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 31
- (Exam Topic 3)

Lo T TVsE oY [ SN
Aoy osoft Authentxcator app codde
o L N o

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.

What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 33
- (Exam Topic 3)
You have a Microsoft 365 tenant.

All users have computers that run Windows 10. Most computers are company-owned and joined to Azure Active Directory (Azure AD). Some computers are user-
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owned and are only registered in Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned computer from downloading or syncing files. Other users mustNOTbe
restricted.

Which policy type should you create?

A. a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions configured
B. an Azure AD conditional access policy that has session controls configured

C. an Azure AD conditional access policy that has client apps conditions configured

D. a Microsoft Cloud App Security app discovery policy that has governance actions configured

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad

NEW QUESTION 38

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 42

- (Exam Topic 3)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Signin to the Microsoft 365 admin center

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain @
name @

©O

Respond to the Become the admin message

From the Microsoft 365 admin center, remove the
domain name

Create a TXT record in the contoso.com DHNS zone

A.
Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 43

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.
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New

Conditional access policy

Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users.
policies. Learn more Learn more
Name * Include Exclude

Policyl il ‘ () None

O All users

Assignments @ Select users and groups

Users and groups () S || All guest users (preview) @

Specific users included
D Directory roles (preview) @

Cloud apps or actions (O > Users and groups
All cloud apps
Select ()
Conditions () >
> 1 user

0 conditions selected

Userl .
userl@sk200922cutiook.onm...
Access controls

Grant () S
0 controls selected
Session ()

b

0 controls selected

Enable policy

(Report-only oft )

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE:Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA) v
when accessing Cloud apps, you must configure the [answer choice]. [ Conditions settings
Enable policy setting
Grant settings
Sessions settings
Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

Enable policy setting

Grant settings

Sessions settings

Users and groups setting

A. Mastered
B. Not Mastered

Answer: A

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
r_' CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (52 Q&AS)

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 46
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guest1 only

Answer: A

NEW QUESTION 47

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.

« Identity sign-Ins by users who ate suspected of having leaked credentials.

» Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
Anzswer Arca

rEdeniiale P in-risk, s A Al e |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anmswer Arca

| trecgryer rerrresclial e, e et apagn’ v . N PR |

NEW QUESTION 52
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