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NEW QUESTION 1

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Azure DDo5 Protection Standard can be used to protect -
Azure Active ﬂlredory (Azure AD) applications.
‘Azure Active Directory (Azure AD) users.
Tesource groups.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Azure DDo5 Protection Standard can be used to protect -
Azure Active ﬂlredory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
Tesaure ..!iiﬂ'.l.lﬁ

NEW QUESTION 2

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

l -lllll,p-
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 3

You plan to move resources to the cloud.

You are evaluating the use of Infrastructure as a service (laaS),

Platform as a service (PaaS), and Software as a service (SaaS) cloud models.

You plan to manage only the data, user accounts, and user devices for a cloud-based app. Which cloud model will you use?

A. laaS
B. SaaS
C. PaaS

Answer: B

NEW QUESTION 4

What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information
C. enforcing device compliance

D. enforcing client app compliance

Answer: A
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Explanation:

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time based on access and session policies.
Based on this definition, the best answer for your question is B. enable limited experiences, such as blocking download of sensitive information.
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept- conditional-access-session

NEW QUESTION 5
You have an Azure subscription.
You need to implement approval-based, time-bound role activation. What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 6
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 7
What are two reasons to deploy multiple virtual networks instead of using just one virtual network? Each correct answer presents a complete solution.
NOTE; Each correct selection is worth one point.

A. to separate the resources for budgeting
B. to meet Governance policies

C. to isolate the resources

D. to connect multiple types of resources

Answer: BC

NEW QUESTION 8

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

¥ou can use Advanced Audit in Microsoft 365 to view billing details. O O
¥ou can use Advanced Audit in Microsoft 365 to view the contents of an email message. ') ()
You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar O O
in Outlook on the web to search for items in a mailbox.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.

Box 2: No

Box 3: Yes

NEW QUESTION 9
HOTSPOT
Select the answer that correctly completes the sentence.
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ok
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angeer AIes
Ll Lo prowadied uath miaghls AbD data By uie) e Loow: Ag -

NEW QUESTION 10
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: AD

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD
User accounts created in Azure AD sync automatically to an on-premises Active Directory
When using a hybrid model, authentication can either be done by Azure AD or by another
identity provider.
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes

You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD. |
User accounts created in Azure AD sync automatically to an on-premises Active Directory

When using a hybrid model, authentication can either be done by Azure AD or by another l |
identity provider [P,

NEW QUESTION 12

Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?
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A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 13
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D

NEW QUESTION 18
HOTSPOT
Select the answer that correctly completes the sentence.

« is the process of identifying whether a signed-in user can access a specific resource.

Authentication
Authorization
Federation

Single sign-on (550)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text
Description automatically generated

NEW QUESTION 20

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Federation is used to establish » between organizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 22

HOTSPOT

For each of the following statement, select Yes if the statement is true Otherwise, select No.
NOTE: Each connect selection a worth one point.
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er Area
Statements Yes Mo
An gatemnal email address can be usad 10 auThenticate teif-tanice passwornd resar (SSPH]
A notificaton 10 the Microsoft Authenticator app can be uted to authenticate ssif-senace
password reset (S5FR)
10 perform salf-senace password reset (S5PH), & user miust dlreacy be signed in and
suthenticaled to Azure AD
A. Mastered

B. Not Mastered

Answer: A
Explanation:
er Area
Statements Yes No
An external email address can be used o suthenticate seif-service password reset (S5PR] I 2
A notficabon 1o the MCrosofl Authenticatorn app can be uted to suthenhicate salf-senace o1
password reset (SS5PR L
— iy
To parform seif-sanice password reset (SSPH), & user must sready be signed in and | i

suthenticated 1o Arure AD

NEW QUESTION 26
HOTSPOT
Select the answer that correctly completes the sentence.

~ provides a central location for managing information protection,

Anire Delendor information governance, and data loss prevention (DLP) policies.

The Microsoft 365 compliance center
The Microsoft 365 security center
Microsoft Endpoint Manager

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text
Description automatically generated

NEW QUESTION 27
What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security- and-compliance?view=0365-worldwide

NEW QUESTION 32
Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk

B. Compliance Score
C. Devices at risk
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D. Service Health
E. User Management

Answer: BC

NEW QUESTION 33

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Users can apply sensitivity labels manually.

Multiple sensitivity labels can be applied to the same file,

A sensitivity label can apply a watermark to a Microsoft Word document.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Users can apply sensitivity labels manually.

Multiple sensitivity labels can be applied to the same file,

A sensitivity label can apply a watermark to a Microsoft Word document.

NEW QUESTION 36

Yes

No

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?

A. sensitivity label policies

B. Customer Lockbox

C. information Batrriers

D. Privileged Access Management (PAM)

Answer: C
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 41
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements

Security defaults require an Azure Active Directory (Azure AD) Premium license.

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication
(MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

Yes

No

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
| |SurePass

https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

Statements Yes MNo

Security defaults require an Azure Active Directory (Azure AD) Premium license. 10 |
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. ) |-_

When Security defaults are enabled, all administrators must use multi-factor authentication 2
(MFA). -

NEW QUESTION 43

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method
Windows Hello for Business can use a PIN code as an authentication method
Windows Hello for Business authentication information syncs across all the devices
registered by a user

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements Yes MNa

Windows Hello for Business can use the Microsoft Authenticator app as an authentication ! =
method

Windows Hello for Business can use a PIN code a5 an authentication method L

Windows Hello for Business authentication information syncs across all the devices | |
registered by & used

NEW QUESTION 44

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 49
HOTSPOT
Select the answer that correctly completes the sentence.

« enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts USers appear as guest users in the directory.
Azure Active Directory (Azure AD) business-to-business (B2E)
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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« enables collaboration with business partners from external
Active Directory Domain Services (AD D5) organizations such as suppliers, partners, and vendors. External
Active Directory forest trusts users appear as guest users in the directory.
[ Adure Adtive Directory (Rzire ADT bisiness-to-biusiness (626]
Azure Active Directory business-fo-consumer B3C (Azure AD B3C)

NEW QUESTION 52

Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete solution. NOTE: Each correct

selection is worth one point.

A. a network interface

B. an Azure App Service web app
C. avirtual network

D. a virtual network subnet

E. a resource group

Answer: AD

Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains

security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION 54

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« s a cloud-based solution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsoft Detender for tdentity
Micresoft Defender for Office 365

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

~ s a cloud-based solution that leverages on-premises Active Directory signals
Micrasoft Cloud App Security to identify, detect, and investigate advanced threats.

Micrasoft Defender for Endpoint
\Microsoft Defender for Identity |
Microsoft Defender for Office 365

NEW QUESTION 56

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Intune can be used to manage Android devices. O O
Microsoft Intune can be used to provision Azure subscriptions. O
Microsoft Intune can be used to manage organization-owned @] @)

devices and personal devices.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
Microsoft Intune can be used to manage Android devices. :__Q_j O
Microsoft Intune can be used to provision Azure subscriptions. O :"§ :
Microsoft Intune can be used to manage organization-owned ':Q_ I @

devices and personal devices.

NEW QUESTION 57

HOTSPOT
Select the answer that correctly completes the sentence.
Antwer Area

When you enable security defaults in Azure AD
Azure AD Privileged ldentity Management (PIM) w  will be enabled for all Agure AD users
Azure AD kdentity Protection
Arzure AD Privibeged identity Management (PIM]
- facton authenlication (MFA)

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Angwer Area

When you enable security defaults in Azure AD

Azure AD Prialeged Identity Management (PIlf) *  will be enabled for all Azure AD users
Azure AD identity Protection

Azure AD Prvileged Identity Management [PIM)

L) —_— —3 — —_— — — — e— J— —_—
ralf-Tacton autiesrisg n'-,'lil_l"'.!F’II

When you enable security defaults in Azure AD

Azure AD Prealeged ldentty Managerment (PIN w ol be enabled for all Anure AD users

NEW QUESTION 61

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

With Advanced Audit in Microsoft 365, you can identify when O O
email items were accessed.

Advanced Audit in Microsoft 365 supports the same retention O @)
period of audit logs as core auditing.

Advanced Audit in Microsoft 365 allocates customer-dedicated O O
bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.
Box 2: No

Basic Audit retains audit records for 90 days.
Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 64
You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?

A. an SSH client

B. PowerShell remoting

C. the Azure portal

D. the Remote Desktop Connection client

Answer: D

NEW QUESTION 66
Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure resources?

A. conditional access policies

B. Azure AD Identity Protection

C. Azure AD Privileged Identity Management (PIM)
D. authentication method policies

Answer: C

Explanation:

Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure AD and Azure resources
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 70
HOTSPOT
Select the answer that correctly completes the sentence.

*  mMeasunes a company’s progress in completing actions that help reduce risks
,.'..-.--';'-Il.ﬂ'l-:-." o

rosoft Purview comphiance portal reports
hiz Trust Center

r
TSt LAOCuments

A. Mastered
B. Not Mastered

Answer: A

Explanation:
¥ MEAtUNes A COMmpamy's progress in complEting acthions that help reduce risks

Purview complance portal reports

he Trust Center

rust Documents

NEW QUESTION 74
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D
NEW QUESTION 75
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 79
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 80

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Applying system updates increases an organization's secure score in Azure Security Center. o Q
The secure score in Azure Security Center can evaluate resources across multiple Azure O o)
subscriptions.
Enabling multi-factor authentication (MFA&) increases an organization's secure score in Azure 0 O
Security Center.

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 82

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. o o
Assume breach is one of the guiding principles of Zero Trust. o O
The Zero Trust security model assumes that a firewall secures the internal network from 8] (]

external threats.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: Yes

Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as
though it originated from an uncontrolled network.

NEW QUESTION 87
In a Core eDiscovery workflow, what should you do before you can search for content?

A. Create an eDiscovery hold.

B. Run Express Analysis.

C. Configure attorney-client privilege detection.
D. Export and download results.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?view=0365-worldwide

NEW QUESTION 89
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