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NEW QUESTION 1
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1l Configured High Policy1, Policy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements

Device1 is marked as compliant.
Device?2 is marked as compliant.

Device3 is marked as compliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Device1 is marked as compliant.
Device?2 is marked as compliant.

Device3 is marked as compliant.

NEW QUESTION 2

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

Yes No

O O
O O
O O

Yes No

O |
Ol O

O
O

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Teams daily active users: i -
Microsoft Secure Score E
'ﬂdehUn Score i
Service health
Usage reports

Recent Microsoft service Issues: -
Microsoft Secure Score

Adoption Score
Service health
Usage reports

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to
determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

NEW QUESTION 3

- (Topic 6)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 4

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Server1 | Windows Server 2022 Domain controller
Server2 | Windows Server 2016 Member server

Server3 | Server Core installation of Windows Member server
Server 2022

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Install: - v .
iThe Azure AD Application Proxy connector |

Azure AD Connect .

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

Server: v

Serverl only

‘Server2 only

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure
AD and managed as part of the service.

Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list. What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to
Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

NEW QUESTION 6

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 7

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.
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You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 8

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A.Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 9

- (Topic 6)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to Appl require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

NEW QUESTION 10

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others

might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Server1.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You copy the Group Policy Administrative Templates from a
Windows 10

computer to Serverl. Does this meet the goal?

A. yes
B. No

Answer: A

NEW QUESTION 10

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure a group naming policy.

Which portal should you use, and to which types of groups will the policy apply? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Arca

Portak:
The Microgoft 365 admin center v

The Meicrosoft 365 admin center
Group types: | The Microsoft 365 Delender portal
The Microsoft Entra admin cénter
| The Microsoft Purview compliance portal

Group types: I Security only bl
Microsoft 365 only
Security only
secunty and mail-enabled securnty only
Microsoft 365 and distnbution only
Microsoft 365, mail-enabled security, and distribution only
Secunity, Microsoft 365, mail-enabled security, and distribution

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Portal:
The Microsoft 365 admin center s

i The Microsoft 365 admin center
Group types: | The Microsoft 365 Defender portal
The Microsoft Entra admin centar
The Microsoft Purview compliance portal

Group types: 1— Security anly -
Microsoft 365 only
} Securnty only
Security and mail-enabled secunty only
Microsoft 365 and distribution only
Micrasoft 365, mail-enabled secunty, and distnibution only
Security, Microsoft 365, mail-enabled secunty, and distribution

NEW QUESTION 12
- (Topic 6)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global securnty group
User1 Enabled user account
User2 Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.
Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Group1, Userl, and User2

Answer: D

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and-contacts

NEW QUESTION 14
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.
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Name | Member of

User1 Group1

User2 Group2

User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.
Name Permission Assigned
user m

Microsoft Defender View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage security settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group2
Microsoft Defender for Endpoint contains the device groups shown in the following table.
Rank Device group Device User access
name
1 | ATP1 Device1 Group1
Last | Ungrouped devices | Device2 Group2
(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 17
HOTSPOT - (Topic 6)
HOTSPOT

Statements
User! can run an antivirus scan on Device2.

User2 can collect an investigation package from Devicel

User3 can isolate Device1,

Statements
User1 can run an antivirus scan on Device2.

User2 can collect an investigation package from Device2.

Userd can isolate Device.

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2.
All users are assigned a Microsoft 365 Enterprise E5 license and auditing is turned on.
You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)
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New audit retention policy

Name =

Policy1

Description

Record Types

AzureActiveDirectory ~
Activities

Added user, Deleted user, Reset user password, Changed user password, Changed user license, ...(T) -

Users:

Admin1

Duration =
(® 90 Days

& Months

1 Year

Pricrity =

100

After Policyl is created, the following actions are performed:

? Adminl creates a user named Userl.

? Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v

0 days
30 days
90 days
180 days
365 days

User2: [ v

0 days
30 days
90 days
180 days
365 days
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1: v

0 days
30 days
90days |
180 days
365 days

User2: v

0 days

30 days

90 days

| 180 days _
[365days !

-

NEW QUESTION 21

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named User1.

On Tuesday, Userl signs in for the first time and perform the following actions:

* Signs in to Microsoft Exchange Online from an anonymous IP address

» Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD Identity Protection detect for Userl1?

A. anonymous IP address only

B. anonymous IP address and atypical travel

C. anonymous IP address, atypical travel, and unfamiliar sign-in properties
D. unfamiliar sign-in properties and atypical travel only

E. anonymous IP address and unfamiliar sign-in properties only

Answer: C

NEW QUESTION 25

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 29
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.
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Name Platform
Device1 Windows 10
Device2 Android
Device3 I0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
? Deploy a VPN connection by using a VPN device configuration profile.
? Configure security settings by using an Endpoint Protection device configuration profile.

You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VPN device configuration profile:

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

Endpoint Protection device configuration profile:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

VPN device configuration profile:

Endpoint Protection device configuration profile:

NEW QUESTION 31
- (Topic 6)

Device1 only
Device1 and Device2 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

You have a Microsoft 365 E5 subscription.
You define a retention label that has the following settings:

* Retention period 7 years

« Start the retention period bated on: When items were created
You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 32

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must NOT be enabled.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

W | -Scopes User.ReadWrite.All, Organization.Read.All

Etcnnect-ﬂzuié-ﬁﬂ "
Connect-MgGraph
Connect-M50LService

$E3 = ¥ | | Where SkuPartNumber -eq "EnterprisePack’
Get-AzureADUser

Get-MgsubscribedsSku
Get-MSOLACcountSEL

$disabledPlans = $E3.5ervicePlans | Where ServicePlanName -in
{"MICROSOFTBOOKINGS™) | select -ExcludeProperty ServicePlanID

SLicenselptions= @(
&{
Skuld = $E3.5kuld
DisabledPlans = fdisabledPlans

()

v <Userld Userl@contoso.com -Addlicenses $LicenseOptions -Removelicenses @()

Sot-AzureADUser

set-MgUserLic E'I'IS;:‘
Set-MSOLUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license'
Microsoft Graph API reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant.

Connect-MgGraph -Scopes User.ReadWrite.All, Organization.Read.All Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the

number of available licenses in each plan in your organization. The number of available licenses in each plan is ActiveUnits - WarningUnits - ConsumedUnits.
Box 3: Set-MgUserLicense Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} - RemoveLicenses @()

This example assigns a license from the SPE_E5 (Microsoft 365 E5) licensing plan to the unlicensed user belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld =

$e5Sku.Skuld} -RemoveLicenses @()

NEW QUESTION 35

- (Topic 6)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.

What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 40

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD ldentity Protection

E. groups that have dynamic membership
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 41

- (Topic 6)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must
Meet the following requirements.

Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported- configurations

NEW QUESTION 46
- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

Naing Type Block execution of potentially
obfuscated scripts (js/vbs/ps)
Policy1 Attack surface reduction | Audit mode
(ASR)
Policy2 Microsoft Defender ATP | Disable
Baseline
Policy3 Device configuration Mot configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D
NEW QUESTION 49

HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User Global Administrator
User?2 Secunty Administrator, Guest Inviter
User3 None
User4 Password Administrator

External collaboration settings have default configuration.

You need to identify which users can perform the following administrative tasks:

» Modify the password protection policy.

* Create guest user accounts.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 54
HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:
? Contoso.com

? East.contoso.com
The forest contains the users shown in the following table.

Modify the password protection policy: ‘ Lizerl nnlé 2 ’

User1 and User2 only
| User1, User2, and Userd only
|Userl, User2, User3, and Userd |

Create new guest users in Azure AD: [_!.,Jwr] and User? only o |
User1 only .
User] and Userd anly
User1, User2, and Userd only
|User], UserZ, Userd, and Userd

Muodify the password protection policy: | Usar1 anl -
I m_

User1 and User2 only
Userl, User2, and Userd only
|Userl, UserZ, User3, and Userd |

Create new guest users in Azure AD: l_yﬂr] and Userd only - |
Liser1 only .
User1 and Userd only
User1, User2, and User4 only
|User1, User2, User3, and Userd

East.contoso.com

Fabrikam.com

The forest syncs to an
the Exhibit tab.)

Azure AD tenant named contoso.com as shown in the exhibit. (Click
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PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you 10 manage provisionung from the cloud.

Manage provisioning (Preview
Azure AD Connect sync
Sym< Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled
USER SIGN-IN
Federation Disabled 0 domains
9 eamless single sign-on Enabled 1 doman
Pass-through authenticabhon  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
- . |:|| o—g —
User1 can authenticate to Azure AD by using a username of user1@contoso.com. 101

f—
User2 can authenticate to Azure AD by using a usermname of user2@contoso.com. | | C |

User3 can authenticate 10 Azure AD by using a username of user3@contosc.com. J

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.

Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.
Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.

NEW QUESTION 55

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to create a trusted location and a conditional access policy.

NEW QUESTION 58
- (Topic 6)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.
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Name | Severity Status Comment Category
Alertl |Medium | Active Comment! | Threat management
Aler2 | Low Resolved | Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only
C. Status and Severity only
D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 61
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name

Type

Role

Group1

Security

Helpdesk
Administrator

Group2 | Security

None

Group3 | Microsoft 365

User Administrator

The subscription contains the users shown in the following table.

Name | Member of
User1 | Group1
UserZ2 | Group?2
User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.
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Guest user acoess

Guest e 2000 redtnchions
Léaim mong

O Guest users have the same BcoEss 33 members (most inchusive)
:i: Guest users have bmited ACces 10 propertsts snd memberships of direCtory obsects

O Guest user acosss is nesincled 10 properties and memberthips of their own directony objects (most restnictive)

Guest invite settings

Guest male restnchons ()
LEMT more

O Arnyone in the organizabion can invite guest users including guests and non-adming (most inclusive)

O Member uiers and users assgned to specific agmin roles can mite guest users including guests with member permessions
@j Only wers msgned 10 specific admin rolés can imate guest usens

O Mo ong in the organization can imnte guest users ncludng admins (Most resincive)

Enabile guest seif-serice sign up via user fiows
Learn morne

v G

External user leave settings

Allow external users 1o remove themselves from your organization irecommended) O
Learm more

Collaboration restnctions

I.‘i“‘ Allow imatations to be sent to any domain (most inclusive)

I::I Dervy iratations to the specified domaing

O Allow irmatations only to the specified domains (most restnictive]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can invite guest users.
User2 can invite guest users.
User3 can invite guest users.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
User1 can invite guest users. # .- ;

Userd can invite guest users. P

e
User3 can invite guest users. W1

— o l

NEW QUESTION 66

- (Topic 6)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups. Which cmdlet should you run?
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A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: C

NEW QUESTION 69

DRAG DROP - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: | Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Solutions Answer Area

: An app configuration policy | Company-owned devices: A compliance policy

R T T e e

|
'An app protection policy ' Personal devices: 1An app protection policy
— R g |

NEW QUESTION 72
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscrlptlon that has auditing turned on. The subscrlptlon contains the users shown in the following table.

Te) I

Ty -_-:- 1'__-1- “:"--‘r11'3-11 Th "Iﬂ,']-"ﬂ 'i'l'?'l-."‘ L‘Fl"[
A" yOTL .
s b, ‘a-"'l-'l-é:ll- I-'L-I- i - l- 'I.-l l-

i

KR
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You plan to create a new user named User1.
How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 75

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name Microsoft 365 role
Useri Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None

Users are assigned Microsoft Store for Business roles as shown in the following table.

User Role

User1 None

User2 Basic Purchaser
User3 Purchaser

User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Add apps to the private store:

Install apps from the private store:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add apps to the private store:

Install apps from the private store:

NEW QUESTION 78
- (Topic 6)

User3 only

User2 and User3 only

User1 and User3 only
User1, User2 and User3 only

User1, User2, User3, and User4

v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

v

P e

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

v
User3 only
User2 and User3 only
User1 and User3 only
User2, User3 and User4 only _ _
User1, User2, User3, and User4 '

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.
B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.

C. Create an assessment job.

D. Download and run an onboarding package.
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Answer: C

NEW QUESTION 81
- (Topic 6)
You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.

Service health

Overview sue histon, Reparted

Active issues

Microsoft service health (&)

Issues in your environment that require action (Q)

Microsoft service health

shows the current health status of your Microsoft services, and

L e ATl

Exchange Online

Microsoft 365 suite

Microsoft Teams

OneDrive for Business

SharePoint Online

You need to ensure that a user named Userl can view the advisories to investigate service health issues.

Which role should you assign to Userl1?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

el 54 2
pdate

Cretober 18, 2

(i

4:20 PM

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts
- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:

- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:
- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD
- View data returned by Microsoft Graph reporting API
Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide
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NEW QUESTION 83
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Member of Passwordless capable | Multi-factor authentication (MFA) method rqhteud
Userl | Group? Capable Microsoft Authenticator app (push nolification)

User2 | Group2 Capable Microsoft Authenticator app (push notification)

User3 | Group!, Group2 | Capable Mobile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.
From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings

lﬂ Mumber Matching will begin to be enabled for all wsers of the Microsoft Authenticator app starting 2Tth of February 2023, Leam mons

b4

The Microsoft Authenticator app iz a fla gehip authenticatedn method, usable in passwordless of ample push natification approval modes

The app i3 free to download and use on Androud/iD5 mobile dewnces. Leam me

Enable and Target Configure

Enable m

Include  Exclude

Targat {:} Allusers (®) Select groups

Add groups

MName

Group

Type

Group

more

Registration Authentication mode

Passwordless

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 84
HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

Statements Yes
User1 can use number matching during sign-in
User2 can use number matching during sign-in,
User3 can use number matching dunng sign-in.
Statements Yes

User1 can use number matching during sign-in

User2 can use number matching during sign-in,

User3 can use number matching during sign-in.
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"' Microsoft Azure Active Directory Connect
Synchronized Directories
Adatum.com ADATUMLCOMNRASOL eTESc048ab0c
T
'}
mS-DS -ContmtendyGuid userEnin spaliy ame
Ak Ty oL Dutablas
Dutabled Dusabdec
T
Drsabled Desabled
Cassbsled Eratybed
Dasaboled Dusatded
Enabled Dusabiled
(lcaian) AT

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from Microsoft 365 and notice that his

username is set to Allan @>ddatum.onmicrosoft.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE Each correct selection is worth one point.

Answer Area
Statements
From the Azure portal you can reset the password of Allan Yoo
From the Azure portal, you can configure the job itle of Allan Yoo
From the Asure portal, you can configure the usage location of Allan Yoo
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements

From the Asure portal you can reset the password of Allan Yoo
From the Arure portal, you can configure the job tithe of Allan Yoo

From the Asure portal, you can configure the usage location of Allan Yoo

NEW QUESTION 86

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name Role
User1 Global admin
User? None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.
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Name Role
User1 None
User2 Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: | v
User2 only
User1 and User2 only
User2 and User3 only
User1, User2, and User3
Can assign apps from Microsoft Store for Business: | v
User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Can add apps to the private store: | v
Userzonly _ _ _ _
yseri E_lﬂng" User‘?ﬁonlyl
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: | v

User2 only
User1 and User2 only
User2 and User3 only

B e I e e |

User1, User2, and User3

e

—

NEW QUESTION 91

- (Topic 6)

Your network contains three Active Directory forests. There are forests trust relationships between the forests.

You create an Azure AD tenant.

You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a
single server fails.

What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode

B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode

Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform
directory synchronization.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
| |SurePass

https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

NEW QUESTION 93

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

INlme Role

User1 | Reports Reader

User2 | Exchange Administrator

User3 | User Experience Success Manager

Which users can review the Adoption Score in the Microsoft 365 admin center?

A. User! only
B. User2onry

C. Userl and User2 only
D. User! and User3 only
E. Userl, User2. and User3

Answer: E

NEW QUESTION 97

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Device1 | Windows 10 Enterprise
Device2 | i0S
Device3 | Android
Device4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.

You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4
C. Devicel, Device3, and Device4
D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 98
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of

User1

Group1, Group2

User2

Group2, Group3

User3

Group1, Group3

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.

Name

Priority | Applies to

Policy1

0 Group1

Policy2

1 Group2

Policy3

2 Group3

The policies use the settings shown in the following table.

Name Cursor movement Clear cache on close
Policy1 Logical Disabled
[ Policy?2 Not configured Enabled
Policy3 Visual Enabled
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For each of the following statements, select Yes if the statement is true. Otherwise, select
No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 has their cache cleared on close. @

User2 has Cursor movement setto Visual. O

User3 has Cursor movement setto Visual. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
: [
User1 has their cache cleared on close. O | (_j)J'
User2 has Cursor movement set to Visual. O To)
User3 has Cursor movement set to Visual. O o1

NEW QUESTION 101

- (Topic 6)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 103

- (Topic 6)

You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B
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NEW QUESTION 105

HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.

Name Role Member of

User Cloud dewice administrator | GroupA
User/ Intune administrator Group8

User3 None None

The device limit restrictions in Endpoint manager are configured as shown in the following table.

Priority | Name  Device limit | Assigned to
1 Policy! | 15 GroupB
. Policy 10 GroupA

Defaull | Allusers | S All users

You add user as a device enroliment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No

Anpwtr Ares
Statamenty Yeu Mo
User ] can enroll & masemaam af 10 Seices in Enapoing Mansger
Userd con enwoll & marmwem of 10 devices i Endpoint Manager
Lier Y can aneoll an unlirmited number of deviced i Fndposnt Manager
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Anpewer Area
Statemenia Yes Mo
User] £an enioll 5 maimaam of 10 Sevices in Enapoint Manager o,

Userd can etwoll & mamrmm of 10 deaces o Endpoint Mandoer | 1

——
Liwee 3 cam enwoll an unliersted number of deviced in Frdposnt Manages 1

==

NEW QUESTION 109
- (Topic 6)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft

SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.

B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: D
NEW QUESTION 114

HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an Active Directory domain named fabrikam.com. The domain contains the objects shown in the following table.

Name Type In organizational unit
(OU)

User1 | User QU1
Userd | User ou1
Group1 | Security Group - Global | QU1
User3 | User QU2

Group2 | Security Group - Global | OU2

The groups have the members shown in the following table.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Group Members
Group1 | User1
Group2 | User2, User3, Group1

You are configuring synchronization between fabrikam.com and an Azure AD tenant.

You configure the Domain/OU Filtering settings in Azure AD Connect as shown in the Domain/OU Filtering exhibit (Click the Domain/OU Filtering tab.)

#- Eacrocoft Arzure Actres Dire sclony Conresct

_ Domain and OU filtering
Aequaed Components w<tory. | fabeikam.com Il Retresh owpomain L

Sync all domaing and OUs

ormect to Arere AD 8 Syne ielected domasns and OUs
r fabrliiim. cioim
e Bwaltan
Arure AD Lugr 1 L'.l'_-‘npu'.H".

Dowmriasny O Fatering Domain Controliers

ForssgnSecuntyPrncpals
JEr il -
nfrastructune

LostAndFound

Opticnal Featurs Managed Service Actounts
Configurn oul
o ou

Program Data

System

Uiers

You configure the Filtering settings in Azure AD Connect as shown in the Filtering exhibit. (Click the Filtering tab.)

oft Arure Actree Lir ' L orreact

Filter users and devices

Requirisd Components For a pdot deployment, specify 3 group contiemng your uters and dences that wall be synchronced. Meited
groups s not supported and will be ignoned

nect bo AZute AD Synchiorize all users and devices
= Synchronse setected @
pnncl Darg
e AD sign-w tabnikam com lfhh.':lnu;.' OU e QU2 O siabeikarm DE ncom . V]
rr ] c

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User2 will synchronize to Azure AD. ;HLE Q

Group2 will synchronize to Azure AD.

User3 will synchronize to Azure AD. L l o)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

The filtering is configured to synchronize Group2 and OU2 only. The effect of this is that only members of Group2 who are in OU2 will be synchronized.
User2 is in Group2. However, the User2 account object is in OU1 so User2 will not synchronize to Azure AD.

Box 2: Yes

Group?2 is in OU2 so Group?2 will synchronize to Azure AD. However, only members of the group who are in OU2 will synchronize. Members of Group2 who are in
OU1 will not synchronize.

Box 3: Yes

User3 is in Group2 and in OU2. Therefore, User3 will synchronize to Azure AD.

NEW QUESTION 116
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system Tag
Devicel Windows 10 Inventory
Computer1 | Windows 10 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android

2 Group2 Name Starts with Device

And Tag Conteins Inventory

Last Ungrouped devices
(default)

Not applicable

You create an incident email notification rule configured as shown in the following table.

Setting

Value

Name Rule1

Alert severity Low

Device group scope Group1, Group2
Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

If a high-severity incident is tnggered for Devicel, an incident email notification will be sent.

If a low-severity incident is triggered for Computer1, an incident notification email will be

senl.

If a low-seventy incident is tnggered for Device3, an incident notification email will be sent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to

the individual device, if infected.
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NEW QUESTION 121

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform

Count

Windows 10

50

Andro

id

50

Linux

50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.
B. From the Microsoft 365 Defender portal, create a device group.
C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 123

- (Topic 6)

Your company has on-premises servers and an Azure AD tenant.
Several months ago, the Azure AD Connect Hearth agent was installed on all the servers. You review the health status of all the servers regularly.

Recently, you attempted to view the health status of a server named Serverl and discovered that the server is NOT listed on the Azure AD Connect Servers list.
You suspect that another administrator removed Serverl from the list. You need to ensure that you can view the health status of Serverl.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From Azure Cloud shell, run the Connect-Azure AD cmdlet.
B. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic (Delayed Start)
C. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic

D. From Windows PowerShell, run the Rejister-ArureADConnectHealthsyncAgent cmdlet.

E. From Serverl, reinstall the Azure AD Connect Health agent

Answer: DE

NEW QUESTION 127

HOTSPOT - (T

opic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name | Member of Role
User Group1 User Administrator
User2 Group1 None
User3 Group? None
Userd None Global Administrator

You enable self-service password reset (SSPR) for Groupl. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer

area.

NOTE; Each correct selection is worth one point.

Answer Area

Lisers that must answer Secunty queshions to
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Users that can use S5PR:

reset their password:

Userl, User2, and Userd only ]
User1 and Userd only
User1, UserZ. and User3 only

User1, User2, and Userd only

User, User?, User3, and Userd

l User1 and User2 only b

User1 only

User2 only

User1 and User2 only

Userl, Userd and User3 only
User1, User2, and Userd only
User1, User?, User3, and Userd

P
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Users that can use SSPR. ser1, User2, and Userd only w ]
lLJseﬂ and User2 only

: User, User2, and Userd only
|UserT, OserZ User3, and Dserd ™

Users that must answer security gquestions to i User! and User2 only '[!
reset their password: | User1 only
UserZ only

| User and User only

[User], DserZ and Usef3 only
;Useﬂ. UserZ. and Userd only
jUsesr‘I. User2, Uszer3, and Userd

NEW QUESTION 129

HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.

ASR2 will be used to configure Microsoft Defender SmartScreen.
Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ASR1; v

Device control

Exploit protection

Application control

App and browser isolation
Attack surface reduction rules

ASRZ: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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ASR1:

Device control

Exploit protection
Application control
App and browser isolation ’,
Attack surface reduction rules

ASRZ:

Device control

App and browser isolation
Attack surface reduction rules

NEW QUESTION 130
- (Topic 6)

Your on-premises network contains an Active Directory domain. You have a Microsoft 365 E5 subscription.
You plan to implement a hybrid configuration that has the following requirements:
» Minimizes the number of times users are prompted for credentials when they access Microsoft 365 resources

* Supports the use of Azure AD Identity Protection
You need to configure Azure AD Connect to support the planned implementation. Which two options should you select? Each correct answer presents part of the

solution.

NOTE: Each correct selection is worth one point.

A. Password Hash Synchronization
B. Password writeback

C. Directory extension attribute sync

D. Enable single sign-on
E. Pass-through authentication

Answer: AB

NEW QUESTION 133
- (Topic 6)

You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name

Role

User?

exchange Administrator

User2

User Administrator

User3

Global Administrator

Userd

None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.

Which two tasks should you identify? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.

F. Delete any user in Azure AD.
Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

» Guest Inviter

» Helpdesk Administrator

» Message Center Reader

* Reports Reader

« User Administrator Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles
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NEW QUESTION 136
- (Topic 6)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.
You discover that users are incorrectly marking content as false positive and bypassing the DLP policy.
You need to prevent the users from bypassing the DLP policy. What should you configure?

A. actions

B. incident reports
C. exceptions

D. user overrides

Answer: D

Explanation:

A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.

Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

NEW QUESTION 137
HOTSPOT - (Topic 6)
HOTSPOT

e s actions S
3 of 450 B&T of 887 Microsoft | NIST 800-
P 15444 | 72% 1

e Rcomplete | / completed completed o 365 53
Data 2 ta

1of f !
Protection | 14370 incomplete | T0% E;:“ qffm fj:nnlfti‘; Group2 ':Etgmmh Protection
Baseling e v Baseline

The SP800 assessment has the improvement actions shown in the following table.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 140
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains the groups shown in the following table.

Statements

Establish a threat intelligence program will appear as implemented in the SP800
AS5ESSMENt.

The SPE00 assessment soore vall increase by 54 points

The Data Protection Baseline score will increase by 9 points

Statements

Establish a threat intelligence program will appear as Implementead in the SPE00
AS5ES5Ment.

The SPE0D assessment score wall increase by 54 points

The Data Protection Baseline score will increase by 9 points

Name

Type

Group1

Microsoft 365

Group?2

Distribution

Group3

Mail-enabled secunty

Group4

Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:
? Can be added to Compliancel as recipients of noncompliance notifications

? Can be assigned to Compliancel
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To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can be added to Compliance1 as recipients | v
of noncompliance notifications: Group1 and Group4 only '

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: | v
Group1 and Group4 only '
Group3 and Group4 only

Group1, Group?2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Can be added to Compliance as recipients v
of noncompliance notifications: [Group1 and Group4 only
Group3 and Group4 only!
Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4
Can be assigned to Compliance1: | v
Group1 and Group4 only
Group3 and Group4 only

Group1, Group2, Group3, and Group4

NEW QUESTION 142

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.

You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.
What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A

Explanation:
Reference:
https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 147

HOTSPOT - (Topic 6)

Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

Priority Mame Allowed platform Assigned to
i05 05 Marketing
s Amdroid Androic Engineering
Default All users All platfarms All users

The device limit restriction are configured as shown in the following table.
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Priority Name Device limit Assigned to
1 | Engineening 13 | Engineering
2 | West Hegion 3 | Engineening
Default | Al users 10 | All users
Argwer Area
Device kmit
Allowed plalform
A. Mastered

B. Not Mastered
Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restriction-priority

NEW QUESTION 152

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the filtering settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 156

HOTSPOT - (Topic 6)

From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.

You need to prevent all users from disabling the policy or reducing the retention period. How should you configure the Azure PowerShell command? To answer
select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Set-RetentionCompliancePolicy v -Jdentity “Policyl®
Set-ComplianceTag
Set-HoldCompliancePolicy

-Force
Set-RetentionComphiancePolicy -RestrictiveRetention

Set-RetentionPolicy

RestnctveRetention | Strue

-RetentionPolicyTaglinks
-SystemTag

Set-RetentionPolicyTag

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Sat-RatentionCompliancePolicy v -Identity “Policyl®
Set-ComplianceTag
| Set-HoldCompliancePolicy _ _ _ _ -Force
| I:IIIPGCFIIIHEE! olicy -BestrictiveRetention
L . * #
et-RetentionPolicy -RetentionPolicyTagLinks

-SystemTag

-RestnctveRetention $true

Set-RetentionPolicyTag

NEW QUESTION 160
- (Topic 6)
You have a Microsoft 365 E5 subscription.
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You create an account tor a new security administrator named SecAdminl.
You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 162
HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.
You are planning a threat management solution for your organization.
You need to minimize the likelihood that users will be affected by the following threats:
? Opening files in Microsoft SharePoint that contain malicious content
? Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Opening files in SharePoint that contain malicious content:

Impersonation and spoofing attacks in email messages:

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Opening files in SharePoint that contain malicious content:

Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

Anti-spam

Anti-Phishing

= e e

Safe Links

Impersonation and spoofing attacks in email messages:

NEW QUESTION 166
HOTSPOT - (Topic 6)
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.

{Anti-spam_ _

b ]
=
c
L]
o
=
w
=
:l.::h

R g i

Safe Attachments

Safe Links

Rank Device group Member

! Group1 Name starts with Comp

2 Group?2 Name starts with Comp And
OS In Windows 10

3 Group3 0OS In Windows Server 2016

Last | Ungrouped devices (default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.
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Name Operating system |
Computer1 | Windows 10
Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Computerl: | Groupl only -

Groupd only
Group1 and Group2
Ungrouped devices

——

ComputerZ: ‘ ;jr(‘-u!;T ﬂTII‘!' i ’

Group3 only
Group1 and Group3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer1: | Groupl anly v
I.
[GroupZonly ~— ~

Group1 and Group2
Ungrouped devices

ComputerZ: ‘ Gmu!:T Dni'!' w ’

Group3 only
Group1 and Group3

NEW QUESTION 170

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 175
- (Topic 6)
You have a Microsoft 365 E5 subscription. You need to create a mail-enabled contact. Which portal should you use?
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A. the Microsoft 365 admin center

B. the SharePoint admin center

C. the Microsoft Entra admin center

D. the Microsoft Purview compliance portal

Answer: A

NEW QUESTION 176
- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policy1 | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 177
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
Adminl | Global Administrator
Admin2 | Security Administrator
Admin3 | Security Operator
Admind | Security Reader
Admin5 | Application Administrator

You ate implementing Microsoft Defender for Endpoint

You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal.

Which users can enable RBAC, and winch users will no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the
appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users that can enable RBAL: 1 Admin and Adming onby

Users that will no longer hawve access to the

Admin only

Admun1, Adming, and Admind only

Admini, Admind, Admind, and AdminS only

Admant and Admind only

Microsoft 365 Defender portal: | Admin3. Admind, and Admin5 cnly
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Lizers that can enable RBAC: | Admin1 and Admin2 only r

Admin] only

Adminl and Admin2 only

EBnfin 1T AdThinn2, ind BdifinS only
Admin1, Admin, Admin3, and Admind only

Users that will no longer have acoess 1o the
Microsoft 265 Defender portal [ Admind, Admind, and AdminS only Pl |
Admins only
Admin3 and Admind only

Admind and Admind only
Admin3, Admind, and Admin5 only

NEW QUESTION 182

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 187

- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.

From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package
D. Go hunt

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide

NEW QUESTION 188

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device
User1 Group1 Devicel
User2 Group1 Device2, Device3

The devices are configured as shown in the following table.

Name Platform Azure AD join type
Device1
Device2 | Windows 10

Device3 | Android

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl

? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls
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? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

User1 can access Site1 from Devicel.

User2 can access Site1 from DeviceZ2.

UserZ can access Site1 from Devices. r

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.
Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.
Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

No

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this

certificate before they can continue to use the browser.

NEW QUESTION 190

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network.
You need to identify the name of the administrator by using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Activities to search for:

v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by:

ltem

User
Detail

|IP address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Activities to search for: v

Exchange mailbox activities
Site administration activities

e

Field to filter by: v

I
I
I
|
|
|
|
I
|

|P address

NEW QUESTION 195

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

Microsoft Defender SmariScreen

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?
A. Alert notifications

B. Alert suppression

C. Custom detections

D. Advanced hunting

E. Indicators

Answer: E

Explanation:
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by beatter con

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.

Reference: https://jadexstrategic.com/web-protection/

NEW QUESTION 196

- (Topic 6)

You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 | Security Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

| User1@contoso.com v |

Global privacy contact
| ]

Privacy statement URL

i http://contoso.com/privacy v

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only
B. User2 only
C. User3 only
D. Used and User2 only
E. User2 and User3 only

Answer: B

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration.
The customer's tenant administrator will be notified.

Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365

NEW QUESTION 201
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HOTSPOT - (Topic 6)

You have a Microsoft 365 Enterprise E5 subscription.

You add a cloud-based app named App1l to the Azure AD enterprise applications list.

You need to ensure that two-step verification is enforced for all user accounts the next time they connect to App1l.

Which three settings should you configure from the policy? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
New
Conchbional Access polsty
Control access based on Conditional Access Controd access basad on who the policy wall
pelicy to bring s:gnals together, 10 make apply to, such as users and groups. workload
decithons, and enforce Organizatonal polcees whantities, dractony foles or exlemal guests
Laam more LEAITY MOre
Name * What does this policy apply to?
| App1 poticy : ] Users and groups v
include  Exclude
Assignments
[ r s == | MNona
Lisers of workdoad wentibes (D Q -
(@) Al
All users =7 AmAnRR
O Select users and groups
loud apps or achons (1) v |
Mo cloud apps. acthons. or authentication
contexty selectad A Dontiock yourself out! This palicy wi
affect all of your uters. We recommend
Conditions apphpng a policy 1o & srmall et of uters
first to wanfy i behaves a5 expected
0 conditions selacted
Access controls
rant
0 controls sskected
Session 1)
0 controls selacted
Enabie pobcy
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

NEW QUESTION 205

- (Topic 6)

New

Conditional Access policy

Control access based on Conditional Access
poficy 1o bring signals together, to make
decisions, and enforce organizational policies.

Control access based on who the policy will
apply to, such as users and groups, workload
rdentities, deectory roles, or extemnal guests.

Leam more L&3rm more
Mame * What does this policy apply to?
L.ﬁ.;:m policy Users and groups

Include  Exclude
Assignments —
: .
Users or workicad identities @ O None

]

(o) All users

All users

O Select users and groups

e s N e
I

Cud apps of actons (1)

|
I

I contexts selected

MO Cioud apps, ACtHns

or authenhcation

A& Don't lock yourset! out! This policy will

Conditions (&

0 congtions selected

affect all of your users. We recommend
applying & policy to & small set of users
first to venfy it behaves a5 expected

Accass controls

IGrant

§ selacted

i O el

Session (O

o *
0 conbro

s selected

Enable policy

e — o

— e —

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Passwordless Multi-factor authentication (MFA) method
authentication registered

User1 | Not configured Microsoft Authenticator app (push notification)

User2 | Configured Microsoft Authenticator app (push notification)

User3 | Not configured Mobile phone

Userd | Not configured Email

You plan to create a Conditional Access policy that will use GPS-based named locations. Which users can the policy protect?

A. User2 and User4 only
B. Userl and User3 only

C. Userll only

D. Userl, User2. User3. and User4

Answer: C

NEW QUESTION 209

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.
You need to deploy the policy. What should you do first?

A. Review the sensitive information in Activity explorer
B. Turn on the policy

C. Run the policy in simulation mode

D. Configure Azure Information Protection analytics

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-worldwide
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NEW QUESTION 213

- (Topic 6)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 218

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

« User passwords must be 10 characters or more.

Solution: implement password hash synchronization and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 222

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

fiumber of IF
MHare
addesei Ir the Y
B ooy
Fam L slow ¥
"’tt'lll' 1
| Fhea0is 12

The Sitel users are assigned the roles shown in the following table.

Iuhne‘ﬁ:h

1
F =
wl i vl 1
. |
'

L e Wi L

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.
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Chooee the informaltion to protect

Mame your policy

{howeaae o atwosrs

Poicr settings

@ Resiew your setings

Review vour settings

emDal? namne v

(TS e I'.A.Pl' ']

Podoy noms T
Polary

Dupscrpltor EaH
Apmaiers 11 Lombeaal i Uleeses bt e Som

‘e hn Al alds

Poboy sellings -}
#Ea cackdll FaaERe i Pl yPa i ol WA ik T Adae
=i il Ll L T llr‘lll-i-|,.l.Il_u '1.!1'4'1‘--. LT

B revd avp ol 'sam S indaroe Ol e e 1‘-‘;1| Ol e v T

bk pocrss [0 Bhe Conieni

umn pobcy oa 31e if's crested{ LeMl

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Arnwer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
RInwel Al sl

NEW QUESTION 226
- (Topic 6)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:

* Windows 10
» Android
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*OS
On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only

C. Windows 10 and macO Sonly

D. Windows 10, Android, and iOS
Answer: D

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 229
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Devicel | DeviceGroup1
Device2 | DeviceGroupZ

At 08:00. you create an incident notification rule that has the following configurations:
* Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
* Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Device1
08:08 | Activity1 Medium Devicel
08:15 | Activity2 Medium Device2
08:16 | Activity2 Medium Devicel
08:20 | Activity1 High Device1
08:30 | Activity3 Medium Device2
08:35 | Activity?2 High Devicel

For each of the following statements, select Yes if the statement is true. Otherwise, select No1l.

NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

User! @contoso.com will receive two incident notification emails for the alert at 08:05

User2 @contoso.com will receive an incident notification email for the alert at 08:07.

Uiser1 @contoso.com will receive an incident notification email for the alert at 0820,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No

User1 @contoso.com will receive two incident notification emails for the alert at 08:05
User2 @contoso.com will receive an incident notification email for the alert at 08:07. I L

Lsar1 Scontoso.com will recenve an incident notification emaidl for the alert at 08220

NEW QUESTION 230

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory.
What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

NEW QUESTION 234

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

——————— .
i

Devicelnfo

| | W ActionType startswith ‘ASR’
lookup
project
render

NEW QUESTION 239
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.
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Name Platform Intune
Devicel | 10S Enrolled
Device2 | macOS Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Devicel: | Microsoft Endpoint Manager -

A local scnpt

Group Policy

An app from the Google Flay store
Integration with Microsoft Detender for Cloud

Device2: | A local script e
Group Policy
Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Devicel: | Microsoft Endpoint Manager ¥
A local script
_ Group Policy

i Microsoft Endpoint Manager

Integration with Microsoft Defender for Cloud

DeviceZ: | A local script b
Group Pohcy

Microsoft Endpoint Manager
An app from the Google Play store
Integration with Micrasoft Defender for Cloud

NEW QUESTION 240
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Domains

-+ Add domain =3 Buydomain () Refresh

Domain name 7 Status 0% Choose columns
[0  contoso221018.onmicrosoft.com (Default) @ Heathy
D contoso.com . Incomplete setup
] east.contoso221018.onmicrosoft.com : © nNosences selected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE; Each correct selection is worth one point.
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Answer Area

CHOfTh,

T, TR G oo .
contosnd 2 N E.onmicrosofitcom domain and all fs subdomaing only
gonteodd 1 Sonmitresoft com and eastcomosol 2 10T8.onmasrosaficom domains only
contesol2 101 A onmicrosoftoom. sastoantosa22 1 DTB.onmicrossfcom. and conteso.com domainy

o oS S ommICrosOfl Loom chismasin Sy
contosod 2 101 B.onmicrosolt.com domain and all its subdomaing ondy
contoso2 101B.onmicrosolt.com and eastoontosold 1018.anmicrosoft.com domains anly
coniasod 2 101 B.onmicrosolt.com, amLoonosal21018.onmictosalt.com. and Sontoso.com domains

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

the ]-' N e

" cBntoTod? TOTE BomilrGaift Tofh Aofmdin and 3INes subdomains only
gontosod 101 S .onmicrosoftoom and eastconiosol 2101 8.onmacrosaftoom domains only

contosod 2 101 A onmicrosoft.com, eastoontosa22 101 8.onmicrosafioom. and contoso.com domams

contosod2 1018 .onmicrosoft.com and east.oontosod 1018 onmicrosoft com domains only
coniosod 2 101 B.onmicrosoft.com, aaLoonosel2 1018.onmicrosofl.com. and contoso.com domains

NEW QUESTION 243
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

The content in Microsoft 365 is assigned labels as shown in the following table.

-~
--———'.-—-————--—------—-----—-] hq-"-.---.q----l-n--—-- I‘

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 248
HOTSPOT - (Topic 6)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 0S In Windows 10
2 Group2 Tag Equals demo
3 Group3 Domain Equals adatum.com
4 Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.

Settings > Endpoints > computer?

computeri

Device summary

Risk level (O

Device details

Domain
adatum.com

0s

Windows 10 64-bit
Version 21HZ2
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer Area

Comguter! will ke a member of [answer choice]. | ]
Group2 only

Group only

Groups and Groupd only
Ungrouped devices

If you add the tag demo to Computerl, the computer will be @ member of [answer choice]. (-
Group1 only

Group1 and Group2 only

Group1, Group2, Group3, and Group4
Ungrouped dewvices
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 250
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.

Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Learm more

abhru it cancitiviby -_'JD nlc
'L-.l'_r“'\_l\_'l. el ialUvILY l:_p'-\_"

-+ Create alabel = Publish labels () Refresh

Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
-~ Label2 = 1 Prvi 04/24/2020
Label3 ... D-highest Prvi 04/24/2020
Labeld ... 0-highest Prvi 04/24/2020
= Label5 - B Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 254

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2¢13-5296-9dd081cdd808

NEW QUESTION 258

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.
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All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.

You need to configure Defender for Endpoint to meet the following requirements:

? Block a vulnerable app until the app is updated.

? Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Block a vulnerable app until the app is updated: ~ v
An alow or block file E
A file indicator

A remediation request
An update ring

Block an application executable based on a file hash: v
An alow or block file

A file indicator

A remediation request

An update ring

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

? Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

? Select a security recommendation to see a flyout with more information.

? Select Request remediation.

? Select whether you want to apply the remediation and mitigation to all device groups or only a few.

? Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

? Pick a Remediation due date and select Next.

? Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

? Review the selections you made and Submit request. On the final page you can

choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

NEW QUESTION 261

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 266

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Save the audit logs to: . -
Azure Active Directory admin center blade to use to view the ]
saved audit logs:
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Argwer Area
Save the audit logs to: - Azure Log Analytics -
Azure Active Directory admin cénter blade to use to view the  Audit logs bl

saved audit logs:

NEW QUESTION 270

YE)TJOE:VS)a hybrid deployment of Microsoft 365 that contains the users shown in the following table.
Name Source Last sign in
Userl | Azure AD Yesterday
User2 | Active Directory Domain Services | Two days ago
(AD DS)
User3 | Active Directory Domain Services Never
(AD DS)

Azure AD Connect has the following settings:

? Password Hash Sync: Enabled

? Pass-through authentication: Enabled

You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.
Which users should you identify?

A. none

B. Used onlyl

C. Userl and User2 only

D. Userl. User2, and User3

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 275

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 278

- (Topic 6)

1241

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 282

- (Topic 6)

Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.
What should you use?

A. eDiscovery

B. Information governance

C. Compliance Manager

D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 283

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 287

HOTSPOT - (Topic 6)

A i : I i : - ] .You have a Microsoft 365 E5 subscription that
uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.

Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 | Android Group2, Group3 Group3 Tag1
Enterprise

Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Device1: v

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2: v

No profiles
Profile1 only
Profile2 only
Profile3 only
Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Device1: v
No profiles
Profile1 only
Profiledonly
[Profile1 and Profile4 only _ i
Profile1, Profile1, and Profile4 only
Device2: v

No profiles

Profile1 only

Profile3 only !
Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION 289

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a guestion in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrnkam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY

USER SIGN-IN

-

Azure AD Connect cloud provisioning
This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue so you do not need to assign the Security Reader role. The on-premises Active Directory domain is named contoso.com. User2
could sign on as user2@contoso.com but you would first need to change the UPN of User2 to user2@contoso.com.

NEW QUESTION 294
HOTSPOT - (Topic 6)
You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of
User! Group1
User? Group1, Group?
User3 None

The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name Aliowed platform Assigned to
! Policy! | Androud, 10S, Windows (MDM) | None
2 Policy2 | Windows (MDM) Group?2
3 Policy3 | Android, i10S Group!
Default | All users | Android, Windows (MDM) All users
Answer Area
Statements Yes Mo

Uzer can enroll Windows dewces in Endpoint Manager
User2 can enroll Android devices in Endpoint Manager

Userd can enroll i05 devices in Endpoint Manager
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes Mo

oy

User? can enroll Windows dewces in Endpoint Mansge

[ty

User2 can enroll Androsd devices in Endpoint Manager

Userd Can enrall K05 devices in Endpoint Manager

NEW QUESTION 299

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User | Date
User2 | August 7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl:

]
i}

3 August 6

[ August 17
August 19
September 3
September 5

User2: | v |

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21

NEW QUESTION 301
- (Topic 6)
You have a Microsoft 365 subscription.
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You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only
prevented from being delivered to the external recipients.
What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 303
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices.

You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 308
- (Topic 6)

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device

Dewice Securty
Ferewall

Trusted Platform Module (TPM)

Antivirus

Antispyware

Defender
Microsoft Defender Antimabaare

Microsoft Defender Antimalbware minimum
Yrsaon

Microzoft Defender Antimatware security
intefigence up-do-date

Real-time protection

Windows 10 compliance policy
Windows 10 and later

Furawall

e e i —a—  a a T  —  — ———=- —e—a —op o = = — =N

Antispyware
Defender

Micrasoft Defender Antimabware

Micrasaft Defender Antimabware minirmum
WErSain

Microsoft Defender Antimahware security
intefigence up-do-date

Real-time protection

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries

C. keywords
D. sensitivity labels
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Answer: C

Explanation:

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the
content contains:

Specific types of sensitive information.

Specific keywords that match a query you create.

Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes

SharePoint classic and communication sites OneDrive accounts

Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats

Teams private channel messages Yammer community messages Yammer user messages

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-
actions

NEW QUESTION 311

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From the Synchronization Rules Editor, you create a new outbound
synchronization rule.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 313

HOTSPOT - (Topic 6)

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area
Start-ADSyncSyncCycle w] <PolicyType Delta - |
Start-ADSyncSyncCycle
Set-ADSyncScheduler initial
| Invoke-ADSyncRunProfile Full
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

-PolieyType

Set-ADSyncScheduler Initial
Invoke-ADSyncRunProfile Full

NEW QUESTION 316

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy
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B. a retention policy
C. an alert policy
D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANs.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-test-environment

NEW QUESTION 321

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 325

- (Topic 6)

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?

A. Azure AD password protection

B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy
D. Azure AD conditional access

Answer: D

NEW QUESTION 326

HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings.
Password write back is disabled.

You create a user named Userl and enter Pass in the Password field as shown in the following exhibit.
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New Object - User
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< Back

New »

Cancel

The Azure AD password policy is configured as shown in the following exhibit. Password policy
Set the password policy for all users in your organization. Days before passwords expire 90

Days before a user is notified about 14 expiration

You confirm that Userl is synced to Azure AD.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Uiser1 can sign in to Azure AD

User1 can change the password immediately by using the My Apps portal

From Azure AD, Userl must change the password every 90 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

Uiser1 can sign in to Azure AD

User1 can change the password immediately by using the My Apps portal

From Azure AD, Userl must change the password every 90 days.

NEW QUESTION 329
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status | Assessment Your Microsoft | Group | Product | Regulation
progress |improvement| actions
actions
SP800 15444 | Incomplete | 72% 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
completed completed 365 53

Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline

The SP800 assessment has the improvement actions shown in the following table.
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Improvement action Test status |  Impact Points achieved Regulations
Establish a threat intelligence Mone +9 points NIST 800-53, Data Protection
program Baseline
Establish and document a None +9 points NIST 800-53, Data Protection
configuration management program Baseline

You perform the following actions:

? For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.

? Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
Establish a threat intelligence program will appear as Implemented in O o
the SP800 assessment.
The SP800 assessment score will increase by 54 points. Q Q
The Data Protection Baseline score will increase by 9 points. O @]
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Establish a threat intelligence program will appear as Implemented in O :_E}_J
the SP800 assessment.
The SP800 assessment score will increase by 54 points. O EC;J'
The Data Protection Baseline score will increase by 9 points. I D_ : O

NEW QUESTION 333
HOTSPOT - (Topic 6)

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 Global Administrator

User2 Billing Administrator

User3 None

You enable self-service password reset for all users. You set Number of methods required to reset to 1, and you set Methods available to users to Security

guestions only.

What information must be configured for each user before the user can perform a self- service password reset? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Answer Area

User1: ! Phone number and email address v j
email address only
Phone number only

Secunty questions only
Phone number and email address
User2:  Phone number and email address i

Email address only
Phone number only
Security questions only
| Phone number and email address

User3:  Security questions only s
Email address only
Phone number only

Phone number and email address

NEW QUESTION 337

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for

that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.
Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.
Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group
email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 341

- (Topic 6)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.

B. Install the latest feature update and all the quality updates released since version 21H1.

C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 344

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Arca

Microsofl SharePoint files that are affected by the policy wall g -

be J[answer choice]. § recoverable for up to seven years :

deleted seven years after they were created
retaimed for anly seven years from when they wene created

Once the policy is created, [answer choloe] | some data may be deleted immediately

data will be retamed for a minamum of seven years

| users wall be preventad from permanently deleting email messages for Seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention
labels.

NEW QUESTION 346

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Adminstrators |

Userd | Defender lor identity Contoso Users | None

User2 | None | Security admanistrator
Userd | Defender for identity Contoso Lsers Global adminestrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 347

- (Topic 6)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies
section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.

* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).

The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links- policies-configure

NEW QUESTION 349

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacOS
Device2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 351

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.
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Microsoft Secure Score

Overview Improvement actions History

Metncs & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export
Applied filters:

Rank & Improvement action

Turn on user risk policy

Turn on sign-in risk policy

W e o~ o oW R W N

Use limited administrative roles

i
o

Designate more than one global

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

12 items 2 Search

Require MFA for administrative roles
Ensure all users can complete multi-factor authentication for...

Enable policy to block legacy authentication

Do not allow users to grant consent to unmanaged applicatio...
Enable self-service password reset

Turn on customer lockbox feature

admin

B. Ensure all users can complete multi-factor authentication for secure access

C. Enable policy to block legacy authentication
D. Enable self-service password reset
E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:

7 Filter

Score impact

+16.95%
+15.25%
+13.56%
+11.86%
+11.86%
+6.78%
+1.69%
+1.69%
+1.69%
+1.69%

{= Group by ~

Points achieved

0/10
0/9
0/8
077
/7
0/4
0/1
01
0N
on

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 355
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following

table.

Name

Platform

Device1

Windows 10

Device2

Windows 8.1

Device3

10S

Device4

Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Dewvices that can onboarded to v

Microsoft Defender for Endpoint: [Device 1 only

Endpoint security policies v
that must be configured: A conditional access policy only

A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device configuration profile, device compliance policy, and conditional access policy
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Dewice 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Text, table Description automatically generated with medium confidence

NEW QUESTION 357

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform Azure Active Directory (Azure AD)
Device1 Windows 10 Joined
Device2 Windows 10 Registered
Device3 Windows 10 Not joined or registered
Deviced Android Registered

You plan to review device startup performance issues by using Endpoint analytics. Which devices can you monitor by using Endpoint analytics?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Deviced

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION 361
HOTSPOT - (Topic 6)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following

table.

Name

Platform BitLocker Drive Encryption
(BitLocker)

Member of

Devicel | Windows 10 | Disabled Group1, Group2
Device2 | Windows 10 | Disabled Group2, Group3
Device3 | Windows 10 | Disabled Group3

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name

Require BitLocker | Mark noncompliant
after (days)

Assigned

Policy1

Require S

No

Policy?2

Require 10

Yes

Policy3

Not conﬁgured 15

Yes

The device compliance policies have the assignments shown in the following table.
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Name | Assigned to
Policy2 | Group2
Policy3 | Group3

For each of the following statements, select Yes if the statement Is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Dewvice1 is marked as noncompliant after 10 days. )
Device2 is marked as noncompliant after 10 days.
Device3 is marked as noncompliant after 15 days. 2
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Device1 is marked as noncompliant after 10 days. o |
| S
Device2 is marked as noncompliant after 10days. | C :
|
Device3 is marked as noncompliant after 15days. | O | 2
NEW QUESTION 363
HOTSPOT - (Topic 6)
You have a Microsoft 365 ES tenant.
You have the alerts shown in the following exhibit.
View alerts
: _ Severty Alert name Status Tags Category Actrvity count Ladt Sooumence
i1 e [ - & N Vi P T LU
@ Hign A B SRR BTl L ! minuTet k

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Armwer Area
For Alert), you can change Status 10 _

el e of Faesdved oy
rreriiagatng on D only
rrecitioating. Resolved, of Deirmisied

Fior AeiS, yom Eal
change Status 1o Deirmmena onky

changje Status 1o Dvirnesed o Ad e onlly

change Ytatus 1o Dhmnied of rvestigatng ordy
chuncye Cratum o D rrmised Irmsitigataicy, o Artrer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Angswer Arca

e,y i e e

NEW QUESTION 367
HOTSPOT - (Topic 6)

resiipating or Resobeed cnby
et igating on Dsummssd only
reestigating Rescived of Dnsrmised

crunile Shatus 1o Deprrmgesdt Ofdy

chuardge Status 1o Deresen of Altede oy

change LLatus 10 [Esprumaesd oF Irwriligating ey
|I|.l'\].r & iatum 10 [rerresged r|il|'|r||:|1ll||J_ o A irer

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name

Mailbox size

Usert

5 MB

Userz2

15MB

User3

25 MB

Userd

55 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.
You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users who can assign Retention1:

Users who can assign Retention2:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users who can assign Retention1:

Users who can assign Retention2:

NEW QUESTION 371
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v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

v

User4 only
User3 and User4 only
User2, User3, and User4 only

User1, User2, User3, and User4

User4 only
User3 and User4 only

— e e e mm s T

User1, User2, User3, and User4

v

User4 only

————————— ——

User2, User3, and User4 only,

User1, User2, User3, and User4
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- (Topic 6)
You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.

What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 375

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the
Sensitivity label tab.)

Review your settings and finish

Display name

Sensitivity

Description for users

Scope

File_ Email

Encryption

Content marking
Watermark: Watermark
Header: Header

Auto-labeling

Group settings
Site settings

Auto-labeling for database columns

|
None

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)
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Auto-labeling policy

Policy name
Auto-labeling policy

Description

Label in simulation
Sensitivity 1

Info to label
IP Address

Apply to content in these locations
Exchange emall All

Rules for auto-applying this label
Exchange email 1 rule

Mode

wn

Comment

A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment Filel docx | Yes

Attachment FileZ xml Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

NEW QUESTION 379
DRAG DROP - (Topic 6)
DRAG DROP
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Your network contains an on-premises Active Directory domain that syncs to Azure Active
Directory (Azure AD). The domain contains the servers shown in the following table.

Name Operating system Configuration
_ File Server Resource
Server1 Windows Server 2016
Manager (FSRM)
Server2 Windows Server 2016 None

You use Azure Information Protection.

You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions
Autharize Serverl.
Install the Microsoft Rights Management connector on
Server2,
Install a certificate on Server.
Install a certificate on Server1.
Register a service principal name for Serverl.

Run GenConnectorConfig. ps1 on Senverl.

Run GenConnectorConfig.psl on Senvers.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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