Certshared now are offering 100% pass ensure SC-300 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (144 Q&AS)

Guaranteed success with Our exam guides

o=

Microsoft
Exam Questions SC-300

Microsoft Identity and Access Administrator

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CE[‘tSharEd https://www.certshared.com/exam/SC-300/ (144 Q&As)

NEW QUESTION 1

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 2
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 3
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuration policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 4
- (Exam Topic 2)
You need to locate licenses to the A. Datum users. The solution must need the technical requirements. Which type of object should you create?

A. A Dynamo User security group
B. An OU

C. A distribution group

D. An administrative unit

Answer: A

NEW QUESTION 5
- (Exam Topic 2)
You need to sync the ADatum users. The solution must meet the technical requirements. What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.
B. From PowerShell, run Set-ADSyncScheduler.

C. From PowerShell, run Start-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.
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Answer: A

Explanation:
You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).

NEW QUESTION 6

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To configure user access: v
An access package

An access review

A conditional access policy

To enable collaboration with fabrikam.com: v
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 7
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 8
- (Exam Topic 3)
You need implement the planned changes for application access to organizational data. What should you configure?

A. authentication methods
B. the User consent settings
C. access packages

D. an application proxy

Answer: D

NEW QUESTION 9

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct issues. Each policy type may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Area

An authentication mathod policy Leaked credentials

A Conditional Access policy

| A SIgn-in Thom 3 SUSPICoUS browser

A sign-in sk policy

1 i I
Aesources accessed from an anonymous P acdress : |

A user nsk policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Policy Types Answer Area

| A mptham*j=g+ .u---|--.-\- . .

AN AUTRENTICATIOoN METnod polcy il it al T
Leaked credenbials: | A ur 1Sk DOIKY |
- daa . N =ik . _— — =Y .= Fs

E A = 2l Aemae -
A Conditional Accass policy

i 8 elewr i rae i
A SIgN=IN TrOm @ SUSPICIoUS Drowser, | A SIgn-n nsx poncy

T o e Resources accessed from an ananymous IP address: | A sign-in risk policy |

NEW QUESTION 10
- (Exam Topic 3)
You need to resolve the issue of IT.Groupl. What should you do first?

A. Recreate the IT_Group 1 group.

B. Change Membership type of IT.Groupl to Dynamic Device
C. Add an owner to IT_Groupl.

D. Change Membership type of IT.Groupl to Dynamic User

Answer: B

NEW QUESTION 10
- (Exam Topic 3)
You need to resolve the issue of the sales department users. What should you configure for the Azure AD tenant?

A. the User settings

B. the Device settings

C. the Access reviews settings
D. Security defaults

Answer: A

NEW QUESTION 15
- (Exam Topic 3)
You need to implement the planned changes for litware.com. What should you configure?

A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com
B. Azure AD Connect to include the litware.com domain
C. staging mode in Azure AD Connect for the litware.com domain

Answer: C

NEW QUESTION 20

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD ldentity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C
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Explanation:
MFA and SSPR are both required. However, MFA is required first. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 21

- (Exam Topic 4)

You have a Microsoft 365 tenant that has 5,000 users. One hundred of the users are executives. The executives have a dedicated support team.

You need to ensure that the support team can reset passwords and manage multi-factor authentication (MFA) settings for only the executives. The solution must
use the principle of least privilege.

Which object type and Azure Active Directory (Azure AD) role should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Object type: v
An administrative unit
A custom administrator role
A dynamic group
A Microsoft 365 group
Role: -
Authentication administrator
Groups administrator
Helpdesk administrator
Password administrator
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Object type: v
An administrative unit
A custom administrator role ;
Adynamicgroup =~
A Microsoft 365 group
Role: -

Authentication administrator
Groups administrator

Helpdesk administrator
Password administrator

NEW QUESTION 23

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 24

- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.
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User email User type | Invitation accepted Shared resource
User1@outlock.com | Guest No Ente_rprr_se
application
User2i@fabrikam.com | Guest Yes Entgrpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following
exhibit.

Collaboration restrictions

(_ ) Allow invitations to be sent to any domain (most inclusive)

(@) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS
Cutlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can accept the invitation and gain access to the enterprise application O O
User2 can access the enterprise application. ® O
User3 can accept the invitation and gain access to the SharePoint site. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 26

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both

domain names are used for Fabrikam email addresses.

You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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To allow access for users who have fabrikam.com email
addresses, configure: v

An access package assignment in Identity Governance
An access package policy inldenity Govemance
A conditional access pnlu:y in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure: v

An access package assgnmem indentity Gwernance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration seftings in Azure AD

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 28

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Condltlonal Access poI|cy exhlblt (C|ICk the Condltlonal Access policy tab.)
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You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details tab.)
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For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 31

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
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Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 36

- (Exam Topic 4)

You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. You deploy Azure AD Connect by using the Express Settings.
You need to configure self-service password reset (SSPR) to meet the following requirements:

> When users reset their password, they must be prompted to respond to a mobile app natification or answer three predefined security questions.

> Passwords must be synced between the tenant and the domain regardless of where the password was reset.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

From the Password reset blade in the Azure Active v
Directory admin center, configure Authentication methods
Notifications
Properties
Registration
From Azure AD Connect, enable A\

Federation with Active Directory Federation Sevices (AD FS)
Pass-through authentication

Password hash synchronization

Password writeback

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-authentication-security-questions

NEW QUESTION 37

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 39

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/SC-300/ (144 Q&As)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review /|
Description ()
Start date * 12/18/2020 @
Frequency | Monthly 7 |
Duratiﬂﬂ Ern d-ﬂ'yﬂ ,:'._;, _————_—————{} 14
End (@ m End by  Occurrences |
!l".' TDE T

na ¢ ", B
Users
Scope @) Everyone

Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers I (Preview) Manager v |

(Preview) Fallback reviewers (O
hegan Bowen

“ ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role.

Does this meet the goal?

A. Yes
B. NoD18912E1457D5D1DDCBD40AB3BF70D5D

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 41

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company has a call center that contains 300 users. In the call center, the users share desktop computers and might use a different computer every day. The
call center computers are NOT configured for biometric identification.

The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365 services.

What should you include in the solution?

A. a named network location

B. the Microsoft Authenticator app

C. Windows Hello for Business authentication
D. FIDO2 tokens

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless
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NEW QUESTION 46
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.
You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 48
- (Exam Topic 4)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.

A device named Devicel
» Users named Userl, User2, User3, User4, and User5
* Five groups named Groupl, Group2, Group3, Ciroup4, and Group5
The groups are configured as shown in the following table.

Name

Type

Membership type

Members

Group1 Security

Assigned

User1. User3, Group2, Groupd

Group?2 Security

Dynamic User

User?

Group3 Security Dynamic Device Device1
Groupd4 | Microsoft 365 Assigned Groups
Groupd Microsoft 365 Assigned Users

How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl?

Ow>»
2WN

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 53
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.
All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.

What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition

B. a user risk condition

C. a client apps condition
D. a sign-in risk condition

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 58
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in

the following table.

Name Type Directory synced
Usert User No
User?2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure AD as shown in the following exhibit.
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PROVISION FROM ACTIVE DIRECTORY

" % Azure AD Connect cloud provisioning
R —

This feature allows you to manage provisioning from the cloud.

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

3 Federatior Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Fass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which users can sign in to Azure AD?

A. Userl and User3 only

B. Userl only

C. Userl, User2, and User3
D. Userl and User2 only

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

NEW QUESTION 59

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 61

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
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NEW QUESTION 65

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl?

A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C

NEW QUESTION 69

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A
NEW QUESTION 72

- (Exam Topic 4)
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.

Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 No
Deviced 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings: £»

> Display name: Contoso terms of use

> Require users to expand the terms of use: On
> Require users to consent on every device: On
> Expire consents: On

> Expire starting on: December 10, 2020

> Frequency: Monthly
On November 15, 2020, Userl accepts Termsl1 on Device3.

Name: Termsl

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Devicel. O O
On December 11, 2020, User1 can accept Terms1 on Device2. O ®)
On December 7, 2020, User1 can accept Terms1 on Device3. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1. D_ O
On December 11, 2020, User1 can accept Terms1 on Device2. 10, ®)
On December 7, 2020, User1 can accept Terms1 on Device3 O O

NEW QUESTION 75

- (Exam Topic 4)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 76

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 80

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No
> Remove external user: Yes
> Number of days before removing external user from this directory: 90 What should you configure on the Identity Governance blade?

A. Access packages
B. Settings

C. Terms of use

D. Access reviews

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 83

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

» An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license
* A Microsoft SharePoint Online site named Sitel

* A Microsoft Teams team named Team1
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You need to create an entitlement management workflow to manage Sitel and Team1. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 85
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.

Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,

and who can register App2 in Azure AD.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1 v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: 4
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-

directory/develop/active-directory-how-applications-are-added

NEW QUESTION 86
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.

SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.
You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative
users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 91
- (Exam Topic 4)
You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not Initiate.

Solution: From the Azure portal, you configure the Block/unblock users settings for multi-factor authentication (MFA).

Does this meet the goal?

A. Yes
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B. No
Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 95
- (Exam Topic 4)

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer

area.
NOTE: Each correct selection is worth one point.

| Job ﬁ'tlE.plelEi‘tﬁ Lser? only

Liserr 1 and User2 only
Liser? and Usard only
Lserd, Userd and Userd

Lisage locaton propertys | [Lidee? only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Job tile propertys

Liserl and User2 only
Lkesr? mrvel Lisine 3 Only
Ulser 1) User? and Userd

Liser2 only
Liser 1 and Usar2 only

- ]
sprl Userd and Liser3

Usage locabon proper by Biise? anlhy

NEW QUESTION 96
- (Exam Topic 4)
You have an Azure subscription.

i eIy
User? and Userd only
Liserl, Userd: and Userd

You need to create two custom roles named Rolel and Role2. The solution must meet the following requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides
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Answer Area
Role1; >
J MicrosoftCompute
Microsoft Management
Microsoft.Sec urity
Rolel: o

Microsoft.App

Microsoft.Compute
| MicrosoftNetwork_
| MicrosoftSecurity |

NEW QUESTION 100

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps
portal.

What should you create?

A. tags

B. collections

C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 102

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name Type Directory synced
User1 User No
User2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

é Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago

Password Hash Sync Enabled

USER SIGN IN

9 Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents
Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?
A. Userl only
B. Userl and User 3 only

C. Userl, and User2 only
D. Userl, User2, and User3
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Answer: B

NEW QUESTION 105
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.

Name Type
Rolel Azure Active Drectory (AZure AD) role
Role2 AZure subscnphon roke

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: A

NEW QUESTION 110
- (Exam Topic 4)
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click the Exhibit tab.)

Custom smart lockout

Lockout threshold () 5 G

Lockout duration in seconds () | 3600 |

Custom banned passwords

Enforce custom list © '- No )

Contoso
Litware
Tailwind
Custom banned password list () | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory O '- No )

Mode © EGEE=E» At )

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwlnd

> Contoso
Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B. CONnt0s0 only

C. COnt0s0, Projectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only

E. COnt0s0 and PrOjectlitw@re only

Answer: C
Explanation:

Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 112
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.
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Name Type In organizational Description
unit (OU)

User1 User o User1 is a member of Group1.
User2 User ou1 User2 is not a member of any

qgroups.
Group1 | Security group | OU2 User1 and Group2 are members

of Group1.
Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

a Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directary, the next sync cycle will automatically
Cannected to Azure AD perfonm full import on the directany.
Syme Lhrecion: | contoso.com - Refresh Ouw/Domain 7]
Connect Directories 7 Syne all domains and OLls
Domain/OU Filtering % Syne selected domains and OUs
Filtering P BT — - - — e
Oplional Features [ Builtin {
Confiaur Camputiers |
ol Domain Controllers '
F:]u:u]nio:-;ul||::|.'F‘ru'||:|1;|.,|l:. :
! Infrastructure
LostAndFound
Managed Service Accounts
¥ ou1
) ou2
Program Data |
System

Users |

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

i Microsoft Azure Active Directory Connect

“cy Filter users and devices

Connectad o Azura AD For a pilot deployment, specity a group containing your users and devices that will be synchronzied. Mested
groups are not supported and will be ignared,
Sync

Connect Directories

Domain/OU Filtering ) Synchronize all users and devices

Optional Features FOREST GROUP

Configure CONTOSO.COM Icm:smup'l_c}u:ouz,n{: contose,DC=com Resolve &

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No
User1 syncs to Azure AD O O
User2 syncs to Azure AD. O O

Group2 syncs to Azure AD. O O

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 114

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a verification code from the Microsoft Authenticator app
B. security questions

C. voice

D. SMS

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 118
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Groupl exhibit. (Click the Groupl tab.)

s e f S o
L\ L8T

Yo CI

CbjectId

altidquo-636L-4493-bY971-5¢C lal3iiblc Admin admin@M365x62961S.onmicrosoft. ot

¥

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the Appl Properties tab.)
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Dashboard > ContosoAzureAD > Enterprise applications > App1
i” App1| Properties

" Enterprise Application

g
R X Discard [E| Delete 7 Got feedback?
B Overview
(D Oepioyment Pian Enabled for users to signn?C (TSRS g
. Diagnose and solve problems
Mame (@ !-M-P‘I &|
Manage - !
Hemepage URL (0 | https:/fapp1.m365x629615.onmicresoft. com/ D |
! Properties A
Lego

& Cwners A P

Roles and administrators (Prev.

&
&b Users and groups
0,

Solect a e
Single sign-on User access URL (@ Ewmnmmmwnppwmww.. D |
Lo}
&« Provisioning Application ID (D | 1fdcB3c885 i |
B Application proxy ' — _—
Object 10 ) (03709d22-7e61-4007-a2a0-04dbaff269c ]
C Self-service PIRIN 03 7e61-4007 4 Ny
Security q .
Terms of Service Url (D | Publisher did not provide this information D
& Conditional Access
. Privacy Statement Url (© | Publisher did not provide this information [y
s Permissions L -
O ik s Reply URL () hitps:/icontoso.com/App1/iogon 0|
Activity User aszignment required? (O | . .-_"Hu_.'
D sign-ins = Visible to users? () ( ve: QETED

You configure self-service for Appl as shown in the Appl Self-service exhibit. (Click the Appl Self-service
tab.)

Dashoboard - ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

Enterprise application Select approvers
- - .'- 14K -.-"'i ] £
B ovendew
: - . Usert

[ Deployment Plan Allow users o request access to this a2 - User1 @m365:629615 onmicrosoft com

application? (0 ' —— Selected
Manage

To which group should assigned users be  Seled Group User2
Il Properties added? ,g " Group1 User2@m365x629615 onmicrosoft com
& Cwners _

Require approval before granting access “ Mo User3
i FRoles and administrators (Pre_  to this application? O ! User3im36506 29615 onmicrosal com
& Users and groups . ;

Whe is allowed o approve access to this  Selact approvers Lizard
% Single sign-on application? (© 1 users selected Userd@m3B5x529615 onmicrosoft com
& Provisigning Te which role should users be assigned in =5 Selected approvers
- B this application?* () Default Accass Usert

Applcation proxy Userl@m3ssrG29615 onmicrosofl com

C Self-service e

Security
& Conditional Access
A4 Permissions

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

The members of Group3 can access App1 O
without first being approved by User1

After you configure self-service for App1, 0O 0O
the owner of Group1 is User1

App1 appears in the Microsoft Office 365
app launcher of User4. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No No No

a) When you assign a group to an application, only users in the group will have access. The assignment does not cascade to nested groups.
b) Tested in lab, existing owners will be replaced. Also direct assignment (resource owner) is path of least privilege. (replicated in test)

c¢) Application setting 'visible to users' is set to No, then no users see this application on their My Apps portal and O365 launcher.

Reference

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

b) maybe

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-manage-groups

¢) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

NEW QUESTION 122

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 126
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Name Description |

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

o0 w>
A WDNPEF

Answer: C

NEW QUESTION 128

- (Exam Topic 4)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyApp1?

A. Self-service
B. Provisioning
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C. Roles and administrators
D. Application proxy

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 133

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: B

NEW QUESTION 138

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)

Groupl is configured as the approver for the application administrator role.
You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

For each of the following statement, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 141
- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

setting

On February 1, 2021, you configure the multi-factor authentication (MFA)

s as shown in the following exhibit.

The users authentication to Azure AD on their devices as shown in the following table.

On February 26, 2021, what will the multi-factor auth status be for each user?
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A)
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T

D)

HERI

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 145

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.
* Identity sign-Ins by users who ate suspected of having leaked credentials.

* Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.

To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To tngger remediation, use: v
Client apps not using Modern authentication
Device state

Stgn-in risk

User location

User risk

To mitigate the risk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 147
- (Exam Topic 4)

You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.

il

Hill TR T

i

I il

]
b

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.
NOTE: Each correct selection is worth one point.

[answer choice] can access App1 from the
homepage URL.

App1 will appear in the Microsoft Office 365 app
launcher for [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

ﬁti users

Only users Iisigd on the Owners blade i__

Only users listed on the Users and groups blade

all users
moone 00
only users listed onthe Ownersblade
only users listed on the Users and groups blade

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 148
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