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NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1l Configured High Policy1, Palicy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

Device?2 is marked as compliant. O &)
Device3 is marked as compliant. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Statements Yes No

|
-l

Device1 is marked as compliant.

010
Q| O

Device2 is marked as compliant.

O

Device3 is marked as compliant.

,_.
1O
——

NEW QUESTION 2

- (Topic 6)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform
the following tasks in Microsoft Store for Business:

» Assign licenses to users.

* Procure apps from Microsoft Store.

» Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to Userl?

A. Basic Purchaser

B. Device Guard signer
C. Admin

D. Purchaser

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview
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NEW QUESTION 3
DRAG DROP - (Topic 6)
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move

the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.

Actions | Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy.
Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions | Answer Area

T T T B R O R O O R N L R NN R

NEW QUESTION 4
- (Topic 6)
You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 5

- (Topic 6)

Your company has offices in five cities. The company has a Microsoft 365 tenant.
Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:

? Local administrators must be able to manage only the resources in their respective office.
? Local administrators must be prevented from managing resources in other offices.

? Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags
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NEW QUESTION 6

- (Topic 6)

Your company has 10,000 users who access all applications from an on-premises data center.

You plan to create a Microsoft 365 subscription and to migrate data to the cloud. You plan to implement directory synchronization.

User accounts and group accounts must sync to Azure AD successfully. You discover that several user accounts fail to sync to Azure AD.
You need to resolve the issue as quickly as possible. What should you do?

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user accounts.
B. Run idfix.exe, and then click Edit.

C. From Windows PowerShell, run the start-AdSyncSyncCycle -PolicyType Delta command.

D. Run idfix.exe, and then click Complete.

Answer: B

Explanation:

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory synchronization with Azure Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for- synch-with-idfix

NEW QUESTION 7

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

* Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 8

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You create a retention label named Retentionl as shown in the following exhibit.

Review your settings

Name Edit
Retention

Description for admins Edit
Description for users

File plan descriptors Edit
Reference Id:1

Business function/department Legal
Category: Compliance

Authority type: Legal

Retention Edit
[ years

Retain only

Based on when it was created

Back ‘ Create this label Cancel

When users attempt to apply Retentionl, the label is unavailable. You need to ensure that Retentionl is available to all the users. What should you do?
A. Create a new label policy

B. Modify the Authority type setting for Retention!

C. Modify the Business function/department setting for Retention 1.

D. Use a file plan CSV template to import Retention1.

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION 9
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group?2 | Distnibution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 10

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to create a trusted location and a conditional access policy.

NEW QUESTION 10

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.
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Activation
Setting
ALtvation maximum duration (hours)
On BCUVTION, regune
Reguire justification on activation
Raguare hicket information on attwvahon
Require approval 1o Ctivate

Approers

Assignment
Setting
Allow permanent ¢ligiblé assgnment
Expire #ligible assignments after
Allow permanent active assignment

Expire altive assignments after

Regquire Arure Multi-Factor Authenhication on Minve assgnment

Require justification on active assignment

State
& houris)
Azure MFA
ves

No

No
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State
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3 monthis)
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15 day(s)
Yes

Yot

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

A user that is assigned the Global Administrator role as active [answer cholce].

You can make the Global Administrator role available to activation requests [answer choice]. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: will lose the role after eight hours

From exhibit; Activation, Activation maximum duration (hours): 8 hour(s)

Box 2: for up to three months

will lose the role after eight hours
can reactivate the role every eight hours

can reactivate the role every 15 days

will lose the role after 15 days

for up to eight hours

for up to three months

for up to 15 days |
until the requests are revoked manually

We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 11
DRAG DROP - (Topic 6)

Your company has a Microsoft 365 E5 tenant.
Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Solutions

An app configuration policy

An app protection policy

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Solutions Answer Area
| = = |
 An app configuration policy | Company-owned devices: | A compliance policy

|
Personal devices: |An app protection policy
I

NEW QUESTION 16

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.

B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.
C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C

NEW QUESTION 18

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
B. a suppression rule
C. a device configuration profile

Answer: A
NEW QUESTION 23

HOTSPOT - (Topic 6)
Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

* Mecrosoft Azure Actve Directory Connect

Tatks Adsum.Com ADATUMCOMNBASOL eTEScOMBabo:
SYNICNroMmZaton s>etin :
mS-DS-ContstencyGuid uierEnnspaltame
APATIRPTOMTION [hgabies
Dutabled Ot albdec
Cusabiled Desabled
Crssbled Enabled
Dusabled Crsabded
Enasbed [esablas
(lcaldh) ARy

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from Microsoft 365 and notice that his
username is set to Allan @>ddatum.onmicrosoft.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE Each correct selection is worth one point.

Arawer Arca
Statements Yes 3 ]
From the Azure portal. you can reset the password of Allan Yoo
From the Azure portal you can configure the job title of Allan Yoo
From the Asure portal, you can configure the usage location of Allan Yoo,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Mo

From the Asure portal you can reset the password of Allan Yoo |
From the Azure portal, you can configure the job title of Allan Yoo i I

From the Asure portal, you can configure the usage location of Allan Yoo,

NEW QUESTION 24

- (Topic 6)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 27
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Name Type | Member of
User1 User Group1
Devicel | Device | Group?2

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.
On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation

App1 Yes Group1 - Word Monday
Required

App2 Yes Group2 - Excel Tuesday
Required

App3 Yes Group1 - PowerPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Arnswer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 30
- (Topic 6)

Statements

Word is instafled on Devicel

App3 is displayed in the Company Portal,

gxcel is insialled on Devicel

Statements

Word s installed on Dewicel.

App3 is displayed in the Company Portal

Excel is installed on Devicel

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name

Platform

Devicel | Windows 10 Enterprise

Device2 | 10S

Device3 | Android

Deviced | Windows 10 Pro

The devices are managed by using Microsoft Intune.

You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only
B. Devicel and Device4
C. Devicel, Device3, and Device4

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 33
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name

Member of

Usert Group1, Group?2

User2 Group2, Group3

User3 Group1, Group3

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
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Name Priority | Applies to
Policy1 0 Group1

Policy2 1 Group2
Policy3 2 Group3

The policies use the settings shown in the following table.

Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 has their cache cleared on close. @
User2 has Cursor movement setto Visual. O

User3 has Cursor movement set to Visual. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
User1 has their cache cleared on close. O :_f_:?’_ |
User2 has Cursor movement set to Visual. O on
User3 has Cursor movement setto Visual. O :_O_I

NEW QUESTION 34
HOTSPOT - (Topic 6)
You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.

Name Role Member of
User1 Cloud dewice administrator | GroupA
User/ Intune administrator Group8
User3 None None

The device limit restrictions in Endpoint manager are configured as shown in the following table.

Priority | Name  Device limit | Assigned to
1 Policy1 15 GroupB
. Policy ZIU GroupA
Oefault | All users | 5 All users

You add user as a device enrollment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No
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Anpwer Area

Statements Yes HNa

Lisr | can Sl & manormam af 10 Seass i Enapoint Mangger
| iy ar @i ol A renemiuem of 10 desos oy b -_'p il Mar Ji T

Lt 1 cn ereroll A wnliirsled number of déviord 0 Fidpost? Waiages

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anwewer Arca
Statements Yes Nao

L | enn &nroll & manarmeam af 10 asacss i ERapoint Mangoesr
|y i etwoll & mamrmum of 10 devices i Endpoint Mandges |
T & iy d - 3 t M

Liger 1 can snroll an undirrsted number of deviced i Frdposnt RLansges

NEW QUESTION 37

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

*» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

 User passwords must be 10 characters or more.

Solution: implement password hash synchronization and modify the password settings from

the Default Domain Policy in Active Directory. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 41

- (Topic 6)

Your company has on-premises servers and an Azure AD tenant.

Several months ago, the Azure AD Connect Hearth agent was installed on all the servers. You review the health status of all the servers regularly.

Recently, you attempted to view the health status of a server named Serverl and discovered that the server is NOT listed on the Azure AD Connect Servers list.
You suspect that another administrator removed Serverl from the list. You need to ensure that you can view the health status of Serverl.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. From Azure Cloud shell, run the Connect-Azure AD cmdlet.

B. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic (Delayed Start)
C. From Serverl, change the Azure AD Connect Health Services Startup type to Automatic

D. From Windows PowerShell, run the Rejister-ArureADConnectHealthsyncAgent cmdlet.

E. From Serverl, reinstall the Azure AD Connect Health agent

Answer: DE

NEW QUESTION 44

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to meet the following requirements:

* Report a Microsoft 365 service issue.

* Request help on how to add a new user to an Azure AD tenant.

What should you use in the Microsoft 365 admin center? To answer, drag the appropriate features to the correct requirements. Each feature may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one paint.
Features Answer Area

Y E— i
YW SENICE Teguest

Froguct feedback

Senate health

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Features Answer Area

“!. " I = 7 -
| Message center ; o repor iues regarding a Microsoft 365 service: ;|  New service request

To request help on how to add a neéw user 1o the tenant l_r Meszage center

NEW QUESTION 46

HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.

ASR2 will be used to configure Microsoft Defender SmartScreen.
Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ASR1: »

Device control

Exploit protection

Application control
App and browser isolation
Attack surface reduction rules

ASRZ: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A
Explanation:
ASR1: v
Device control
Exploit protection
Application control
_:hpp and browser isolation ’,
Attack surface reduction rules
ASR2: v
Device control __ _

 Exploit protection
Application control
App and browser isolation

Attack surface reduction rules
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NEW QUESTION 47

- (Topic 6)

You have a Microsoft 365 tenant and a Linkedin company page.
You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.

Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin- data?view=0365-worldwide

NEW QUESTION 50
HOTSPOT - (Topic 6)

HOTSPOT
I g —— actions e
3 of 450 B&T of 887 Microsoft | NIST 800-
15444 T&% 1

e Incompiete | 7c completed completed Group 365 23
Data Data

1 af f
Protection | 14370 incomplete | T0% E;:'n 4::;:, fj:n:'!;: Group2 ;':;mmh Protection
Baseling P P Baseling

The SP800 assessment has the improvement actions shown in the following table.

Answer Area

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 53
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Statements

Establish a threat intelligence program will appear as Implemented in the SPE00
assessment.

The SPE00 assessment soore wall increase by 54 points.

The Data Protection Baseline score will increase by 9 points

Statements

Establish a threat intelligence program will appear as Implemented in the SPE00
assessment.

The SPE00 assessment soore wall increase by 54 points.

The Data Protection Baseline score will increase by 9 points

Name

Type

Group1

Microsoft 365

Group?2

Distribution

Group3

Mail-enabled security

Group4

Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:
? Can be added to Compliancel as recipients of noncompliance notifications

? Can be assigned to Compliancel
To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Can be added to Compliance1 as recipients

of noncompliance notifications:

Can be assigned to Compliance1:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Can be added to Compliance1 as recipients

of noncompliance notifications:

Can be assigned to Compliance1:

NEW QUESTION 58
DRAG DROP - (Topic 6)

v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

v

GroupT and Group4 only

— i — — — 1 — —

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only

Group1, Group2, Group3, and Group4

v

Group1 and Group4 only
Group3 and Group4 only

Group1, Group2, Group3, and Group4

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.

All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.
You plan to implement self-service password reset (SSPR).

You need to ensure that when a user resets or changes a password, the password syncs with AD DS.
Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Answer Area
Froen (he Micraiol Entra admin oenter
configure on-premises integration pasywoed
wiitehack

Froem the Microsoft Entra admin center.
configure the authentication methods for
S5PR

Froem the Mitrosolt Entra admin cenfer,

configune the registration settings for S3PR.

Selert Group witeback in Microsal Enbra
Connpc

Select Paspward witeback in Microtolh Entra
Connptt

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area

Fraim the Micnodadt Enl

S RTERE e

Frosm MI" D I-. ll-ll I-JI (2 &
nfigurg 1he regrsiratic i % SLPR
i
1]
Select Group writeback in Micrasoft Entra
Lonmgct
o Password writoba Micr It Entra

.................

NEW QUESTION 62

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You deploy the anti-phishing policy shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
To ensure that malicious email Impersonating the CEQ of 2 partner company Is blacked, 1 ~ w |
you must modify the [answer choice] setting. T Add trusted senders and domains E
3 =
_Enable domains to protect |
Enabie users to protect’
Phishing email threshold
To minimize disrupting users that frequently e:cha"-;lf-r legitimate email with the CEO of 2 L
partner company, you must contigure the [answer choice| sstting.
oy gure 15a Lansag ] ?- | add trusted senders and domains _
_Enable intelligence ﬁ_:r_ impersonation protection
Enable spoof intelligence
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Enable users to protect

Anti-phishing policies in Defender for Office 365 also have impersonation settings where you can specify individual sender email addresses or sender domains that
will receive impersonation protection.

User impersonation protection

User impersonation protection prevents specific internal or external email addresses from being impersonated as message senders. For example, you receive an
email message from the Vice President of your company asking you to send her some internal company information. Would you do it? Many people would send
the reply without thinking.

You can use protected users to add internal and external sender email addresses to protect from impersonation. This list of senders that are protected from user
impersonation

is different from the list of recipients that the policy applies to (all recipients for the default policy; specific recipients as configured in the Users, groups, and
domains setting in the Common policy settings section).

When you add internal or external email addresses to the Users to protect list, messages from those senders are subject to impersonation protection checks. The
message is checked for impersonation if the message is sent to a recipient that the policy applies to (all recipients for the default policy; Users, groups, and
domains recipients in custom policies). If impersonation is detected in the sender's email address, the action for impersonated users is applied to the message.
Box 2: Add trusted senders and domains Trusted senders and domains

Trusted senders and domain are exceptions to the impersonation protection settings. Messages from the specified senders and sender domains are never
classified as impersonation-based attacks by the policy. In other words, the action for protected senders, protected domains, or mailbox intelligence protection
aren't applied to these trusted senders or sender domains. The maximum limit for these lists is 1024 entries.

NEW QUESTION 67

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 69

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You have a Microsoft

365 E5 subscription.

You create an account for a new security administrator named SecAdminl.
You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and

OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the
Security administrator role.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 70
- (Topic 6)

You have a Microsoft 365 E5 subscription. You need to create a mail-enabled contact. Which portal should you use?

A. the Microsoft 365 admin center
B. the SharePoint admin center
C. the Microsoft Entra admin center

D. the Microsoft Purvi

Answer: A

NEW QUESTION 72
- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.

ew compliance portal

From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session

B. Initiate Automated

Investigation

C. Collect investigation package

D. Go hunt
Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide

NEW QUESTION 75
- (Topic 6)

You have a Microsoft 365 E5 tenant that contains four devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 macOS
Deviced i0S

You plan to deploy Microsoft 365 Apps for enterprise by using Microsoft Endpoint Manager. To which devices can you deploy Microsoft 365 Apps for enterprise?

A. Devicel only

B. Devicel and Device3 only
C. Device2 and Device4 only

D. Devicel, Device?2.

and Device3 only

E. Devicel, Device2, Device3, and Device4

Answer: B

Explanation:
Reference:

https://docs.microsoft.

NEW QUESTION 76

com/en-us/mem/intune/apps/apps-add

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name

Operating system

Microsoft Intune

Device1l | Windows 11 Enterprise | Enrolled

Device2 | 105 Enrolled

Device3 | Android

Not enrolled
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You install Microsoft Word on all the devices.
You plan to configure policies to meet the following requirements:
» Word files created by using Windows devices must be encrypted automatically.
« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.
* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.
Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
Policy Types Answer Arca

App confguration policy Devicel
App protection policy
Deniced

Compliance policy
2 Devicel
Conditional Access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Arca

.| App configuration policy 1 Devicel: § App protection policy !

____________ } Deviced I.- Conditional Access polcy
------------- ' Deviced: | Complance pelicy i
| Conditional Access policy

NEW QUESTION 77

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention.

What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION 78

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

fiumber of 1P
addremai Ir the Yk

MNare

FieLidocs
.'.ul:'. L
Fam L silen ¥
] 1
"’tt'lll‘ 1

#9000 | I

The Sitel users are assigned the roles shown in the following table.

brme ‘ﬁ:h
ol 1 [ e 1

Lo Wi L !

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MS-102 dumps
@ 2 PQSS@QSU https://lwww.2passeasy.com/dumps/MS-102/ (312 New Questions)

Review vour settings

emDal? namne v

Chooee the informaltion to protect

(TS e I'.A.Pl' ']

Mame your policy

Podoy noms T
Polary
{howeaae o atwosrs
Dupscrpltor EaH
Poicr settings
Apmaiers WLy CUmbENl i s AU b b |

@ Resiew your setings

‘e hn Al alds

Poboy sellings -}
#Ea cackdll FaaERe i Pl yPa i ol WA ik T Adae
=i il Ll L T llr‘lll-i-|,.l.Il_u '1.!1'4'1‘--. LT

B revd avp ol 'sam S indaroe Ol e e 1‘-‘;1| Ol e v T

bk pocrss [0 Bhe Conieni

umn pobcy oa 31e if's crested{ LeMl

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ATl Arcasd

ERH P
3
&
3
Lac Iy
E]
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arnwel Ared
Le=1: 11
-I‘
l: J
&
3
Lac |
r;_‘
3
-

NEW QUESTION 80

DRAG DROP - (Topic 6)

Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.

Actions

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Securty admin
center, add an app connector.

Signinto App1.

Create a conditional access policy.

o)

From the Azure Active Directory admin

center, configure the Diagnostic settings.

From the Azure Active Directory admin
center, add an app registration for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

" " Deploy Azure Active Directory
(Azure AD) Application Proxy.

B T R T T e

[ From the Cloud App Security admin
; center, add an app connector.

| From the Azure Active Directory admin
icentt-:-r configure the Diagnostic settings.

---—-—-—-—---—-—-—-—-n_n--—-—-—-—_

' From the Azure Active Directory admin
center add an app registration for App1.

NEW QUESTION 84
- (Topic 6)

Answer Area

Answer Area

©O

L W RN E R W N W N S

From the Cloud App Security admin
center, add an app connector.

O

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:

» Windows 10
» Android
*«0OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: D

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 89
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HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’

lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

— L

 DeviceEvents |

Devicelnfo

| | W ActionType startswith ‘ASR’

lookup
project
render

e

'where |

NEW QUESTION 93
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Domains
4 Add domain == Buydomain () Refresh
Domain name | Giatus Tt Choose columns
] contosol21018.onmicrosoft.com (Default) o Healthy
l_...| contoso.com : ﬂ' ncomplete setup
U east.contoso221018.onmicrosoft.com : © Nooservices selected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE; Each correct selection is worth one point.
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Answer Area

A admAnStrAtor Can Create USEmames that | contesnd X 101 Aonmicroscficom domain only i
contain the [answer cholce] |‘ AT LT 4 B8 E WAUFCPRUNE L Y K]
contoend 2 W Eonmicroseftcom domain and 3 is subdomains only
pontoseld 101 L onmicresoftcom and eastooniosal 21018 onmacresaftcom domains anly
contosol2 101 A onmicrosoft.com. eastoontoso22 101 B.onmicrodaftoom. and contoso.com domainsy

Exchange Online can recebae inbound email
messages sent 1o the [answer cholee].

consosed 101 Benmicrasalt com domain ank
condosnd 2 101 Bonmicneolt.oom domain andy
| comtoso2 2 101 B.onmicrosoft.com domain and all its subdomains ondy

contosal 2 101 B onmicrosolt.com and eastoontesald 101 Sonmicroseft.com domaims only
| contasa22 101 8.onmicrosolt.com, aasteaniosa221018.onmicrosofl.com, and CONEOLO.COMm domains

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
An adminisirator can create usernames that _contoLod? 10 onmicrosolt com domain only ol
conitain the [arswer ehoboe] | |oenen Ll TS L niT 1 1 -

" cBntoTod? TOTE Bomilr Gt Tofh Dofmain and 3RS subdomaing only
gontoald2 104 onmigresoft oom and eastooniosol 21018 onmacresofucom domaing only
contosod2 101 S onmicrosoft.com, eastoontosod2 1 D18.onmicrosaftoom, and contoso.com domaing

Bcchange Online can receba inbound email | consosed? 101 B anmicrasaft oo T
massages sent 10 the [andwer chalea]. JEtroeil [ Fart e e s . e ey Y
TeAnToSn2 TOTR SnMITrasofLiom Somainand Ji its subdomains ondy
contoso2 2 101 B onmicrosolt.com and eastoontoro? 101 Lonmicrosoft. com domams onby
| con1o£022 101 Bonmicrosoft.com, aatconiosal2 1018 onmiciosofl.oam. and CORLoLO com damains

NEW QUESTION 98

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 103
- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.

Home > sensitvity

Labels Label policies  Auto-labeling (preview)

Sensitraty labels are used 1o clasoify emad mestages. documaents, wles. and more. Whan 2 labeol it apphed [automancally or by the uter), the content or Lite 1 protecied
basad on the sattings you chooie, For expmple you Can Credte ahels that encrypd Tded. aod Content marking. ang Controd user Sc0ess 1o specific sites. Learn mone about
sarditnaty fabeh

+= Creste s label & Publsh labels () Refresh

Mame T Orchen Created by Last msclified
Lalksel 1 &) L ot P Bl 2 2000
Labei? i Pyt L2420

Labell 0« hughert Pra B0

| bl 0 = haghar1l Briy [ T2 T ]
Labwedd 3 Prat Gl 200

| aberi 0+ hughet P O

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 107
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy MS-102 dumps
@ 2passeasy passeasy g

https://lwww.2passeasy.com/dumps/MS-102/ (312 New Questions)

Home = sensitivity

Labels Label policies

Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Leam more

about sensitivity labels

+ Createalabel = Publishlabels ) Refresh

Name! Order Created by Last modified

Label1 ... 0-highest Prvi 04/24/2020

~ Label2 = Prvi 04/24/2020

Label3 ... D-highest Prvi 04/24/2020

Labeld ... 0-highest Prvi 04/24/2020

= Label5 i B Prvi 04/24/2020

Label6 0-highest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6

C. Labell, Label2, and Label5 only
D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 112
- (Topic 6)
Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.

What should you use?

A. eDiscovery

B. Information governance

C. Compliance Manager

D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 113
HOTSPOT - (Topic 6)

uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.
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Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1| Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 | Android GroupZ2, Group3 Group3 Tag1
Enterprise

Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Device1:

'No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2:

No profiles
Profile1 only
Profile2 only
Profile3 only
Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Device1:
'No profiles
Profile1 only
Profile4donly
Profile and Profile4 only _ |
Profile1, Profile1, and Profile4 only
DeviceZ2:

No profiles
Profile1 only

\Profile3only |
Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION 118
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HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Member of

User1

Group1

UserZ2

Group?

You purchase the devices shown in the following table.

Name Platform
Device1l | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
? Show app and profile configuration progress: Yes

? Allow users to collect logs about installation errors: Yes

? Only show page to devices provisioned by out-of-box experience (OOBE): No

? Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment

Statements

status page will appear.

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment

status page will appear.

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment

status page will appear.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enrollment

Statements

status page will appear.

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment

status page will appear.

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment

status page will appear.

NEW QUESTION 119
DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:

? Block emails that contain financial data.

? Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:
? Use the following location: Exchange email.

? Display the following policy tip text: Message contains sensitive data.

? When a user sends an email, notify the user if the email contains health records.

Yes

Yes

Tel

=

No

No

I{:}E

o

=

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Results Answer Area

The email will be blocked, and the user will
receive the policy tip: Message blocked

When the user sends an email that contains
financial data and health records:

The email will be blocked, and the user will
receive the policy tip: Message conlains When the user sends an email that contains
sensitive data, only financial data:

The email will be allowed, and the user wall
receive the policy tip: Message blocked.

The email will be allowed, and the user vall
receive the policy tip: Message containg
sensitive data,

The email will be allowed, and a message
policy tip will NOT be displayed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The email will be blocked, and the user will receive the policy tip: Message blocked. If you've created DLP policies in the Exchange admin center, those
policies will continue to work side by side with any policies for email that you create in the Security & Compliance Center. But note that rules created in the
Exchange admin center take precedence. All Exchange mail flow rules are processed first, and then the DLP rules from the Security & Compliance Center are
processed.

Box 2: The email will be allowed, and the user will receive the policy tip: Message contains sensitive data.

NEW QUESTION 123

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 126

HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of
User? Group1
User2 Group1, Group?
User3 None

The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name Allowed platform Assigned to
1 Policyl | Androad, i0S, Windows (MDM) | None

2 Policy2 | Windows (MDM) Group2
3 Policy2 | Androd, 105 Group!
Default | All users | Android, Windows (MDM) All users
Angwer Area
Statements Yes Mo

User! can enmoll Windows dewces in Endpoint Manasger
User2 can enroll Androsd devices in Endpoint Manager

Userd can enroll i05 devices in Endpoint Manager

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 131

- (Topic 6)

You have a Microsoft 365
You plan to create a data
Which conditions can you

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels

Answer: C

Explanation:

Statements Yes HNe
a1
Useri can enroll Windows dewces in Endpoint Manager O
. : -1
User. can enroll Androsd devsdes in Endpoint Manager -

User3 can enroll B05 dewvices in Endpoint Manager

E5 subscription.
loss prevention (DLP) policy that will be applied to all available locations.
use in the DLP rules of the policy?

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the

content contains:

Specific types of sensitive information.
Specific keywords that match a query you create.
Pattern matches for a trainable classifier.

Note: Retention policies ¢

an be applied to the following locations: Exchange mailboxes

SharePoint classic and communication sites OneDrive accounts
Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats
Teams private channel messages Yammer community messages Yammer user messages

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dIp-exchange-conditions-and-

actions

NEW QUESTION 136
HOTSPOT - (Topic 6)
You have a Microsoft 365

E5 subscription.

You plan to create the data loss prevention (DLP) policies shown in the following table.

Name

Apply to location

DLP1

Exchange email

DLP2

SharePoint sites

DLP3

OneDrnive accounts

You need to create DLP r

ules for each policy.

Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Passing Certification Exam

Sender is condition: ‘ DLP1 only p— F

DLP2 only
DLP3 only
DLPZ2 and DLP3 only
| DLP1, DLPZ, and DLP3

File extension is condition: l DLP1, DLP2, and DLP3 ""]
DLP1 only
DLPZ only
DLP3 only
DLPZ and DLP3 only

DLP1, DLPZ, and DLP3
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Answer: A

Explanation:

Answer Area

Sender is condition:

DLP2 only
DLP3 only
DLP2 and DLP3 only

DLP1, DLPZ, and DLP3

File extension is condition: [ DLP1, DLPZ, and DLP3 ']
DLP1 only
DLPZ only
DLP3 only
DLP2 and DLP3 onl

e i AL S S R ey —

i DLP1, DLP2, and DLP3

NEW QUESTION 140
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
User1 None Compliance Data
Administrator
User2 Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
* Applies to content that contains the word Merger

» Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can add Exchange email as a location to Policy1.
UserZ can remove SharePoint sites from Policy1.
User2 can add the word Acquisition to Policy1.
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes Mo

User1 can add Exchange email as a location to Policy1.

UserZ can remove SharePoint sites from Policy1.

User2 can add the word Acquisition to Policy1.

NEW QUESTION 145
- (Topic 6)
You have a Microsoft 365 subscription.
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Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers
followed by 10 characters. The following is a sample customer ID: 12-456-7890-abc-de- fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 146

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office365-dev-test-environment

NEW QUESTION 150

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 151

- (Topic 6)

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?

A. Azure AD password protection

B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy
D. Azure AD conditional access

Answer: D

NEW QUESTION 152
HOTSPOT - (Topic 6)
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HOTSPOT
You have a Microsoft 365 tenant.
You plan to create a retention policy as shown in the following exhibit.

I fMaoe Ol rnaince Creaie retention oy

8 roame = d f- - h
| Review and finis
a LoCatasng n "'-;"'. Rak# wp 10 one day 10 apply thes pohcy 10 the DEAhons you leledtied
| Palicy naem
(42 =]
ﬂ R&terhon fethe ] Eclit
@ Finish it

Lstatsans 10 apply the policy
Exchange emadl (A1 Recipienin)
SharePomt sites (AR Sitet)
Cinelirive sccounts (A8 Acoounts)
Microsal 365 Groaps (AN Grosps)

B

RETFnicm WeTlimgs

Dalefe G o el of reteniicn peeread
Delate itorm. thst are older than 7 years Dased on when thisy wers CIeated

Esdet

Ay Rerer D e o Prestly hoer TR T et el Bar deeind mfte pons B o T peolny. Thet i especa iy shpos Ll Do note B0 e atovs oo B3 &
psied (e gnpmpie AR Torna Lnari | Dei s ol mtoung Sem o Pags W aloe BOTHE ol Cf R EHTant vl Bup puev s ety diee b

- o

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
Microsofl SharePoint files that are affected by the policy wall g = it
be [answer chaice]. § recoverable for up to seven years F
# = s -5 ]
deleted seven years after they were created
retained for anby seven years from when they were created
-

Once the policy is created, [answer cholee]. | some data may be deleted immediately
data will be retamed for a minmmum of seven years

+ = i
users will be preventad from permanently deleting email messages for seven years |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention
labels.

NEW QUESTION 157

- (Topic 6)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D
Explanation:
Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies
section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.
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* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.
* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic

distribution groups aren't supported).
The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links- policies-configure

NEW QUESTION 158
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name

Mailbox size

User1

SMB

User2

15MB

User3

25 MB

User4

55 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.
You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users who can assign Retention1:

Users who can assign Retention2:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users who can assign Retention1:

Users who can assign Retention2:

Passing Certification Exams Made Easy
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User4 only
User3 and User4 only
User2, User3, and User4 only

User1, User2, User3, and Userd4

h /

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

User4 only
User3 and User4 only

User1, User2, User3, and User4

V

User4 only

_________ L]

User2, User3, and User4 only,

e m—m —— m— — —" ————_—

User1, User2, User3, and User4
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NEW QUESTION 163
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
Usert UserGroup1
User2 UserGroup?
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.

Name

Type

App1

10S store app

App2

Android store

app

App3

Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. © O
App3 can be installed automatically for UserGroup1. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Statements Yes No
App1 can be assigned as a required install for User3. O 10!
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O 'L_Q_.
App3 can be installed automatically for UserGroup1. C D:I O

NEW QUESTION 165
HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.
You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)
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Create retention label

E Mame

|

@ Retention setlings

@ Finish

Review and finish

MName

Mame

BMonthi

Echt

Retention settings

Retention period Retention

& ot

Exivt

acthon

Ethm arad [alage

Echit

Based on
Banedd on when f was created
Edit
-
You create a label policy as shown in the Label Policy exhibit. (Click the Label Policy tab.)
Auto-labehng Create auto-labeling policy
Mame s
il Apply label to content matching
@ infototabel this query
& Create content query ~. Conditions E
O Scope ProjectX
O Label
) Finigh
o -
The label policy is configured as shown in the following table.
Label to auto-apply 6Months
Locations Exchange email
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements

Any sent email message that contains the word ProjectX will be deleted immediately. | C
Any sent email message that contains the word ProjectX will be retained for six months.

Users are required to manually apply a label to email messages that contain the word

ProjectX.
A. Mastered

B. Not Mastered
Answer: A
Explanation:
Box 1: No

Box 2: Yes
Box 3: No

NEW QUESTION 169
HOTSPOT - (Topic 6)
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Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:

* Microsoft 365 Apps for enterprise

» Office for the web

* Office 2016

» Office 2019

The company currently uses the following Office file types:

» .docx

o Xxlsx

» .doc

* xls

You plan to use sensitivity labels. You need to identify the following:

» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 170
- (Topic 6)
You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.

| Name | Platform
Devicel MacOS

Device2 Windows 10 Pro for Workstations
Device 3 Windows 10 Enterprise

Deviced 03

Device5 Androed

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

cow>
Ao W

Answer: D

NEW QUESTION 173

HOTSPOT - (Topic 6)

HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users. The company purchases a Microsoft 365 subscription.
You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

File type to use: b
CsV
JSON
PST
XML

Required properties for each user: i
Display Name and Department

First Name and Last Name

User Name and Department

User Name and Display Name

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: CSV

Add multiple users in the Microsoft 365 admin center

? Sign in to Microsoft 365 with your work or school account.

? In the admin center, choose Users > Active users.

? Select Add multiple users.

? On the Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.

? Etc.

Note: More information about how to add users to Microsoft 365 Not sure what CSV format is?

A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program, such as Excel.

Box 2: User Name and Display Name

What if | don't have all the information required for each user? The user name and display name are required, and you cannot add a new user without this
information. If you don't have some of the other information, such as the fax, you can use a space plus a comma to indicate that the field should remain blank.

NEW QUESTION 177
- (Topic 5)
You need to configure just in time access to meet the technical requirements. What should you use?

A. entitlement management

B. Azure AD Privileged Identity Management (PIM)
C. access reviews

D. Azure AD ldentity Protection

Answer: B

NEW QUESTION 182

- (Topic 5)

You need to configure Azure AD Connect to support the planned changes for the Montreal Users and Seattle Users OUs.
What should you do?

A. From the Microsoft Azure AD Connect wizard, select Customize synchronization options.
B. From PowerShell, run the Add-ADSyncConnectorAttnbuteinclusion cmdlet.

C. From PowerShell, run the start-ADSyncSyncCycle cmdlet.

D. From the Microsoft Azure AD Connect wizard, select Manage federation.

Answer: A

NEW QUESTION 187

- (Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name
for the project.

Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. alias (CNAME)

Answer: D

Explanation:
When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
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DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:
Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:

https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns- records-at-any-dns-hosting-provider

NEW QUESTION 190
- (Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md

NEW QUESTION 195

- (Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions#sign-in-risk states clearly that Sign-in risk

NEW QUESTION 200
DRAG DROP - (Topic 2)
You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of

actions to the answer area and arrange them in the correct order.

Actions Answer Area
(Create a data loss prevention (DLP) policy.| | |
i__{freate an e-Discoveqf case. ] |
i__{:‘reate a label. |

- —
| Run a content search.

l'Create a label policy.
 Create a hold.

!Assign eDiscovery permissions.
|_Publi3h a label.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References: https://www.sherweb.com/blog/ediscovery-office-365/

NEW QUESTION 201
- (Topic 1)
On which server should you use the Defender for identity sensor?
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A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A

Explanation:

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 203
- (Topic 1)

On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 204
HOTSPOT - (Topic 1)

You need to meet the Intune requirements for the Windows 10 devices.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Settings to configure in Azure AD:

Settings to configure in Intune:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 205
- (Topic 1)

You need to ensure that the support technicians can meet the technical requirement for the Montreal office mobile devices.

v

Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

What is the minimum of dedicated support technicians required?

ooy
w~N P

Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device- enroliment-manager
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NEW QUESTION 209

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement identity protection by configuring a sign-in risk policy and a user risk policy. Which type of risk is detected by each policy? To answer, select
the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

[_L_eiltgd credentials ; H

Atypical travel
Leaked credentals
Possible attempt 1o access Pnimary Refresh Token (PRT) |

Liser risk policy:  Malicious IP address | Bl
Leaked credentials
Mahoous [P address
| Suspicious browser

Sign-in risk policy.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Sign-in fisk pORCY: - [Teaked credentials I E’
Atypical travel

[ Possible attempt 1o access Primary Refresh Token (PRT) |

User risk policy: ~ Malicious IP address =2
Leaked cradentials
Maliowious [F addness

NEW QUESTION 213

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that.

You need to identify whenever a sensitivity label is applied, changed, or removed within the subscription.

Which feature should you use, and how many days will the data be retained? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Answer Area

Feature: | Actiaty explorer h,

Compliance Manager
Content exploner

Number of days the data will be retained: 120 >
30

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Feature: | Actraly explorer

Actrity explorer
Compliance Manager
Content explorer

MNumber of days the data will be retsined: 120 A
30
G0

Q20

NEW QUESTION 217
HOTSPOT - (Topic 6)
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You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.

Compliance settings © di!

Microsoft Defender ATP

Require the device to be at or under the

machine rnsk score

Device Health

Rooted devices

Require the device to be at or under the

Device Threat Level
System Security

Require a password to unlock mobile
devices

Required password type

Encryption of data storage on device
Block apps from unknown sources

Actions for noncompliance = di!
Action

Mark device noncompliant

Retire the noncompliant device

Low

Block

Require
Dewvice defauit
Require

Block
Schedule
Immediately

Immediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

When a device reports a medium threat level, the device will

Rooted devices will be

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When a device reports a medium threat level, the device will

Rooted devices will be
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be locked remotely

display a notification
marked as comphant
marked as noncompliant
removed from the database

v

marked as compliant

allowed to access company resources

prevented from accessing company resources

reported with a low device threat

be locked remotely
display a notification
marked as comphant

e e e

v

Earked as compliant

allowed to access company resources

prevented from accessing company resources |
reporied witha low device fhreal” — — — —
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NEW QUESTION 221
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.
Name Type
Group1 | Security
Group | Mail-enabled secunty
Group3 | Microsoft 365
Group4 | Distribution

All the groups are deleted.

Which groups can be restored, and what is the retention period? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Groups that can be restored: |

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: Group3 only
Box 2: 30 days

Retention period:

Lv)

Group3 only

{

Groupl and Group2 only

Group2 and Group4 only

Groupl, Group2, and Group3 only

Groupl, Group2, Group3, and Group4

4

24 hours

7 days

14 days

30 days

90 days

If you've deleted a group, it will be retained for 30 days by default. This 30-day period is considered a "soft-delete" because you can still restore the group. After 30
days, the group and its associated contents are permanently deleted and cannot be restored.

NEW QUESTION 226

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.
The subscription has a single anti-malware policy as shown in the following exhibit.
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Mahwvare Detection Response

» settings

f malware 3 debected in an emaddl attachment, the message will be gquarantined and car
be released cndy by an admin

b you want i notify recipaents if their messages are quarantined?

Common Attachment Types Filter

s feature 1o block attachment Sypes that may harm yo

Motifications
Sender Mobhcations

Sends 3 mestage 1o the cender of the undelversd message

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the
following text: 'Malware was removed."

F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection?view=0365-worldwide#anti-malware-policies

NEW QUESTION 228

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to be alerted when Microsoft 365 Defender detects high-severity incidents. What should you use?

A. a custom detection rule
B. a threat policy

C. an alert policy

D. a notification rule

Answer: C

NEW QUESTION 229

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario.

Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

-I‘.-Lm.';q-? provisioning (Preview}

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com.

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a different UPN (different domain), by adding the domain
to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing domain (contoso.com).

NEW QUESTION 230

HOTSPOT - (Topic 6)

HOTSPOT

You have an Azure AD tenant that contains the administrative units shown in the following table.

Name | Members

AU User1, User2
AU2 User3

You have the following users:

? A user named Userl that is assigned the Password Administrator for AU1 and AU2.

? A user named User2 that is assigned the User Administrator for AUL.

? A user named User3 that is assigned the User Administrator for the tenant.

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

User1 can reset the password of User3. O 1 O
User2 can update the display name of User1. O Q
User1 can reset the password of User2. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is assigned the Password Administrator for AU1 and AU2. User3 is in AU2. User3 is User Adminstrator.

Password administrators cannot reset User Administrators passwords.

Note: Password Administrator

Users with this role have limited ability to manage passwords. This role does not grant the ability to manage service requests or monitor service health. Whether a
Password Administrator can reset a user's password depends on the role the user is assigned.

Role that password can be reset Password Helpdesk Auth User Privileged Auth Global
Admin Admin Admin Admin Admin Admin
User Admin D 4 v L4
Usage Summary Reports Reader 4 Y 4 v 4 v
Box 2: Yes
Box 3: No

Userl is assigned the Password Administrator for AU1 and AU2. User2 is in AUL. User2 is User Adminstrator.
Password administrators cannot reset User Administrators passwords.
Note: User Administrator

Can manage all aspects of users and groups, including resetting passwords for limited admins.

NEW QUESTION 235
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Type Department
User1 Guest IT support
UserZ Guest SupportCore
User3 Member IT support

You need to configure a dynamic user group that will include the guest users in any department that contains the word Support.
How should you complete the membership rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
(user.userType | ~ "rh } and (user.department | | w |
4 -eq "Guest™ _ : -contains "Support”
-in 'Gue;;' -in "Suppoit”
-ne “Guest” -match “Support”
-notmatch "Member” -startswith "Sup”®
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: -eq "Guest"

Dynamic membership rules for groups in Azure Active Directory
Supported expression operators

The following table lists all the supported operators and their syntax for a single expression. Operators can be used with or without the hyphen (-) prefix. The
Contains operator does partial string matches but not item in a collection matches.
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* Equals

_eq

* Contains

-contains

* Etc.

Box 2: -contains "Support" Incorrect:
*-in

If you want to compare the value of a user attribute against multiple values, you can use

the -in or -notin operators.

NEW QUESTION 237
- (Topic 6)

Your network contains an Active Directory forest named contoso.local. You purchase a Microsoft 365 subscription.
You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months.

You need to prepare for the planned move to Microsoft 365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use

in your on- premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active

Directory.
Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain hame contoso.local, we just need to add the routable domain name as a

UPN suffix in Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 239
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enrollment Status Page profile as shown in the following exhibit.

Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress.

Show time limit error when installation takes
longer than specified number of minutes.

Show custom message when time limit error
oCCurs.

Allow users to collect logs about instalattion
errors.

Only show page to devices provisioned by
out-of-box experience (OOBE)

Block device use until all apps and profiles are
installed

You assign the policy to Groupl.
You purchase the devices shown in the following table.
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Name Platform
Devicel Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

NEW QUESTION 244
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune.
You create an Android app protection policy named Policy! that is targeted to all Microsoft apps and assigned to all users.

Policy! has the Data protection settings shown in the following exhibit.

Passing Certification Exams Made Easy

Yes

Yes

o
L=

No

No

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy MS-102 dumps

@ 2 P QsseaQs l':J https://lwww.2passeasy.com/dumps/MS-102/ (312 New Questions)

Data Transfer

slock

Backup org data 10 Android backup
S ICET

[ Policy managed apps

Sénd org data to other apps

| <

Select apps 10 exempt Select
Save copies of org data @ Alow TR
Allow user 10 save copies to selected SharePoint W
senaces (L)
Transter telecommumnecation data to Any chaler app W
Diater App Package 1D
Dialer App Mameg
Recetve data from other apps () Al Apps T
Open data o Org cocuments (L)
Allow users to open data from selected
WIS
Restrict cut, copy, and paste between Pohicy managed apps with paste in L
other apps (0
Screen capture and Google Assistant Block

Approved keyboards (2 Aaguire Mot reguired

Select keyboards 10 approve Sl

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.

Answer Arca
A user can copy files from Microsoft OneDrive 1o [amswer choloe] onty. | Microsoft SharePomnt Gnline 5
Dinalvines
bt STOFage
Mecrosoft SharePoint Online and OneDrive
A uger can copy and paste text from [anower cholce] to & Microsoh Word document stored | sny & bt
In Microsolt OneDinive
oty managed apps
only unmanageéd apps
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arca
A yser can copy files from Microsoft CneDrve to [answer cholor] only. | pficrosaft SharePoint Cnline 5
Onelvive
hotal STorage

™ Microsofl SharePoint Online and Onelrve

A user can copy and paste text from [answer cholce] 1o a Microsoft Word document stored | any & v
In Microsolt OneDive

e only managed apps
only unmanaged apps

NEW QUESTION 246

- (Topic 6)

You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.
Which role should you assign to Userl1?

A. View-Only Audit Logs in the Security & Compliance admin center
B. View-Only Audit Logs in the Exchange admin center

C. Security reader in the Azure Active Directory admin center

D. Security Reader in the Security & Compliance admin center

Answer: B

Explanation:
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance ?view=0365-worldwide

NEW QUESTION 248

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

You need to create two groups named Group! and Group2. The solution must meet the following requirements:

» Groupl must be mail-enabled and have an associated Microsoft SharePoint Online site.

» Group2 must support dynamic membership and role assignments but must NOT be mail- enabled.

Which types of groups should you create? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Group1: I Microsoft 365 o I
Distribution
{ Dynamic distnbution

| Security

Group2: _Security 12
| Distnbution
{ Dynamic distribution
Microsoft 365

Secunty

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Group1: lMlcrcso!t 365 *"‘I
Distribution

{ Dynamic distnbution

Microsoft 365

._SE'i:urrt}r

Group2: Secunty St
Distribution
Dynamic distnbution
Microsoft 365

NEW QUESTION 251
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