\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Passing Certification Exams Made Easy

Cisco

Exam Questions 300-415
Implementing Cisco SD-WAN Solutions (ENSDWI)

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

NEW QUESTION 1
Refer to the exhibit.

Losngon WAM Edge

*1te-10 -

System-IP - 10,1, 0. 58 T vianage
@ vSmart
{8} vBond

Barcelons WiN Edge
Site-10 - ¥ Site-1D ¥ Site-00 4
Syntes-IF - 18 1.1.182 System-IP - 19,1.1.103

The Cisco SD-VYAN is deployed using the default topology. The engineer v/ants to configure a service insertion policy such that all data traffic between Rome to

Paris is forwarded through the NGFW located in London. Which configuration fulfills this requirement, assuming that the Sen/ice VPN ID is 1?
A)

Longdon V&N Edge

vpn 1
service netsvel address 172.16.10.2
service netsve? address 172.16.20.2

vamarl Folicy

site-list ROME
site-id 2
site-Jist PARIS
site-id 4
control-policy NGFW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence 2
match routs
site-id PARIS
action accept
S8t service netsvel vpn 1
defaul-action accept
I
apply-policy
site-list ROME
control-policy NGFW-5I out
|
site-list PARIS
control-policy NGFW- 51 out

B)

Longon YWAN Edge

vpn 1
service netsvci address 172 16,10 2
service netsvel address 172.16.20.2

vSmart Po Iy
policy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGFW-5I
sequence 1
match route
site-id ROME
action accept
sequance 2
match route
site-id PARIS
attion accept
default-action accept
I
apply-.pdic.y :
site-list ROME control-pelicy NGFW-51 ocut

C)
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ROME WAN Edge
service FW address 10.1.1.101

PARIS VAN Edge

service FW address 10.1.1.101

vl Folicy
pelicy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGRW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence 2
match route
site-id PARIS
action accept
S8t 3arvice netsvc? vpn 1
default-action accept
|
apply-policy
site-list ROME
contrel-policy NGFW-51 out
|
site-list PARIS
control-policy NGFW.-5I out

D)

ROME WA Edge
service FW aiilru: 10.1.1.104

FARIS VAN Edge
service FW address 10.1.1.101

vamart Folicy
policy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-policy NGFW.-51
sequence 1
match route
site-id ROME
action accept
sequence 2
match route
site-id PARIS
action accept
default-action accept
|
apply-policy
tite-lst ROME control-policy NGFW-51 out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 2
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond

Answer: A
Explanation:

vomart controllers are the centraiized brain of the solution; they implement posicies and connectivity between SD-WAN beanches. The centraized policy engine in Cisco vSmart controllers provides policy
constructs to manipuiate fouting miormation, access control, segmentation, extranets, and senvice chaining

NEW QUESTION 3
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC
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NEW QUESTION 4
What is the role of the Session Traversal Utilities for NAT server provided by the vBond orchestrator?

A. It facilitates SD-WAN toners and controllers to discover their own mapped or translated IP addresses and port numbers
B. It prevents SD-WAN Edge routers from forming sessions with public transports among different service providers

C. It facilitates SD-WAN Edge routers to stay behind a NAT-enabled firewall while the transport addresses of the SD-WAN controller are unNAT-ed

D. It allows WAN Edge routers to form sessions among MPLS TLOCs using only public IP addresses

Answer: C

NEW QUESTION 5
Refer to the exhibit, which configuration configures IPsec tunnels in active and standby?

from-vsmart ﬂ;t:-pu]irj‘ 1__5Fr‘|.':i.fPI"|FI'|II.IJI'.tIPFtFl'
direction from-service
vpa-list 1
sequence 1
match destination-ip 64.102.6.247/32
action accept
set
service netsvel
EPn'ifF IDL'.:I.].
default-action accept

vpn 1
service netsvci interface ipsect ipsec2

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsved interface ipseci ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1
service netsvci interface ipsect ipsec?

from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvel interface ipsect ipsec2

ypn-list 1

count SarvicePSec1_2T5ATRNAR
from-vsmart lists vpn-list 0
von O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 6
Refer to the exhibit.
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A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to

accomplish this task?

0w >
wN R

Answer: A

NEW QUESTION 7

How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

A. CSR is the WAN Edge device that is supported in the Microsoft clou

B. The Microsoft underlay cloud fabric performs the management function.

C. There must be three subnets in VNet: management, public, and services.

D. One public subnet is required in VNe

E. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
F. Public and services subnets are required in VNe

G. The Microsoft underlay cloud fabric performs the management function.

Answer: D

NEW QUESTION 8
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE
Explanation:
Supported Protocols
This section explains the protocols supported for unicast routing

« OMP Routing Protocol

+ BGP and OSPF Routing Protocols
« OSPFv3

« EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 9
Refer to the exhibit.
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0 COMPIGURATION | ki

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this

policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies
NEW QUESTION 10

Which two different states of a WAN Edge certificate are shown on vManage? (Choose two.)

A. inactive

B. active

C. staging

D. invalid

E. provisioned

Answer: BE

NEW QUESTION 10

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

vpin 512

interface ath1
ip address 199,1.1,.1/28
tunnel-interface
allow-service netconf
no allow-service ntp
no allow-zervice stun

vpn 0

interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

vpn 512

intaerface ath1
ip address 198.1.1.1/28
tunnel-interface
allow-sarvice sshd
allow=service netconf

vpn 0

interface ath1
ip address 198.1.1.1/28
tunnel-interface
allow-sarvice ashd
allow-service netconf
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 11

An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands
Answer: C

Explanation:
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Runbook to Request and Install Cisco PKI Certificates
1. Verify that you have satisfied the prerequisites and that you have added the Smart Account credentials.
2. Navigate to Administration » Settings » Controller Certificate Authorization and press Edit.

3. Select the radio button Cisco Automated (Recommended)

NEW QUESTION 13
An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?
vpn vpn-id

interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 17
Refer to the exhibit.

Service VPN | Segments
10.1.10.0/14

10.112.0/24
101 330/14 iQ vManage

@ vSmart

London
WAN Edge

Inlerngt

Rome Barcelona Paris
WAN Edge WAN Edge WAN Edge
Sorvice VPN | Sagrrenty Service VPN 1 Segments Serdice VRN 1 Segmenty
100210024 10.1 30.0/24 10.21.40.0/24
101220/ 10.132.0/24 10.1.42.0/24
10.0.230/24 10.L350/14 10.1.43,0/24

The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?

A)
#cwmm:u*_

Cortr 3k 2od Podecy : O comransed Poicy

[ #) Lo b pesd Prosivcy
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B)
O connGuRATIONg-o. B Cummom Opmons =
Cartr all pad I ¥ I O{H'!'."jught Py 91. " el aed Posley
C)
S comnseges =
Cortr plitoed Poday I O Cardrahped Polcy I 0 La al e Polcy
D)
Lo cwm,-l.um.“--.u. 1-|
Cortrah fod Poicy - . Otwﬂn:v!h-‘-q [ #) Lo stized Pobcy
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 19

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS

Answer: D

NEW QUESTION 21

A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number

D. OMP tracking

Answer: B

Explanation:

nfig-vrrpl+ track-prefix-list [ist-name

If all OMP sessions are lost, VRRP failover occurs as described for the track-omp option. In addition, if reachability to all the prefies in the list is lost, VRRP fallover occurs
immediately, without waiting for the OMP hold timer to expire, thus minimizing the amount of overlay traffic is dropped while the vEdge routers determine the VRRP master.
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NEW QUESTION 23
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

A. VPN

B. control

C. app-route
D. data

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 25
Which feature delivers traffic to the Cisco Umbrella SIG cloud from a Cisco SD-WAN domain?

A. L2TPv3 tunnel

B. IPsec tunnel

C. local umbrella agent
D. source NAT

Answer: B

NEW QUESTION 30
When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?

A. two
B. four
C. one
D. three

Answer: C

NEW QUESTION 32
Which protocol advertises WAN edge routes on the service side?

A. EIGRP
B. OSPF
C.BGP
D. ISIS

Answer: B

NEW QUESTION 36

Which device information is required on PNP/ZTP to support the zero-touch onboarding process?
A. interface IP address

B. system IP address

C. public DNS entry

D. serial and chassis numbers

Answer: D

NEW QUESTION 41
Refer to the exhibit

'‘Managefshow control local-properties

sy = = . PP - 1

¥
b
k

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO
and share the same organization name, but the control connection is not initiated- Which action resolves the issue?

A. Synchronize the WAN Edge list on vManage with controllers.
B. Configure NTP on both controllers to establish a connection.
C. Configure a valid systom IP on the vBond controller.

D. Configure a valid vBond IP on vManage.
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Answer: D

NEW QUESTION 45
Which configuration defines the groups of interest before creation of the access list or route map?
A)

Cisco vManage

L3 CONFIGURATION | POLICIES

Centralized Policy  Localized Pobcy o Centralized Policy @ Localized Policy
CLI Policy CLI Pabicy
© Add Policy ' i -
15 I Lists
Tepology Forwarding Closs/QoS
MUAINCENTRAL MINCENTRAL U Policy Bu Route Policy

B)

Cisco vidanage

L CONFIGURATION  Tonam arTs

P
© Create Templals ~ @e

_mmmmmmm:::-

C)

Cisco vManage

£3 CONFIGURATION | POLICIES

Centralized Policy | Localzed Pobcy O Centralized Policy G Localized Pelicy
O Add Policy CLI Podicy CLI Policy
Lists Lists
O‘ Topology Forwardng Class/QoS
MAINCENTRAL  MAINCENTRAL Pohcy Bulder Route Policy

Cisco vidanage

£ CONFIGURATION | POLICIES

Centralized Palicy | Locahred Pobcy 0 Contraliped Policy O Localized Policy

CLI Podicy CLI Pohcy

© Add Pokicy

Topakocy Foswarding Class /005

MAINCTNTRAL  MAINCENTRA Ut Pobey Buddes L8 Pobicy Bulder  true e Policy

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: A

NEW QUESTION 50

Which attributes are configured to uniquely Identify and represent a TLOC route?
A. system IP address, link color, and encapsulation

B. firewall, IPS, and application optimization

C. site ID, tag, and VPN

D. origin, originator, and preference

Answer: A
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Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-20180CT.pdf

NEW QUESTION 54
A bank is looking for improved customer experience for applications and reduce overhead related to compliance and security. Which key feature or features of the
Cisco SD-WAN solution will help the bank to achieve their goals?

A. Integration with PaaS providers to offer the best possible application experience

B. QoS including application prioritization and meeting critical applications SLA for selecting optimal path.
C. implementation of a modem age core banking system

D. implementation of BGP across the enterprise routing for selecting optimal path

Answer: B
Explanation:

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-

NEW QUESTION 55
Refer to the exhibit

Cisco vManage

L n CONFIGURATION | CYRTIFWCATIS 2 inatall Cant
]
Controliers
Q —
= Lol b Dana
© ¢
Q e Gy
n 'If s M:.l-n.'r "._',-ul..n"-. c [t TE j'l-\—..h ,.li-j\.l.l | iy d Pl Frs e i W ' Ol Saariad
P oSS | L'T':'_"'— l::.—'—-.:'_ | e i Y S |
_'.‘.. vt o vipos 1.1% 1d 2um S R e L T T T i oy ok
Wi 1 7=t WM Cernersted Mg corbibiadé shataled
L e vhd o @711 14 Jun TE21 T TS PRE +04 ot L lord Lipdsted L LARR-ptle ol e =i n T s et

vManage and vBond have an issue establishing a connection to vSmart Which two actions does the administrator take to fix the issue? (Choose two)
Install the certificate received from the certificate server.

A. Manually resync vManage and vBond

B. Reconfigure the vSmart from CLI with the proper Hostname & System IP

C. Delete and re-add vSmart Click Generate and validate CSR

D. Request a certificate from the certificate server based on the CSR for the vSmart

Answer: CD

NEW QUESTION 60
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-bit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
Typically, there are more than one datacenters for HA/redundancy requirements. After
successful migration of the first datacenter, migrate the second datacenter in a similar method
as explained in this section, Note that a routing loop can occur if there is a backdoor link
between the datacenter sites and route advertisement is configured between the two
datacenters. To avoid the loop, any of the three methods explained below can be used:

1. Use the same Autonomous System Numbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side,

2. Use overlay-AS to insert Overlay Management Protecol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN, Configure all DC 5D-
WAN edpe routers with the same overlay-as. This allows the edges o filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back into OMP.

3. Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learming advertisements from
the LAN side.

NEW QUESTION 61
Refer to the exhibit.
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A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for ‘Number of Paths advertised per Prefix" that should be
configured?

00w
= o1 WwWiN

Answer: D

NEW QUESTION 65
What is an advantage of using auto mode versus static mode of power allocation when an access point is connected to a PoE switch port?

A. It detects the device is a powered device

B. All four pairs of the cable are used

C. Power policing is enabled at the same time
D. The default level is used for the access point

Answer: D

Explanation:

Use the auto setiing on any PoE port. The auto mode is the default setiing.

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuratio

NEW QUESTION 66
How must the application-aware enterprise firewall policies be applied within the same WAN Edge router?

A. within and between zones
B. between two VPN tunnels
C. within zone pair

D. between two VRFs

Answer: C

NEW QUESTION 70

What is a default protocol for control plane connection?
A. IPsec

B. HTTPS

C.TLS

D. DTLS

Answer: D

NEW QUESTION 71
Refer to the exhibit.
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policy !
lists !
! default-action accept
tioc-list dc-prelerence-east !
tlioc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tloc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
) 1
sile-list sites-region-west action accepl
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
! |
site-list dc-sites default-action accept
site-id 100-101 !
|
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
maltch route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
set out
tloc-list dc-preference-eas! !
! !

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center

(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change
achieves this objective?

Exta
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 75

Which plane builds and maintains the network topology and makes decisions on traffic flows?

A. orchestration
B. management
C. control

D. data

Answer: C

NEW QUESTION 76

How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F367?

A. The device sends event notifications to vManage.

B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.

D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 77

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant

name field?

[e2]

4
28
56

cowz>
NP

Answer: B

Explanation:

+ e A TAamant
[ e AN Ay, 1

NEW QUESTION 81

28 characters and car itain only alpl

anumeric characters.

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

vpn 0
interface eth1
ip address 199.1.1.1/28
& tunnel-interface
allew-service sshd
allow-service netconf
no shutdown

vpn 512

interface ath1

ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service netconf

vpn 0

imerface sth
-~ ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

—

vpn 612
intarface ath1
ip address 199.1.1.1/28
0. tunnel-interface
allow-service netconf
no allow-service ntp
no allow-service stun

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
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NEW QUESTION 85

What is the maximum number of IPsec that are temporarily created and converged on a new set if IPsec Sas in the pairwise keys process during a simultaneous

rekey?

o0 w>
oo N

Answer: B

NEW QUESTION 90

The Cisco SD-WAN engineer is configuring service chaining for a next-generation firewall located at the headquarters. Which configuration creates the service?

A)

Cisco vManage

L] MONITOR | GEOGRAPHY

VPN GROUP

Cisco vManage

] MOMITOR | GEOGRAPHY

VPN GAROUP

Cisco vManage

L] MONITOR | GEOGRAPHY

VPN GROUP

D)
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Cisco vManage

L] MOMNITOR | GEOGRAPHY

WP GROUP

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 93

Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation:
2. Virtual platforms

* Cloud Services Router (C5R) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS5

NEW QUESTION 94

An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357

NEW QUESTION 95

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves

this requirement on vManage?
A)
vpn O
imerface athi
ip address 10.50.0.1/24

tunnel-interface
color mpls
B)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)
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vpn 0

interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn 0

interface ath1
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 100

What must an engineer conewef when decoying an SD-WAN on-pfemlses architecture based on ESXi hypervisor?

A. Cisco must provision the backup and snapshots platform lor ihe SD-WAN arctoecture

B. The managed service provider must provision controllars with their appropriate cerHwcatsi
C. The IT team a required to provision the SO-WAN controllers and Is responsAte lor backups and disaster recovery implementation
D. The IT team will be given access by Cisco to a vManage for configuration If templates and policies coeigmalim

Answer: C

NEW QUESTION 102

Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?

A.RIB
B. FIB
C. OMP
D. TLOC

Answer: C

NEW QUESTION 107

What is the default value for the Multiplier field of the BFD basic configuration in vManage?

oowp
o o1~ w

Answer: D

NEW QUESTION 108

What is the purpose of “vpn 0" in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.
C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager
D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation:

NEW QUESTION 112

Which encryption algorithm is used for encrypting SD-WAN data plane traffic?

A. Triple DES

B. IPsec

C. AES-128

D. AES-256 GCM

Answer: D
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NEW QUESTION 114

A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to

accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the

transport side.

NEW QUESTION 118

Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C.VPNO
D. VPN 512

Answer: C

Explanation:

transport network and the transport network itself. The network ports that connect to the underiay network are part of VPN 0, the transport

VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

NEW QUESTION 119
Refer to the exhibit.

‘edge-C lou
‘Edge-Cloud#
‘Edge-Cloud# wvshell
Edge-Cloud: /var/log}

edge-Cloud: /var/log} ls
otal 28992

vEdge-Cloud: /var/log}
y . !

-rW=r--r-- 1 root root
rw=r==r== 1 basic adm
rwxr-xr-x 2 root root
re-r--r-- 1 root raoot
rw-r-——r-- 1 root root
rw-r--r-- 1 root root
rew=r==-r== 1 root root
rewxr=xr=-x 2 root root
rwxr-xr-x 2 guagga quagga
rv=-r==r== 1 root root
rw-r--r-- 1 root root
rw-r--r-- 1 root root
FW======- 1 root root
lrwxr=-xr-x 2 root root
rw-r--r-- 1 root root
rv=-r==r=- 1 root root
-rw-r--r-- 1 root root
—rwXxr-xr-x 1 root utmp

vEdge-Cloud:~$ cd /var/log/
-

14417&3
4096
1896486
292292
6197843
10512141
4096
4096
437

382
2004
64064
60
6841506
184602
2479511
49536

NOW
Aug
Now
Now
Auqg
Mow
Aug
MNow
Aug
Now
MNow
MNow
Nowv
Now
MNow
Aug
MNow
Mow

auth. log
cloud-init. log

confd

kern. log

lastlog

messages

messages. 1l

pdb

quagga
sw_script_active. lo
sw_script_previous. log
sw_script_synccdb. log
tallylog

tmplog

veconfd

vdebug

vsyslog

wtmp

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

logging
disk
audit-disable
netennf-disahle

A. Option A
B. Option B
C. Option C
D. Option D

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
L' Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

4 AAA sithant AatiAar e ]

velnn mace A |t . 1itha Tila atennf Ml approee _al_pl s ara rlare lvme 11t
JYSI0Q messages related 10 AAA authentication and Netcont LI access and usage are pl IG5 N0

an CAms Aanera to retrisis etatietice and etatie infarrmatian and s ekl flae ba dha re r finm e

1 el VEL ge gevice 1o eleve S1aUsSUGs aldd Statls MIOTMauon aig 10 DUSI Thes 0 e Touier. | e
hece meeeanes can bl the oo hlee 1o nprevent thece meceanes trom dlhina the oo hles voll can ciss

e MG G ! 4 u | =t OGS MIE L\'.--.-I 14K _'_'{:\_]'-..,\' A" B IR &R AU TNE e

- |: - " - 1 . L] w

avice (conflg) # system aaa logsViptela(config-logs)# audit-disable

NEW QUESTION 120
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

NEW QUESTION 121
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local

B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 122

Which command disables the logging of syslog messages to the local disk?
A. no system logging disk enable

B. no system logging disk local

C. system logging disk disable

D. system logging server remote

Answer: A

NEW QUESTION 123
At which layer does the application-aware firewall block applications on a WAN Edge?

00w
N o1 N W

Answer: B

NEW QUESTION 124
Which protocol runs between the vSmart controllers and WAN Edge routers when the vSmart controller acts like a route reflector?

A. OMP outside the DTLS/TLS control connection
B. BGP inside the DTLS/TLS

C. IPsec inside the DTLS/TLS control connection
D. OMP inside the DTLS/TLS control connection

Answer: D

NEW QUESTION 126
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM
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Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 130
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart

B. vBond

C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 135
Drag and drop the REST API calls from the left onto the functions on the right.

DUT Retrieve 2ad

1

|

r
. T3l Update an object
POST Create an object

Remaove an object

A. Mastered
B. Not Mastered

Answer: A

Explanation:
- GET: Get resource from the server.

- POST: Create resource to the server.
- PATCH or PUT: Update existing resource on the server.

- DELETE: Delete existing resource from the server,

NEW QUESTION 138
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 141
Which two performance data details are provided by Cisco SO-WAN vAnalytics? (Choose two)

A. jitter loss and latency for data tunnels

B. application quality of experience score from zero to ten

C. detail on total cost of ownership for the fabric

D. certificate authority status (health and expiration dates) for all controllers
E. view devices connected to a vManage NMS

Answer: AB

NEW QUESTION 142
Which two prerequisites must be met before the Cloud onRamp for laasS is initiated on vManage to expand to the AWS cloud? (Choose two)
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A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account
B. Subscribe to the SD-WAN Edge router AMI in the AWS account

C. Attach an OSPF feature template to the AWS cloud Edge router template

D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS

E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation:
The pre-requisites include verifying you meet the AWS prerequisites, including the necessary AWS credentials and subscriptions 1o the

)

Amazon Machine Image (AMI) instances for Cisco SD-WAN Edge routers (Cisco CSR 1000v virtual routers or Cisco vEdge Cloud), verifying
you have avallable tokens/licenses for at least two additional Cisco SD-WAN Edge Routers within Cisco vManage; and configuring and

deploying device templates for the Cisco SD-WAN Edge routers that will be used within the transit VPCs

1l 1 (YRR

Note that the creation of the customer host VPCs, shown in the figure above, 1s outside the scope of this document. It is assumed that one o

more customer host VPCs have ready been created

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 146
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds

Answer: C

NEW QUESTION 151

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the
task?

A)

Gu:.‘l:pl!‘-i—:r

Corstr sk poedl Frsbcy ’ Or‘-nﬂlm:l*.'-:-;

C)

0 CONOIGURATIO

€ arerak bosld Polay - o:‘w-rm Py Ol-.tnrﬁ',h'-h-|

D)
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D CONRGURATIO

Carerah rod Pobcy i P Ok’.ﬂn:ﬂl“ﬂ-'{u i r) Lo reed Py

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: D

NEW QUESTION 155
Which protocol is configured on tunnels by default to detect loss, latencyi, jitter, and path failures in Cisco SD-WAN?

A.TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 160
How is the software managed in Cisco SD-WAN?

A. Software images must be uploaded to vManage through HTTP or FTP

B. Software downgrades are unsupported for vManage

C. Software images must be transferred through VPN 512 or VPN 0 of vManage
D. Software upgrade operation in the group must include vManag

E. vBond, and vSmart.

Answer: A

NEW QUESTION 163
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 168
How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.

D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation:
Replicators

R 8 THART kam TR TR Hay N U oy M IRTR R emibmem mmm fea ol g [ p—" - I [N [ p——— | H d s mrrmelan i mabiimrls e s s b e
For efficient use of WAN bandwidt strategic Lisco SD-WAN routers can be deployed and confiqured as [eplicators througnout the overiay network. keplicators

.- P A al -
cenver. As discussed above

e
he controllers then forward the

mitigate the requirement for a Cisco SD-WAN router with local sources or the PIM-RP to replicate a multicast stream once for each r
replicators advertise themselves, using OMP multicast-autodiscover routes, to the Cisco vSmart Controllers in the overlay network
replicator location information to the PIM-enabled Cisco 105 XE SD-WAN routers that are in the same VPN as the replicator

NEW QUESTION 171
What are two attributes of vRoute? (Choose two)
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A. originator

B. service

C. encapsulation
D. carrier

E. domain ID

Answer: AB

NEW QUESTION 174
Refer to the exhibit

TUNNEL

Tunnel Interface - @® On off
Per-tunnel Qos - @® On | Off
Per-tunnel QoS Aggregator v On | (@ Off

A user has selected the options while configuring a VPN Interface Ethernet feature template What is the required configuration parameter the user must set in this
template for this feature to function?

A. The "IP MTU" field must be increased from the default value of 1500 to support the additional overhead.
B. The "Shaping Rate (Kbps)" field must be configured with a value

C. The "Adaptive QoS" field must be set to "on"

D. The "Bandwidth Downstream" field must be configured with a value

Answer: B

NEW QUESTION 179
An engineer must deploy a QoS policy with these requirements:
* policy name: App-police
* police rate: 1000000
* burst: 1000000
* exceed: drop
Which configuration meets the requirements?
vpn-list VPN10
sequence 1
match
A app-list youtube

Action accepl
set

policer App-police

policy
data-policy policy-name
vpn-list 10
E. sequence
action accept
set
policer App-police

vpn 10
imterface ged/0/0
C. set
policer App-police in
default action accept

policy
0 action accept

et
policer App-police

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 180

Which actions must be taken to allow certain departments to require firewall protection when interacting with data center network without including other
departments? (Choose two.)

A. Use classification policing and marking

B. Apply data policies at vEdge.

C. Deploy a service-chained firewall service per VPN

D. The regional hub advertises the availability of the firewall service
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E. Advertise lo vSmart controllers

Answer: CD

NEW QUESTION 184
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID
C.URL

D. geolocation
E. protocol

Answer: AE
Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 186
Refer to the exhibit.

Cisco vManage

[H l; CONFIGURATION | TEMPLATES
Device Feature
=
Feature Template Add Template BGP
o
Basic Configuration Unicast Address Family MNeighbor Advanced
\.I,‘.
- Shutdown - o= o No
AS Number -~ 65590
Router ID =  192.168.1.1
Propagate AS Path *| @ On | off
Internal Routes Distance &~
Local Routes Distance &~
External Routes Distance &~

Which configuration value is used to change the administrative distance of iBGP routes to 207?
A. Configure internal Routes Distance to 20

B. Configure Propagate AS Path to off

C. Configure Local Distance to 20

D. Configure External routes distance 20

Answer: C

NEW QUESTION 188
Refer to the exhibit.
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An enterprise decides to use the Cisco SD-WAN Cloud onRamp for SaasS feature and utilize H.Q site Biz iNET to reach SaaS Cloud for branch C. currently
reaching SaaS Cloud directly. Which role must be assigned to devices at both sites in vManage Cloud Express for this solution to work?

A. H.Q to be added as Gateway and Branch as DIA.

B. Branch to be added as Client Sites and H.Q as DIA.

C. Branch to be added as DIA and H.Q as Client Site.

D. H.Q to be added as Gateway and Branch as Client Site.

Answer: B

NEW QUESTION 189
How is Ihe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag

B. vBon

C. and vSmart.

D. Software downgrades are unsupported for vManage

E. Software images must be uploaded to vManage through HTTP or FTP.

F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 190

How are policies deployed on cloud-tiosted Cisco SD-WAN controllers?
A. Policies are created on vSmart and enforced by vSmart

B. Policies are created on vSmart and enforced by vManage

C. Policies are created on vManage and enforced by vManage.

D. Policies are created on vManage and enforced by vSman

Answer: A

NEW QUESTION 193

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the

task?
A)

O T wrvir mhafen P Y

l h.l.'.l'l‘._.'-r:"\--:u:'q-

B)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 196

Which SD-WAN component allows an administrator to manage and store software images for SD-WAN network elements?

A. vGond controllers

B. WAN Edge routers
C. vSman controllers
D. vManage NMS

Answer: D

NEW QUESTION 200
Refer to the exhibit.
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An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666

B. 100 20 104

C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 204
Which type of route advertisement of OMP can be verified?

A. OMP, VP

B. and origin

C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 207

An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?

A)
I'Ii Aop Reute At teor Roafe
Q Seguence Fue D g e @0 45 AT R
Rt Corudfaom f e
Apin sty Agpiayptuse: | wreey | ol " LA Class .
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 208

What is a benefit of the application-aware firewall?
A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.

C. It blocks traffic by application.

D. It blocks encrypted traffic

Answer: C

NEW QUESTION 210
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Refer to the exhibit.

WAN Edge-1 o0/

172.16.13.3/24
Color:biz-internet

172.16.15.5/24

Color:biz-internet
WAN Edge-2

-
hhh __.-""
S .ul-"-

""-
Public WAN
-l"- h‘h
.f.' ‘h‘.
e -~
ge0/1

athl
172.16.8.9/24

gel/11
172.16.16.6

The tunnel interface configuration on both WAN Edge routers is:

vpn O
interface geQi

tunnel-interfaca
encapsulation ipsec
color biz-internet
allow-zervice dhep
allow-service dns
allow-service icmp
no allow-service sshd
no allew-service ntp
no allow-service stun

[}

no shutdown

Which configuration for WAN Edge routers will connect to the Internet?

vpn O
interface gel'
Ip address 172.16.15.5/24
]

ip reute 0.0.0.000 172.16.12.1

wpn 0
interface gel
lp address 172.16.13.3/24
1

ip rowute 0.0.0.00 172.16.13.1

wpn 0
interface gel/
ip address 172.16.13.3/24

!
ip route 0.0.0.0/0 172.16.8.1

wipn 0
interface gel!
ip address 172.16.15.5/24
]

ip route 0,0.0.000 172.16.8.1

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a

NEW QUESTION 211

A network administrator is configuring a tunnel interface on a branch Cisco 10S XE router to run TLOC extensions. Which configuration will extend a TLOC over a

GRE tunnel to another router in the branch?
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sgwan
interface g0/0
extended-interface
tloc-extension-gre-from 10.1.1.1

sdwan
interface g0/0
gre-interface
tioc-extension-gre-to 10.1.1.1

sdwan
interface g0/0
tunnel-interface
tioc-extension-gre-to 10.1 1.1

sdwan
interface g0/0
tloc-interface
tloc-extension-gre-from 10 1 1.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

Configure a tunnel interface over which to run TLOC extensions {on 10S XE routers only). TLOC extensions allow you to extend a TLOC, over a GRE tunnel, to another
router in the branch,

Command Hierarchy

sdwan
interface interface-name
ctunnel-interface
tlocc-extension-gre-to extended-interface-ip-address

NEW QUESTION 215
An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:
TCP optimization fine-tunes the processing of TCP data traffic to decrease round-trip latency and improve throughput.

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 216
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

A. Cloud app

B. Cloud OnRamp
C. vAnalytics

D. Network Designer

Answer: B

Explanation:
Cisco SD-WAN Cloud OnRamp for laaS, "Cloud OnRamp® for short, is a Cisco SD-WAN feature that automates provisioning of a
Cisco SD-WAN virtual appliance routers (gither vEdge Cloud or CSR (Cloud Services Router)) in the AWS cloud, after providing
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NEW QUESTION 218
Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 221
Which two vRoute attributes should be matched or set in vSmart policies and modified by data policies? (Choose two.)

A. site ID

B. preference
C. VPN

D. TLOC

E. origin

Answer: BC

NEW QUESTION 226
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