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NEW QUESTION 1
Which feature requires a network discovery policy on the Cisco Firepower Next Generation Intrusion Prevention System?

A. security intelligence
B. impact flags

C. health monitoring
D. URL filtering

Answer: A

NEW QUESTION 2

An administrator wants to ensure that all endpoints are compliant before users are allowed access on the corporate network. The endpoints must have the
corporate antivirus application installed and be running the latest build of Windows 10. What must the administrator implement to ensure that all devices are
compliant before they are allowed on the network?

A. Cisco Identity Services Engine and AnyConnect Posture module
B. Cisco Stealthwatch and Cisco Identity Services Engine integration
C. Cisco ASA firewall with Dynamic Access Policies configured

D. Cisco Identity Services Engine with PxGrid services enabled

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect46/administration/guide/b_AnyConnect_Administrator_Guide_4-6/co
nfigure-posture.html

NEW QUESTION 3
In which form of attack is alternate encoding, such as hexadecimal representation, most often observed?

A. smurf

B. distributed denial of service
C. cross-site scripting

D. rootkit exploit

Answer: C

NEW QUESTION 4
Which two conditions are prerequisites for stateful failover for IPsec? (Choose two.)

A. Only the IKE configuration that is set up on the active device must be duplicated on the standby device; the IPsec configuration is copied automatically.
B. The active and standby devices can run different versions of the Cisco I0S software but must be the same type of device.

C. The IPsec configuration that is set up on the active device must be duplicated on the standby device.

D. Only the IPsec configuration that is set up on the active device must be duplicated on the standby device; the IKE configuration is copied automatically.
E. The active and standby devices must run the same version of the Cisco I0S software and must be the same type of device.

Answer: BC
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/15-mt/sec-vpn-availability-15-mt-book/sec-state-fail-ipsec.html

NEW QUESTION 5
When web policies are configured in Cisco Umbrella, what provides the ability to ensure that domains are blocked when they host malware, command and control,
phishing, and more threats?

A. Application Control

B. Security Category Blocking

C. Content Category Blocking

D. File Analysis

Answer: B

Explanation:

Reference: https://support.umbrella.com/hc/en-us/articles/115004563666-Understanding-Security-Categories
NEW QUESTION 6

Which flaw does an attacker leverage when exploiting SQL injection vulnerabilities?
A. user input validation in a web page or web application

B. Linux and Windows operating systems

C. database

D. web page images

Answer: C

Explanation:
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Reference: https://tools.cisco.com/security/center/resources/sql_injection

NEW QUESTION 7

Which deployment model is the most secure when considering risks to cloud adoption?

A. public cloud

B. hybrid cloud

C. community cloud
D. private cloud

Answer: D

NEW QUESTION 8

What is the result of running the crypto isakmp key ciscXXXXXXXX address 172.16.0.0 command?

A. authenticates the IKEv2 peers in the 172.16.0.0/16 range by using the key CiSCXXXXXXXX
B. authenticates the IP address of the 172.16.0.0/32 peer by using the key CiSCXXXXXXXX
C. authenticates the IKEv1 peers in the 172.16.0.0/16 range by using the key cisSCXXXXXXXX
D. secures all the certificates in the IKE exchange by using the key ciSCXXXXXXXX

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/sec-cr-c4.html#wp6039879000

NEW QUESTION 9
DRAG DROP

Drag and drop the capabilities from the left onto the correct technologies on the right.

defection, blocking, tracking, analysis,

controlling solutions

bt : Next Generation
and remediation to protect against . 5
targeted persistent malware attacks mfiusion Erevertion System
superior threat prevention and mitigation Advanced Malware
for known and unknown threats Protection
application-layer corm'ol and ah:iﬁty to B application
enforce usage and tailor detection policies control and URL filtering
based on custom applications and URLs
combined infegrated solufion of sirong Cisco
defense and web protection, visibility, and Web Security Appliance

A. Mastered
B. Not Mastered

Answer: A

Explanation:

defection, blocking, fracking, analysis,
and remediation to protect against
targeted persistent malware attacks

superior threat prevention and mitigation
for known and unknown threats

superior threat prevention and mitigation
for known and unknown threats

detection, blocking, tracking, analysis,
and remediation to protect against
targeted persistent malware attacks

application-layer control and ability to
enforce usage and tailor detection policies
based on custom applications and URLs

application-layer control and ability to
enforce usage and tailor detection policies
based on custom applications and URLS

combined integrated solufion of strong
defense and web protection, visibility, and
controlling solutions

combined integrated solution of strong
defense and web protection, visibility, and
controlling solutions
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NEW QUESTION 10
What is a characteristic of Dynamic ARP Inspection?

A. DAI determines the validity of an ARP packet based on valid IP to MAC address bindings from the DHCP snooping binding database.
B. In a typical network, make all ports as trusted except for the ports connecting to switches, which are untrusted.

C. DAl associates a trust state with each switch.

D. DAl intercepts all ARP requests and responses on trusted ports only.

Answer: A

NEW QUESTION 10
Which statement about IOS zone-based firewalls is true?

A. An unassigned interface can communicate with assigned interfaces
B. Only one interface can be assigned to a zone.

C. An interface can be assigned to multiple zones.

D. An interface can be assigned only to one zone.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html

NEW QUESTION 15
Which ID store requires that a shadow user be created on Cisco ISE for the admin login to work?

A. RSA SecurelD

B. Internal Database
C. Active Directory
D. LDAP

Answer: C

NEW QUESTION 16
When wired 802.1X authentication is implemented, which two components are required? (Choose two.)

A. authentication server: Cisco Identity Service Engine
B. supplicant: Cisco AnyConnect ISE Posture module
C. authenticator: Cisco Catalyst switch

D. authenticator: Cisco Identity Services Engine

E. authentication server: Cisco Prime Infrastructure

Answer: AC

Explanation:
Reference: https://www.lookingpoint.com/blog/ise-series-802.1x

NEW QUESTION 20
Which two behavioral patterns characterize a ping of death attack? (Choose two.)

A. The attack is fragmented into groups of 16 octets before transmission.

B. The attack is fragmented into groups of 8 octets before transmission.

C. Short synchronized bursts of traffic are used to disrupt TCP connections.
D. Malformed packets are used to crash systems.

E. Publicly accessible DNS servers are typically used to execute the attack.

Answer: BD

Explanation:
Reference: https://en.wikipedia.org/wiki/Ping_of death

NEW QUESTION 25
Which SNMPv3 configuration must be used to support the strongest security possible?

A. asa-host(config)#snmp-server group myv3 v3 priv asa-host(config)#snmp-server user andy myv3 auth sha cisco priv des CisSCXXXXXXXX asa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

B. asa-host(config)#snmp-server group myv3 v3 noauth asa- host(config)#snmp-server user andy myv3 auth sha cisco priv aes 256 CiSCXXXXXXXX asa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

C. asa-host(config)#snmp- server group myv3 v3 noauth asa-host(config)#snmp-server user andy myv3 auth sha cisco priv 3des cisScXXXXXXXXasa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

D. asa- host(config)#snmp-server group myv3 v3 priv asa-host(config)#snmp-server user andy myv3 auth sha cisco priv aes 256 cisSCXXXXXXXX asa-
host(config)#snmp-server host inside 10.255.254.1 version 3 andy

Answer: D

NEW QUESTION 26
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Which proxy mode must be used on Cisco WSA to redirect TCP traffic with WCCP?

A. transparent

B. redirection

C. forward

D. proxy gateway

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117940-qa-wsa-00.html

NEW QUESTION 31
DRAG DROP
Drag and drop the steps from the left into the correct order on the right to enable AppDynamics to monitor an EC2 instance in Amazon Web Services.

Install monitoring extension for AWS EC2. step 1

Restart the Machine Agent. step 2

Update config.yami. step 3

Configure a Machine Agent or SIM Agent. step 4
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Configure a Machine Agent or SIM Agent.

Install monitonng extension for AWS EC2.

Update config yaml.

Restart the Machine Agent

NEW QUESTION 32
Why would a user choose an on-premises ESA versus the CES solution?

A. Sensitive data must remain onsite.

B. Demand is unpredictable.

C. The server team wants to outsource this service.
D. ESA is deployed inline.

Answer: A

NEW QUESTION 33
Which technology must be used to implement secure VPN connectivity among company branches over a private IP cloud with any-to-any scalable connectivity?

A. DMVPN

B. FlexVPN
C. IPsec DVTI
D. GET VPN

Answer: D

NEW QUESTION 37

Which Cisco solution does Cisco Umbrella integrate with to determine if a URL is malicious?
A. AMP

B. AnyConnect

C. DynDNS

D. Talos

Answer: D

NEW QUESTION 41

Which two features of Cisco DNA Center are used in a Software Defined Network solution? (Choose two.)

A. accounting
B. assurance
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C. automation
D. authentication
E. encryption

Answer: BC

Explanation:
Reference: https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/index.htmi

NEW QUESTION 42
What is a required prerequisite to enable malware file scanning for the Secure Internet Gateway?

A. Enable IP Layer enforcement.

B. Activate the Advanced Malware Protection license
C. Activate SSL decryption.

D. Enable Intelligent Proxy.

Answer: D

NEW QUESTION 46
Which two features are used to configure Cisco ESA with a multilayer approach to fight viruses and malware? (Choose two.)

A. Sophos engine
B. white list
C.RAT

D. outbreak filters
E. DLP

Answer: AD

NEW QUESTION 50
An engineer is configuring AMP for endpoints and wants to block certain files from executing. Which outbreak control method is used to accomplish this task?

A. device flow correlation

B. simple detections

C. application blocking list

D. advanced custom detections

Answer: C

NEW QUESTION 52
Which two deployment model configurations are supported for Cisco FTDv in AWS? (Choose two.)

A. Cisco FTDv configured in routed mode and managed by an FMCyv installed in AWS

B. Cisco FTDv with one management interface and two traffic interfaces configured

C. Cisco FTDv configured in routed mode and managed by a physical FMC appliance on premises
D. Cisco FTDv with two management interfaces and one traffic interface configured

E. Cisco FTDv configured in routed mode and IPv6 configured

Answer: AC
Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/white-paper-c11-740505.html

NEW QUESTION 53
An engineer must force an endpoint to re-authenticate an already authenticated session without disrupting the endpoint to apply a new or updated policy from ISE.
Which CoA type achieves this goal?

A. Port Bounce

B. CoA Terminate

C. CoA Reauth

D. CoA Session Query
Answer: C

NEW QUESTION 54
Refer to the exhibit.
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Gateway of last resort is 1.1.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] wia 1.1.1.1, outside

1.1.1.0 255,255,.255.0 is directly connect, outside

172.16.0.0 255.255.0.0 [1/0] wia 192.168.100.1, inside

192.168.100.0 255.255_.255.0 is directly connected, inside

172.16.10.0 255_255.255.0 is directly connected, dm=
10.10.10.0 255_.255.255.0 [1/0] wvia 172.16.10.1, dmsz

h Q00

acocess-1list redirect-acl permit ip 192.168.100.0 255.255.255.0 any
access—1ist redirect-acl permit ip 172.16.0.0 255.255.0.0 any

class-map redirect-class
match accgess-list redirect-acl

policy-map inside-policy
class redirect-class

sfr fail-open

service-policy inside-policy global

What is a result of the configuration?

A. Traffic from the DMZ network is redirected.

B. Traffic from the inside network is redirected.

C. All TCP traffic is redirected.

D. Traffic from the inside and DMZ networks is redirected.

Answer: D

NEW QUESTION 56

What is a characteristic of Cisco ASA Netflow v9 Secure Event Logging?

A. It tracks flow-create, flow-teardown, and flow-denied events.

B. It provides stateless IP flow tracking that exports all records of a specific flow.
C. It tracks the flow continuously and provides updates every 10 seconds.

D. Its events match all traffic classes in parallel.

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa-general-cli/monitor-nsel.html

NEW QUESTION 59
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