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NEW QUESTION 1
- (Exam Topic 1)
You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 2
- (Exam Topic 1)
You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 3

- (Exam Topic 1)

You need to meet the technical requirements and planned changes for Intune.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Settings to configure in Azure AD: |Device settinas

Ix_.nl,-_L-I |‘T ¢ (RADINA and B ARA)
Irganizational relationships

LUser setting

Settings to configure in Intune. |Device compliance

Weyicae connhiguration

Deyvice enrollment

Mobile Device Managament Authonty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 4
- (Exam Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 5
- (Exam Topic 1)
On which server should you use the Defender for identity sensor?
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A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A

Explanation:

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 6
- (Exam Topic 2)

You need to protect the U.S. PII data to meet the technical requirements. What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception
B. a Security & Compliance retention policy that detects content containing sensitive data

C. a Security & Compliance alert policy that contains an activity
D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 7
- (Exam Topic 2)

You need to meet the technical requirement for the SharePoint administrator. What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

From the Security & Compliance admin center,

perform a search by using:

v

Audit log

DLP policy matches
eDiscoverv

Data governance events

A4

Filter by:

Activity
Detail
[tem

User agent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 8
- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.

What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management

B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods
Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 9
- (Exam Topic 2)
You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of

actions to the answer area and arrange them in the correct order.
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Actions Answer Area
Create a data loss prevention (DLP) policy. | I

Create an eDiscovery case. |

Create a label.
Run a content search.

Create a label policy.

Create a hold.

Assign eDiscovery permissions.

I-’uhlish-a label.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.sherweb.com/blog/ediscovery-office-365/

NEW QUESTION 10

- (Exam Topic 3)

You create the planned DLP policies.

You need to configure notifications to meet the technical requirements. What should you do?

A. From the Microsoft 365 security center, configure an alert policy.

B. From the Microsoft Endpoint Manager admin center, configure a custom notification.
C. From the Microsoft 365 admin center, configure a Briefing email.

D. From the Microsoft 365 compliance center, configure the Endpoint DLP settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-policies ?view=0365-worl

NEW QUESTION 10

- (Exam Topic 3)

You need to ensure that User2 can review the audit logs. The solutions must meet the technical requirements. To which role group should you add User2, and
what should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Role group: v
Reviewer

Global reader

Data Investigator
Compliance Management

Tool v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text Description automatically generated
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Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 14
- (Exam Topic 3)

You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings

C. the event types
D. the sensitivity labels

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 16
- (Exam Topic 4)
DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:

> Block emails that contain financial data.

> Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:

> Use the following location: Exchange email.

> Display the following policy tip text: Message contains sensitive data.

> When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Results

The email will be blocked, and the wser will
receive the policy tip: Message blocked.

The email will be blocked, and the user will
receive the policy tip: Message contains
sensitive data.

The email will be allowed, and the wser will

receive the policy tip: Message blocked

The email will be allowed, and the wser will
receive the policy tip: Message contains
sensitive data

The email will be allowed, and a message
pelicy tip will MOT be displayed

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The email will be blocked, and the user will receive the policy tip: Message blocked.

Answer Area

When the user sends an email that contains
financial data and health records;

When the user sends an email that contains
only financial data;

If you've created DLP policies in the Exchange admin center, those policies will continue to work side by side with any policies for email that you create in the
Security & Compliance Center. But note that rules created in the Exchange admin center take precedence. All Exchange mail flow rules are processed first, and
then the DLP rules from the Security & Compliance Center are processed.

Box 2: The email will be allowed, and the user will receive the policy tip: Message contains sensitive data. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/how-dlp-works-between-admin-centers

NEW QUESTION 18
- (Exam Topic 4)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

-

Platform

* BitLocker Drive Envcry;:n-inn
(BitLocker)

sable

| Memb_:r u-!

sabled
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The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Require BitLocker | Mark noncompliant 'Assigned
__ after (days) |

-3 — — = —— e ]

| - —_ i P, =
i [N = s i
| | y ¥ ¥ ¥

— — e —— —e S . — — — e —

L
| FOhcyZ | Kequire ' ==
i

f .
i e | K . S q &
FOUCYs | INC o LT L 2 TE

The device compliance policies have the assignments shown in the following table.
Name | Assigned to

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
Dewvicel is marked as noncompliant after 10 days
Dewice? is marked as noncompliant after 10 day:
Dewice3 1s marked as noncompliant after 15 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 20

- (Exam Topic 4)

You plan to use the Security & Compliance admin center to import several PST files into Microsoft 365 mailboxes.
Which three actions should you perform before you import the data? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. From the Exchange admin center, create a public folder.

B. Copy the PST files by using AzCopy.

C. From the Exchange admin center, assign admin roles.

D. From the Microsoft Azure portal, create a storage account that has a blob container.
E. From the Microsoft 365 admin center, deploy an add-in.

F. Create a mapping file that uses the CSV file format.

Answer: BCF

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/use-network-upload-to-import-pst-files

NEW QUESTION 24

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users are assigned Microsoft Azure Active Directory Premium licenses.

From the Device Management admin center, you set Microsoft Intune as the MDM authority.

You need to ensure that when the members of a group named Marketing join a device to Azure Active Directory (Azure AD), the device is enrolled automatically in
Intune. The Marketing group members must be limited to five devices enrolled in Intune.

Which two options should you use to perform the configurations? To answer, select the appropriate blades in the answer area.

NOTE: Each correct selection is worth one point.
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Device enrollment
£
) Cuveraew
Quick start

Manage

B ™
B Apple enrcliment

D Android enroliment

B windows enroliment

Terms and condilions

& Enrcliment restrictions

;e —
IJ- Levige categones

By Corporate device identifiers

B Device enrollment mana gers

Monitor
EH Enrcliment faillures
EB Auditiogs

E ncomplete user enrollments

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Device enrollment manager (DEM) is an Intune permission that can be applied to an Azure AD user account and lets the user enroll up to 1,000 devices
You can create and manage enrollment restrictions that define what devices can enroll into management with Intune, including the:

5\"' Number of devices.

> Operating systems and versions.
The Marketing group members must be limited to five devices enrolled in Intune References:
https://docs.microsoft.com/en-us/intune/enroliment/device-enrollment-manager-enroll https://docs.microsoft.com/en-us/intune/enrollment/enrollment-restrictions-set

NEW QUESTION 25

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Azure Sentinel

B. Azure Information Protection
C. Azure Security Center

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide

NEW QUESTION 29
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account1 Microsoft OneDnve account
Sitel Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only
B. Mailbox1, Accountl, and Sitel only
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C. Accountl and Sitel only
D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 31
- (Exam Topic 4)
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You need to provide a user with the ability to sign up for Microsoft Store for Business for contoso.com. The solution must use the principle of least privilege.
Which role should you assign to the user?

A. Cloud application administrator
B. Application administrator

C. Global administrator

D. Service administrator

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 34

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.

Enrolled in Microsoft Endpoint

Name Platform Owner
Manager
Devicel - Android User - Yes
Device? | Android Useri No
Device3 - 05 | User1 MNo
Deviced | Windows 10 | User? Yes
Devices - Windows 10 | User? Mo
Deviceb | 105 User? Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb
C. Devicel, Device2, Device3, and Deviceb
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled
in Microsoft Endpoint Manager.
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 39
- (Exam Topic 4)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name

Platform

BitLocker Drive
Encryption (BitLocker)

i [ o
LASaliverl

T
I

Member of

| e { =
AUVILE

The device compliance policies in Endpoint Manager are configured as shown in the following table.

A_ssigned

Name
Policy1

yoied

Platform

'II__ ].

) and later

Disabled

'
T

+

i Require BitLocker

nEgQuUIre
*

B~ - i
Y r nmn I--IH1

3 |l[
=

s
L

1 Dl 1
r LY 2 LA

and latet

Heguire

k =
'

The device compliance policies have the assignments shown in the following table.
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Name | Assigned to

Policy! | Group3
Policyd | Group’

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Devicel 1s comphiant,
Deviced 1s compliant.
Device3 is compliant.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
.9
Devicel is compliant, Ly

Device2 is compliant.

Device3 is compliant. 1V |

NEW QUESTION 42
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform

Intune

Devicel | 10S

Enrolled

Device2 | macQOS

Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

Devicel: | Microsoft Endpoint Manager

A local scnpt

Group Policy

Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2: ' A local script

A local scnipt
Group Policy
Microsoft Endpoint Manager

An app from the Google Play store
integration with Microsoft Defender for Cloud
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Answer Area

Devicel: | Microsoft Endpoint Manager -
A local scnpt

-f i Palie
Microsoft Endpoint Manager

An app from the Google Play store
Integrauion with Microsoft Defender for Cloud

Device2: A local scrpt il
A local script
GIOUp PONICY
Microsoft Endpoint Manager
An app trom the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 43

- (Exam Topic 4)

Your company uses Microsoft Azure Advanced Threat Protection (ATP) and Windows Defender ATP. You need to integrate Windows Defender ATP and Azure
ATP.

What should you do?

A. From Azure ATP, configure the notifications and reports.

B. From Azure ATP, configure the data sources.

C. From Windows Defender Security Center, configure the Machine management settings.
D. From Windows Defender Security Center, configure the General settings.

Answer: B
Explanation:

References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/integrate-wd-atp

NEW QUESTION 45

- (Exam Topic 4)
You have a Microsoft Azure Activity Directory (Azure AD) tenant contains the users shown in the following table.
Name | Member of
User] | Group]
User2 | Group?
User3_ [ Group3_

Group3 is a member of Groupl.
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP contains the roles shown in the following table.

Name . Permission - Assigned user group
Windows Delender ATP | View data, Alerts investigation, Aclive None
adnumstrator (default) remediation actions, Manage secunty
_ cling |
Rolel | View data. Alerts investigation | Urroup |
Role? View data Group?

Windows Defender ATP contains the device groups shown in the following table

Rank  Machine group - Machine | User access
| | ATPI | Devicel - Group|
Lasl Ungrouped machines (default) | Devicel | Group2
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

Userl can run an antivirus scan on Devicel. ) Q
User2 can collect an investigation package from Device2. Q Q
User3 can isolate Devicel. ®) )

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/user-roles-windows

NEW QUESTION 47
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Mailbox size
Usert o MB
User2 15 MB
User3 25 MB
Userd 20 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can assign Retention1 v
Userd4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2 v
User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365-worldwide

NEW QUESTION 50

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP). You need to create a detection exclusion in Azure ATP.
Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 55
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Name - Member of
Userl Groupl
Lser2 Groupl

User3 Groupl. Group2

You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
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Configure

Group1

AL @  hitps://portal. manage.micrascft.com/ TermsofUse.aspx
DA LD hitps://enroliment.manage.microsoft.com/enrolimentserver/discov ...

DR « ance URL @ @ hitpsy//portal.manage.microsoft.comy 'portalaction=Complhance

Group2

1AM Discovi 0 https:// wip.mam.manage.microsoft.com/Enroll

I N 3 s ﬂ

You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O O
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. @ O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 57
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.

You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace. You need to find the ASR rules that match the activities on the
devices.

How should you complete the Kusto query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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v

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’

lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Reference:

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/demystifying-attack-surface-reduction

NEW QUESTION 61
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.

Name Platform Member of | Scope (Tags)

Device1 | Windows 10 | Group1, Group3 | Tag1

Device2 | Android Group2 Tag2

You create the device configuration profiles shown in the following table.
Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1| Windows 10 | Group]1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 | Android Group2, Group3 Group3 Tag1
Enterprise

Profiled | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Device1:

No profiles
Profile1 only
Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

Device?2:

No profiles

Profile1 only
Profile2 only
Profile3 only

A. Mastered

Profile1 and Profile2 only
Profile2 and Profile3 only
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B. Not Mastered
Answer: A

Explanation:
Graphical user interface, text, application, table Description automatically generated

NEW QUESTION 62

- (Exam Topic 4)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.
You have the devices shown in the following table.

Name ' Platform Configuration
| Devicel | Windows 10 ‘ Hybnid joined to ca:i*}lr-::niww Active Directory and
Azure AL only
| Device2 | Windows 10 | Joined to Azure AD and enrolled in Configuration

Manager only

Device3 Windows 10 Enrolled in Microsoft Endpoint Manager and has

the Configuration Manager agent installed only

You plan to enable co-management.
You need to identify which devices support co-management without requiring the installation of additional software.
Which devices should you identify?

A. Devicel only

B. Device2 only

C. Device3 only

D. Device2 and Device3 only

E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 65
- (Exam Topic 4)

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

Natne Type Block execution of potentially
obfuscated scripts (js/vbs/ps)
Policy1 Attack surface reduction | Audit mode
J (ASR)
Policy2 Microsoft Defender ATP | Disable
: Baseline
Policy3 Device configuration Not configured
: profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D

NEW QUESTION 68

- (Exam Topic 4)

You create a Microsoft 36S subscription.

You need to create a deployment plan for Microsoft Azure Advanced Threat Protection (ATP).

Which five actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actions Answer Area
Download the Azure ATP sensor setup package

Create a Security & Compliance threat management
policy
Create an Azure Active Directory (Azure AD)

conditional access policy

Install sensors

C c:lﬁg‘-_'.:'e the sensor settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://blog.ahasayen.com/azure-advanced-threat-protection-deployment/

NEW QUESTION 73

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You add Devicel to a Configuration Manager
device collection.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 74

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by

copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Azure Active Directory admin center, you create a conditional access policy. Does this meet the goal?

A.Yes
B. No

Answer: B
NEW QUESTION 79
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.
The Microsoft Secure Score for the tenant is shown in the following exhibit.
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Microsoft Secure Score

Oy iy Improvement aciions History Metncs S trends

ACTIONs you can take 1o improve your Microsofll Secure Score. SCore updateés may Lo up 1

L Export 12 items £ Search

Applied hiters

Rank improvermaent action

1 Reguire MFPA for administrative roles

) Enture &l uters Can compléte mulli-Tactar authenl i cation 1or
3 Enable policy to block legacy authentication

4 Tum on user risk policy

5 Tum on SigR-1nm fisk policy

] Do not allow users to grant consent to unmanaged applicatio..
7 Enable self-service password reset

B Turn on customer lockbox feature

Q WUse limited admanistrative roles

10 Desiognale more than one global admin

You plan to enable Security defaults for Azure Active Directory (Azure AD).

Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access

C. Enable policy to block legacy authentication
D. Enable self-service password reset
E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:

24 hours

[ Group by

Pomnts achieved

oMo
o9
os8
osT

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 80
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.

You need to evaluate compliance with European Union privacy regulations for customer data. What should you do in the Microsoft 365 compliance center?

A. Create a Data Subject Request (DSR)

B. Create a data loss prevention (DLP) policy for General Data Protection Regulation (GDPR) data
C. Create an assessment based on the EU GDPR assessment template

D. Create an assessment based on the Data Protection Baseline assessment template

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan

NEW QUESTION 81
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | Group1
UserZ Grou_p2

You purchase the devices shown in the following table.

Name Pl_atform
Device1 | Windows 10
Device2 | Android

—

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:

> Allow users to collect logs about installation errors: Yes

> Only show page to devices provisioned by out-of-box experience (OOBE): No

> Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Statements Yes No

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enrollment O )
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O ®)
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enrollment Q Q
status page will appear.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 83

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a content search of all the mailboxes that contain the word Project X.
You need to export the results of the content search. What do you need to download the report?

A. a certification authority (CA) certificate
B. an export key

C. a password

D. a user certificate

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/export-search-results

NEW QUESTION 85

- (Exam Topic 4)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a

local administrator.

You need to ensure that the local administrators can manage only the devices in their respective office. What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 88
- (Exam Topic 4)
You have the Microsoft Azure Advanced Threat Protection (ATP) workspace shown in the Workspace exhibit. (Click the Workspace tab.)

Workspace

The sensors settings for the workspace are configured as shown in the Sensors exhibit. (Click the Sensors tab.)
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Sensors

L} Confligure t to lnstall the Frst Sentor oF Standalone Sentor

You need to ensure that Azure ATP stores data in Asia.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Modify the integration setting for the workspace

Delete the workspace

Regenerate the access kevs. '

Create a new workspace

Modifv the Arure ATP user roles.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-stepl

NEW QUESTION 90

- (Exam Topic 4)

Your company uses Microsoft System Center Configuration Manager (Current Branch) and Microsoft Intune to co-manage devices.
Which two actions can be performed only from Intune? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Deploy applications to Windows 10 devices.
B. Deploy VPN profiles to iOS devices.

C. Deploy VPN profiles to Windows 10 devices.
D. Publish applications to Android devices.

Answer: BD

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/comanage/overview https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/create-vpn-profiles

NEW QUESTION 94

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Application: G

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format:
CSV
dbx
docx
dotx
json
xlsx
x1tx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 99
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type ‘
Group1 Distribution |
Group2 | Mail-enabled security
Group3 Security ‘

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups?view=0365-worldwide

NEW QUESTION 102

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

A user named Userl is a member of a dynamic group hamed Groupl. Userl reports that he cannot access documents shared to Groupl. You discover that Userl
is no longer a member of Group1.

You suspect that an administrator made a change that caused Userl to be removed from Groupl. You need to identify which administrator made the change.
Which audit log activity should you search in the Security & Compliance admin center?

A. Azure AD group administration activities — Removed member from group
B. User administration activities — Updated user
C. Azure AD group administration activities — Updated group

Answer: C
NEW QUESTION 103
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.
Solution: From the Device Management admin center, you create a trusted location and a compliance policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Conditional Access in SharePoint Online can be configured to use an IP Address white list to allow access. References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 104

- (Exam Topic 4)

You have a Microsoft 365 subscription and an on-premises Active Directory domain named contoso.com. All client computers run Windows 10 Enterprise and are
joined to the domain.

You need to enable Windows Defender Credential Guard on all the computers. What should you do?

A. From the Security & Compliance admin center, configure the DKIM signatures for the domain

B. domain controller, create a Group Policy object (GPO) that enables the Restrict delegation of credentials to remote servers setting.
C. From the Security & Compliance admin center, create a device security policy.

D. From a domain controller, create a Group Policy object (GPO) that enables the Turn On Virtualization Based Security setting.

Answer: A

NEW QUESTION 107

- (Exam Topic 4)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

> Require complex passwords.
> Require the encryption of data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant. Which two components should you create? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 111

- (Exam Topic 4)

You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.

During testing, you discover that a user can share credit card information with external users by using email. However, the user is prevented from sharing files that
contain credit card information by using Microsoft SharePoint Online.

You need to prevent the user from sharing the credit card information by using email and SharePoint. What should you configure?

A. the locations of the DLP policy

B. the user overrides of the DLP policy rule
C. the status of the DLP policy

D. the conditions of the DLP policy rule

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 115
- (Exam Topic 4)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role |
Admini Security reader
Admin2 User administrator

Admin3 Security administrator

Admind Compliance admimistrator
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Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the

recipients list.

NEW QUESTION 118
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named sk180818.onmicrosoft.com. The tenant contains the users shown in the following table.

Name Username Type
Liserl Liserl{@'sk 1808 1 B.onmicrosofi.com Member
Liser2 Liser2(ask 1808 1 B.onmicrosoft.com | Member
User3 User3@sk 18081 8.onmicroso ft.com EI Member
Userd Userd@gmail.com -;ﬁuest

In Azure Information Protection, you create a label named Labell as shown in the following exhibit.

Protection settings

Select the protection action type

Set permissions

Set user-defined permissions (Preview)

USERS
AuthenticatedUsers
sk180818.onmicrosoft.com
User1@sk180818.0nmicrosoft.com

User2@sk180818.onmicrosoft.com

Labell is applied to a file named Filel.

PERMISSIONS

Viewer

Reviewer

Co-Owner

Co-Author

You send Filel as an email attachment to Userl, User2, User3, and User4.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User2 can modify File1

Yes No

- O O

User3 can print File1. O (:)

User4 can read File1. O O

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-usage-rights#rights-included-in-permis

NEW QUESTION 123

- (Exam Topic 4)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name | Member of

The device type restrictions in Endpoint Manager are configured as shown in the following table.
Priority | Name | Allowed platform | Assigned to

Answer Area

Statements Yes Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

NEW QUESTION 128

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You discover that some external users accessed content on a Microsoft SharePoint site. You modify the SharePoint shoring policy to prevent sharing outside your
organization.

You need to be notified if the SharePoint sharing policy is modified m the future. Solution: From the SharePoint admin center, you modify the sharing settings.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 130

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You create an Azure Advanced Threat Protection (ATP) workspace named
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Workspacel.
The tenant contains the users shown in the following table.
Name Member of group Azure AD role
User] Azure ATP Workspacel Administrators None
User2 Azure ATP Workspacel Users None
User3 None Security admnistrator
Userd Azure ATP Workspacel Users Global administrator

You need to modify the configuration of the Azure ATP sensors.
Solution: You instruct User4 to modify the Azure ATP sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Only Azure ATP administrators can modify the sensors.

Any global administrator or security administrator on the tenant's Azure Active Directory is automatically an Azure ATP administrator.
References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-role-groups

NEW QUESTION 134
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name I Platform

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?vie

NEW QUESTION 137

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Azure portal, you create a
Microsoft Azure Information Protection label and an Azure Information Protection policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 139

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?

A. From the Exchange admin center create a mail flow rule.

B. From Microsoft 365 Defender, start a message trace.

C. From Microsoft Defender for Cloud Apps, create an activity policy.

D. From the Microsoft Purview compliance portal, create a label and a label policy.

Answer: D
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NEW QUESTION 140

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy. You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Area

lodentify the number of emails quarantined by LAM.  Threat protection status ™
Mailflow status report
spoot detections

URL threat protection

To identify the number of times users clicked a malicious ink  Mailflow status report b
bl Mailflow status report
Spoof detections
Threat protection status

URL threat protection

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
To identify the number of emails quarantined by ZAP:  Threat protechion status ¥
Mailflow status report
Spoof detections
Threat protection status
URL threat protection
To identify the number of imes users clicked a malicious link Mailflow status report -

in an email mmmt

Spoot detections

Threat protection status

UREL threat protection

NEW QUESTION 141

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: B

NEW QUESTION 143

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to be notified if users receive email containing a file that has a virus. What should you do?

A. From the Exchange admin center, create a spam filter policy.

B. From the Security & Compliance admin center, create a data governance event.
C. From the Security & Compliance admin center, create an alert policy.

D. From the Exchange admin center, create a mail-flow rule.

Answer: D
Explanation:
You can inspect email attachments in your Exchange Online organization by setting up mail flow rules. Exchange Online offers mail flow rules that provide the

ability to examine email attachments as a part of your messaging security and compliance needs. When you inspect attachments, you can then take action on the
messages that were inspected based on the content or characteristics of those attachments.
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NEW QUESTION 147

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, Word Description automatically generated

NEW QUESTION 151

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. A Built-in protection preset security policy is applied to the subscription.
Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Anti-malware

B. Anti-phishing

C. Safe Attachments
D. Anti-spam

E. Safe Links

Answer: CE

NEW QUESTION 154

- (Exam Topic 4)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named Userl stores documents in Microsoft OneDrive.

You need to place the contents of Userl’s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https.// : '
onedrivelive.com/ User1
contoso.onmicrosoft.com/ Sites/Usert
contoso.sharepoint.com/ contoso_onmicrosoft_com/User
contoso-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds
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NEW QUESTION 156
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.

You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

* Minimizes user interaction
* Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)

B. bring your own device (BYOD) user and device enrollment
C. Apple Configurator enroliment

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 159
- (Exam Topic 4)
From the Microsoft Azure Active Directory (Azure AD) Identity Protection dashboard, you view the risk events shown in the following exhibit.

Sign-ins from unfamiliar locations

"::I.':'E-.." ES s g “.'-"*: I"":': Sad U"":f"

LR P LOCATICH
RAOID Administratas T7.29.16, 160 Skopst, Shopaid F. Yogasle
REOD Admwnipls plcd 13747700881

Monbieal, G, Canads

RAO0 Admanictrstcn b4 146,11 Drisndo, P, Linded SEstes

ﬂ Agphy & uner (i pobey for stomat: mitigabon, =

-

(erfy ] 2508

SIGNIM TIAGE TS STATIE
VO 208 O 35 Athon
POA020E 1R Active

B9 2018 00 1A Pt

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

To require multi-factor authentication when signing in to unfamiliar locations Y|

vou must ereate a [answer choice]

named location in Azure AD
sign-in risk poliey

user risk policy

To avond generating alerts when sigming 1o to the Montreal location, create Y

lanswer choice]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

a named location in Azure AD
a sign-in risk pohicy
a user risk policy

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/howto-sign-in-risk-policy https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/quickstart-configure-named-location

NEW QUESTION 162
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.

> Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)
B. Insider risk management policies
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C. Communication compliance policies
D. Audit log retention policies

Answer: C

NEW QUESTION 166

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the
subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Policy type

Filter type

Fdter Type

»

ADp dlate

ADD 140
P rmt teor ket l

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

;I...I-'\;l *lf,f
:" T:r:Tr .

App discoveny
Dauth app

o £ LY
LSO

Fr El

ADP 4late
Apptag b
| |Permission leve 1 I
NEW QUESTION 168
- (Exam Topic 4)
You have a Microsoft 365 tenet named Contoso.com. the tenant contains the users shown in the following table.
Name Azure AD role Office 365 role group
Uzerd Application administrator eDiscovery Administrato
Userd Application administirator Crganization Management
Use “loud apohication admunisirato Giobal Admurnistiatorn
L)serd I imphance administirator eiscovery Manager

You have an eDiscovery case shown in the follow table.

Name Created by
[ “i'\.p. IRV |
L ISP LISE|
Cate3 User]
Lased Userd

For each of the following statements select yes of the statements is true. Otherwise, select NO. NOTE: each correct selection is worth one point.

Answer Area

Statements Yes Mo

User! can dolete Cased
User3 can add moembers to Cased

Userd can close
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements

£

an qoweie Lase

ri can add members to Cased

NEW QUESTION 169

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have the devices shown in the following table.

]
LMY | 'MA ,'.r !".1' 9 |
- TH . rn‘-"_' L ""r' T k4 )

You plan to join the devices to Azure Active Directory (Azure AD)

Name | TPM version | Operating system | BIOS/UEFI | Bit

| Not applicable

Yes

Locker Drive Encryption (BitLocker)

What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Artions Angwir Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 171
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.

i1 F mterpne

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the Sensitivity label

tab.)
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Review your settings and finish
o

ey

De.ac.rip.ti qn for users

e

Encryption

Content marking

Auto-labeling

Group settings

Site settings

Auto-labeling for database columns

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)

Auto-labeling policy

1 Delete Policy

Policy name

Description

Label in simulation
info to label
Apply to content in these locations

Rules for auto-applying this label

Mode
Comment
A user sends an email that contains the components shown in the following table.
Type File Includes IP address
Mail body Not No

applicable
Attachment File1 docx | Yes
Attachment FileZ xmi Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Sensitivity1 is applied to the email. @) O
A watermark is added to Filel.docx. O O
A header is added to File2.xml. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-w

NEW QUESTION 174
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.

| Name | Member of group Azure AD role
| Usert | Defenches fertery o Nane
| | - f i iw
1 ]
i Lacter for Mdenlity Co st MNone
| | i
i. I | None i Ny SUMMmurus iy |
' ]
1 Lisasrd ft'-‘—'-r"-" far ;.._..l.a..'l — | |eimw --I-Ii .__.4....|..a._..|a...

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 179
- (Exam Topic 4)

Your company has a Microsoft 36S subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The company stores 2 TBs of data in

SharePoint Online document libraries.
The tenant has the labels shown in the following table.

Name Type
Label Sensilivity label
| anel’/ Ketenhion labe
Label3 Azure Information Protection label

From the Azure portal, you active unified labeling.

For each of the following statements, select yes if the statement is true Otherwise , select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

LabelZ can now be used as a retention label or an Azure Information

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Answer Area

Statements Yes No
1 1 = ® " A = 1 i L] | 5 |
Label1 can now be used as a senstivity label or an Azure Information J
| —
Prolechion label
LabelZ can now be used as a retention label or an Azure Information '
Protection label
i i
| - | § ; | | |
Laoels can now De used as d sensitvity label or an AZure intformator

Protechon label

NEW QUESTION 183

- (Exam Topic 4)

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50 computers that run Windows 10.
You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In Azure: v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

On the computers: v

Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-windows-computer

NEW QUESTION 187

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
When users attempt to access the portal of a parther company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information

Hosted by www.contoso.com

Back to safety

Windows Defender SmartScreen

You need to enable user access to the partner company’s portal. Which Microsoft Defender ATP setting should you modify?

A. Custom detections
B. Advanced hunting
C. Alert notifications
D. Indicators

E. Alert suppression

Answer: D
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Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 192

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Microsoft 365 admin center, you configure the Organization profile settings. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Conditional Access in SharePoint Online can be configured to use an IP Address white list to allow access. References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 196

- (Exam Topic 4)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 198

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company sells products online and processes credit card information.

You need to be notified if a file stored in Microsoft SharePoint Online contains credit card information. The file must be removed automatically from its current
location until an administrator can review its contents.

What should you use?

A. a Security & Compliance data loss prevention (DLP) policy
B. a Microsoft Cloud App Security access policy

C. a Security & Compliance retention policy

D. a Microsoft Cloud App Security file policy

Answer: D

NEW QUESTION 199

- (Exam Topic 4)

You deploy Microsoft Azure Information Protection.

You need to ensure that a security administrator named SecAdminl can always read and inspect data protected by Azure Rights Management (Azure RMS).
What should you do?

A. From the Security & Compliance admin center, add User1 to the eDiscovery Manager role group.

B. From the Azure Active Directory admin center, add Userl to the Security Reader role group.

C. From the Security & Compliance admin center, add Userl to the Compliance Administrator role group.
D. From Windows PowerShell, enable the super user feature and assign the role to SecAdmin1.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-super-users

NEW QUESTION 201

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
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You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 205

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 206

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

> Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
> Report on shared documents that contain Pll. What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=0365-worldwide

NEW QUESTION 210

- (Exam Topic 4)

You have several devices enrolled in Microsoft Intune.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

i S = b=

| Name | Member of
Userl Groupl

| User?2 | Groupl, Group?

| User3 | None

The device type restrictions in Intune are configured as shown in the following table.

Priority | Member of _ Allowed platform Assigned fo
| Policv ] Androsd, 105, Windows { MIDM) N oI
s | Policy2 | Windows (MDM) Group.
| Pohcy3 | Android, 105 | Group]
Defanlt All user Android, Windows (MDM) All vser

You add User3 as a device enrollment manager in Intune.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes

7

0

Userl can enroll Windows devices in Intune. O @)

b

P
“-‘

User2 can enroll Android devices in Intune O

- el

User3 can enroll 108 devices in Intune. (J

()
N

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No Yes No

NEW QUESTION 214

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name Member of
Usert UserGroup1
User? UserGroup?
Userd UserGroupa

The tenant contains the devices shown in the following table.

Name Owner Installed apps Platform Microsoft Intune
Devicel User1 None Windows 10 | Enrolled
Device? User2 App2 Android Mot enrolled
Deviced Userd None 105 Not enrolled

You have the apps shown in the following table.
Name Type

App1 105 store app

App2 Android store app

App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O

App3 can be installed automatically for UserGroup1 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy

NEW QUESTION 216
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD).

The domain contains two servers named Serverl and Server2 that run Windows Server 2016. Serverl has the File Server Resource Manager role service
installed.

You need to configure Serverl to use the Azure Rights Management (Azure RMS) connector. You install the Microsoft Management connector on Serverl.
What should you do next on Serverl?

A. Run the GenConnectorConfig.ps1 script.
B. Configure the URL of the AIPMigrated group.
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C. Enable BitLocker Drive Encryption (BitLocker).
D. Install a certification authority (CA).

Answer: A

Explanation:

If you want to use the server configuration tool for the RMS connector, to automate the configuration of registry settings on your on-premises servers, download
and run the GenConnectorConfig.ps1 script.

References:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector#installing-the-rm

NEW QUESTION 220
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type

Policy3 | Anti-malware

i
i
i
-
i
-

'olicy4 Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 222

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune. What should you create?

A. scope tags

B. device configuration profiles
C. device categories

D. device compliance policies

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 226

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From Windows PowerShell, you run the New-ComplianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/permissions-filtering-for-content-search https://docs.microsoft.com/en-
us/powershell/module/exchange/policy-and-compliance-content-search/newcomp

NEW QUESTION 231

- (Exam Topic 4)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\!/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

C. install all the feature updates released since version 2004 and the latest quality update only.
D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 236
- (Exam Topic 4)
You have a data loss prevention (DIP) policy.

You need to increase the likelihood that the DLP policy will apply to data that contains medical terms from the International Classification of Diseases (ICD-9-CM).
The solution must minimize the number of false positives.

Which two settings should you modify? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.
Content contains

Any of these ¥

Pll Identifiers

Sensitive info type Instance count Match accuracy
min| |max min| |max
LL5. Social Security Number (55N) 1 any 50 100
Add -
and - |

Any of these ¥

Medical Terms

Sensitive info type instance count Match accuracy
i it min A
International Classification of Diseases (ICD-9-CM) l any s0| |100
Add -
A. Mastered

B. Not Mastered
Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies https://docs.microsoft.com/en-us/office365/securitycompliance/what-
the-sensitive-information-types-look-for#i

NEW QUESTION 238

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 239
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.
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= sensitivity

Labels Label policies Auto-labeling{preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings vou choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites

Create alabel = Publish labels _ Refresh

Name Order Created by Last modified

Label1 0-highest Prvi 04/24/2020

- Label2 . Prvi 04/24/2020

Label3 0-highest Prvi 04/24/2020

Labeld 0-highest Prvi 04/24/2020

= Labels o - P 04/24/2020

Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 240

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 242

- (Exam Topic 4)

You have a new Microsoft 365 subscription.

A user named Userl has a mailbox in Microsoft Exchange Online.

You need to log any changes to the mailbox folder permissions of User1.

Which command should you run? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

VW Userl ¥ strue
Set-AdminAuditLogConfig -AdminAuditLogEnabled
Set-Mailbox -AuditEnabled
Set-UnifiedAuditSetting -UnifiedAuditLogingestionEnabled

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To enable auditing for a single mailbox (in this example, belonging to Holly Sharp), use this PowerShell command: Set-Mailbox username -AuditEnabled $true
References:

https://support.microsoft.com/en-us/help/4026501/office-auditing-in-office-365-for-admins https://docs.microsoft.com/en-
us/powershell/module/exchange/mailboxes/set-mailbox?view=exchange-ps

NEW QUESTION 245

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps. You configure a session control policy to block downloads from SharePoint
Online sites. Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites. What should you configure?
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A. an access policy

B. a data loss prevention (DLP) policy
C. an activity policy

D. a Conditional Access policy

Answer: A

NEW QUESTION 246

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From Windows PowerShell, you run the New-AzureRmRoleAssignment cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.resources/new-azurermroleassignment? view=azurermps-6.13.0

NEW QUESTION 251

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:

» Microsoft 365 Apps for enterprise

» Office for the web

* Office 2016

* Office 2019

The company currently uses the following Office file types:

» .docx

o XxlIsx

« .doc

* Xls

You plan to use sensitivity labels. You need to identify the following:

» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



[fsureP522

Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

Answer Area

Cffice versions that require

in add-n to support the sensitivity labels: | Microsoft 365 Apps for enterpnse and Office for the web only T‘I l
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NEW QUESTION 255
- (Exam Topic 4)

Your company uses Microsoft Cloud App Security.
You plan to integrate Cloud App Security and security information and event management (SIEM). You need to deploy a SIEM agent on a server that runs

Windows Server 2016.

What should you do? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

First action to perform:

Second action to perform

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

v

Install Java 8.

Install Microsoft WET Framework 3.5.

Add the Windows Internal Database feature

Add the Setup and Boot Event Collection feature.

Run the Set-MMagent cmdlet.

Add the Setup and Boot Event Collection feature

Run the java command and specify the -jar parameter

Run the Install-WindowsFeature cmdlet and specify the -source parameter.

https://docs.microsoft.com/en-us/office365/securitycompliance/integrate-your-siem-server-with-office-365-cas

NEW QUESTION 258
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.
You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory. What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)

C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

NEW QUESTION 263
- (Exam Topic 4)

You have a document in Microsoft OneDrive that is encrypted by using Microsoft Azure Information Protection as shown in the following exhibit.
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Protection settings @

LENTER( TR R HYOK (AD RMS)

Select the protection action type @
[:!:J Set permissions
CJ Set user-defined permissions (Preview)

USERS PERMISSIONS

M365x901434 . onmicrosoft.com Co-Owner

+ Add permissions

Content expiration

Mumber of days the content is valid

30 W

Allow offline access
Balance security requirements (includes access after revecation) with the flexibility to open protected
content without an Internet connection. Mare infermation and recommended settings

Always Mever By days

Mumber of days the content is available without an Internet connection

7 V|

Protection template ID - template id is automatically generated after template is saved

Protection template ID - template id is automatically generated after template is saved

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If vou copy the file to your local computer, vou [answer choice] v
cannot open the document

can open the document indefinitely

can open the document for up to 7 days

can open the document for up to 30 days

If vou email the document to a user outside vour organization. v
the user [answer choice). cannot open the document

can open the document indefinitely

can open the document for up to 7 days
can open the document for up to 30 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection

NEW QUESTION 264

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Cloud App Security admin
center, you create an access policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 265
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- (Exam Topic 4)
Your company uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP). The devices onboarded to Microsoft Defender ATP are shown in
the following table.

Name Machine group

Devicel ATP1

Device2 ATPI

Device3 ATP2

The alerts visible in the Microsoft Defender ATP alerts queue are shown in the following table.

Name Machine

Alertl Devicel

Alert2 Device2

Alert3 Device3

You create a suppression rule that has the following settings:
> Triggering IOC: Any I0C
> Action: Hide alert

uppression scope: Alerts on machine group

> s Alerts on ATP1 mach

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
After you create the suppression rule, Alert1 is visible in the alerts queue. O C}
After you create the suppression rule, Alert3 is visible in the alerts queue. C} )
After you create the suppression rule, a new alert triggered on Device2 is i: J

visible in the alerts queue.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A suppression rule will not affect alerts that are already in the alerts queue. Only new alerts will be suppressed.

NEW QUESTION 270

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

All users have Mac computers. All the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender Advanced Threat Protection
(Microsoft Defender ATP).

You need to configure Microsoft Defender ATP on the computers. What should you create from the Endpoint Management admin center?

A. a device configuration profile

B. an update policy for iOS

C. a Microsoft Defender ATP baseline profile

D. a mobile device management (MDM) security baseline profile

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 271

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Exchange admin center, you
create a data loss prevention (DLP) policy.

Does this meet the goal?

A. Yes
B. No
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Answer: A

NEW QUESTION 275

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You discover that some external users accessed content on a Microsoft SharePoint site. You modify the SharePoint shoring policy to prevent sharing outside your
organization.

You need to be notified if the SharePoint sharing policy is modified m the future. Solution: From the SharePoint site, you create an alert.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 278

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.

From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package
D. Go hunt

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwid

NEW QUESTION 283

- (Exam Topic 4)

You have Windows 10 Pro devices that are joined to an Active Directory domain. You plan to create a Microsoft 365 tenant and to upgrade the devices to Windows
10 Enterprise. You are evaluating whether to deploy Windows Hello for Business for SSO to Microsoft 365 services. What are two prerequisites of the
deployment? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Microsoft Azure Active Directory (Azure AD)

B. smartcards

C. Microsoft Intune enrollment

D. TPM-enabled devices

E. computers that have biometric hardware features

Answer: AC

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-hybrid-aadj-sso

NEW QUESTION 286

- (Exam Topic 4)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macQOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 290

- (Exam Topic 4)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must Meet the following requirements.
Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909

B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
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D. Window 10 Enterprise, version 2004
Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-
supported-configurations

NEW QUESTION 294

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2. All users are assigned a Microsoft 365 Enterprise E5 license and
auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)

New audit retention policy

Marme =

Policy1

Dlesoription

Recoid Types

AzureActvelirectony -

Activities

Added user, Deleted user, Reset user password, Changed user password, Changed user icense, _.(T) -

ey

Adrnin

Duraticn *
i 90 Days

6 Months

1 Year

Prigrity =

100

1

After Policyl is created, the following actions are performed:
> Adminl creates a user named Userl.

> Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User1 v

0 days
30 days
90 days
180 days
365 days

User? v

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide
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NEW QUESTION 295

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Security & Compliance admin center, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 298

- (Exam Topic 4)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.

B. Install the latest feature update and all the quality updates released since version 21H1.

C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 302

- (Exam Topic 4)

HOTSPOT

Your network contains an Active Directory forest named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You use Microsoft System Center Configuration Manager (Current Branch) for device management. You have the Windows 10 devices shown in the following
table.

Name | Collection
Devicel Collectionl
Device2 Collection2

You configure Configuration Manager co-management as follows:

> Automatic enrollment in Intune: Pilot

> Pilot collection: Collection2

You configure co-management workloads as shown in the following exhibit.

Properties 4

Frabiemert VWolldoads g S

For whrdoas 10 dences that are in 3 co-maragement stae. you car have Mscrosoht
Intune slart mardgere drfierert workdoads Choose Puot intume 10 harvd intune manage
the workicads for only cherts in the Filet group (specrhec [ater in thes wzard) H you ane
not ready o move workicads 1o infune  select Conbguration Manager

Configuraton Manager Pict Inture inture
Corpdarce pokons [ ]
Rescurce scorss polces .
Windows Lipdate polkoes .
Endpart Profection .

I ==

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
Microsoft Intune manages the compliance policies for Devicel. O =)
Configuration Manager manages the Windows Update policies for Devicel. (O Q
Microsoft Intune manages Endpoint Protection for Devicel. QO @
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Microsoft Intune manages the compliance policies for Devicel. O )
Configuration Manager manages the Windows Update policies for Devicel. O O.
Microsoft Intune manages Endpoint Protection for Device2. S @)

NEW QUESTION 303

- (Exam Topic 4)

You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.
Updates

Mkl

How long after the Azure ATP cloud service is updated will the sensor update?

A. 1 hour
B. 12 hours
C. 48 hours
D. 7days
E. 72 hours

Answer: E

Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-whats-new

NEW QUESTION 305

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records. You need to ensure that the option to mark content
as a regulatory record is visible when you create retention labels.

What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide

NEW QUESTION 308

- (Exam Topic 4)

In Microsoft 365, you configure a data loss prevention (DLP) policy named Policyl. Policyl detects the sharing of United States (US) bank account numbers in
email messages and attachments.

Policyl is configured as shown in the exhibit. (Click the Exhibit tab.)
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1ges 1o people, You can choose who hat access to shared SharePoint and OneDnve content

. Only people outside your organization, People mside your grganization will continue to hawve access

You need to ensure that internal users can email documents that contain US bank account numbers to external users who have an email suffix of contoso.com.
What should you configure?

A. an action

B. a group

C. an exception
D. a condition

Answer: C

Explanation:

Editing Policy settings > +New Rule > Exceptions We won't apply this rule to content that matches any of these exceptions. > +Add an exception > [Dropdownbox]
Except if the recipient domain is.

Except if recipient domain is Detects when content is sent in an email message to the recipient domains you specify.

NEW QUESTION 313

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You unjoin Devicel from the Active Directory
domain.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 316

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to create a trusted location and a conditional access policy.

NEW QUESTION 318

- (Exam Topic 4)

Your company has a Microsoft 365 subscription.

You need to identify which users performed the following privileged administration tasks:
*Deleted a folder from the second-stage Recycle Bin of Microsoft SharePoint

*Opened a mailbox of which the user was not the owner

*Reset a user password What should you use?

A. Microsoft Azure Active Directory (Azure AD) audit logs
B. Security & Compliance content search

C. Microsoft Azure Active Directory (Azure AD) sign-ins
D. Security & Compliance audit log search

Answer: D
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NEW QUESTION 322

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com that uses Microsoft System Center Configuration Manager (Current Branch).

You have Windows 10 and Windows 8.1 devices.

You need to ensure that you can analyze the upgrade readiness of all the Windows 8.1 devices and analyze the update compliance of all the Windows 10 devices.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

First action to perform - _ _ - -
Enroll the devices in Microsoft Intune

Configure device compliance in Microsoft Intune
Create a Microsoft Azure Log Analytics workspace.
Add an alias (CNAME) record to the DINS zone of contoso.com

Second action to perform T-|
Configure all the devices to have a commercial [D

Configure software imventory in Configuration Manager,

Configure all the devices to join the Windows Insider Program
Configure and restart the Windows Update service on all the devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/windows/deployment/upgrade/upgrade-readiness-get-started https://docs.microsoft.com/en-
us/windows/deployment/update/update-compliance-get-started

NEW QUESTION 326
- (Exam Topic 4)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Role
Useri Global admin
User2 None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert MNone
User? Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-
us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 328
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- (Exam Topic 4)
You have a Microsoft 365 tenant.
You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0s

D. Window 10

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 331

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.
Name Require BitLocker Require the device to be at or under the
| | machine risk score
| Policy1 | Required | High
| Policy?2 | Not configured | Medium
Policy3 | Required | Low

The tenant contains the devices shown in the following table.

Name BitLocker Drive Microsoft Defender for Policies applied
Encryption Endpoint risk status
_ . (BitLocker) | |
Devicel Configured High Policy1, Policy3
| Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O @
Device2 is marked as compliant. O O

Device3 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 334

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.
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Choose locations to apply the policy

A | o b [ £ ¥

» - &
: :
. " ’
. -
& or . 7
L ]
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Choose locations to apply the policy
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NEW QUESTION 336

- (Exam Topic 4)

Your company purchases a cloud app named App1l.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signin to App1. @

Create a conditional access policy @

©O

From the Azure Active Directory admin
center, configure the Diagnostic settings

From the Azure Active Directory admin
center, add an app reqistration for App1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION 337
- (Exam Topic 4)
Your company has a Microsoft 365 subscription that contains the domains shown in the following table.

Can enroll devices to Microsoft Intune by using

Mame P
auto-discovery

The company plans to add a custom domain named fabrikam.com to the subscription and then to enable enrollment of devices to Intune by using auto discovery
for Tabrikam.com.
You need to add a DNS record to the fabrikam.com zone. Which record type should you use for the new record?

A. SRV
B. PTR
C. CNAME
D. TXT

Answer: C

NEW QUESTION 338

- (Exam Topic 4)

You purchase a new Microsoft 365 subscription.

You create 100 users who are assigned Microsoft 365 E3 licenses. From the Security & Compliance admin center, you enable auditing.
Six months later, a manager sends you an email message asking the following questions:

> Questionl: Who created a team named Teaml 14 days ago?
> Question2: Who signed in to the mailbox of Userl 30 days ago?

> Question3: Who changed the site collection administrators of a site 60 days ago?
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
An audit log search from the Security & Compliance admin O ®
center will provide the answer to question 1.

An audit log search from the Security & Compliance admin O O
center will provide the answer to question 2.

An audit log search from the Security & Compliance admin O
center will provide the answer to question 3.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance https://docs.microsoft.com/en-
us/office365/securitycompliance/enable-mailbox-auditing

NEW QUESTION 343

- (Exam Topic 4)

You have a Microsoft 365 subscription

All users are assigned a Microsoft 365 E3 License.

You enable auditing for your organization.

What is the maximum amount of time data will be retained in the Microsoft 365 audit log?

A. 2 years
B. 1 year

C. 30 days
D. 90 days

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 345

- (Exam Topic 4)

Your company has a Microsoft 365 subscription. you implement sensitivity Doris for your company.

You need to automatically protect email messages that contain the word Confidential m the subject line. What should you create?

A. a sharing policy from the Exchange admin center

B. a mail flow rule from the Exchange admin center

C. a message Dace from the Microsoft 365 security center

D. a data loss prevention (DLP) policy from the Microsoft 365 compliance center

Answer: B

NEW QUESTION 349

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
> Microsoft Teams

> Microsoft OneDrive

> Microsoft Exchange Online

> Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.
What is the minimum number of retention policies that you should create?

00w
AR WDNPRP

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=0365-worldwide

NEW QUESTION 351

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to automatically label the documents on Sitel
that contain credit card numbers.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Create a sensitivity label

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy
Publish the label

Create a retention label.

Wait eight hours, and then turn on the policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide#what-labe https://docs.microsoft.com/en-
us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w

NEW QUESTION 352

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings. You install the Group Policy Management Console (GPMC)
on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You upgrade Serverl to Windows Server 2019.

Does this meet the goal?

A. yes
B. No

Answer: A

NEW QUESTION 356

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You recently configured a Microsoft SharePoint Online tenant in the subscription. You plan to create an alert policy.

You need to ensure that an alert is generated only when malware is detected in more than five documents stored in SharePoint Online during a period of 10
minutes.

What should you do first?

A. Enable Microsoft Office 365 Cloud App Security.
B. Deploy Windows Defender Advanced Threat Protection (Windows Defender ATP)
C. Enable Microsoft Office 365 Analytics.

Answer: B

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/use-case-admin-quarantine

NEW QUESTION 360

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have a group named Support. Users in the Support group frequently send email messages to external users.

The manager of the Support group wants to randomly review messages that contain attachments.

You need to provide the manager with the ability to review messages that contain attachments sent from the Support group users to external users. The manager
must have access to only 10 percent of the messages.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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To meet the goal for the manager, create:

To review the messages, the manager must use:

L

A label policy

A retention policy
A supervisor policy
An alert policy
MyAnalytics

Y

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

A message trace

An eDiscovery case
MyAnalytics
Outlook Web App

https://docs.microsoft.com/en-us/office365/securitycompliance/supervision-policies

NEW QUESTION 363
- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users are assigned the Enterprise Mobility + Security license.

You need to ensure that when users join their device to Microsoft Azure Active Directory (Azure AD), the device is enrolled in Microsoft Intune automatically.

What should you configure?

A. Enrollment restrictions from the Intune admin center

B. device enrollment managers from the Intune admin center
C. MAM User scope from the Azure Active Directory admin center
D. MDM User scope from the Azure Active Directory admin center

Answer: D

Explanation:
References:

https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 364
- (Exam Topic 4)

You have a Microsoft 365 subscription.
You need to view the IP address from which a user synced a Microsoft SharePoint library. What should you do?

A. From the SharePoint admin center, view the usage reports.
B. From the Security & Compliance admin center, perform an audit log search.
C. From the Microsoft 365 admin center, view the usage reports.

D. From the Microsoft 365 admin center, view the properties of the user’s user account.

Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 368
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Deviced i0S 12
Deviceb i0S 14

All the devices have an app hamed Appl installed.
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You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required
policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint
Manager:

Minimum number of required policies:

A. Mastered

B. Not Mastered

Answer: A

Explanation:

v

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

v

nwMr =

Graphical user interface, application, table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy

NEW QUESTION 371

- (Exam Topic 4)

You have a Microsoft 365 tenant.
You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 374
- (Exam Topic 4)
You have a Microsoft 365 subscription that uses a default domain named contoso.com. The domain contains the users shown in the following table.

Name Member of
User1 Group1
User? Group1, Group2

The domain contains the devices shown in the following table.

Name Compliance status
Devicel Compliant
Device? Noncomphiant

The domain contains conditional access policies that control access to a cloud app named Appl. The policies are configured as shown in the following table.

A 5T 5 g o i Device state
Mame Includes ( Excludes :
includes

i - = e & - - - -
Pobcy1 Group1 | None | All device states

1

[Policy2 | Group! | Group2 | None o

|- il _— x L. | E—— — | . - — —
Pohcy3 | Group1 None All device states

]_ Device state |

Grant .
excludes J!

| Device marked

Block access
1 as comphant

| None ' Elfr;ck .‘eréﬂ
! — S— S — S SR
None | Grant access |

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can access App1 from Device1. O O
User2 can access App1 from Device1. O O
User2 can access App1 from Device2 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes No

NEW QUESTION 376

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 8.1 and have applications installed as
shown in the following table.

Name Application count Used by

A = Y i ¥ ¥ OB
218 F48 Finance department

.'.:'-F . 1 00

ales department

You enroll all the computers in Upgrade Readiness.

You need to ensure that Appl and App2 have an UpgradeDecision status of Ready to upgrade. Solution: You set the importance status of App2 to Low install
count.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

If an app is installed on less than 2% of the targeted devices, it's marked Low install count. Two percent is the default value. You can adjust the threshold in the
readiness settings from 0% to 10%. Desktop Analytics automatically marks these apps as Ready to upgrade.

Reference:

https://docs.microsoft.com/en-us/configmgr/desktop-analytics/about-deployment-plans

NEW QUESTION 378

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to identify which administrative users performed eDiscovery searches during the past week. What should you do from the Security & Compliance admin
center?

A. Perform a content search

B. Create a supervision policy
C. Create an eDiscovery case
D. Perform an audit log search

Answer: D

NEW QUESTION 383

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Azure Active Directory admin center, you assign the Security administrator role to Userl. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
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References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 386

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named User1.

The subscription has a single anti-malware policy as shown in the following exhibit.

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the
following text: 'Malware was removed."

F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection ?view=036

NEW QUESTION 387
- (Exam Topic 4)
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.
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Choose the types of content to protect

This policy will protect that matches these requirements. You can choose sensitve info types and
existing labels

Confent contains

Any of these =

Sensitive info type Match accuracy

min max
Credit Card Number BA 100
Retention labels

1 vear

Add -

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

DLP1 cannot be applied to [answer choice). v

Exchange email '
SharePoint sites

OneDrive accounis

DLP1 will be applied only to documents that have [answer choice]. \ 4

both a credit card number and the 1 year label applied
either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Using a retention label in a policy is only supported for items in SharePoint Online and OneDrive for Business.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid

NEW QUESTION 388
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear In the review screen.
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You create an Azure Advanced Threat Protection (ATP) workspace named

Workspacel. The tenant contains users shown in the following table.
Name Member of group
I "'. 'r"..|" Ak rlcl MK I'I < bl

Azure AD role

nistrator v

W A = .
I =1 e LI

You need to modify the configuration of the Azure ATP sensors.
Solution: You instruct Userl to modify the Azure ATP sensor configuration.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Only Azure ATP administrators can modify the sensors. References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-role-groups

NEW QUESTION 393

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DIP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the OLP policy. You need to prevent the users from bypassing the DLP

policy.
What should you configure?
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A. incident reports
B. actions

C. exceptions

D. user overrides

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 396

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains computers that
run Windows 10 Enterprise and are managed by using Microsoft Intune. The computers are configured as shown in the following table.

Name CPU Cores “RAM l TPM
Computer] 64-bat 2 12 GB | Enabled
“Computer2 “64-bat 4 | 12GB | Enabled
Computer3 64 -bit 8 16 GB [ Dhisabled
Computerd | 32-bat |4 ' |+GB | Disabled

You plan to implement Windows Defender Application Guard for contoso.com.

You need to identify on which two Windows 10 computers Windows Defender Application Guard can be installed.
Which two computers should you identify? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Computerl
B. Computer3
C. Computer2
D. Computer4

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/reqs

NEW QUESTION 397

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. Your company implements Windows Information Protection
(WIP).

You need to modify which users and applications are affected by WIP.

What should you do? To answer, select the appropriate options m the answer area. NOTE: Each correct selection is worth one point.

To modify which users are affected by WIP, configure: v
The Azure AD app registration

The Azure AD device settings

The MAM User scope

The mobile device management (MDM) authoritv

To modify which applications are affected by WIP, configure: \J
App configuration policies
App protection policies
Compliance policies

Device configuration profiles

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/crea

NEW QUESTION 400

- (Exam Topic 4)

A user receives the following message when attempting to sign in to https://myapps.microsoft.com:

"Your sign-in was blocked. We've detected something unusual about this sign-in. For example, you might be signing in from a new location device, or app. Before
you can continue, we need to verity your identity. Please contact your admin.”

Which configuration prevents the users from signing in?

A. Microsoft Azure Active Directory (Azure AD) Identity Protection policies
B. Microsoft Azure Active Directory (Azure AD) conditional access policies
C. Security & Compliance supervision policies

D. Security & Compliance data loss prevention (DIP) policies
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Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION 404
- (Exam Topic 4)
You have three devices enrolled in Microsoft Intune as shown in the following table.

Name Platform BitLocker Drive Encryption Member of
iBitl.ocker)
' Devicel Windows 10 Disabled | Groupl, Group?
- Devicel - Windows 10 | hsabled | Giroup2, Groupd
Deviced Windows |0 Disabled Groupd

The device compliance policies in Intune are configured as shown in the following lable

Name Require BitLocker Mark noncompliant Assigned
after (davs)
| Policyl | Requure | 3 | No
Policy. . Requure | 10 | Yes
Policy 3 Non configured 15 Yes

The device compliance pelicies have the assignments shown in the fellowing Lable.

Name Assigned to
Policy2 Group?2
Policy3 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

Devicel is marked as noncompliant after 10 davs.

Device2 is marked as noncompliant after 10 days.

Device3 is marked as noncompliant after 15 davs.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Devicel is marked as noncompliant after 10 days.

Device2 is marked as noncompliant after 10 days.

Device3 is marked as noncompliant after 15 days.

NEW QUESTION 409
- (Exam Topic 4)

Yes
Q
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R D
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You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status Assessment Your
| progress | improvement

| | actions
SP800 | 15444 | Incomplete | 72% 3 of 450
_ I [— = A completed
Data | 14370 | Incomplete | 70% 3 of 489
| Protection | completed
Baseline

Microsoft Gruup'- Product

actions

| 385

Regulation

['887 of 887 | Group1| Microsoft| NIST 800-
completed |

|
53
T

835 of 835 | Group2| Mi[rogﬂft Data

completed

The SP800 assessment has the improvement actions shown in the following table.

Passing Certification Exams Made Easy

| 365

Protection |

! Baseline

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
Ll SUI’E PaSS https://www.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

~ Improvementaction | Teststatus  Impact | Points achieved | Regulations
Establish a threat intelligence None +9 points | 0/9 NIST 800-53, Data Protection
program Baseline

Establish and document a None +9 points | 0/9 NIST 800-53, Data Protection
configuration management program Baseline

You perform the following actions:
> For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.

> Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Establish a threat intelligence program will appear as Implemented in B, O
the SP800 assessment.
The SP800 assessment score will increase by 54 points. Q B
The Data Protection Baseline score will increase by 9 points. O 9,

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 411
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