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NEW QUESTION 1
Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

interface “portl”
gateway 100.64.1.254
source 100.64.1.1
cost 15

interface “port2”
gateway 100.64.2.254
pricrity 10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN

rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 2
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD-WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.

Answer: B

NEW QUESTION 3
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)
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A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.
B. The measured bandwidth is less than 100 KBps.
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C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.
D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 4
Refer to the exhibit.

Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over IPsec?

A. type must be set to static.

B. mode-cfg must be enabled.

C. exchange-interface-ip must be enabled.
D. add-route must be disabled.

Answer: D

Explanation:
for using "non ike" routes (for example BGP/static and so on) you must do disable the add-route that inject automatically kernel route based on p2 selectors from
the remote site from the SD-WAN_7.2_Study Guide page 236

NEW QUESTION 5
Refer to the exhibit.

config vpn ipsec phasel-interface
edit “FIRST VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl2B-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl
next

edit “SECOND VPN”

set type dynamic
set interface “portl”
set peertype any
set proposal aesl2B-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2
next
edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.
Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?
(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 6

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version NSE7_SDW-7.0 Questions & Answers shared by Certleader
https://www.certleader.com/NSE7_SDW-7.0-dumps.html (35 Q&AS)

CertLeader:

Leader of IT Certifications

Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.
D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 7
Refer to the exhibits.
Exhibit A

Edit Performance SLA

IP Version
Probe Mode

Protocol

Participants

Leveld DMNS

=
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mTCPECHD UDPECHO HTTP TW

4221

42232

All SD-WAN Members
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2 Entries
Enable Probe Packets a
SLA Targets O
= Add Target
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Failure Before Inactive 3 - (e 3500)
Restore Link After 2 (s 36009
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Update Static Route &l
Cascade Interfaces [
Exhibit B -
branchl fgt # diagnose sys sdwan membar qrep port
Member{l): incerface: portl, flages=(xd , gateway: 192.2.0.2, priority 1024, welight
Member(l): interface: portd; Llags=lxl ateéway: 19£.2.0.10, priorit 1024, weight:
branchl fgt # get router info routing-table all | grep port
5* 0.0 1/0] via 192.2.0.2, portl
i1 via 192.2.0.10, portd
5 5/32 [10/0] via 192.2.0.11, port
- L 51 ) § 18 directly connectad, port.
5 12.16.0.0/16 [10/0] wia 172.16.0.2, portd
C 1216 Y 18 directly connected, portd
15 ¢S ia directly connected, port
c 52.2.0.6/2% 15 directly connected, portl
68 24 1s directly nected, port
branchl fgt # diagnose sys =dwan health-check status Leavell DNS
Health Check(Level3 DNS):
Seq(l portl): statedalive), packet-loss(0,.000%) latency(l.91%), jitter! 1}, bandwidth-
up {10238), bandwidth-dw (10232}, bandwidth-bi(20476) sla map=0x{
Seq(d portl): state(alive), packet-loss(0.000%) latency(1.50%), jatter(0.10l), bandwidth
up (10236) , bandwidth-dw{10238), bandwidth-bi{2047¢) sla map=(x

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.
If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:
This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead
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NEW QUESTION 8
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)

A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 9
Refer to the exhibit.

# = [P

1 .. R 2, 5 —— « L= & .
l-session-d LLY ClheCKk—Ilew

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.

C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD
Explanation:

FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session
against the new firewall policy.

NEW QUESTION 10
Refer to the exhibits.

Exhibit A
10.1.08.7
dcl host 55%H ‘..I'I'.,I"':I
ports
ALY e e e
. L]
Original traffic
Reply traffic
@7 INeT
L =1 ]
branchl_fgt (L A
ports
branchl cl nt .
10.9.1. 101
Exhibit B
icl fgt # show system global
4 - = | -
- - L8 ! ik i 2
= =1 = | . =1 l__llI ‘r ':.I
H 4 # = [ r:l Ia.
sat al W=3U =oVerla iDL
t -a - fia - ena 5

Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dcl_fgt. Exhibit B shows the system global and system settings
configuration on dcl_fgt.
When branchl_client establishes a connection to dcl_host, the administrator observes that, on dcl_fgt, the reply traffic is routed over T_INET_0_0, even though
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T_INET_1_0is the preferred member in the matching SD-WAN rule.
Based on the information shown in the exhibits, what configuration change must be made on dcl_fgt so dcl_fgt routes the reply traffic over T_INET_1_07?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Answer: A

Explanation:

Controlling return path with auxiliary session When multiple incoming or outgoing interfaces are used in ECMP or for load balancing, changes to routing, incoming,
or return traffic interfaces impacts how an existing sessions handles the traffic. Auxiliary sessions can be used to handle these changes to traffic
patterns.https://docs.fortinet.com/document/fortigate/7.0.11/administration-guide/14295/controlling-return-path

NEW QUESTION 10
Which components make up the secure SD-WAN solution?

A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
D. Telephone, ISDN, and telecom network.

Answer: C

NEW QUESTION 15
Refer to the exhibit.

| T B EY wa

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the
traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET_1_O.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

he traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.
_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_O.

INET_0_0 does not have a valid route to the destination.

INET_1_0 has a higher member configuration priority than T_INET_0_O.

AT
B. T
C.T_|
D.T |
Answer: AC

NEW QUESTION 16
In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 20
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