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NEW QUESTION 1
A support engineer wants to prevent users from running malware on several laaS compute instances. Which of the following will BEST achieve this objective?

A. Encrypt all applications that users should not access.

B. Set the execute filesystem permissions on the desired applications only.
C. Implement an application whitelisting policy.

D. Disable file sharing on the instance.

Answer: C

NEW QUESTION 2
Users of an enterprise application, which is configured to use SSO, are experiencing slow connection times. Which of the following should be done to troubleshoot
the issue?

A. ¢ Perform a memory dump of the OS.s Analyze the memory dump.» Upgrade the host CPU to a higher clock speed CPU.

B. « Perform a packet capture during authentication.» Validate the load-balancing configuration.s Analyze the network throughput of the load balancer.
C. * Analyze the storage system IOPS.« Increase the storage system capacity.» Replace the storage system disks to SSD.

D. « Evaluate the OS ACLs.» Upgrade the router firmware.s Increase the memory of the router.

Answer: C

NEW QUESTION 3

A systems administrator is troubleshooting performance issues with a Windows VDI environment. Users have reported that VDI performance has been slow since
the images were upgraded from Windows 7 to Windows 10.

This VDI environment is used to run simple tasks, such as Microsoft Office. The administrator investigates the virtual machines and finds the following settings:

> 4vCPU
> 16GB RAM
> 10Gb networking

> 256MB frame buffer
Which of the following MOST likely needs to be upgraded?

A. VRAM
B. vCPU
C.vGPU
D. vNIC

Answer: D

NEW QUESTION 4
An organization is developing a new solution for hosting an external website. The systems administrator needs the ability to manage the OS. Which of the following
methods would be MOST suitable to achieve this objective?

A. Deploy web servers into an laaS provider.

B. Implement a cloud-based VDI solution.

C. Provision web servers in a container environment.

D. Use PaaS components in the cloud to implement the product.

Answer: C

NEW QUESTION 5

A DevOps administrator is automating an existing software development workflow. The administrator wants to ensure that prior to any new code going into
production, tests confirm the new code does not negatively impact existing automation activities.

Which of the following testing techniques would be BEST to use?

A. Usability testing

B. Regression testing

C. Vulnerability testing
D. Penetration testing

Answer: B

NEW QUESTION 6

To save on licensing costs, the on-premises, laaS-hosted databases need to be migrated to a public DBaaS solution. Which of the following would be the BEST
technique?

A. Live migration

B. Physical-to-virtual

C. Storage-level mirroring

D. Database replication

Answer: B

NEW QUESTION 7
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Lateral-moving malware has infected the server infrastructure.
Which of the following network changes would MOST effectively prevent lateral movement in the future?

A. Implement DNSSEC in all DNS servers

B. Segment the physical network using a VLAN
C. Implement microsegmentation on the network
D. Implement 802.1X in the network infrastructure

Answer: B

NEW QUESTION 8
A technician just received the lessons learned from some recent data that was lost due to an on-premises file-server crash. The action point is to change the
backup strategy to minimize manual intervention. Which of the following is the BEST approach for the technician to implement?

A. Backup as a service
B. RAID 1

C. Long-term storage
D. New backup devices

Answer: C

NEW QUESTION 9

A cloud administrator checked out the deployment scripts used to deploy the sandbox environment to a public cloud provider. The administrator modified the script
to add an application load balancer in front of the web- based front-end application. The administrator next used the script to recreate a new sandbox environment
successfully, and the application was then using the new load balancer.

The following week, a new update was required to add more front-end servers to the sandbox environment. A second administrator made the necessary changes
and checked out the deployment scripts. The second administrator then ran the script, but the application load balancer was missing from the new deployment.
Which of the following is the MOST likely reason for this issue?

A. The license limit on the number of server deployments allowed per month was exceeded

B. The deployment script changes made by the first administrator were not checked in and committed
C. The new server images were incompatible with the application load-balancer configuration

D. The application load balancer exceeded the maximum number of servers it could use

Answer: B

NEW QUESTION 10
A systems administrator needs to configure monitoring for a private cloud environment. The administrator has decided to use SNMP for this task.
Which of the following ports should the administrator open on the monitoring server’s firewall?

Answer: D

NEW QUESTION 10

A storage array that is used exclusively for datastores is being decommissioned, and a new array has been installed. Now the private cloud administrator needs to
migrate the data.

Which of the following migration methods would be the BEST to use?

A. Conduct a V2V migration

B. Perform a storage live migration

C. Rsync the data between arrays

D. Use a storage vendor migration appliance

Answer: D

NEW QUESTION 13

A media company has made the decision to migrate a physical, internal file server to the cloud and use a web- based interface to access and manage the files.
The users must be able to use their current corporate logins.

Which of the following is the MOST efficient way to achieve this goal?

A. Deploy a VM in a cloud, attach storage, and copy the files across
B. Use a SaasS service with a directory service federation

C. Deploy a fileshare in a public cloud and copy the files across

D. Copy the files to the object storage location in a public cloud

Answer: C

NEW QUESTION 15

A cloud administrator is reviewing the authentication and authorization mechanism implemented within the cloud environment. Upon review, the administrator
discovers the sales group is part of the finance group, and the sales team members can access the financial application. Single sign-on is also implemented, which
makes access much easier.

Which of the following access control rules should be changed?
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A. Discretionary-based
B. Attribute-based

C. Mandatory-based
D. Role-based

Answer: D

NEW QUESTION 16

A systems administrator recently upgraded the processors in a web application host. Upon the next login, the administrator sees a new alert regarding the license
being out of compliance.

Which of the following licensing models is the application MOST likely using?

A. Per device

B. Per user

C. Core-based
D. Volume-based

Answer: C

NEW QUESTION 18
A systems administrator is trying to establish an RDP session from a desktop to a server in the cloud. However, the connection appears to be refused even
through the VM is responding to ICMP echo requests. Which of the following should the administrator check FIRST?

A. The firewall
B. The subnet
C. The gateway
D. The services

Answer: D

NEW QUESTION 19
An organization purchased new servers with GPUs for render farms. The servers have limited CPU resources. Which of the following GPU configurations will be
the MOST optimal for virtualizing this environment?

A. Dedicated
B. Shared

C. Passthrough
D. vGPU

Answer: D

NEW QUESTION 24
A company wants to check its infrastructure and application for security issues regularly. Which of the following should the company implement?

A. Performance testing
B. Penetration testing
C. Vulnerability testing
D. Regression testing

Answer: C

NEW QUESTION 29

A systems administrator recently deployed a VDI solution in a cloud environment; however, users are now experiencing poor rendering performance when trying to
display 3-D content on their virtual desktops, especially at peak times.

Which of the following actions will MOST likely solve this issue?

A. Update the quest graphics drivers from the official repository
B. Add more vGPU licenses to the host

C. Instruct users to access virtual workstations only on the VLAN
D. Select vGPU profiles with higher video RAM

Answer: D

NEW QUESTION 30

Which of the following would be the BEST option for discussion of what individuals should do in an incident response or disaster recovery scenario?
A. A business continuity plan

B. Incident response/disaster recovery documentation

C. A tabletop exercise

D. A root cause analysis

Answer: A

NEW QUESTION 34
A company wants to implement business continuity, and the cloud solution architect needs to design the correct solution.
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Which of the following will provide the data to measure business continuity? (Choose two.)

A. A service-level agreement
B. Automation scripts

C. Playbooks

D. A network diagram

E. A backup and restore

F. A recovery time objective

Answer: AF

NEW QUESTION 39
The human resources department was charged for a cloud service that belongs to another department. All other cloud costs seem to be correct.
Which of the following is the MOST likely cause for this error?

A. Misconfigured templates
B. Misconfigured chargeback
C. Incorrect security groups
D. Misconfigured tags

Answer: A

NEW QUESTION 43
An organization is running a database application on a SATA disk, and a customer is experiencing slow performance most of the time.
Which of the following should be implemented to improve application performance?

A. Increase disk capacity

B. Increase the memory and network bandwidth
C. Upgrade the application

D. Upgrade the environment and use SSD drives

Answer: D

NEW QUESTION 45

A company is planning to migrate applications to a public cloud, and the Chief Information Officer (CIO) would like to know the cost per business unit for the
applications in the cloud. Before the migration, which of the following should the administrator implement FIRST to assist with reporting the cost for each business
unit?

A. An SLA report
B. Tagging

C. Quotas

D. Showback

Answer: D

NEW QUESTION 49
Which of the following service models would be used for a database in the cloud?

A. PaaS
B. laaS

C. Caas
D. SaaS

Answer: D

NEW QUESTION 52
A company needs to access the cloud administration console using its corporate identity. Which of the following actions would MOST likely meet the
requirements?

A. Implement SSH key-based authentication.

B. Implement cloud authentication with local LDAP.
C. Implement multifactor authentication.

D. Implement client-based certificate authentication.

Answer: D

NEW QUESTION 56

An organization is hosting a cloud-based web server infrastructure that provides web-hosting solutions. Sudden continuous bursts of traffic have caused the web
servers to saturate CPU and network utilizations.

Which of the following should be implemented to prevent such disruptive traffic from reaching the web servers?

A. Solutions to perform NAC and DLP

B. DDoS protection

C. QoS on the network

D. A solution to achieve microsegmentation

Answer: B
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NEW QUESTION 57
A systems administrator is provisioning VMs in a cloud environment and has been told to select an OS build with the furthest end-of-life date.
Which of the following OS builds would be BEST for the systems administrator to use?

A. Open-source
B.LTS

C. Canary

D. Beta

E. Stable

Answer: E

NEW QUESTION 58
A systems administrator wants the VMs on the hypervisor to share CPU resources on the same core when feasible.
Which of the following will BEST achieve this goal?

A. Configure CPU passthrough

B. Oversubscribe CPU resources

C. Switch from a Type 1 to a Type 2 hypervisor
D. Increase instructions per cycle

E. Enable simultaneous multithreading

Answer: B

NEW QUESTION 60
A developer is no longer able to access a public cloud API deployment, which was working ten minutes prior. Which of the following is MOST likely the cause?

A. API provider rate limiting

B. Invalid API token

C. Depleted network bandwidth
D. Invalid API request

Answer: D

NEW QUESTION 61
A systems administrator is using VMs to deploy a new solution that contains a number of application VMs. Which of the following would provide high availability to
the application environment in case of hypervisor failure?

A. Anti-affinity rules
B. Cold migration
C. Live migration
D. Affinity rules

Answer: A

NEW QUESTION 66

A systems administrator is deploying a GPU-accelerated VDI solution. Upon requests from several users, the administrator installs an older version of the OS on
their virtual workstations. The majority of the VMs run the latest LTS version of the OS.

Which of the following types of drivers will MOST likely ensure compatibility will all virtual workstations?

A. Alternative community drivers

B. Legacy drivers

C. The latest drivers from the vendor’s website
D. The drivers from the OS repository

Answer: C

NEW QUESTION 69
Which of the following cloud deployment models allows a company to have full control over its IT infrastructure?

A. Private
B. Cloud within a cloud
C. Hybrid
D. Public

Answer: A

NEW QUESTION 70

A cloud administrator is setting up a DR site on a different zone of the same CSP. The application servers are replicated using the VM replication, and the
database replication is set up using log shipping. Upon testing the DR site, the application servers are unable to access the database servers. The administrator
has verified the systems are running and are accessible from the CSP portal.

Which of the following should the administrator do to fix this issue?

A. Change the database application IP

B. Create a database cluster between the primary site and the DR site
C. Update the connection string
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D. Edit the DNS record at the DR site for the application servers

Answer: C

NEW QUESTION 74

After analyzing a web server’s logs, a systems administrator sees that users are connecting to the company’s application through HTTP instead of HTTPS. The
administrator then configures a redirect from HTTP to HTTPS on the web server, and the application responds with a connection time-out message.

Which of the following should the administrator verify NEXT?

A. The TLS certificate

B. The firewall rules

C. The concurrent connection limit
D. The folder permissions

Answer: A

NEW QUESTION 79
A VDI administrator has received reports from the drafting department that rendering is slower than normal. Which of the following should the administrator check
FIRST to optimize the performance of the VDI infrastructure?

A. GPU
B. CPU
C. Storage
D. Memory

Answer: D

NEW QUESTION 83
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