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NEW QUESTION 1
A technician installed a known-good, compatible motherboard on a new laptop. However, the motherboard is not working on the laptop. Which of the following
should the technician MOST likely have done to prevent damage?

A. Removed all jewelry
B. Completed an inventory of tools before use
C. Practiced electrical fire safety
D. Connected a proper ESD strap

Answer: A

NEW QUESTION 2
A change advisory board did not approve a requested change due to the lack of alternative actions if implementation failed. Which of the following should be
updated before requesting approval again?

A. Scope of change
B. Risk level
C. Rollback plan
D. End user acceptance

Answer: C

NEW QUESTION 3
A user enabled a mobile device's screen lock function with pattern unlock. The user is concerned someone could access the mobile device by repeatedly
attempting random patterns to unlock the device. Which of the following features BEST addresses the user's concern?

A. Remote wipe
B. Anti-maIware
C. Device encryption
D. Failed login restrictions

Answer: A

NEW QUESTION 4
Which of the following is the MOST cost-effective version of Windows 10 that allows remote access through Remote Desktop?

A. Home
B. Pro for Workstations
C. Enterprise
D. Pro

Answer: D

NEW QUESTION 5
Which of the following is the MOST important environmental concern inside a data center?

A. Battery disposal
B. Electrostatic discharge mats
C. Toner disposal
D. Humidity levels

Answer: B

NEW QUESTION 6
A systems administrator is setting up a Windows computer for a new user Corporate policy requires a least privilege environment. The user will need to access
advanced features and configuration settings for several applications. Which of the following BEST describes the account access level the user will need?

A. Power user account
B. Standard account
C. Guest account
D. Administrator account

Answer: B

NEW QUESTION 7
A technician is asked to resize a partition on the internal storage drive of a computer running macOS.
Which of the followings tools should the technician use to accomplish this task?

A. Consoltf
B. Disk Utility
C. Time Machine
D. FileVault

Answer: B
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NEW QUESTION 8
A company installed a new backup and recovery system. Which of the following types of
backups should be completed FIRST?

A. Differential
B. Incremental
C. Non-parity
D. Full

Answer: D

NEW QUESTION 9
Which of the following must be maintained throughout the forensic evidence life cycle when dealing with a piece of evidence?

A. Acceptable use.
B. Chain of custody.
C. Security policy.
D. Information management.

Answer: B

NEW QUESTION 10
A technician is replacing the processor in a desktop computer prior to opening the computer, the technician wants to ensure the internal components are protected.
Which of the following safety procedures would BEST protect the components in the PC? (Choose two.)

A. Utilizing an ESD strap.
B. Disconnecting the computer from the power source.
C. Placing the PSU in an antistatic bag.
D. Ensuring proper ventilation.
E. Removing dust from the ventilation fans.
F. Ensuring equipment is grounded.

Answer: AB

NEW QUESTION 10
A technician is investigating an employee’s smartphone that has the following symptoms:
– The device is hot even when it is not in use.
– Applications crash, especially when others are launched.
– Certain applications, such as GPS, are in portrait mode when they should be in landscape mode.
Which of the following can the technician do to MOST likely resolve these issues with minimal impact? (Choose two.)

A. Turn on autorotation.
B. Activate airplane mode.
C. Close unnecessary applications.
D. Perform a factory reset.
E. Update the device’s operating system.
F. Reinstall the applications that have crashed.

Answer: AE

NEW QUESTION 14
Which of the following Wi-Fi protocols is the MOST secure?

A. WPA3
B. WPA-AES
C. WEP
D. WPA-TKIP

Answer: A

NEW QUESTION 17
A user reports that a PC seems to be running more slowly than usual. A technician checks system resources, but disk, CPU, and memory usage seem to be fine.
The technician sees that GPU temperature is extremely high. Which of the following types of malware is MOST likely to blame?

A. Spyware.
B. Cryptominer.
C. Ransormvare.
D. Boot sector virus.

Answer: B

NEW QUESTION 20
A technician is unable to join a Windows 10 laptop to a domain. Which of the following is the MOST likely reason?

A. The domain’s processor compatibility is not met.
B. The laptop has Windows 10 Home installed.
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C. The laptop does not have an onboard Ethernet adapter.
D. The Laptop does not have all current Windows updates installed.

Answer: B

NEW QUESTION 24
A technician found that an employee is mining cryptocurrency on a work desktop. The company has decided that this action violates its guidelines. Which of the
following should be updated to reflect this new requirement?

A. MDM
B. EULA
C. IRP
D. AUP

Answer: D

NEW QUESTION 25
Which of the following could be used to implement secure physical access to a data center?

A. Geofence.
B. Alarm system.
C. Badge reader.
D. Motion sensor.

Answer: A

NEW QUESTION 28
An incident handler needs to preserve evidence for possible litigation. Which of the following will the incident handler MOST likely do to preserve the evidence?

A. Encrypt the files.
B. Clone any impacted hard drives.
C. Contact the cyber insurance company.
D. Inform law enforcement.

Answer: B

NEW QUESTION 33
As part of a CYOD policy a systems administrator needs to configure each user’s Windows device to require a password when resuming from a period of sleep or
inactivity. Which of the following paths will lead the administrator to the correct settings?

A. Use Settings to access Screensaver settings.
B. Use Settings to access Screen Timeout settings.
C. Use Settings to access General.
D. Use Settings to access Display.

Answer: A

NEW QUESTION 37
......
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