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NEW QUESTION 1
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and iOS only

B. Windows 10 and Android only
C. Windows 10, Android, and iOS
D. Windows 10 only

Answer: A

NEW QUESTION 2

HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Statements Yes
You can use information barriers with Microsoft Exchange. o
You can use information barriers with Microsoft SharePoint. O
You can use information barriers with Microsoft Teams. o
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Statements Yes
You can use information barriers with Microsoft Exchange. O
You can use information barriers with Microsoft SharePoint. I:C}__I
; 2 : : . TR
You can use information barriers with Microsoft Teams. Ql

ke

NEW QUESTION 3

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is
tniggered.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes Mo

Microsoft Sentinel data connectors support only Microsoft services

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability to identify security threats before an alert is 199
tnggered.

NEW QUESTION 4
What can you use to ensure that all the users in a specific group must use multi-factor authentication (MFA) to sign in to Azure AD?

A. Azure Policy

B. a communication compliance policy
C. a Conditional Access policy

D. a user risk policy

Answer: C

NEW QUESTION 5
To which type of resource can Azure Bastion provide secure access?

A. Azure Files

B. Azure SQL Managed Instances
C. Azure virtual machines

D. Azure App Service

Answer: C

Explanation:

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Reference:

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview

NEW QUESTION 6

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Digitally signing a document requires a private key. O O

Verifying the authenticity of a digitally signed document requires the public QO O
key of the signer.

Verifying the authenticity of a digitally signed document requires the private O O
key of the singer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 7

What can you protect by using the information protection solution in the Microsoft 365 compliance center?
A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users

Answer: D

Explanation:

Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 8
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

» provides best practices from Microsoft employees, partners, and customers,
Azure Blueprints incleding tools and guidance to assist in an Azure deployment.
Azure Policy
The Microsoft Cloud Adopton Framework for Azure
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

w provides best practices from Microsoft employees, partners, and customers,

Azure Blueprints including tooks and guidance o assistin an Azure deplovment.
i 50
The Microsoft Cloud Adoption Framework for Azure

e e e e I e e

A resowrce lock

NEW QUESTION 9
HOTSPOT
Select the answer that correctly completes the sentence.

~ provides benchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

A. Mastered
B. Not Mastered

Answer: A

Explanation:

« provides benchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
 Azure Network Watcher
Log Analytics workspaces

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). O @]
Global administrator is a role in Azure Active Directory (Azure AD). O O
An Azure Active Directory (Azure AD) user can be assigned only onerole. © O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Box 1: Yes

Azure AD supports custom roles.

Box 2: Yes

Global Administrator has access to all administrative features in Azure Active Directory. Box 3: No

NEW QUESTION 10

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Azure DDoS Protection Standard can be used 10 protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
FESOUrce groups.

virtual networks.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Azure DDoS Protection Standard can be used 10 protect v
Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
MEsCUrce Qroups,
I_'1_.-'irtual networks. |

NEW QUESTION 11

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« 15 @ cloud-native security information and event management (SIEM) and security orchestration
Azure hdvisor automated response (SOAR) solution used to provide a single solution for alert detection, threat
Azure Bastion visibility, proactive hunting, and threat response.
Azure Momtor
Agure Sentine
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)
solution.

NEW QUESTION 14
What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

NEW QUESTION 17
HOTSPOT
Select the answer that correctly completes the sentence.

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

NEW QUESTION 20

You plan to move resources to the cloud.

You are evaluating the use of Infrastructure as a service (laaS),

Platform as a service (PaaS), and Software as a service (SaaS) cloud models.

You plan to manage only the data, user accounts, and user devices for a cloud-based app. Which cloud model will you use?

A. laaS
B. SaaS
C. PaaS

Answer: B

NEW QUESTION 22

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one paint.

Statements Yes No

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 25
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 30
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?
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A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 31

HOTSPOT
Select the answer that correctly completes the sentence.
Angwer Ares
When users signin. | suthentication %] verifies their credentials to prove their identity
Admuerusir alon
.‘:-..-J-hng
authertcaten
0y (kR ey ]
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
When users sign in. | suthenbcaton W] verifies they credentials 10 prove thew dentiy
2OmureSIraton
ST
.eTI 5 .-_r"l: .1"_-.' 1“' s

NEW QUESTION 32
DRAG DROP
Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Steps Answer Area
Action ' Review and filter alerts
| Investigate | B ] -
& : ' Create cases in the Case dashboard
Triage ' S - ) o
: © Send a reminder of corporate policies to users
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Steps Answer Area
[ . —
| Action | e ] ; ,
____________ | | Triage i Review and filter alerts
e T PRy P R _"'_I
| Investigate ! : -
L____;__E_______________j | Investigate | Create cases in the Case dashboard
) 2 R R e
, Triage ! i : I : (e
R e — { Action | Send a reminder of corporate policies to users

NEW QUESTION 33

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Azure Active Directory (Azure AD) Identity Protection can add users to O O
groups based on the users'’ risk level.
Azure Active Directory (Azure AD) ldentity Protection can detect whether © O
user credentials were leaked to the public.
Azure Active Directory (Azure AD) ldentity Protection can be used to @] O

invoke Multi-Factor Authentication based on a user's risk level.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Box 2: Yes

Leaked Credentials indicates that the user's valid credentials have been leaked.

Box 3: Yes

Multi-Factor Authentication can be required based on conditions, one of which is user risk.

NEW QUESTION 35

HOTSPOT
Select the answer that correctly completes the sentence.
Angwer Area
Enguring that the data you retrieve is the same & the data you stored is an eample of maintaining | avadability v

confidentialimy
intagnTy
transparency.

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Anzwer Area
Ensuring that the data you retrieve is the same as the data you stored is an example of maintaining  availability v
 svailabibty.

conhoentiainy
nTEG Ty
transparancy,

NEW QUESTION 36

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ne
You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD
User accounts created in Azure AD sync automatically to an on-premises Active Directory.
When using a hybrid model, authentication can either be done by Azure AD or by another
identity provider.
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Answer Area

Statements Yes Mo

You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD. |
User accounts created in Azure AD sync automatically to an on-premises Active Directory I |

When using a hybrid model authentication can either be done by Azure AD or by another |
identity provider

NEW QUESTION 37
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 41
You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling

B. identity as the security perimeter
C. defense in depth

D. the shared responsibility model

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth

NEW QUESTION 45
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance- manager?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score- calculation?view=0365- worldwide

NEW QUESTION 47
You need to create a data loss prevention (DLP) policy. What should you use?

A. the Microsoft 365 admin center

B. the Microsoft Endpoint Manager admin center
C. the Microsoft 365 Defender portal

D. the Microsoft 365 Compliance center

Answer: A

NEW QUESTION 51
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

Inssder sk management i configured from the Mictotoft Purveew compliasnce portal i

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Microsoft 365 sdmin center.
Mcrosoft 365 Defender porial
Microsoft Defender for Cloud Apps portal

Insider sk management & configured from the Mucronoft Purview comphance portal -

NEW QUESTION 52

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

MICrosoft 365 sdmin center.

Microsoft Purview comphance portal
Mhicrosoft 365 Defender portal

Microsoft Defender for Cloud Apps portal

~ a file makes the data in the file readable and usable to viewers that have the appropriate key.

Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered
Answer: A

Explanation:
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.

Archiving
Compressing
Deduplicating

1 Encrypting

NEW QUESTION 54
DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.
To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Features Answer Area
| Threat Explorer Eeature
| Threat Trackers
| Feature
| Anti-phishing protection
) Feature

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Features Answer Area

M Thrant Becdorar by AR P 1
Threat Explorer i | Anti-phishing protection  Provides intelligence on prevailing cybersecurity issues

I Threat Trackers 1 ;

—————————— | Threat Explorer [Provides real-time reports to identify and analyze recent threats
Anti-phishing protection |

__________ Threat Trackers Detects iImpersonation attempts

NEW QUESTION 59
Which security feature is available in the free mode of Microsoft Defender for Cloud?

A. vulnerability scanning of virtual machines

B. secure score

C. just-in-time (JIT) VM access to Azure virtual machines
D. threat protection alerts

Answer: C

NEW QUESTION 60
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D

NEW QUESTION 63
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C

Explanation:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

NEW QUESTION 68
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365

Answer: B

Explanation:

Microsoft Secure Score for Devices

? Artikel

? 12.05.2022

? 3 Minuten Lesedauer Applies to:

? Microsoft Defender for Endpoint Plan 2

? Microsoft Defender Vulnerability Management

? Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).

Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.

Configuration score is how part of vulnerability management as Microsoft Secure Score for Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

? Application

? Operating system

? Network

? Accounts

? Security controls

Select a category to go to the Security recommendations page and view the relevant recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security posture. Forwarded data is stored and processed
in the same location as your Microsoft Secure Score data.
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Changes might take up to a few hours to reflect in the dashboard.

? In the navigation pane, go to Settings > Endpoints > General > Advanced features

? Scroll down to Microsoft Secure Score and toggle the setting to On.

? Select Save preferences. How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations which might
have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual

configuration status in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

? Compare collected configurations to the collected benchmarks to discover misconfigured assets

? Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

? Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

? Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 73
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C

Explanation:

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDirive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 77
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity

D. Microsoft Defender for SQL

Answer: B

NEW QUESTION 79

DRAG DROP

Match the types of compliance score actions to the appropriate tasks.

To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.
NOTE: Each correct match is worth one point.

Compliance score action Angwer Area
Lommectrde Action Use encryption 1o protect data af rest
Dieter
Ao Actively monitod systems 1o identify mmeguilantes that might represent risks
Prevent atnee
A. Mastered
B. Not Mastered
Answer: A
Explanation:
' CLiNG Prevemtafive — — T Je# encrypbion 1o protect dats &t rest
Celecine I Dlatart
. Lelne ACTEly MOonilod SyFiems 1O identily mmeguilbnteés 1Nat meght repnesent nskd
14+ -.-i-|'| W

NEW QUESTION 80
What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation
B. automated investigation
C. advanced hunting
D. network protection

Answer: D
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Explanation:

Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide

NEW QUESTION 83
HOTSPOT
Select the answer that correctly completes the sentence.

In an environment that has on-premises resources and cloud resources,

should be the primary security penimeter.

the cloud
a firewall

identity
Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In an environment that has on-premises resources and cloud resources,

should be the primary security perimeter.

the cloud

a firewall
identity
icrosoft Defender for Cloud

NEW QUESTION 87
What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security- and-compliance?view=0365-worldwide

NEW QUESTION 88
What should you use to ensure that the members of an Azure Active Directory group use
multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B

Explanation:

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define

policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 89

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes

Azure Policy supports automatic remediation. @)

Azure Policy can be used to ensure that new resources adhere O
to corporate standards.

Compliance evaluation in Azure Policy occurs only when a O
target resource Is created or modified.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes
Azure Policy supports automatic remediation. i_o_'

Azure Policy can be used to ensure that new resources adhere Ol
to corporate standards. -

Compliance evaluation in Azure Policy occurs only when a O
target resource is created or modified.

NEW QUESTION 94

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

Microsoft Secure Score in the Microsoft 365 security center can provide O
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft O
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you O

points if you address the improvement action by using a third-party
application or software.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Text, letter
Description automatically generated

NEW QUESTION 96

No

r=

IO|

O

O

Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one

point.

A. Users at risk

B. Compliance Score
C. Devices at risk

D. Service Health

E. User Management

Answer: BC
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NEW QUESTION 97

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can create one Azure Bastion per virtual network. O O
Azure Bastion provides secure user connections by using RDP. O O
Azure Bastion provides a secure connection to an Azure virtual O O
machine by using the Azure portal.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
| | g
You can create one Azure Bastion per virtual network. (O] O
o
Azure Bastion provides secure user connections by using RDP. O O
Azure Bastion provides a secure connection to an Azure virtual 101! O
machine by using the Azure portal. ml
NEW QUESTION 100
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
In Microsoft Sentinel, you can automate common tasks by using | playbooks. - |
deep investigation tools.
hunting search-and-query tools
workbooks,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
In Microsoft Sentinel, you can automate common tasks by using | playbooks. v |

deep investigation tools.

hunting search-and-query tools
[l playbooks,

warkbooks,

NEW QUESTION 102

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Users can apply sensitivity labels manually. O Q
Multiple sensitivity labels can be applied to the same file, Q O
A sensitivity label can apply a watermark to a Microsoft Word document. ®) O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
T T |
Users can apply sensitivity labels manually. :_D__ ) Q
Multiple sensitivity labels can be applied to the same file, Q 10O |
A sensitivity label can apply a watermark to a Microsoft Word document. :_O | O
R
NEW QUESTION 106
Which Microsoft Defender for Cloud metric displays the overall security health of an Azure subscription?
A. resource health

B. secure score

C. the status of recommendations

D. completed controls

Answer: B

NEW QUESTION 108

HOTSPOT

Select the answer that correctly completes the sentence.

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a -
guest account.
managed identity.
service principal.
user account.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 112
HOTSPOT
Select the answer that correctly completes the sentence.

In the Microsoft 365 Defender portal, an incident is a collection of correlated

EVENts

vilinerablimes
Microsoft Secure Score improvement actions

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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In the Microsoft 365 Defender portal, an incident is a collection of comelated |
events
vulnerabilities

Microsoft Secure Score improvement actions

NEW QUESTION 117

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

| Templates s ™| track compliance with groupings of controls from a specific regulation or requirement.
Assessments

Improvement aclions

Solutions

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

! Templates M | track compliance with groupings of controls from a specific regulation or requirement
Assessments -
hT'IHH wement actions
Solutions

NEW QUESTION 121

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Network secunty groups (NSGs) can deny inbound traffic from the internet. O O
Network secunty groups (NSGs) can deny outbound traffic to the internet. O O
Network secunty groups (NSGs) can filter traffic based on IP address, O O

protocol, and port

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer

Description automatically generated with low confidence

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources. For each rule, you can specify
source and destination, port, and protocol.

NEW QUESTION 125

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.
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Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 126
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT

B. to provide secure connections to Azure virtual machines

C. to protect sensitive information hosted anywhere in the cloud

D. to provide pass-through authentication to on-premises applications

E. to prevent data leaks to noncompliant apps and limit access to regulated data

Answer: ACE
Explanation:

Reference:
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

NEW QUESTION 129
Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete solution. NOTE: Each correct
selection is worth one point.

A. a network interface

B. an Azure App Service web app
C. avirtual network

D. a virtual network subnet

E. a resource group

Answer: AD
Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION 134

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
- Is a cloud-based selution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsoft Detender for tdentity
Micresoft Defender for Office 365

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

« I8 aCloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint
\Microsoft Defender for Identity |
Microsoft Defender for Office 365

NEW QUESTION 138
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Azure Defender
B. Azure Blueprints
C. Azure Sentinel
D. Azure Policy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview
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NEW QUESTION 143
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
In software as a service (Saas), applying service packs to applications is the O O
responsibility of the organization.
In infrastructure as a service (laas), managing the physical network is the O O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information O O
and data is the responsibility of the organization.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
In software as a service (Saas), applying service packs to applications is the O :__C}_:
responsibility of the organization. i
In infrastructure as a service (laas), managing the physical network is the ;_Qﬁ| O
responsibility of the cloud provider.
g : : i =
In all Azure cloud deployment types, managing the security of information 10 O

and data is the responsibility of the organization.

NEW QUESTION 144
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Azure Defender

Azure Sentinel .

Microsoft Cloud App Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Azure Defender
Azure Sentinel

e

NEW QUESTION 147
HOTSPOT

can use conditional access policies
to conftrol sessions in real time.

can use conditional access policies
to control sessions in real time.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point
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Statements

Yes

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. O

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure O

Of on-premises.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure

Or On-premises.

NEW QUESTION 149
HOTSPOT
Which service should you use to view your Azure secure score? To answer, select the appropriate service in the answer area.

P Search resources, services, and docs (G+/)

Microsoft Azure

Azure services

_|_

Statements
Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. 1 0|

Q

[

Ls

B. Not Mastered
Answer: A
Explanation:
Security Center

NEW QUESTION 152
What can you use to provide threat detection for Azure SQL Managed Instance?
A. Microsoft Secure Score

B. application security groups
C. Microsoft Defender for Cloud
D. Azure Bastion
Answer: C

NEW QUESTION 155

HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area
When you enable security defaults in Azure AD
Arure AD Prialeged loentity Management (PIM) *  will b= enabled for all Azure AD wsers
Arure AD identity Protection
Aszure AL Privileged identity Managerment [PIM])
misilti-factorn authentication (MEA)
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Wihen you &nable secunty defaults in Azure AD.

Anure AD Prvileged Identrty Management [Fi) v will b2 enabled for all Azure AD users
Anure AD ldentity Protection

Azure AD Provleged Identity Management [PIM)
L) ) —— -—— — — ﬂ — — —— —
miti-facton authentcation (M)

Answer Area
When you enable security defaults in Anure AD
Azure AD Prenleged Identity Managerment (PIM) *  will be enabled for all Azure AD users
NEW QUESTION 159
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
in the Microsoft Puniew compiiance portal, you ¢an use | Customis navgation ﬂ 10 TErmve fEstures. from the NeMgabon pane
Comphance HHEL‘"
Policses
Settngs
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anvwer Area
in the Microdof Purview complance portal, you can use 1 CUATemse Fuvicaticon ﬁr 0 remowe festures from the NENgAton pane
Comphance "-hrn&"ﬂ
Bolicset
SEttings

NEW QUESTION 161
Which statement represents a Microsoft privacy principle?

A. Microsoft does not collect any customer data.

B. Microsoft uses hosted customer email and chat data for targeted advertising.
C. Microsoft manages privacy settings for its customers.

D. Microsoft respects the local privacy laws that are applicable to its customers.

Answer: C
NEW QUESTION 164
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
With Advanced Audit in Microsoft 365, you can identify when O O
emaill items were accessed.
Advanced Audit in Microsoft 365 supports the same retention O ®)
period of audit logs as core auditing.
Advanced Audit in Microsoft 365 allocates customer-dedicated Q O

bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 166
HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

With Windows Hello for Business, a user's biometric data used for authentication
is stored on an éxternal device,
is stored on a local device only.
is stored in Azure Active Directory (Azure ADY)
s replicated o all the devices designated by the user.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, letter

Description automatically generated

Biometrics templates are stored locally on a device. Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for- business/hello-
overview

NEW QUESTION 167
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD
Explanation:
Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS
NEW QUESTION 172
What is an assessment in Compliance Manager?
A. A grouping of controls from a specific regulation, standard or policy.
B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.

D. A policy initiative that includes multiple policies.

Answer: A
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Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:

Compliance Manager helps simplify compliance and reduce risk by providing:

? Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

? Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

? Detailed step-by-step guidance on suggested improvement actions to help you

comply with the standards and regulations that are most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation
details and audit results.

? A risk-based compliance score to help you understand your compliance posture by

measuring your progress in completing improvement actions.

NEW QUESTION 173
When you enable Azure AD Multi-Factor Authentication (MFA), how many factors are required for authentication?

o0 w>
A WDNPEF

Answer: B

NEW QUESTION 175
Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 178
What is a characteristic of a sensitivity label in Microsoft 365?

A. persistent
B. encrypted
C. restricted to predefined categories

Answer: B

NEW QUESTION 181

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
lenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and govemance.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365 Neol
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that |
include key regulations and standards for data protection and governance.,

NEW QUESTION 185
What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (106) applications that require modem authentication

B. mob devices

C. computer accounts

D. software as a service (SaaS) applications that require modem authentication

Answer: D

NEW QUESTION 188

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data @) O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 191
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 192
Which pillar of identity relates to tracking the resources accessed by a user?
A. auditing

B. authorization
C. authentication
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D. administration

Answer: A

NEW QUESTION 197
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 202
You need to keep a copy of all files in a Microsoft SharePoint site for one year, even if users delete the files from the site. What should you apply to the site?

A. a data loss prevention (DLP) policy
B. a retention policy

C. an insider risk policy

D. a sensitivity label policy

Answer: B

NEW QUESTION 206
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 207

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Azure AD Connect can be used to implement hybrid identity. O O
Hybrid identity requires the implementation of two Microsoft 365 tenants. O )
Hybrid identity refers to the synchronization of Active Directory Domain O O

Services (AD DS) and Azure Active Directory (Azure AD).

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Azure AD Connect can be used to implement hybrid identity. :___; )
Hybrid identity requires the implementation of two Microsoft 365 tenants. O :__Q_r
Hybrid identity refers to the synchronization of Active Directory Domain ey O

Services (AD DS) and Azure Active Directory (Azure AD).

NEW QUESTION 210
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Microsoft Sentinel uses Ioget 3pps 10 dentrfy ancomahes aross resources. O {
Microsoft Sentinel uses workbooks 1o cormelate alers into incidents. { i
The hunting search-and-querny tools of Microsoft Sentinel are basad on the
MITRE ATTECK framework.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Anzwer Area

Staternents Yes Mo
MIGrOSCTT Sentingl uses I0gC 3pps 10 Wdentify anomales alross resources. o O

Misreseft Sentingl uses workbooks to cormelate alérts into incidents. { E!

The hunting search-and-query tools of Microsoft Sentinel are based on the Oy
MITRE ATT&CK framework. EE

NEW QUESTION 213

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
You can use « in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack
Reports
Hunting
Attack simulator
Incidents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
You can use « in the Microsoft 365 security center to view an aggregation of alerts that relate o the same attack.
Reports
Hunting
_Attack simulator
I Ingidents '

NEW QUESTION 216
You have an Azure subscription that contains a Log Analytics workspace. You need to onboard Microsoft Sentinel.
What should you do first?

A. Create a hunting query.

B. Correlate alerts into incidents.

C. Connect to your security sources.
D. Create a custom detection rule.

Answer: B

NEW QUESTION 220
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