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NEW QUESTION 1
- (Exam Topic 1)
An important principle of defense in depth is that achieving information security requires a balanced focus on which PRIMARY elements?

A. Development, testing, and deployment

B. Prevention, detection, and remediation

C. People, technology, and operations

D. Certification, accreditation, and monitoring

Answer: C

NEW QUESTION 2

- (Exam Topic 1)

A company whose Information Technology (IT) services are being delivered from a Tier 4 data center, is preparing a companywide Business Continuity Planning
(BCP). Which of the following failures should the IT manager be concerned with?

A. Application
B. Storage

C. Power

D. Network

Answer: C

NEW QUESTION 3

- (Exam Topic 1)

When assessing an organization’s security policy according to standards established by the International Organization for Standardization (ISO) 27001 and
27002, when can management responsibilities be defined?

A. Only when assets are clearly defined
B. Only when standards are defined

C. Only when controls are put in place
D. Only procedures are defined

Answer: A

NEW QUESTION 4
- (Exam Topic 1)
Which of the following represents the GREATEST risk to data confidentiality?

A. Network redundancies are not implemented
B. Security awareness training is not completed
C. Backup tapes are generated unencrypted

D. Users have administrative privileges

Answer: C

NEW QUESTION 5
- (Exam Topic 1)
Which of the following types of technologies would be the MOST cost-effective method to provide a reactive control for protecting personnel in public areas?

A. Install mantraps at the building entrances

B. Enclose the personnel entry area with polycarbonate plastic
C. Supply a duress alarm for personnel exposed to the public
D. Hire a guard to protect the public area

Answer: D

NEW QUESTION 6
- (Exam Topic 1)
What is the MOST important consideration from a data security perspective when an organization plans to relocate?

A. Ensure the fire prevention and detection systems are sufficient to protect personnel
B. Review the architectural plans to determine how many emergency exits are present
C. Conduct a gap analysis of a new facilities against existing security requirements

D. Revise the Disaster Recovery and Business Continuity (DR/BC) plan

Answer: C

NEW QUESTION 7

- (Exam Topic 2)

In a data classification scheme, the data is owned by the
A. system security managers

B. business managers
C. Information Technology (IT) managers
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D. end users

Answer: B

NEW QUESTION 8
- (Exam Topic 2)
Which one of the following affects the classification of data?

A. Assigned security label

B. Multilevel Security (MLS) architecture
C. Minimum query size

D. Passage of time

Answer: D

NEW QUESTION 9
- (Exam Topic 2)
Which of the following is an initial consideration when developing an information security management system?

A. Identify the contractual security obligations that apply to the organizations
B. Understand the value of the information assets

C. Identify the level of residual risk that is tolerable to management

D. Identify relevant legislative and regulatory compliance requirements

Answer: B

NEW QUESTION 10
- (Exam Topic 2)
When implementing a data classification program, why is it important to avoid too much granularity?

A. The process will require too many resources

B. It will be difficult to apply to both hardware and software
C. It will be difficult to assign ownership to the data

D. The process will be perceived as having value

Answer: A

NEW QUESTION 10
- (Exam Topic 2)
Which of the following BEST describes the responsibilities of a data owner?

A. Ensuring quality and validation through periodic audits for ongoing data integrity

B. Maintaining fundamental data availability, including data storage and archiving

C. Ensuring accessibility to appropriate users, maintaining appropriate levels of data security
D. Determining the impact the information has on the mission of the organization

Answer: C

NEW QUESTION 13
- (Exam Topic 3)
Which of the following mobile code security models relies only on trust?

A. Code signing

B. Class authentication
C. Sandboxing

D. Type safety

Answer: A

NEW QUESTION 14
- (Exam Topic 3)
Which security service is served by the process of encryption plaintext with the sender’s private key and decrypting cipher text with the sender’s public key?

A. Confidentiality
B. Integrity

C. Identification
D. Availability

Answer: A
NEW QUESTION 18
- (Exam Topic 3)

Which component of the Security Content Automation Protocol (SCAP) specification contains the data required to estimate the severity of vulnerabilities identified
automated vulnerability assessments?
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A. Common Vulnerabilities and Exposures (CVE)

B. Common Vulnerability Scoring System (CVSS)

C. Asset Reporting Format (ARF)

D. Open Vulnerability and Assessment Language (OVAL)

Answer: B

NEW QUESTION 23
- (Exam Topic 3)
Which technique can be used to make an encryption scheme more resistant to a known plaintext attack?

A. Hashing the data before encryption

B. Hashing the data after encryption

C. Compressing the data after encryption
D. Compressing the data before encryption

Answer: A

NEW QUESTION 27
- (Exam Topic 3)
The use of private and public encryption keys is fundamental in the implementation of which of the following?

A. Diffie-Hellman algorithm

B. Secure Sockets Layer (SSL)

C. Advanced Encryption Standard (AES)
D. Message Digest 5 (MD5)

Answer: A

NEW QUESTION 28
- (Exam Topic 3)
Who in the organization is accountable for classification of data information assets?

A. Data owner

B. Data architect

C. Chief Information Security Officer (CISO)
D. Chief Information Officer (CIO)

Answer: A

NEW QUESTION 29
- (Exam Topic 3)
What is the second phase of Public Key Infrastructure (PKI) key/certificate life-cycle management?

A. Implementation Phase
B. Initialization Phase

C. Cancellation Phase

D. Issued Phase

Answer: D

NEW QUESTION 34
- (Exam Topic 4)

An external attacker has compromised an organization’s network security perimeter and installed a sniffer onto an inside computer. Which of the following is the
MOST effective layer of security the organization could have implemented to mitigate the attacker’s ability to gain further information?

A. Implement packet filtering on the network firewalls

B. Install Host Based Intrusion Detection Systems (HIDS)
C. Require strong authentication for administrators

D. Implement logical network segmentation at the switches

Answer: D

NEW QUESTION 35
- (Exam Topic 4)

In a Transmission Control Protocol/Internet Protocol (TCP/IP) stack, which layer is responsible for negotiating and establishing a connection with another node?

A. Transport layer
B. Application layer
C. Network layer
D. Session layer

Answer: A

NEW QUESTION 36
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- (Exam Topic 4)
At what level of the Open System Interconnection (OSI) model is data at rest on a Storage Area Network (SAN) located?

A. Link layer

B. Physical layer
C. Session layer

D. Application layer

Answer: D

NEW QUESTION 39

- (Exam Topic 5)

A manufacturing organization wants to establish a Federated Identity Management (FIM) system with its 20 different supplier companies. Which of the following is
the BEST solution for the manufacturing organization?

A. Trusted third-party certification

B. Lightweight Directory Access Protocol (LDAP)
C. Security Assertion Markup language (SAML)
D. Cross-certification

Answer: C

NEW QUESTION 41

- (Exam Topic 5)

Users require access rights that allow them to view the average salary of groups of employees. Which control would prevent the users from obtaining an individual
employee’s salary?

A. Limit access to predefined queries

B. Segregate the database into a small number of partitions each with a separate security level
C. Implement Role Based Access Control (RBAC)

D. Reduce the number of people who have access to the system for statistical purposes

Answer: C

NEW QUESTION 42
- (Exam Topic 5)
What is the BEST approach for controlling access to highly sensitive information when employees have the same level of security clearance?

A. Audit logs

B. Role-Based Access Control (RBAC)
C. Two-factor authentication

D. Application of least privilege

Answer: B

NEW QUESTION 43
- (Exam Topic 6)
Which of the following could cause a Denial of Service (DoS) against an authentication system?

A. Encryption of audit logs
B. No archiving of audit logs
C. Hashing of audit logs

D. Remote access audit logs

Answer: D

NEW QUESTION 46

- (Exam Topic 7)

What would be the MOST cost effective solution for a Disaster Recovery (DR) site given that the organization’s systems cannot be unavailable for more than 24
hours?

A. Warm site
B. Hot site
C. Mirror site
D. Cold site

Answer: A

NEW QUESTION 47
- (Exam Topic 7)
Which of the following is a PRIMARY advantage of using a third-party identity service?

A. Consolidation of multiple providers
B. Directory synchronization

C. Web based logon

D. Automated account management
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Answer: D

NEW QUESTION 49
- (Exam Topic 7)
What is the MOST important step during forensic analysis when trying to learn the purpose of an unknown application?

A. Disable all unnecessary services

B. Ensure chain of custody

C. Prepare another backup of the system
D. Isolate the system from the network

Answer: D

NEW QUESTION 51
- (Exam Topic 7)
A continuous information security monitoring program can BEST reduce risk through which of the following?

A. Collecting security events and correlating them to identify anomalies

B. Facilitating system-wide visibility into the activities of critical user accounts
C. Encompassing people, process, and technology

D. Logging both scheduled and unscheduled system changes

Answer: B

NEW QUESTION 56
- (Exam Topic 7)
When is a Business Continuity Plan (BCP) considered to be valid?

A. When it has been validated by the Business Continuity (BC) manager
B. When it has been validated by the board of directors

C. When it has been validated by all threat scenarios

D. When it has been validated by realistic exercises

Answer: D

NEW QUESTION 59
- (Exam Topic 7)
Which of the following is the FIRST step in the incident response process?

A. Determine the cause of the incident

B. Disconnect the system involved from the network
C. Isolate and contain the system involved

D. Investigate all symptoms to confirm the incident

Answer: D

NEW QUESTION 61
- (Exam Topic 8)
When in the Software Development Life Cycle (SDLC) MUST software security functional requirements be defined?

A. After the system preliminary design has been developed and the data security categorization has been performed
B. After the vulnerability analysis has been performed and before the system detailed design begins

C. After the system preliminary design has been developed and before the data security categorization begins

D. After the business functional analysis and the data security categorization have been performed

Answer: C

NEW QUESTION 65
- (Exam Topic 8)
What is the BEST approach to addressing security issues in legacy web applications?

A. Debug the security issues

B. Migrate to newer, supported applications where possible

C. Conduct a security assessment

D. Protect the legacy application with a web application firewall

Answer: D

NEW QUESTION 70

- (Exam Topic 8)

Which of the following is the BEST method to prevent malware from being introduced into a production environment?
A. Purchase software from a limited list of retailers

B. Verify the hash key or certificate key of all updates
C. Do not permit programs, patches, or updates from the Internet
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D. Test all new software in a segregated environment

Answer: D

NEW QUESTION 74
- (Exam Topic 8)
Which of the following is the PRIMARY risk with using open source software in a commercial software construction?

A. Lack of software documentation

B. License agreements requiring release of modified code
C. Expiration of the license agreement

D. Costs associated with support of the software

Answer: D

NEW QUESTION 77
- (Exam Topic 9)
Which of the following is a method used to prevent Structured Query Language (SQL) injection attacks?

A. Data compression
B. Data classification
C. Data warehousing
D. Data validation

Answer: D

NEW QUESTION 81
- (Exam Topic 9)
Which of the following is a limitation of the Common Vulnerability Scoring System (CVSS) as it relates to conducting code review?

A. It has normalized severity ratings.

B. It has many worksheets and practices to implement.

C. It aims to calculate the risk of published vulnerabilities.

D. It requires a robust risk management framework to be put in place.

Answer: C

NEW QUESTION 84
- (Exam Topic 9)
A vulnerability test on an Information System (1S) is conducted to

A. exploit security weaknesses in the IS.

B. measure system performance on systems with weak security controls.
C. evaluate the effectiveness of security controls.

D. prepare for Disaster Recovery (DR) planning.

Answer: C

NEW QUESTION 86
- (Exam Topic 9)
Contingency plan exercises are intended to do which of the following?

A. Train personnel in roles and responsibilities
B. Validate service level agreements

C. Train maintenance personnel

D. Validate operation metrics

Answer: A

NEW QUESTION 88
- (Exam Topic 9)

In the area of disaster planning and recovery, what strategy entails the presentation of information about the plan?
A. Communication
B. Planning

C. Recovery

D. Escalation
Answer: A

NEW QUESTION 93
- (Exam Topic 9)

Which of the following is a physical security control that protects Automated Teller Machines (ATM) from skimming?

A. Anti-tampering
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B. Secure card reader
C. Radio Frequency (RF) scanner
D. Intrusion Prevention System (IPS)

Answer: A

NEW QUESTION 95
- (Exam Topic 9)
What technique BEST describes antivirus software that detects viruses by watching anomalous behavior?

A. Signature
B. Inference
C. Induction
D. Heuristic

Answer: D

NEW QUESTION 97
- (Exam Topic 9)
Which one of the following transmission media is MOST effective in preventing data interception?

A. Microwave

B. Twisted-pair
C. Fiber optic

D. Coaxial cable

Answer: C

NEW QUESTION 102

- (Exam Topic 9)

Which layer of the Open Systems Interconnections (OSI) model implementation adds information concerning the logical connection between the sender and
receiver?

A. Physical
B. Session
C. Transport
D. Data-Link

Answer: C

NEW QUESTION 107
- (Exam Topic 9)
What is the term commonly used to refer to a technique of authenticating one machine to another by forging packets from a trusted source?

A. Man-in-the-Middle (MITM) attack
B. Smurfing

C. Session redirect

D. Spoofing

Answer: D

NEW QUESTION 110

- (Exam Topic 9)

During an audit of system management, auditors find that the system administrator has not been trained. What actions need to be taken at once to ensure the
integrity of systems?

A. A review of hiring policies and methods of verification of new employees
B. A review of all departmental procedures

C. Areview of all training procedures to be undertaken

D. A review of all systems by an experienced administrator

Answer: D

NEW QUESTION 114

- (Exam Topic 9)

The type of authorized interactions a subject can have with an object is
A. control.

B. permission.

C. procedure.

D. protocol.

Answer: B

NEW QUESTION 118
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- (Exam Topic 9)
Which of the following is considered best practice for preventing e-mail spoofing?

A. Spam filtering

B. Cryptographic signature

C. Uniform Resource Locator (URL) filtering

D. Reverse Domain Name Service (DNS) lookup

Answer: B

NEW QUESTION 120
- (Exam Topic 9)

Including a Trusted Platform Module (TPM) in the design of a computer system is an example of a technique to what?

A. Interface with the Public Key Infrastructure (PKI)
B. Improve the quality of security software

C. Prevent Denial of Service (DoS) attacks

D. Establish a secure initial state

Answer: D

NEW QUESTION 125
- (Exam Topic 9)

Which one of these risk factors would be the LEAST important consideration in choosing a building site for a new computer facility?

A. Vulnerability to crime

B. Adjacent buildings and businesses
C. Proximity to an airline flight path
D. Vulnerability to natural disasters

Answer: C

NEW QUESTION 127
- (Exam Topic 9)
An advantage of link encryption in a communications network is that it

A. makes key management and distribution easier.

B. protects data from start to finish through the entire network.

C. improves the efficiency of the transmission.

D. encrypts all information, including headers and routing information.

Answer: D

NEW QUESTION 130
- (Exam Topic 9)

How can a forensic specialist exclude from examination a large percentage of operating system files residing on a copy of the target system?

A. Take another backup of the media in question then delete all irrelevant operating system files.

B. Create a comparison database of cryptographic hashes of the files from a system with the same operating system and patch level.

C. Generate a message digest (MD) or secure hash on the drive image to detect tampering of the media being examined.

D. Discard harmless files for the operating system, and known installed programs.

Answer: B

NEW QUESTION 131
- (Exam Topic 9)

A security professional has just completed their organization's Business Impact Analysis (BIA). Following Business Continuity Plan/Disaster Recovery Plan

(BCP/DRP) best practices, what would be the professional's NEXT step?

A. Identify and select recovery strategies.

B. Present the findings to management for funding.

C. Select members for the organization's recovery teams.

D. Prepare a plan to test the organization's ability to recover its operations.

Answer: A

NEW QUESTION 133

- (Exam Topic 9)

The PRIMARY purpose of a security awareness program is to

A. ensure that everyone understands the organization's policies and procedures.

B. communicate that access to information will be granted on a need-to-know basis.

C. warn all users that access to all systems will be monitored on a daily basis.
D. comply with regulations related to data and information protection.

Answer: A
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NEW QUESTION 136
- (Exam Topic 9)
Which of the following is an essential element of a privileged identity lifecycle management?

A. Regularly perform account re-validation and approval

B. Account provisioning based on multi-factor authentication

C. Frequently review performed activities and request justification

D. Account information to be provided by supervisor or line manager

Answer: A

NEW QUESTION 139
- (Exam Topic 9)
Which one of the following security mechanisms provides the BEST way to restrict the execution of privileged procedures?

A. Role Based Access Control (RBAC)
B. Biometric access control

C. Federated Identity Management (IdM)
D. Application hardening

Answer: A

NEW QUESTION 140
- (Exam Topic 9)
Which of the following is a security feature of Global Systems for Mobile Communications (GSM)?

A. It uses a Subscriber Identity Module (SIM) for authentication.

B. It uses encrypting techniques for all communications.

C. The radio spectrum is divided with multiple frequency carriers.

D. The signal is difficult to read as it provides end-to-end encryption.

Answer: A

NEW QUESTION 143
- (Exam Topic 9)
Which of the following assessment metrics is BEST used to understand a system's vulnerability to potential exploits?

A. Determining the probability that the system functions safely during any time period
B. Quantifying the system's available services

C. Identifying the number of security flaws within the system

D. Measuring the system's integrity in the presence of failure

Answer: C

NEW QUESTION 148
- (Exam Topic 9)
Which of the following methods protects Personally Identifiable Information (PII) by use of a full replacement of the data element?

A. Transparent Database Encryption (TDE)
B. Column level database encryption

C. Volume encryption

D. Data tokenization

Answer: D

NEW QUESTION 151
- (Exam Topic 9)

An auditor carrying out a compliance audit requests passwords that are encrypted in the system to verify that the passwords are compliant with policy. Which of

the following is the BEST response to the auditor?

A. Provide the encrypted passwords and analysis tools to the auditor for analysis.
B. Analyze the encrypted passwords for the auditor and show them the results.

C. Demonstrate that non-compliant passwords cannot be created in the system.
D. Demonstrate that non-compliant passwords cannot be encrypted in the system.

Answer: C

NEW QUESTION 152

- (Exam Topic 9)

Which of the following statements is TRUE for point-to-point microwave transmissions?
A. They are not subject to interception due to encryption.

B. Interception only depends on signal strength.

C. They are too highly multiplexed for meaningful interception.

D. They are subject to interception by an antenna within proximity.

Answer:
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D

NEW QUESTION 157
- (Exam Topic 9)
The FIRST step in building a firewall is to

A. assign the roles and responsibilities of the firewall administrators.
B. define the intended audience who will read the firewall policy.

C. identify mechanisms to encourage compliance with the policy.

D. perform a risk analysis to identify issues to be addressed.

Answer: D

NEW QUESTION 162
- (Exam Topic 9)
Which of the following is TRUE about Disaster Recovery Plan (DRP) testing?

A. Operational networks are usually shut down during testing.

B. Testing should continue even if components of the test fail.

C. The company is fully prepared for a disaster if all tests pass.

D. Testing should not be done until the entire disaster plan can be tested.

Answer: B

NEW QUESTION 164
- (Exam Topic 9)
Which of the following is the MOST important consideration when storing and processing Personally Identifiable Information (PII)?

A. Encrypt and hash all PII to avoid disclosure and tampering.
B. Store PII for no more than one year.

C. Avoid storing PIl in a Cloud Service Provider.

D. Adherence to collection limitation laws and regulations.

Answer: D

NEW QUESTION 165
- (Exam Topic 9)
Which of the following is the MAIN reason that system re-certification and re-accreditation are needed?

A. To assist data owners in making future sensitivity and criticality determinations

B. To assure the software development team that all security issues have been addressed
C. To verify that security protection remains acceptable to the organizational security policy
D. To help the security team accept or reject new systems for implementation and production

Answer: C

NEW QUESTION 168
- (Exam Topic 9)
The BEST way to check for good security programming practices, as well as auditing for possible backdoors, is to conduct

A. log auditing.

B. code reviews.

C. impact assessments.
D. static analysis.

Answer: B

NEW QUESTION 173
- (Exam Topic 9)

An external attacker has compromised an organization's network security perimeter and installed a sniffer onto an inside computer. Which of the following is the
MOST effective layer of security the organization could have implemented to mitigate the attacker's ability to gain further information?

A. Implement packet filtering on the network firewalls

B. Require strong authentication for administrators

C. Install Host Based Intrusion Detection Systems (HIDS)
D. Implement logical network segmentation at the switches

Answer: D

NEW QUESTION 176

- (Exam Topic 9)

Which of the following is a security limitation of File Transfer Protocol (FTP)?
A. Passive FTP is not compatible with web browsers.

B. Anonymous access is allowed.
C. FTP uses Transmission Control Protocol (TCP) ports 20 and 21.
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D. Authentication is not encrypted.

Answer: D

NEW QUESTION 181
- (Exam Topic 9)
Which of the following can BEST prevent security flaws occurring in outsourced software development?

A. Contractual requirements for code quality

B. Licensing, code ownership and intellectual property rights

C. Certification of the quality and accuracy of the work done

D. Delivery dates, change management control and budgetary control

Answer: C

NEW QUESTION 183
- (Exam Topic 9)
The Hardware Abstraction Layer (HAL) is implemented in the

A. system software.

B. system hardware.
C. application software.
D. network hardware.

Answer: A

NEW QUESTION 184
- (Exam Topic 9)
Which of the following is the FIRST step of a penetration test plan?

A. Analyzing a network diagram of the target network

B. Notifying the company's customers

C. Obtaining the approval of the company's management

D. Scheduling the penetration test during a period of least impact

Answer: C

NEW QUESTION 185
- (Exam Topic 9)
Which type of control recognizes that a transaction amount is excessive in accordance with corporate policy?

A. Detection

B. Prevention
C. Investigation
D. Correction

Answer: A

NEW QUESTION 190
- (Exam Topic 9)
When transmitting information over public networks, the decision to encrypt it should be based on

A. the estimated monetary value of the information.

B. whether there are transient nodes relaying the transmission.
C. the level of confidentiality of the information.

D. the volume of the information.

Answer: C

NEW QUESTION 194

- (Exam Topic 9)

Alternate encoding such as hexadecimal representations is MOST often observed in which of the following forms of attack?
A. Smurf

B. Rootkit exploit

C. Denial of Service (DoS)

D. Cross site scripting (XSS)

Answer: D

NEW QUESTION 195
- (Exam Topic 9)
Which of the following elements MUST a compliant EU-US Safe Harbor Privacy Policy contain?

A. An Explanation: of how long the data subject's collected information will be retained for and how it will be eventually disposed.
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B. An Explanation: of who can be contacted at the organization collecting the information if corrections are required by the data subject.

C. An Explanation: of the regulatory frameworks and compliance standards the information collecting organization adheres to.
D. An Explanation: of all the technologies employed by the collecting organization in gathering information on the data subject.

Answer: B

NEW QUESTION 199
- (Exam Topic 9)
In a basic SYN flood attack, what is the attacker attempting to achieve?

A. Exceed the threshold limit of the connection queue for a given service
B. Set the threshold to zero for a given service

C. Cause the buffer to overflow, allowing root access

D. Flush the register stack, allowing hijacking of the root account

Answer: A

NEW QUESTION 204
- (Exam Topic 9)
Which of the following is a network intrusion detection technique?

A. Statistical anomaly
B. Perimeter intrusion
C. Port scanning

D. Network spoofing

Answer: A

NEW QUESTION 207
- (Exam Topic 9)
What is the ultimate objective of information classification?

A. To assign responsibility for mitigating the risk to vulnerable systems

B. To ensure that information assets receive an appropriate level of protection

C. To recognize that the value of any item of information may change over time

D. To recognize the optimal number of classification categories and the benefits to be gained from their use

Answer: B

NEW QUESTION 212
- (Exam Topic 9)
Following the completion of a network security assessment, which of the following can BEST be demonstrated?

A. The effectiveness of controls can be accurately measured
B. A penetration test of the network will fail

C. The network is compliant to industry standards

D. All unpatched vulnerabilities have been identified

Answer: A

NEW QUESTION 215
- (Exam Topic 9)
In a data classification scheme, the data is owned by the

A. Information Technology (IT) managers.
B. business managers.

C. end users.

D. system security managers.

Answer: B

NEW QUESTION 216
- (Exam Topic 9)

While impersonating an Information Security Officer (ISO), an attacker obtains information from company employees about their User IDs and passwords. Which

method of information gathering has the attacker used?
A. Trusted path

B. Malicious logic

C. Social engineering

D. Passive misuse

Answer: C

NEW QUESTION 221
- (Exam Topic 9)
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Why MUST a Kerberos server be well protected from unauthorized access?

A. It contains the keys of all clients.

B. It always operates at root privilege.

C. It contains all the tickets for services.

D. It contains the Internet Protocol (IP) address of all network entities.

Answer: A

NEW QUESTION 226
- (Exam Topic 9)
What maintenance activity is responsible for defining, implementing, and testing updates to application systems?

A. Program change control
B. Regression testing

C. Export exception control
D. User acceptance testing

Answer: A

NEW QUESTION 228
- (Exam Topic 9)
A software scanner identifies a region within a binary image having high entropy. What does this MOST likely indicate?

A. Encryption routines

B. Random number generator
C. Obfuscated code

D. Botnet command and control

Answer: C

NEW QUESTION 229
- (Exam Topic 9)
Which of the following actions should be performed when implementing a change to a database schema in a production system?

A. Test in development, determine dates, notify users, and implement in production

B. Apply change to production, run in parallel, finalize change in production, and develop a back-out strategy

C. Perform user acceptance testing in production, have users sign off, and finalize change

D. Change in development, perform user acceptance testing, develop a back-out strategy, and implement change

Answer: D

NEW QUESTION 231

- (Exam Topic 9)

An Intrusion Detection System (IDS) is generating alarms that a user account has over 100 failed login attempts per minute. A sniffer is placed on the network, and
a variety of passwords for that user are noted. Which of the following is MOST likely occurring?

A. A dictionary attack

B. A Denial of Service (DoS) attack
C. A spoofing attack

D. A backdoor installation

Answer: A

NEW QUESTION 233
- (Exam Topic 9)
Which of the following is an effective method for avoiding magnetic media data remanence?

A. Degaussing

B. Encryption

C. Data Loss Prevention (DLP)
D. Authentication

Answer: A

NEW QUESTION 236

- (Exam Topic 9)

What is the MOST important purpose of testing the Disaster Recovery Plan (DRP)?
A. Evaluating the efficiency of the plan

B. Identifying the benchmark required for restoration

C. Validating the effectiveness of the plan

D. Determining the Recovery Time Objective (RTO)

Answer: C
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NEW QUESTION 240
- (Exam Topic 9)
Passive Infrared Sensors (PIR) used in a non-climate controlled environment should

A. reduce the detected object temperature in relation to the background temperature.
B. increase the detected object temperature in relation to the background temperature.
C. automatically compensate for variance in background temperature.

D. detect objects of a specific temperature independent of the background temperature.

Answer: C

NEW QUESTION 242
- (Exam Topic 9)

When designing a vulnerability test, which one of the following is likely to give the BEST indication of what components currently operate on the network?

A. Topology diagrams
B. Mapping tools

C. Asset register

D. Ping testing

Answer: B

NEW QUESTION 247
- (Exam Topic 9)
When constructing an Information Protection Policy (IPP), it is important that the stated rules are necessary, adequate, and

A. flexible.

B. confidential.
C. focused.

D. achievable.

Answer: D

NEW QUESTION 252
- (Exam Topic 9)

An organization is designing a large enterprise-wide document repository system. They plan to have several different classification level areas with increasing

levels of controls. The BEST way to ensure document confidentiality in the repository is to

A. encrypt the contents of the repository and document any exceptions to that requirement.

B. utilize Intrusion Detection System (IDS) set drop connections if too many requests for documents are detected.
C. keep individuals with access to high security areas from saving those documents into lower security areas.

D. require individuals with access to the system to sign Non-Disclosure Agreements (NDA).

Answer: C

NEW QUESTION 254
- (Exam Topic 9)
Which of the following does Temporal Key Integrity Protocol (TKIP) support?

A. Multicast and broadcast messages

B. Coordination of IEEE 802.11 protocols

C. Wired Equivalent Privacy (WEP) systems
D. Synchronization of multiple devices

Answer: C

NEW QUESTION 256
- (Exam Topic 9)

By allowing storage communications to run on top of Transmission Control Protocol/Internet Protocol (TCP/IP) with a Storage Area Network (SAN), the

A. confidentiality of the traffic is protected.

B. opportunity to sniff network traffic exists.

C. opportunity for device identity spoofing is eliminated.

D. storage devices are protected against availability attacks.

Answer: B

NEW QUESTION 259

- (Exam Topic 9)

Why must all users be positively identified prior to using multi-user computers?
A. To provide access to system privileges

B. To provide access to the operating system

C. To ensure that unauthorized persons cannot access the computers

D. To ensure that management knows what users are currently logged on

Answer:
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C

NEW QUESTION 264

- (Exam Topic 9)

An engineer in a software company has created a virus creation tool. The tool can generate thousands of polymorphic viruses. The engineer is planning to use the
tool in a controlled environment to test the company's next generation virus scanning software. Which would BEST describe the behavior of the engineer and why?

A. The behavior is ethical because the tool will be used to create a better virus scanner.
B. The behavior is ethical because any experienced programmer could create such a tool.
C. The behavior is not ethical because creating any kind of virus is bad.

D. The behavior is not ethical because such a tool could be leaked on the Internet.

Answer: A

NEW QUESTION 267
- (Exam Topic 9)
Two companies wish to share electronic inventory and purchase orders in a supplier and client relationship. What is the BEST security solution for them?

A. Write a Service Level Agreement (SLA) for the two companies.

B. Set up a Virtual Private Network (VPN) between the two companies.

C. Configure a firewall at the perimeter of each of the two companies.

D. Establish a File Transfer Protocol (FTP) connection between the two companies.

Answer: B

NEW QUESTION 271
- (Exam Topic 9)
Which Hyper Text Markup Language 5 (HTML5) option presents a security challenge for network data leakage prevention and/or monitoring?

A. Cross Origin Resource Sharing (CORS)
B. WebSockets

C. Document Object Model (DOM) trees

D. Web Interface Definition Language (IDL)

Answer: B

NEW QUESTION 274
- (Exam Topic 9)
In Disaster Recovery (DR) and business continuity training, which BEST describes a functional drill?

A. A full-scale simulation of an emergency and the subsequent response functions
B. A specific test by response teams of individual emergency response functions
C. A functional evacuation of personnel

D. An activation of the backup site

Answer: B

NEW QUESTION 279
- (Exam Topic 10)
What do Capability Maturity Models (CMM) serve as a benchmark for in an organization?

A. Experience in the industry

B. Definition of security profiles

C. Human resource planning efforts

D. Procedures in systems development

Answer: D

NEW QUESTION 282
- (Exam Topic 10)
Which of the following is the BEST reason to review audit logs periodically?

A. Verify they are operating properly
B. Monitor employee productivity

C. Identify anomalies in use patterns
D. Meet compliance regulations

Answer: C

NEW QUESTION 284

- (Exam Topic 10)

When dealing with compliance with the Payment Card Industry-Data Security Standard (PCI-DSS), an organization that shares card holder information with a

service provider MUST do which of the following?

A. Perform a service provider PCI-DSS assessment on a yearly basis.
B. Validate the service provider's PCI-DSS compliance status on a regular basis.
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C. Validate that the service providers security policies are in alignment with those of the organization.
D. Ensure that the service provider updates and tests its Disaster Recovery Plan (DRP) on a yearly basis.

Answer: B

NEW QUESTION 288
- (Exam Topic 10)

Which of the following provides effective management assurance for a Wireless Local Area Network (WLAN)?

A. Maintaining an inventory of authorized Access Points (AP) and connecting devices

B. Setting the radio frequency to the minimum range required

C. Establishing a Virtual Private Network (VPN) tunnel between the WLAN client device and a VPN concentrator

D. Verifying that all default passwords have been changed

Answer: A

NEW QUESTION 292
- (Exam Topic 10)

Refer to the information below to answer the question.
In a Multilevel Security (MLS) system, the following sensitivity labels are used in increasing levels of sensitivity: restricted, confidential, secret, top secret. Table A

lists the clearance levels for four users, while Table B lists the security classes of four different files.

Table A
User |Clearance Level
A Restricted
B Confidential
C Secret
D Top Secret

Which of the following is true according to the star property (*property)?

A. User D can write to File 1
B. User B can write to File 1
C. User A can write to File 1
D. User C can write to File 1

Answer: C

NEW QUESTION 295
- (Exam Topic 10)

Which of the following MOST influences the design of the organization's electronic monitoring policies?

A. Workplace privacy laws

B. Level of organizational trust

C. Results of background checks
D. Business ethical considerations

Answer: A

NEW QUESTION 296
- (Exam Topic 10)

Table B
Files |Security Class
1 Restricted
2 Confidential
3 Secret
4 Top Secret

During an investigation of database theft from an organization's web site, it was determined that the Structured Query Language (SQL) injection technique was
used despite input validation with client-side scripting. Which of the following provides the GREATEST protection against the same attack occurring again?

A. Encrypt communications between the servers

B. Encrypt the web server traffic
C. Implement server-side filtering

D. Filter outgoing traffic at the perimeter firewall

Answer: C

NEW QUESTION 297
- (Exam Topic 10)

If an attacker in a SYN flood attack uses someone else's valid host address as the source address, the system under attack will send a large number of
Synchronize/Acknowledge (SYN/ACK) packets to the

A. default gateway.

B. attacker's address.

C. local interface being attacked.
D. specified source address.

Answer: D

NEW QUESTION 299
- (Exam Topic 10)
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What does secure authentication with logging provide?

A. Data integrity

B. Access accountability

C. Encryption logging format
D. Segregation of duties

Answer: B

NEW QUESTION 300

- (Exam Topic 10)

Refer to the information below to answer the question.

During the investigation of a security incident, it is determined that an unauthorized individual accessed a system which hosts a database containing financial
information.

If it is discovered that large quantities of information have been copied by the unauthorized individual, what attribute of the data has been compromised?

A. Availability

B. Integrity

C. Accountability
D. Confidentiality

Answer: D

NEW QUESTION 301

- (Exam Topic 10)

Refer to the information below to answer the question.

A security practitioner detects client-based attacks on the organization’s network. A plan will be necessary to address these concerns.
In addition to web browsers, what PRIMARY areas need to be addressed concerning mobile code used for malicious purposes?

A. Text editors, database, and Internet phone applications

B. Email, presentation, and database applications

C. Image libraries, presentation and spreadsheet applications
D. Email, media players, and instant messaging applications

Answer: D

NEW QUESTION 302
- (Exam Topic 10)
According to best practice, which of the following is required when implementing third party software in a production environment?

A. Scan the application for vulnerabilities
B. Contract the vendor for patching

C. Negotiate end user application training
D. Escrow a copy of the software

Answer: A

NEW QUESTION 306

- (Exam Topic 10)

Refer to the information below to answer the question.

A security practitioner detects client-based attacks on the organization’s network. A plan will be necessary to address these concerns.
What MUST the plan include in order to reduce client-side exploitation?

A. Approved web browsers

B. Network firewall procedures
C. Proxy configuration

D. Employee education

Answer: D

NEW QUESTION 309
- (Exam Topic 10)
What is the MOST effective method for gaining unauthorized access to a file protected with a long complex password?

A. Brute force attack
B. Frequency analysis
C. Social engineering
D. Dictionary attack

Answer: C
NEW QUESTION 311
- (Exam Topic 10)

Which of the following is required to determine classification and ownership?

A. System and data resources are properly identified
B. Access violations are logged and audited
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C. Data file references are identified and linked
D. System security controls are fully integrated

Answer: A

NEW QUESTION 314

- (Exam Topic 10)

Refer to the information below to answer the question.

A large, multinational organization has decided to outsource a portion of their Information Technology (IT) organization to a third-party provider’s facility. This
provider will be responsible for the design, development, testing, and support of several critical, customer-based applications used by the organization.

The third party needs to have

A. processes that are identical to that of the organization doing the outsourcing.

B. access to the original personnel that were on staff at the organization.

C. the ability to maintain all of the applications in languages they are familiar with.

D. access to the skill sets consistent with the programming languages used by the organization.

Answer: D
NEW QUESTION 319

- (Exam Topic 10)
Given the various means to protect physical and logical assets, match the access management area to the technology.

Area Technolog
Facilities Encryption
Devices Window
Informatiol Firewall
Systems Authenticatiq

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Area Technolog
Facilities | Informatioj |Encryption
\ Devices | Facilities Window
Informatio]  |Devices Firewall
|Svstems | Svstems | Authenticatid

NEW QUESTION 320

- (Exam Topic 10)

Refer to the information below to answer the question.

A large organization uses unique identifiers and requires them at the start of every system session. Application access is based on job classification. The
organization is subject to periodic independent reviews of access controls and violations. The organization uses wired and wireless networks and remote access.
The organization also uses secure connections to branch offices and secure backup and recovery strategies for selected information and processes.

What MUST the access control logs contain in addition to the identifier?

A. Time of the access

B. Security classification
C. Denied access attempts
D. Associated clearance

Answer: A

NEW QUESTION 323
- (Exam Topic 10)
What is the BEST first step for determining if the appropriate security controls are in place for protecting data at rest?

A. Identify regulatory requirements
B. Conduct a risk assessment
C. Determine business drivers
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D. Review the security baseline configuration

Answer: B

NEW QUESTION 325
- (Exam Topic 10)
What is the PRIMARY advantage of using automated application security testing tools?

A. The application can be protected in the production environment.
B. Large amounts of code can be tested using fewer resources.

C. The application will fail less when tested using these tools.

D. Detailed testing of code functions can be performed.

Answer: B

NEW QUESTION 327
- (Exam Topic 10)

A security manager has noticed an inconsistent application of server security controls resulting in vulnerabilities on critical systems. What is the MOST likely cause

of this issue?

A. A lack of baseline standards

B. Improper documentation of security guidelines

C. A poorly designed security policy communication program

D. Host-based Intrusion Prevention System (HIPS) policies are ineffective

Answer: A
NEW QUESTION 332

- (Exam Topic 10)
Refer to the information below to answer the question.

During the investigation of a security incident, it is determined that an unauthorized individual accessed a system which hosts a database containing financial

information.
If the intrusion causes the system processes to hang, which of the following has been affected?

A. System integrity

B. System availability

C. System confidentiality
D. System auditability

Answer: B

NEW QUESTION 337
- (Exam Topic 10)
Which of the following methods provides the MOST protection for user credentials?

A. Forms-based authentication
B. Digest authentication

C. Basic authentication

D. Self-registration

Answer: B

NEW QUESTION 340
- (Exam Topic 10)
Which of the following is a detective access control mechanism?

A. Log review

B. Least privilege

C. Password complexity

D. Non-disclosure agreement

Answer: A
NEW QUESTION 341

- (Exam Topic 10)
Refer to the information below to answer the question.

An organization experiencing a negative financial impact is forced to reduce budgets and the number of Information Technology (IT) operations staff performing
basic logical access security administration functions. Security processes have been tightly integrated into normal IT operations and are not separate and distinct

roles.
Which of the following will indicate where the IT budget is BEST allocated during this time?

A. Policies

B. Frameworks
C. Metrics

D. Guidelines

Answer: C
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NEW QUESTION 345
- (Exam Topic 10)
Refer to the information below to answer the question.

In a Multilevel Security (MLS) system, the following sensitivity labels are used in increasing levels of sensitivity: restricted, confidential, secret, top secret. Table A

lists the clearance levels for four users, while Table B lists the security classes of four different files.

Table A Table B
User |Clearance Level Files |Security Class
A Restricted 1 Restricted
B Confidential 2 Confidential
C Secret 3 Secret
D Top Secret 4 Top Secret

In a Bell-LaPadula system, which user cannot write to File 3?

A. User A
B. User B
C.UserC
D. User D

Answer: D

NEW QUESTION 348
- (Exam Topic 10)

Which of the following is a BEST practice when traveling internationally with laptops containing Personally Identifiable Information (PI1)?

A. Use a thumb drive to transfer information from a foreign computer.
B. Do not take unnecessary information, including sensitive information.

C. Connect the laptop only to well-known networks like the hotel or public Internet cafes.
D. Request international points of contact help scan the laptop on arrival to ensure it is protected.

Answer: B

NEW QUESTION 353
- (Exam Topic 10)

With data labeling, which of the following MUST be the key decision maker?

A. Information security

B. Departmental management
C. Data custodian

D. Data owner

Answer: D

NEW QUESTION 357
- (Exam Topic 10)
Which of the following is the MOST crucial for a successful audit plan?

A. Defining the scope of the audit to be performed

B. Identifying the security controls to be implemented
C. Working with the system owner on new controls

D. Acquiring evidence of systems that are not compliant

Answer: A
NEW QUESTION 361

- (Exam Topic 10)
Refer to the information below to answer the question.

An organization has hired an information security officer to lead their security department. The officer has adequate people resources but is lacking the other

necessary components to have an effective security program. There are numerous initiatives requiring security involvement.
Which of the following is considered the MOST important priority for the information security officer?

A. Formal acceptance of the security strategy

B. Disciplinary actions taken against unethical behavior

C. Development of an awareness program for new employees
D. Audit of all organization system configurations for faults

Answer: A
NEW QUESTION 365
- (Exam Topic 10)

Which of the following BEST describes Recovery Time Objective (RTO)?

A. Time of data validation after disaster
B. Time of data restoration from backup after disaster
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C. Time of application resumption after disaster
D. Time of application verification after disaster

Answer: C

NEW QUESTION 370

- (Exam Topic 10)

A large bank deploys hardware tokens to all customers that use their online banking system. The token generates and displays a six digit numeric password every
60 seconds. The customers must log into their bank accounts using this numeric password. This is an example of

A. asynchronous token.

B. Single Sign-On (SSO) token.

C. single factor authentication token.
D. synchronous token.

Answer: D

NEW QUESTION 373
- (Exam Topic 10)
Which of the following problems is not addressed by using OAuth (Open Standard to Authorization) 2.0 to integrate a third-party identity provider for a service?

A. Resource Servers are required to use passwords to authenticate end users.

B. Revocation of access of some users of the third party instead of all the users from the third party.
C. Compromise of the third party means compromise of all the users in the service.

D. Guest users need to authenticate with the third party identity provider.

Answer: C

NEW QUESTION 378

- (Exam Topic 10)

Refer to the information below to answer the question.

A new employee is given a laptop computer with full administrator access. This employee does not have a personal computer at home and has a child that uses
the computer to send and receive e-mail, search the web, and use instant messaging. The organization’s Information Technology (IT) department discovers that a
peer-to-peer program has been installed on the computer using the employee's access.

Which of the following could have MOST likely prevented the Peer-to-Peer (P2P) program from being installed on the computer?

A. Removing employee's full access to the computer

B. Supervising their child's use of the computer

C. Limiting computer's access to only the employee

D. Ensuring employee understands their business conduct guidelines

Answer: A

NEW QUESTION 380
- (Exam Topic 10)
A Business Continuity Plan (BCP) is based on

A. the policy and procedures manual.

B. an existing BCP from a similar organization.

C. a review of the business processes and procedures.
D. a standard checklist of required items and objectives.

Answer: C

NEW QUESTION 382
- (Exam Topic 10)
Place the following information classification steps in sequential order.
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Steps Ordel
Declassify information when Step
= il ol
Apply the appropriate security Step
markings
Conduct periodic classification Step
reviews
Assign a classification Step
leval
Document the information Step
assets

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Steps Ordel
Declassify information when Document the information Step
appropriate assets
FLBD I teeappropriate seca iy Assign a classification Step
markings o
Conduct periodic classification APPI}: the appropriate security Step
reviews markings
Assign a classification Conduct periodic classification| |Step
lavial reviews
Document the information Declassi'fy information when Step
assets appropriate

NEW QUESTION 383
- (Exam Topic 10)
Which of the following is the MAIN goal of a data retention policy?

A. Ensure that data is destroyed properly.

B. Ensure that data recovery can be done on the datA.

C. Ensure the integrity and availability of data for a predetermined amount of time.

D. Ensure the integrity and confidentiality of data for a predetermined amount of time.

Answer: C

NEW QUESTION 388

- (Exam Topic 10)

Refer to the information below to answer the question.

A security practitioner detects client-based attacks on the organization’s network. A plan will be necessary to address these concerns.
What is the BEST reason for the organization to pursue a plan to mitigate client-based attacks?

A. Client privilege administration is inherently weaker than server privilege administration.
B. Client hardening and management is easier on clients than on servers.

C. Client-based attacks are more common and easier to exploit than server and network based attacks.
D. Client-based attacks have higher financial impact.

Answer: C
NEW QUESTION 391

- (Exam Topic 10)
Refer to the information below to answer the question.
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An organization has hired an information security officer to lead their security department. The officer has adequate people resources but is lacking the other
necessary components to have an effective security program. There are numerous initiatives requiring security involvement.
The security program can be considered effective when

A. vulnerabilities are proactively identified.

B. audits are regularly performed and reviewed.
C. backups are regularly performed and validated.
D. risk is lowered to an acceptable level.

Answer: D

NEW QUESTION 394
- (Exam Topic 10)
For a service provider, which of the following MOST effectively addresses confidentiality concerns for customers using cloud computing?

A. Hash functions

B. Data segregation

C. File system permissions
D. Non-repudiation controls

Answer: B

NEW QUESTION 399

- (Exam Topic 10)

An organization decides to implement a partial Public Key Infrastructure (PKI) with only the servers having digital certificates. What is the security benefit of this
implementation?

A. Clients can authenticate themselves to the servers.

B. Mutual authentication is available between the clients and servers.
C. Servers are able to issue digital certificates to the client.

D. Servers can authenticate themselves to the client.

Answer: D

NEW QUESTION 402
- (Exam Topic 10)
Which of the following secure startup mechanisms are PRIMARILY designed to thwart attacks?

A. Timing

B. Cold boot

C. Side channel

D. Acoustic cryptanalysis

Answer: B

NEW QUESTION 407
- (Exam Topic 10)
What is the PRIMARY reason for ethics awareness and related policy implementation?

A. It affects the workflow of an organization.
B. It affects the reputation of an organization.
C. It affects the retention rate of employees.
D. It affects the morale of the employees.

Answer: B

NEW QUESTION 409
- (Exam Topic 10)
Without proper signal protection, embedded systems may be prone to which type of attack?

A. Brute force

B. Tampering

C. Information disclosure
D. Denial of Service (DoS)

Answer: C

NEW QUESTION 412

- (Exam Topic 10)

Refer to the information below to answer the question.

An organization experiencing a negative financial impact is forced to reduce budgets and the number of Information Technology (IT) operations staff performing
basic logical access security administration functions. Security processes have been tightly integrated into normal IT operations and are not separate and distinct
roles.

When determining appropriate resource allocation, which of the following is MOST important to monitor?

A. Number of system compromises
B. Number of audit findings
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C. Number of staff reductions
D. Number of additional assets

Answer: B

NEW QUESTION 413
- (Exam Topic 10)
Which of the following is the BEST way to determine if a particular system is able to identify malicious software without executing it?

A. Testing with a Botnet

B. Testing with an EICAR file

C. Executing a binary shellcode

D. Run multiple antivirus programs

Answer: B

NEW QUESTION 416

- (Exam Topic 10)

A risk assessment report recommends upgrading all perimeter firewalls to mitigate a particular finding. Which of the following BEST supports this
recommendation?

A. The inherent risk is greater than the residual risk.

B. The Annualized Loss Expectancy (ALE) approaches zero.

C. The expected loss from the risk exceeds mitigation costs.

D. The infrastructure budget can easily cover the upgrade costs.

Answer: C

NEW QUESTION 418
- (Exam Topic 10)
An organization publishes and periodically updates its employee policies in a file on their intranet. Which of the following is a PRIMARY security concern?

A. Availability

B. Confidentiality
C. Integrity

D. Ownership

Answer: C

NEW QUESTION 420

- (Exam Topic 10)

Refer to the information below to answer the question.

An organization has hired an information security officer to lead their security department. The officer has adequate people resources but is lacking the other
necessary components to have an effective security program. There are numerous initiatives requiring security involvement.

The effectiveness of the security program can PRIMARILY be measured through

A. audit findings.

B. risk elimination.

C. audit requirements.
D. customer satisfaction.

Answer: A

NEW QUESTION 424
- (Exam Topic 10)
When using third-party software developers, which of the following is the MOST effective method of providing software development Quality Assurance (QA)?

A. Retain intellectual property rights through contractual wording.

B. Perform overlapping code reviews by both parties.

C. Verify that the contractors attend development planning meetings.
D. Create a separate contractor development environment.

Answer: B

NEW QUESTION 425

- (Exam Topic 10)

Which of the following provides the MOST protection against data theft of sensitive information when a laptop is stolen?
A. Set up a BIOS and operating system password

B. Encrypt the virtual drive where confidential files can be stored

C. Implement a mandatory policy in which sensitive data cannot be stored on laptops, but only on the corporate network

D. Encrypt the entire disk and delete contents after a set number of failed access attempts

Answer: D

NEW QUESTION 427

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy CISSP dumps

@ 2 P QasseaqQs LJ https://lwww.2passeasy.com/dumps/CISSP/ (653 New Questions)

- (Exam Topic 10)
What is the MOST important reason to configure unique user IDs?

A. Supporting accountability

B. Reducing authentication errors

C. Preventing password compromise
D. Supporting Single Sign On (SSO)

Answer: A

NEW QUESTION 432
- (Exam Topic 11)

What is the process called when impact values are assigned to the security objectives for information types?

A. Qualitative analysis

B. Quantitative analysis

C. Remediation

D. System security categorization

Answer: D

NEW QUESTION 436
- (Exam Topic 11)
Which of the following BEST describes the purpose of performing security certification?

A. To identify system threats, vulnerabilities, and acceptable level of risk

B. To formalize the confirmation of compliance to security policies and standards

C. To formalize the confirmation of completed risk mitigation and risk analysis

D. To verify that system architecture and interconnections with other systems are effectively implemented

Answer: B

NEW QUESTION 439
- (Exam Topic 11)
Which of the following prevents improper aggregation of privileges in Role Based Access Control (RBAC)?

A. Hierarchical inheritance

B. Dynamic separation of duties

C. The Clark-Wilson security model
D. The Bell-LaPadula security model

Answer: B

NEW QUESTION 443
- (Exam Topic 11)
The application of which of the following standards would BEST reduce the potential for data breaches?

A. ISO 9000

B. ISO 20121
C. ISO 26000
D. ISO 27001

Answer: D

NEW QUESTION 448
- (Exam Topic 11)

A health care provider is considering Internet access for their employees and patients. Which of the following is the organization's MOST secure solution for

protection of data?

A. Public Key Infrastructure (PKI) and digital signatures
B. Trusted server certificates and passphrases

C. User ID and password

D. Asymmetric encryption and User ID

Answer: A

NEW QUESTION 451

- (Exam Topic 11)

What is the MOST effective method of testing custom application code?
A. Negative testing

B. White box testing

C. Penetration testing

D. Black box testing

Answer: B
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NEW QUESTION 455

- (Exam Topic 11)

If an identification process using a biometric system detects a 100% match between a presented template and a stored template, what is the interpretation of this
result?

A. User error

B. Suspected tampering

C. Accurate identification

D. Unsuccessful identification

Answer: B

NEW QUESTION 457
- (Exam Topic 11)
Which of the following is a function of Security Assertion Markup Language (SAML)?

A. File allocation

B. Redundancy check
C. Extended validation
D. Policy enforcement

Answer: D

NEW QUESTION 461
- (Exam Topic 11)
Data remanence refers to which of the following?

A. The remaining photons left in a fiber optic cable after a secure transmission.

B. The retention period required by law or regulation.

C. The magnetic flux created when removing the network connection from a server or personal computer.
D. The residual information left on magnetic storage media after a deletion or erasure.

Answer: D

NEW QUESTION 463

- (Exam Topic 11)

After a thorough analysis, it was discovered that a perpetrator compromised a network by gaining access to the network through a Secure Socket Layer (SSL)
Virtual Private Network (VPN) gateway. The perpetrator guessed a username and brute forced the password to gain access. Which of the following BEST
mitigates this issue?

A. Implement strong passwords authentication for VPN
B. Integrate the VPN with centralized credential stores
C. Implement an Internet Protocol Security (IPSec) client
D. Use two-factor authentication mechanisms

Answer: D

NEW QUESTION 464
- (Exam Topic 11)
Which of the following has the GREATEST impact on an organization's security posture?

A. International and country-specific compliance requirements

B. Security violations by employees and contractors

C. Resource constraints due to increasing costs of supporting security
D. Audit findings related to employee access and permissions process

Answer: A

NEW QUESTION 467
- (Exam Topic 11)
How can lessons learned from business continuity training and actual recovery incidents BEST be used?

A. As a means for improvement

B. As alternative options for awareness and training
C. As indicators of a need for policy

D. As business function gap indicators

Answer: A

NEW QUESTION 471
- (Exam Topic 11)
How does an organization verify that an information system's current hardware and software match the standard system configuration?

A. By reviewing the configuration after the system goes into production

B. By running vulnerability scanning tools on all devices in the environment
C. By comparing the actual configuration of the system against the baseline
D. By verifying all the approved security patches are implemented
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Answer: C

NEW QUESTION 475
- (Exam Topic 11)
Which of the following PRIMARILY contributes to security incidents in web-based applications?

A. Systems administration and operating systems
B. System incompatibility and patch management
C. Third-party applications and change controls

D. Improper stress testing and application interfaces

Answer: C

NEW QUESTION 479
- (Exam Topic 11)
Regarding asset security and appropriate retention, which of the following INITIAL top three areas are important to focus on?

A. Security control baselines, access controls, employee awareness and training
B. Human resources, asset management, production management

C. Supply chain lead time, inventory control, encryption

D. Polygraphs, crime statistics, forensics

Answer: A

NEW QUESTION 482

- (Exam Topic 11)

Which of the following types of security testing is the MOST effective in providing a better indication of the everyday security challenges of an organization when
performing a security risk assessment?

A. External
B. Overt
C. Internal
D. Covert

Answer: D

NEW QUESTION 484
- (Exam Topic 11)
Which of the following is the BEST method to assess the effectiveness of an organization's vulnerability management program?

A. Review automated patch deployment reports
B. Periodic third party vulnerability assessment
C. Automated vulnerability scanning

D. Perform vulnerability scan by security team

Answer: B

NEW QUESTION 487
- (Exam Topic 11)
Which of the following analyses is performed to protect information assets?

A. Business impact analysis
B. Feasibility analysis

C. Cost benefit analysis

D. Data analysis

Answer: A

NEW QUESTION 490
- (Exam Topic 11)
What is an important characteristic of Role Based Access Control (RBAC)?

A. Supports Mandatory Access Control (MAC)
B. Simplifies the management of access rights
C. Relies on rotation of duties

D. Requires two factor authentication

Answer: B
NEW QUESTION 494
- (Exam Topic 11)

Which of the following disaster recovery test plans will be MOST effective while providing minimal risk?

A. Read-through
B. Parallel
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C. Full interruption
D. Simulation

Answer: B

NEW QUESTION 499
- (Exam Topic 11)
Which security approach will BEST minimize Personally Identifiable Information (PII) loss from a data breach?

A. A strong breach notification process

B. Limited collection of individuals' confidential data
C. End-to-end data encryption for data in transit

D. Continuous monitoring of potential vulnerabilities

Answer: B

NEW QUESTION 501
- (Exam Topic 11)

The World Trade Organization's (WTQO) agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) requires authors of computer software to be

given the

A. right to refuse or permit commercial rentals.

B. right to disguise the software's geographic origin.

C. ability to tailor security parameters based on location.
D. ability to confirm license authenticity of their works.

Answer: A

NEW QUESTION 505
- (Exam Topic 11)
What is the PRIMARY difference between security policies and security procedures?

A. Policies are used to enforce violations, and procedures create penalties

B. Policies point to guidelines, and procedures are more contractual in nature
C. Policies are included in awareness training, and procedures give guidance
D. Policies are generic in nature, and procedures contain operational details

Answer: D

NEW QUESTION 506
- (Exam Topic 11)
Which of the following BEST describes a rogue Access Point (AP)?

A. An AP that is not protected by a firewall

B. An AP not configured to use Wired Equivalent Privacy (WEP) with Triple Data Encryption Algorithm (3DES)

C. An AP connected to the wired infrastructure but not under the management of authorized network administrators
D. An AP infected by any kind of Trojan or Malware

Answer: C

NEW QUESTION 508
- (Exam Topic 11)
After acquiring the latest security updates, what must be done before deploying to production systems?

A. Use tools to detect missing system patches
B. Install the patches on a test system
C. Subscribe to notifications for vulnerabilities
D. Assess the severity of the situation

Answer: B

NEW QUESTION 512
- (Exam Topic 11)

A software security engineer is developing a black box-based test plan that will measure the system's reaction to incorrect or illegal inputs or unexpected

operational errors and situations. Match the functional testing techniques on the left with the correct input parameters on the right.
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Functional Test

Techniaues

Input Parameter

Selection

| State-Based Analysis

Select one input that

does not belong to any
of the identified partitions.

|Eguivalence Class Analysis |

Select inputs that are at

the external limits of the
domain of valid values.

Decision Table Analysis

Select invalid

combinations of input
values.

Boundary Value Analysis |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Functional Testi

Techniaues

Select unexpected

inputs corresponding to
each known condition.

Input Parameter

Selection

|State-Based Analvsis

Equivalence Class Analysis ||Select one input that

does not belong to any
of the identified partitions.

Boundary Value Analysis l

'Equivalence Class Analysis

Decision Table Analysis Decision Table Analysis |

|State-Based Analysis

NEW QUESTION 517
- (Exam Topic 11)

Select inputs that are at

the external limits of the
domain of valid values.

Select invalid

combinations of input
values.

Select unexpected

inputs corresponding to
each known condition.

Which of the following is the BEST example of weak management commitment to the protection of security assets and resources?

A. poor governance over security processes and procedures
B. immature security controls and procedures

C. variances against regulatory requirements

D. unanticipated increases in security incidents and threats

Answer: A

NEW QUESTION 521
- (Exam Topic 11)

Which of the following explains why record destruction requirements are included in a data retention policy?

A. To comply with legal and business requirements
B. To save cost for storage and backup

C. To meet destruction guidelines

D. To validate data ownership
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Answer: A

NEW QUESTION 526
- (Exam Topic 11)
The BEST example of the concept of "something that a user has" when providing an authorized user access to a computing system is

A. the user's hand geometry.

B. a credential stored in a token.
C. a passphrase.

D. the user's face.

Answer: B

NEW QUESTION 531
- (Exam Topic 11)
Which of the following is the PRIMARY concern when using an Internet browser to access a cloud-based service?

A. Insecure implementation of Application Programming Interfaces (API)
B. Improper use and storage of management keys

C. Misconfiguration of infrastructure allowing for unauthorized access

D. Vulnerabilities within protocols that can expose confidential data

Answer: D

NEW QUESTION 532

- (Exam Topic 11)

Which Web Services Security (WS-Security) specification maintains a single authenticated identity across multiple dissimilar environments? Click on the correct
specification in the image below.

r Y Y ™

WS-Secure . WS-
Conversation Ws-Federation Authorization

. N .G =4

4 Y Y b
WS-Policy WS-Trust WS-Privacy

N A M J

A. Mastered

B. Not Mastered
Answer: A
Explanation:

WS-Federation
Reference: Java Web Services: Up and Running” By Martin Kalin page 228

NEW QUESTION 535
- (Exam Topic 11)
Match the objectives to the assessment questions in the governance domain of Software Assurance Maturity Model (SAMM).
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: Do vou advertise shared security services with guidance for
Secure Architecture project teams?

. . Are most people tested to ensure a baseline skill- set for
Education & Guidance secure development practices?

; Does most of the organization know about what's required
Strategy & Metrics based on risk ratings?

Vulmerabity Vonagemont Are most project teams aware of their security point(s) of
contact and response team(s)?

A. Mastered
B. Not Mastered

Answer: A
Explanation:
_ _. Do you advertise shared security services with guidance for
|Secure Architecture | Secure Architecture project teams?

: : . i Are most people tested to ensure a baseline skill- set for
'Education & Guidance | Education & Guidance secure development practices?
s t— Strategy & Metrics Does most of the organization know about what's required
Strategy & Metrics | based on risk ratings?
l\’ulnerahi]ity Management Vulnerability Management Are most project teams aware of their security point(s) of

contact and response team(s)?

NEW QUESTION 538
- (Exam Topic 11)
Secure Sockets Layer (SSL) encryption protects

A. data at rest.

B. the source IP address.
C. data transmitted.

D. data availability.

Answer: C

NEW QUESTION 543
- (Exam Topic 11)
Which methodology is recommended for penetration testing to be effective in the development phase of the life-cycle process?

A. White-box testing

B. Software fuzz testing
C. Black-box testing

D. Visual testing

Answer: A

NEW QUESTION 546
- (Exam Topic 11)
The PRIMARY characteristic of a Distributed Denial of Service (DDoS) attack is that it

A. exploits weak authentication to penetrate networks.
B. can be detected with signature analysis.

C. looks like normal network activity.

D. is commonly confused with viruses or worms.

Answer: C

NEW QUESTION 548

- (Exam Topic 11)

The implementation of which features of an identity management system reduces costs and administration overhead while improving audit and accountability?
A. Two-factor authentication

B. Single Sign-On (SSO)
C. User self-service
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D. A metadirectory
Answer: C
NEW QUESTION 550

- (Exam Topic 11)
Drag the following Security Engineering terms on the left to the BEST definition on the right.

Security Engineering

Definition

| Security Risk Treatment

The method used to
identify the
confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to

characterize the

adverse impact or
consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

Threat Assessment

A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacts that

would arise if the
circumstance or event occurs.,
and the likelihood of
accurrence.

Protection Needs

The method used to
identify and characterize

the dangers anticipated
throughout the life cycle of the

system.

[Risk

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Security Engineering Definition
[Securitv Risk Treatment |  [Protection Needs The method used to
identify the

confidentiality, integrity,
and availability
requirements for
organizational and
system assets and to

characterize the
adverse lmpact or

consequences should the asset
be lost, modified, degraded,
disrupted, compromised, or
become unavailable.

[Threat Assessment = [Risk A measure of the extent
to which an entity is
threatened by a potential
circumstance or event,
the adverse impacts that

would arise if the
circumstance or event occurs,

and the likelihood of
occurrence.

Protection Needs ' Threat Assessment | [The method used to

identify and characterize

the dangers anticipated
throughout the life cycle of the

system.

| Risk Securitv Risk Treatment The method used to

identify feasible security
risk mitigation options and

plans.

NEW QUESTION 551
- (Exam Topic 11)
The PRIMARY security concern for handheld devices is the

A. strength of the encryption algorithm.

B. spread of malware during synchronization.

C. ability to bypass the authentication mechanism.

D. strength of the Personal Identification Number (PIN).

Answer: C
NEW QUESTION 555
- (Exam Topic 11)

Which Web Services Security (WS-Security) specification negotiates how security tokens will be issued,
renewed and validated? Click on the correct specification in the image below.
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WS-Secure

; WS-Federation
Conversation

WS-
Authorization

-

WS-Policy WS-Trust

<

WS-Privacy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
WS-Trust

The protocol used for issuing security tokens is based on WS-Trust. WS-Trust is a Web service specification that builds on WS-Security. It describes a protocol
used for issuance, exchange, and validation of security tokens. WS-Trust provides a solution for interoperability by defining a protocol for issuing and exchanging

security tokens, based on token format, namespace, or trust boundaries.
Reference: https://msdn.microsoft.com/en-us/library/ff650503.aspx

NEW QUESTION 558
- (Exam Topic 11)
Which of the following controls is the FIRST step in protecting privacy in an information system?

A. Data Redaction
B. Data Minimization
C. Data Encryption
D. Data Storage

Answer: B

NEW QUESTION 562
- (Exam Topic 11)
Which one of the following is a common risk with network configuration management?

A. Patches on the network are difficult to keep current.
B. It is the responsibility of the systems administrator.
C. User ID and passwords are never set to expire.

D. Network diagrams are not up to date.

Answer: D

NEW QUESTION 564

- (Exam Topic 11)

The goal of a Business Continuity Plan (BCP) training and awareness program is to
A. enhance the skills required to create, maintain, and execute the plan.

B. provide for a high level of recovery in case of disaster.

C. describe the recovery organization to new employees.

D. provide each recovery team with checklists and procedures.

Answer: A

NEW QUESTION 565
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- (Exam Topic 11)
Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic mediA.

Sequenct Method

1 Overwriting

Degaussing

2
3 Destruction
4 Deleting

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Sequenct Method
11 3 Overwritind
2 ¥ Degaussing
| 3 1 Destruction
14 4 Deleting

NEW QUESTION 567
- (Exam Topic 11)
What security risk does the role-based access approach mitigate MOST effectively?

A. Excessive access rights to systems and data

B. Segregation of duties conflicts within business applications
C. Lack of system administrator activity monitoring

D. Inappropriate access requests

Answer: A

NEW QUESTION 569
- (Exam Topic 11)
Which one of the following operates at the session, transport, or network layer of the Open System Interconnection (OSI) model?

A. Data at rest encryption

B. Configuration Management

C. Integrity checking software

D. Cyclic redundancy check (CRC)

Answer: D

NEW QUESTION 570
- (Exam Topic 11)
What type of test assesses a Disaster Recovery (DR) plan using realistic disaster scenarios while maintaining minimal impact to business operations?

A. Parallel

B. Walkthrough
C. Simulation
D. Tabletop

Answer: C

NEW QUESTION 575

- (Exam Topic 11)

Which of the following questions can be answered using user and group entitlement reporting?
A. When a particular file was last accessed by a user

B. Change control activities for a particular group of users

C. The number of failed login attempts for a particular user

D. Where does a particular user have access within the network

Answer: D
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NEW QUESTION 579
- (Exam Topic 11)

When in the Software Development Life Cycle (SDLC) MUST software security functional requirements be defined?

A. After the system preliminary design has been developed and the data security categorization has been performed

B. After the business functional analysis and the data security categorization have been performed
C. After the vulnerability analysis has been performed and before the system detailed design begins
D. After the system preliminary design has been developed and before the data security categorization begins

Answer: B

NEW QUESTION 582
- (Exam Topic 11)
Which of the following BEST avoids data remanence disclosure for cloud hosted resources?

A. Strong encryption and deletion of the keys after data is deleted.

B. Strong encryption and deletion of the virtual host after data is deleted.
C. Software based encryption with two factor authentication.

D. Hardware based encryption on dedicated physical servers.

Answer: A

NEW QUESTION 586
- (Exam Topic 11)
What is the GREATEST challenge of an agent-based patch management solution?

A. Time to gather vulnerability information about the computers in the program

B. Requires that software be installed, running, and managed on all participating computers
C. The significant amount of network bandwidth while scanning computers

D. The consistency of distributing patches to each participating computer

Answer: B

NEW QUESTION 589
- (Exam Topic 11)
Which of the following BEST describes the purpose of the security functional requirements of Common Criteria?

A. Level of assurance of the Target of Evaluation (TOE) in intended operational environment
B. Selection to meet the security objectives stated in test documents

C. Security behavior expected of a TOE

D. Definition of the roles and responsibilities

Answer: C

NEW QUESTION 593
- (Exam Topic 11)

In the Open System Interconnection (OSI) model, which layer is responsible for the transmission of binary data over a communications network?

A. Application Layer
B. Physical Layer
C. Data-Link Layer
D. Network Layer

Answer: B

NEW QUESTION 595
- (Exam Topic 11)
Which of the following secures web transactions at the Transport Layer?

A. Secure HyperText Transfer Protocol (S-HTTP)
B. Secure Sockets Layer (SSL)

C. Socket Security (SOCKS)

D. Secure Shell (SSH)

Answer: B

NEW QUESTION 597

- (Exam Topic 11)

Are companies legally required to report all data breaches?
A. No, different jurisdictions have different rules.

B. No, not if the data is encrypted.

C. No, companies' codes of ethics don't require it.

D. No, only if the breach had a material impact.

Answer: A
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NEW QUESTION 598
- (Exam Topic 11)
Which of the following is the PRIMARY issue when collecting detailed log information?

A. Logs may be unavailable when required

B. Timely review of the data is potentially difficult

C. Most systems and applications do not support logging

D. Logs do not provide sufficient details of system and individual activities

Answer: B

NEW QUESTION 603

- (Exam Topic 11)

An organization is found lacking the ability to properly establish performance indicators for its Web hosting solution during an audit. What would be the MOST
probable cause?

A. Improper deployment of the Service-Oriented Architecture (SOA)
B. Absence of a Business Intelligence (BI) solution

C. Inadequate cost modeling

D. Insufficient Service Level Agreement (SLA)

Answer: D

NEW QUESTION 608
- (Exam Topic 11)
By carefully aligning the pins in the lock, which of the following defines the opening of a mechanical lock without the proper key?

A. Lock pinging
B. Lock picking
C. Lock bumping
D. Lock bricking

Answer: B

NEW QUESTION 612
- (Exam Topic 11)
The MAIN reason an organization conducts a security authorization process is to

A. force the organization to make conscious risk decisions.
B. assure the effectiveness of security controls.

C. assure the correct security organization exists.

D. force the organization to enlist management support.

Answer: A

NEW QUESTION 615
- (Exam Topic 12)
What is the difference between media marking and media labeling?

A. Media marking refers to the use of human-readable security attributes, while media labeling refers to the use of security attributes in internal data structures.
B. Media labeling refers to the use of human-readable security attributes, while media marking refers to the use of security attributes in internal data structures.
C. Media labeling refers to security attributes required by public policy/law, while media marking refers to security required by internal organizational policy.

D. Media marking refers to security attributes required by public policy/law, while media labeling refers to security attributes required by internal organizational

policy.

Answer: D

NEW QUESTION 620
- (Exam Topic 12)
Which of the following is a remote access protocol that uses a static authentication?

A. Point-to-Point Tunneling Protocol (PPTP)

B. Routing Information Protocol (RIP)

C. Password Authentication Protocol (PAP)

D. Challenge Handshake Authentication Protocol (CHAP)

Answer: C

NEW QUESTION 624
- (Exam Topic 12)
A vulnerability in which of the following components would be MOST difficult to detect?

A. Kernel

B. Shared libraries

C. Hardware

D. System application
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Answer: A

NEW QUESTION 629
- (Exam Topic 12)
Which of the following information MUST be provided for user account provisioning?

A. Full name

B. Unique identifier
C. Security question
D. Date of birth

Answer: B

NEW QUESTION 634
- (Exam Topic 12)
Which of the following is the BEST method to reduce the effectiveness of phishing attacks?

A. User awareness

B. Two-factor authentication
C. Anti-phishing software

D. Periodic vulnerability scan

Answer: A

NEW QUESTION 638

- (Exam Topic 12)

A company has decided that they need to begin maintaining assets deployed in the enterprise. What approach should be followed to determine and maintain
ownership information to bring the company into compliance?

A. Enterprise asset management framework

B. Asset baseline using commercial off the shelf software
C. Asset ownership database using domain login records
D. A script to report active user logins on assets

Answer: A

NEW QUESTION 640
- (Exam Topic 12)
Which of the following is the MOST important goal of information asset valuation?

A. Developing a consistent and uniform method of controlling access on information assets
B. Developing appropriate access control policies and guidelines

C. Assigning a financial value to an organization’s information assets

D. Determining the appropriate level of protection

Answer: D

NEW QUESTION 645
- (Exam Topic 12)
Which of the following sets of controls should allow an investigation if an attack is not blocked by preventive controls or detected by monitoring?

A. Logging and audit trail controls to enable forensic analysis

B. Security incident response lessons learned procedures

C. Security event alert triage done by analysts using a Security Information and Event Management (SIEM) system
D. Transactional controls focused on fraud prevention

Answer: C
NEW QUESTION 646
- (Exam Topic 12)

Match the types of e-authentication tokens to their description.
Drag each e-authentication token on the left to its corresponding description on the right.
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E-Authentication Token Description

A physical or electronic token that stores a set of
secrets between the claimant and the credential
service provider

Memorized Secret Token

Lﬂm' of-Band Token | ' A physical token that is uniquely addressable and
: can receive a venfer-selected secret for one-time

use

A senes of responses 1o a set of prompts or
|I,ook-up Secret Token | _ challenges estabbished by the subscnber and
credential service provider during the registration
process

A secret shared between the subscniber and
credential service provider that is tvpically
character strings

| Pre-registered Knowledge Token |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Look-up secret token - A physical or electronic token that stores a set of secrets between the claimant and the credential service provider

Out-of-Band Token - A physical token that is uniquely addressable and can receive a verifier-selected secret for one-time use

Pre-registered Knowledge Token - A series of responses to a set of prompts or challenges established by the subscriber and credential service provider during the
registration process

Memorized Secret Token - A secret shared between the subscriber and credential service provider that is typically character strings

NEW QUESTION 649
- (Exam Topic 12)
Which of the following restricts the ability of an individual to carry out all the steps of a particular process?

A. Job rotation

B. Separation of duties
C. Least privilege

D. Mandatory vacations

Answer: B

NEW QUESTION 653

- (Exam Topic 12)

An application developer is deciding on the amount of idle session time that the application allows before a timeout. The BEST reason for determining the session
timeout requirement is

A. organization policy.

B. industry best practices.

C. industry laws and regulations.
D. management feedback.

Answer: A

NEW QUESTION 654
- (Exam Topic 12)
During which of the following processes is least privilege implemented for a user account?

A. Provision
B. Approve
C. Request
D. Review

Answer: A

NEW QUESTION 659

- (Exam Topic 12)

Which of the following is a document that identifies each item seized in an investigation, including date and time seized, full name and signature or initials of the

person who seized the item, and a detailed description of the item?

A. Property book
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B. Chain of custody form
C. Search warrant return
D. Evidence tag

Answer: D

NEW QUESTION 662

- (Exam Topic 12)

Which type of security testing is being performed when an ethical hacker has no knowledge about the target system but the testing target is notified before the
test?

A. Reversal
B. Gray box
C. Blind

D. White box

Answer: B

NEW QUESTION 664
- (Exam Topic 12)
Which of the following is an advantage of on-premise Credential Management Systems?

A. Lower infrastructure capital costs
B. Control over system configuration
C. Reduced administrative overhead
D. Improved credential interoperability

Answer: B

NEW QUESTION 669
- (Exam Topic 12)
What does the Maximum Tolerable Downtime (MTD) determine?

A. The estimated period of time a business critical database can remain down before customers are affected.
B. The fixed length of time a company can endure a disaster without any Disaster Recovery (DR) planning
C. The estimated period of time a business can remain interrupted beyond which it risks never recovering

D. The fixed length of time in a DR process before redundant systems are engaged

Answer: C

NEW QUESTION 671
- (Exam Topic 12)
Which of the following media sanitization techniques is MOST likely to be effective for an organization using public cloud services?

A. Low-level formatting

B. Secure-grade overwrite erasure
C. Cryptographic erasure

D. Drive degaussing

Answer: B
NEW QUESTION 675

- (Exam Topic 12)
Match the access control type to the example of the control type. Drag each access control type net to its corresponding example.

Access Control Type Example
Administrative Labeling of sensitive data
Technical Biometrics for authentication
Logical Constrained user interface
Phvsical Radio Frequency Identification
: (RFID) badge
A. Mastered
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B. Not Mastered

Answer: A

Explanation:
Administrative — labeling of sensitive data Technical — Constrained user interface Logical — Biometrics for authentication
Physical — Radio Frequency Identification 9RFID) badge

NEW QUESTION 679
- (Exam Topic 12)
In general, servers that are facing the Internet should be placed in a demilitarized zone (DMZ). What is MAIN purpose of the DMZ?

A. Reduced risk to internal systems.

B. Prepare the server for potential attacks.

C. Mitigate the risk associated with the exposed server.
D. Bypass the need for a firewall.

Answer: A

NEW QUESTION 682
- (Exam Topic 12)
Although code using a specific program language may not be susceptible to a buffer overflow attack,

A. most calls to plug-in programs are susceptible.

B. most supporting application code is susceptible.

C. the graphical images used by the application could be susceptible.
D. the supporting virtual machine could be susceptible.

Answer: C

NEW QUESTION 687
- (Exam Topic 12)
At which layer of the Open Systems Interconnect (OSI) model are the source and destination address for a datagram handled?

A. Transport Layer
B. Data-Link Layer
C. Network Layer
D. Application Layer

Answer: C

NEW QUESTION 692

- (Exam Topic 12)

An employee of a retail company has been granted an extended leave of absence by Human Resources (HR). This information has been formally communicated
to the access provisioning team. Which of the following is the BEST action to take?

A. Revoke access temporarily.

B. Block user access and delete user account after six months.
C. Block access to the offices immediately.

D. Monitor account usage temporarily.

Answer: D

NEW QUESTION 696
- (Exam Topic 12)
Which of the following is the PRIMARY benefit of a formalized information classification program?

A. It minimized system logging requirements.
B. It supports risk assessment.

C. It reduces asset vulnerabilities.

D. It drives audit processes.

Answer: B

NEW QUESTION 698

- (Exam Topic 12)

Which of the following is needed to securely distribute symmetric cryptographic keys?

A. Officially approved Public-Key Infrastructure (PKI) Class 3 or Class 4 certificates

B. Officially approved and compliant key management technology and processes

C. An organizationally approved communication protection policy and key management plan

D. Hardware tokens that protect the user’s private key.

Answer: C
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NEW QUESTION 703
- (Exam Topic 12)
Which of the following approaches is the MOST effective way to dispose of data on multiple hard drives?

A. Delete every file on each drive.

B. Destroy the partition table for each drive using the command line.

C. Degauss each drive individually.

D. Perform multiple passes on each drive using approved formatting methods.

Answer: D

NEW QUESTION 704
- (Exam Topic 12)
Which one of the following activities would present a significant security risk to organizations when employing a Virtual Private Network (VPN) solution?

A. VPN bandwidth

B. Simultaneous connection to other networks

C. Users with Internet Protocol (IP) addressing conflicts
D. Remote users with administrative rights

Answer: B

NEW QUESTION 708
- (Exam Topic 12)
What is an advantage of Elliptic Curve Cryptography (ECC)?

A. Cryptographic approach that does not require a fixed-length key

B. Military-strength security that does not depend upon secrecy of the algorithm
C. Opportunity to use shorter keys for the same level of security

D. Ability to use much longer keys for greater security

Answer: C

NEW QUESTION 711
- (Exam Topic 12)
An organization’s information security strategic plan MUST be reviewed

A. whenever there are significant changes to a major application.

B. quarterly, when the organization’s strategic plan is updated.

C. whenever there are major changes to the business.

D. every three years, when the organization’s strategic plan is updated.

Answer: C

NEW QUESTION 712
- (Exam Topic 12)
Which of the following is a weakness of Wired Equivalent Privacy (WEP)?

A. Length of Initialization Vector (1V)
B. Protection against message replay
C. Detection of message tampering
D. Built-in provision to rotate keys

Answer: A

NEW QUESTION 714
- (Exam Topic 12)
Which of the following is BEST suited for exchanging authentication and authorization messages in a multi-party decentralized environment?

A. Lightweight Directory Access Protocol (LDAP)
B. Security Assertion Markup Language (SAML)
C. Internet Mail Access Protocol

D. Transport Layer Security (TLS)

Answer: B

NEW QUESTION 718

- (Exam Topic 12)

Which of the following is the MOST important consideration when developing a Disaster Recovery Plan (DRP)?
A. The dynamic reconfiguration of systems

B. The cost of downtime

C. Arecovery strategy for all business processes

D. A containment strategy

Answer: C
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NEW QUESTION 721
- (Exam Topic 12)
In order to assure authenticity, which of the following are required?

A. Confidentiality and authentication
B. Confidentiality and integrity

C. Authentication and non-repudiation
D. Integrity and non-repudiation

Answer: D

NEW QUESTION 722
- (Exam Topic 12)
The goal of a Business Impact Analysis (BIA) is to determine which of the following?

A. Cost effectiveness of business recovery

B. Cost effectiveness of installing software security patches

C. Resource priorities for recovery and Maximum Tolerable Downtime (MTD)
D. Which security measures should be implemented

Answer: C

NEW QUESTION 724
- (Exam Topic 12)
An organization publishes and periodically updates its employee policies in a file on their intranet. Which of the following is a PRIMARY security concern?

A. Ownership

B. Confidentiality
C. Avalilability

D. Integrity

Answer: C

NEW QUESTION 726
- (Exam Topic 12)
In configuration management, what baseline configuration information MUST be maintained for each computer system?

A. Operating system and version, patch level, applications running, and versions.
B. List of system changes, test reports, and change approvals

C. Last vulnerability assessment report and initial risk assessment report

D. Date of last update, test report, and accreditation certificate

Answer: A

NEW QUESTION 729
- (Exam Topic 12)
When using Generic Routing Encapsulation (GRE) tunneling over Internet Protocol version 4 (IPv4), where is the GRE header inserted?

A. Into the options field

B. Between the delivery header and payload

C. Between the source and destination addresses
D. Into the destination address

Answer: B

NEW QUESTION 732
- (Exam Topic 12)
Which of the following are effective countermeasures against passive network-layer attacks?

A. Federated security and authenticated access controls

B. Trusted software development and run time integrity controls

C. Encryption and security enabled applications

D. Enclave boundary protection and computing environment defense

Answer: C

NEW QUESTION 737

- (Exam Topic 12)

The application of a security patch to a product previously validate at Common Criteria (CC) Evaluation Assurance Level (EAL) 4 would
A. require an update of the Protection Profile (PP).

B. require recertification.

C. retain its current EAL rating.

D. reduce the product to EAL 3.

Answer:
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B

NEW QUESTION 739
- (Exam Topic 12)
From a cryptographic perspective, the service of non-repudiation includes which of the following features?

A. Validity of digital certificates

B. Validity of the authorization rules

C. Proof of authenticity of the message
D. Proof of integrity of the message

Answer: C

NEW QUESTION 742

- (Exam Topic 12)

A user sends an e-mail request asking for read-only access to files that are not considered sensitive. A Discretionary Access Control (DAC) methodology is in
place. Which is the MOST suitable approach that the administrator should take?

A. Administrator should request data owner approval to the user access

B. Administrator should request manager approval for the user access

C. Administrator should directly grant the access to the non-sensitive files

D. Administrator should assess the user access need and either grant or deny the access

Answer: A

NEW QUESTION 745
- (Exam Topic 12)
When designing a vulnerability test, which one of the following is likely to give the BEST indication of what components currently operate on the network?

A. Topology diagrams
B. Mapping tools

C. Asset register

D. Ping testing

Answer: D

NEW QUESTION 746
- (Exam Topic 12)
Reciprocal backup site agreements are considered to be

A. a better alternative than the use of warm sites.

B. difficult to test for complex systems.

C. easy to implement for similar types of organizations.
D. easy to test and implement for complex systems.

Answer: B

NEW QUESTION 747
- (Exam Topic 12)
Backup information that is critical to the organization is identified through a

A. Vulnerability Assessment (VA).
B. Business Continuity Plan (BCP).
C. Business Impact Analysis (BIA).
D. data recovery analysis.

Answer: D

NEW QUESTION 749
- (Exam Topic 12)
What is the MOST important element when considering the effectiveness of a training program for Business Continuity (BC) and Disaster Recovery (DR)?

A. Management support

B. Consideration of organizational need
C. Technology used for delivery

D. Target audience

Answer: B

NEW QUESTION 752
- (Exam Topic 12)
In which identity management process is the subject’s identity established?

A. Trust

B. Provisioning
C. Authorization
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D. Enroliment

Answer: D

NEW QUESTION 754
- (Exam Topic 12)
Which of the following countermeasures is the MOST effective in defending against a social engineering attack?

A. Mandating security policy acceptance
B. Changing individual behavior

C. Evaluating security awareness training
D. Filtering malicious e-mail content

Answer: C

NEW QUESTION 759
- (Exam Topic 12)
What is a characteristic of Secure Socket Layer (SSL) and Transport Layer Security (TLS)?

A. SSL and TLS provide a generic channel security mechanism on top of Transmission Control Protocol (TCP).
B. SSL and TLS provide nonrepudiation by default.

C. SSL and TLS do not provide security for most routed protocols.

D. SSL and TLS provide header encapsulation over HyperText Transfer Protocol (HTTP).

Answer: A

NEW QUESTION 762
- (Exam Topic 13)

A security compliance manager of a large enterprise wants to reduce the time it takes to perform network, system, and application security compliance audits while

increasing quality and effectiveness of the results. What should be implemented to BEST achieve the desired results?

A. Configuration Management Database (CMDB)
B. Source code repository

C. Configuration Management Plan (CMP)

D. System performance monitoring application

Answer: C

NEW QUESTION 767
- (Exam Topic 13)

A security analyst for a large financial institution is reviewing network traffic related to an incident. The analyst determines the traffic is irrelevant to the investigation
but in the process of the review, the analyst also finds that an applications data, which included full credit card cardholder data, is transferred in clear text between
the server and user’s desktop. The analyst knows this violates the Payment Card Industry Data Security Standard (PCI-DSS). Which of the following is the

analyst’s next step?

A. Send the log file co-workers for peer review

B. Include the full network traffic logs in the incident report

C. Follow organizational processes to alert the proper teams to address the issue.
D. Ignore data as it is outside the scope of the investigation and the analyst’s role.

Answer: C

Explanation:
Section: Security Operations

NEW QUESTION 770
- (Exam Topic 13)
Which of the following is the MOST effective practice in managing user accounts when an employee is terminated?

A. Implement processes for automated removal of access for terminated employees.
B. Delete employee network and system IDs upon termination.

C. Manually remove terminated employee user-access to all systems and applications.
D. Disable terminated employee network ID to remove all access.

Answer: B

NEW QUESTION 772

- (Exam Topic 13)

Which of the following steps should be performed FIRST when purchasing Commercial Off-The-Shelf (COTS) software?
A. undergo a security assessment as part of authorization process

B. establish a risk management strategy

C. harden the hosting server, and perform hosting and application vulnerability scans

D. establish policies and procedures on system and services acquisition

Answer: D
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NEW QUESTION 776

- (Exam Topic 13)

A control to protect from a Denial-of-Service (DoS) attach has been determined to stop 50% of attacks, and additionally reduces the impact of an attack by 50%.
What is the residual risk?

A. 25%
B. 50%
C.75%
D. 100%

Answer: A

NEW QUESTION 780

- (Exam Topic 13)

Due to system constraints, a group of system administrators must share a high-level access set of credentials. Which of the following would be MOST appropriate
to implement?

A. Increased console lockout times for failed logon attempts
B. Reduce the group in size

C. A credential check-out process for a per-use basis

D. Full logging on affected systems

Answer: C

Explanation:
Section: Security Operations

NEW QUESTION 784
- (Exam Topic 13)
Which of the following MUST be in place to recognize a system attack?

A. Stateful firewall

B. Distributed antivirus
C. Log analysis

D. Passive honeypot

Answer: A

NEW QUESTION 785

- (Exam Topic 13)

In an organization where Network Access Control (NAC) has been deployed, a device trying to connect to the network is being placed into an isolated domain.
What could be done on this device in order to obtain proper connectivity?

A. Connect the device to another network jack

B. Apply remediation’s according to security requirements

C. Apply Operating System (OS) patches

D. Change the Message Authentication Code (MAC) address of the network interface

Answer: B

NEW QUESTION 790

- (Exam Topic 13)

As part of the security assessment plan, the security professional has been asked to use a negative testing strategy on a new website. Which of the following
actions would be performed?

A. Use a web scanner to scan for vulnerabilities within the website.

B. Perform a code review to ensure that the database references are properly addressed.

C. Establish a secure connection to the web server to validate that only the approved ports are open.

D. Enter only numbers in the web form and verify that the website prompts the user to enter a valid input.

Answer: D

NEW QUESTION 794

- (Exam Topic 13)

An organization plan on purchasing a custom software product developed by a small vendor to support its

business model. Which unique consideration should be made part of the contractual agreement potential long-term risks associated with creating this
dependency?

A. A source code escrow clause

B. Right to request an independent review of the software source code

C. Due diligence form requesting statements of compliance with security requirements
D. Access to the technical documentation

Answer: B

NEW QUESTION 798
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- (Exam Topic 13)
Which of the following is a direct monetary cost of a security incident?

A. Morale

B. Reputation
C. Equipment
D. Information

Answer: C

NEW QUESTION 801

- (Exam Topic 13)

An international medical organization with headquarters in the United States (US) and branches in France wants to test a drug in both countries. What is the
organization allowed to do with the test subject’s data?

A. Aggregate it into one database in the US

B. Process it in the US, but store the information in France
C. Share it with a third party

D. Anonymize it and process it in the US

Answer: C

Explanation:
Section: Security Assessment and Testing

NEW QUESTION 805
- (Exam Topic 13)
Which of the following is the MOST common method of memory protection?

A. Compartmentalization

B. Segmentation

C. Error correction

D. Virtual Local Area Network (VLAN) tagging

Answer: B

NEW QUESTION 809
- (Exam Topic 13)
Drag the following Security Engineering terms on the left to the BEST definition on the right.

Secunty Engineenng Term Definition

"Risk | L A measure of the extent m_uhich an entity 1s

- : —_ —_ —_ - threatened by a potential circumstance or
event, the adverse impacts that would anise if
the circumstance or event occurs, and the
hkehhood of

The method used to identifv the
confidentiality. integnity, and availability
requirements for organizational and system
assets and to characterize the adverse impact
or consequences should the asset be lost.
modified, degraded. disrupted.
compromised. or become unavailable.

Secunty Risk Treatment

| Protection Needs Assessment

‘| The method used to identfy and charactenze
the dangers antcipated throughout the hfe
cvcle of the system.

—— — — The method used to identify feasible secunty
Threat Assessment nisk mitigation options and plans.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Risk - A measure of the extent to which an entity is threatened by a potential circumstance of event, the adverse impacts that would arise if the circumstance or
event occurs, and the likelihood of occurrence.
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Protection Needs Assessment - The method used to identify the confidentiality, integrity, and availability requirements for organizational and system assets and to
characterize the adverse impact or consequences should be asset be lost, modified, degraded, disrupted, compromised, or become unavailable.

Threat assessment - The method used to identify and characterize the dangers anticipated throughout the life cycle of the system.

Security Risk Treatment - The method used to identify feasible security risk mitigation options and plans.

NEW QUESTION 810
- (Exam Topic 13)
Unused space in a disk cluster is important in media analysis because it may contain which of the following?

A. Residual data that has not been overwritten

B. Hidden viruses and Trojan horses

C. Information about the File Allocation table (FAT)

D. Information about patches and upgrades to the system

Answer: A

NEW QUESTION 811

- (Exam Topic 13)

Which of the following could be considered the MOST significant security challenge when adopting DevOps practices compared to a more traditional control
framework?

A. Achieving Service Level Agreements (SLA) on how quickly patches will be released when a security flaw is found.
B. Maintaining segregation of duties.

C. Standardized configurations for logging, alerting, and security metrics.

D. Availability of security teams at the end of design process to perform last-minute manual audits and reviews.

Answer: B

NEW QUESTION 812

- (Exam Topic 13)

Itis MOST important to perform which of the following to minimize potential impact when implementing a new vulnerability scanning tool in a production
environment?

A. Negotiate schedule with the Information Technology (IT) operation’s team
B. Log vulnerability summary reports to a secured server

C. Enable scanning during off-peak hours

D. Establish access for Information Technology (IT) management

Answer: A

Explanation:
Section: Security Operations

NEW QUESTION 816
- (Exam Topic 13)
Which of the following mechanisms will BEST prevent a Cross-Site Request Forgery (CSRF) attack?

A. parameterized database queries
B. whitelist input values

C. synchronized session tokens

D. use strong ciphers

Answer: C

NEW QUESTION 820
- (Exam Topic 13)
Which factors MUST be considered when classifying information and supporting assets for risk management, legal discovery, and compliance?

A. System owner roles and responsibilities, data handling standards, storage and secure development lifecycle requirements
B. Data stewardship roles, data handling and storage standards, data lifecycle requirements

C. Compliance office roles and responsibilities, classified material handling standards, storage system lifecycle requirements
D. System authorization roles and responsibilities, cloud computing standards, lifecycle requirements

Answer: A

NEW QUESTION 825

- (Exam Topic 13)

When determining who can accept the risk associated with a vulnerability, which of the following is MOST
important?

A. Countermeasure effectiveness
B. Type of potential loss

C. Incident likelihood

D. Information ownership

Answer: C
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NEW QUESTION 830
- (Exam Topic 13)
Which of the following is a characteristic of an internal audit?

A. An internal audit is typically shorter in duration than an external audit.

B. The internal audit schedule is published to the organization well in advance.

C. The internal auditor reports to the Information Technology (IT) department

D. Management is responsible for reading and acting upon the internal audit results

Answer: D

NEW QUESTION 833

- (Exam Topic 13)

An organization has outsourced its financial transaction processing to a Cloud Service Provider (CSP) who will provide them with Software as a Service (SaaS). If
there was a data breach who is responsible for monetary losses?

A. The Data Protection Authority (DPA)
B. The Cloud Service Provider (CSP)
C. The application developers

D. The data owner

Answer: B

NEW QUESTION 835

- (Exam Topic 13)

A security practitioner is tasked with securing the organization’s Wireless Access Points (WAP). Which of these is the MOST effective way of restricting this
environment to authorized users?

A. Enable Wi-Fi Protected Access 2 (WPA2) encryption on the wireless access point

B. Disable the broadcast of the Service Set Identifier (SSID) name

C. Change the name of the Service Set Identifier (SSID) to a random value not associated with theorganization
D. Create Access Control Lists (ACL) based on Media Access Control (MAC) addresses

Answer: D

NEW QUESTION 838
- (Exam Topic 13)
What is the MAIN purpose of a change management policy?

A. To assure management that changes to the Information Technology (IT) infrastructure are necessary

B. To identify the changes that may be made to the Information Technology (IT) infrastructure

C. To verify that changes to the Information Technology (IT) infrastructure are approved

D. To determine the necessary for implementing modifications to the Information Technology (IT) infrastructure

Answer: C

Explanation:
Section: Security Operations

NEW QUESTION 841
- (Exam Topic 13)
What can happen when an Intrusion Detection System (IDS) is installed inside a firewall-protected internal network?

A. The IDS can detect failed administrator logon attempts from servers.
B. The IDS can increase the number of packets to analyze.

C. The firewall can increase the number of packets to analyze.

D. The firewall can detect failed administrator login attempts from servers

Answer: A

NEW QUESTION 842
- (Exam Topic 13)
Mandatory Access Controls (MAC) are based on:

A. security classification and security clearance
B. data segmentation and data classification

C. data labels and user access permissions

D. user roles and data encryption

Answer: A
NEW QUESTION 845
- (Exam Topic 13)

The organization would like to deploy an authorization mechanism for an Information Technology (IT) infrastructure project with high employee turnover.
Which access control mechanism would be preferred?
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A. Attribute Based Access Control (ABAC)
B. Discretionary Access Control (DAC)

C. Mandatory Access Control (MAC)

D. Role-Based Access Control (RBAC)

Answer: D

NEW QUESTION 847
- (Exam Topic 13)
Which of the following methods of suppressing a fire is environmentally friendly and the MOST appropriate for a data center?

A. Inert gas fire suppression system
B. Halon gas fire suppression system
C. Dry-pipe sprinklers

D. Wet-pipe sprinklers

Answer: C

NEW QUESTION 851
- (Exam Topic 13)
Which of the following is a common characteristic of privacy?

A. Provision for maintaining an audit trail of access to the private data

B. Notice to the subject of the existence of a database containing relevant credit card data
C. Process for the subject to inspect and correct personal data on-site

D. Database requirements for integration of privacy data

Answer: A

NEW QUESTION 855

- (Exam Topic 13)

What is the MOST significant benefit of an application upgrade that replaces randomly generated session keys with certificate based encryption for
communications with backend servers?

A. Non-repudiation
B. Efficiency

C. Confidentially
D. Privacy

Answer: A

NEW QUESTION 860
- (Exam Topic 13)
What does electronic vaulting accomplish?

A. It protects critical files.

B. It ensures the fault tolerance of Redundant Array of Independent Disks (RAID) systems
C. It stripes all database records

D. It automates the Disaster Recovery Process (DRP)

Answer: A
Explanation:

Section: Security Operations

NEW QUESTION 861
- (Exam Topic 13)
Which of the following is a responsibility of the information owner?

A. Ensure that users and personnel complete the required security training to access the Information System (IS)
B. Defining proper access to the Information System (1S), including privileges or access rights

C. Managing identification, implementation, and assessment of common security controls

D. Ensuring the Information System (IS) is operated according to agreed upon security requirements

Answer: C

NEW QUESTION 865
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