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NEW QUESTION 1
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directory (Azure AD) is -

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a securty information and event management (SIEM) system

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365- identity ?view=0365-worldwide

NEW QUESTION 2
What can you protect by using the information protection solution in the Microsoft 365 compliance center?

A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 3

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
» provides best practices from Microsoft employees, partners, and customers,
Azure Blueprints incheding tools and guidance to assist in an Azure deployment
Azure Policy

The Microsoft Cloud Adoption Framework for Azure
A resource lock

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
» provides best practices from Microsoft employees, partners, and customers,
Azure Blueprints including tools and guidance to assist in an Azure deployment
| Azure Policy

The Microsoft Cloud Adoption Framework for Azure

A resource lock

=

NEW QUESTION 4
HOTSPOT
Select the answer that correctly completes the sentence.

~ provides benchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

« provides benchmark recommendations and guidance for protecting Azure services.
Azure Application Insights
Azure Network Watcher
Log Analytics workspaces

R R ks ERE e T

NEW QUESTION 5

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Azure DDoS Protection Standard can be used 10 protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
FESOUrce groups.

virtual networks.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Azure DDoS Protection Standard can be used 10 protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
,LESQUJC'ELQLD'-!PS-_-

:.-'irtual networks. |

NEW QUESTION 6
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
All Azure Active Directory (Azure AD) license editions include the same features. (3] (5]
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal, C Q
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. O (&)
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
All Axure Active Directory (Azure AD) license editions include the same features, O ;_CI_ |
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. X ©
S |
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o 'y

NEW QUESTION 7
What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest
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NEW QUESTION 8
You have a Microsoft 365 E3 subscription.
You plan to audit user activity by using the unified audit log and Basic Audit. For how long will the audit records be retained?

A. 15 days
B. 30 days
C. 90 days
D. 180 days

Answer: C

NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

Yool can restnict Communication between users in Exchange Crilne by using
nformation Barmers

Yiou can restnict accessing a SharePoint Online site by using Information
Barriers

You can prevent sharing a file wath another user in Microsoft Teams by using
Information Barriers

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes MNo

You can resinct communication between users in Exchange Online by using
nformation Barners

You can restrict accessing a SharePoint Online site by using Information 1o
Barriers

You can prevent shanng a file with another user in Microsoft Teams by using |
Information Barriers e

NEW QUESTION 10

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Microsoft Defender for identity can identify advanced threats from « signals.

Azure Active Directory (Azure AD)
Azure AD Connect
on-premises Active Directory Domain Services (AD DS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Microsoft Defender for Identity is a cloud-based security solution that leverages your on- premises Active Directory signals to identify, detect, and investigate
advanced threats, compromised identities, and malicious insider actions directed at your organization.

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 13

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
Microsoft Defender for Endpoint can protect Android devices. O
Microsoft Defender for Endpoint can protect Azure virtual machines that run O
Windows 10.
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online Q
sites and content from viruses.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes
Microsoft Defender for Endpoint can protect Android devices. ol
Microsoft Defender for Endpoint can protect Azure virtual machines that run |_r,‘_‘s_|
Windows 10. e
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online Q

sites and content from viruses,

NEW QUESTION 15

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
¥ou can use Advanced Audit in Microsoft 365 to view billing details. O O
¥You can use Advanced Audit in Microsoft 365 to view the contents of an email message. D (8]

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Outlook on the web to search for items in a mailbox.

o
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No

Box 3: Yes

NEW QUESTION 19
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide

NEW QUESTION 22

DRAG DROP

Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Steps Answer Area
| Action : Review and filter alerts
Investigate |
& i Create cases in the Case dashboard
Triage g ' _—
. s : Send a reminder of corporate policies to users
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Steps Answer Area
e - ] g
| Action ' e I ; ,
__________ ! | Triage ; Review and filter alerts
I_ —— — — — — — — — _.; " ||
7 | | —m—ma————— i
I Investigate = ' |
L_______E____________I. | Investigate ' Create cases in the Case dashboard
, Triage ) TR I : L
___________ i Action t Send a reminder of corporate policies to users

NEW QUESTION 26
HOTSPOT
Select the answer that correctly completes the sentence.
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is a cloud-based sclution that leverages on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint

Microsoft Defender for Identity
Microsoft Defender for Office 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security solution that leverages your on-
premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your
organization.

NEW QUESTION 31
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 35
What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?

A. applications

B. network controls

C. operating systems

D. accounts and identities

Answer: A

NEW QUESTION 38

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.

Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

~ a file makes the data in the file readable and usable to viewers that have the appropriate key.

Archiving
Compressing
_Deduplicating

Encrypting

NEW QUESTION 43
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D
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NEW QUESTION 46

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C

Explanation:

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and

OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 49
DRAG DROP
Match the types of compliance score actions to the appropriate tasks.

To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.

NOTE: Each correct match is worth one point.

ww Sore BCtion Arvdwer Area
Comective Acticn Lise encryption to protect data af rest
Detective
Artron Actnesly monitor sysbems 1o identify meguilantes that might represent risks
Prevent e
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Compliance score action Angwer Aren
----------- - e TR o
:_ Comectng : FrEvenLative Jse encryption 1o protect data af rest
TDetectie PO B Detaciive
N © ! ACtnvely moniiod systems (o identify mmegulantses that might represent rsks
I"F‘l'{iuéh:&".:db !

NEW QUESTION 51
HOTSPOT
Select the answer that correctly completes the sentence.

In an environment that has on-premises resources and cloud resources,

[ snould be the primary security perimeter.

the cloud

a firewall

identity

Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In an environment that has on-premises resources and cloud resources,

should be the primary security perimeter.

the cloud

a firewall
{identity
[Microsoft Defender for Cloud

NEW QUESTION 53
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HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a @] QO

target resource Is created or modified.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Azure Policy supports automatic remediation. E_O_' O
Azure Policy can be used to ensure that new resources adhere ] O O
to corporate standards. -
Compliance evaluation in Azure Policy occurs only when a O I O :
target resource is created or modified. "
NEW QUESTION 56
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No
Microsoft Secure Score in the Microsoft 365 security center can provide O O
recommendations for Microsoft Cloud App Security.
From the Microsoft 365 security center, you can view how your Microsoft O O
Secure Score compares to the score of organizations like yours.
Microsoft Secure Score in the Microsoft 365 security center gives you O Q

points if you address the improvement action by using a third-party
application or software.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Text, letter
Description automatically generated

NEW QUESTION 61
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

In Microsoft Sentinel, you can automate common tasks by using | playbooks. -]
deep investigation tools
hunting search-and-query tools

workbooks,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
In Microsoft Sentinel, you can automate common tasks by using | playbooks. -]

deep investigation tools

hunting 5P4'1r|:|'|-.i|r'|(f-|;]uq-: v tools
1 playbooks,

workbooks,

NEW QUESTION 64

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Users can apply sensitivity labels manually. O Q
Multiple sensitivity labels can be applied to the same file, O Q
A sensitivity label can apply a watermark to a Microsoft Word document. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Users can apply sensitivity labels manually. :_O__ j Q
Multiple sensitivity labels can be applied to the same file, O 1O |
A sensitivity label can apply a watermark to a Microsoft Word document. :_(5 | O

NEW QUESTION 69
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?

A. access reviews

B. managed identities

C. conditional access policies

D. Azure AD Identity Protection

Answer: A

Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role

assignments.
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews- overview

NEW QUESTION 73
Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?

A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 77
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w isused to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.
Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
eDiscovery
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=0365- worldwide

NEW QUESTION 81

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
Azure AD Connect can be used 1o implement hybnd identity
Hybrid identity reguines the implementation of two Microsoft 365 tenants
Authenticatson of hybrid identities requares the synchronization of Active Derectory Domain
Sanvices (AD D5) and Azure AD
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Anzwer Area

Statements Yes No

Arure AD Connect can be used to implement hybrid identity W
Hybrid identity reguires the implementation of two Microsoft 365 tenants

Authenticatron of hybrid identities requares the synchronization of Active Derectory Domain - (00 )
Sarvices (AD D5) and Azure AD -

NEW QUESTION 82
Which Microsoft Defender for Cloud metric displays the overall security health of an Azure subscription?
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A. resource health

B. secure score

C. the status of recommendations
D. completed controls

Answer: B
NEW QUESTION 85

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes MNo

Security defaults require an Azure Active Directory (Azure AD) Premium license.
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication
{MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes MNo

Security defaults require an Azure Active Directory (Azure AD) Premium license. |
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. ) |-_

When Security defaults are enabled, all administrators must use multi-factor authentication 2
(MFA). -

NEW QUESTION 89

HOTSPOT

Select the answer that correctly completes the sentence.

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a -
guest account.
managed identity.
service principal.
user account.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 94

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Microsoft Pundew Compliance Manager assesses compliance data | continually ¥ tor an organization.

continually
migdthily
om-demand
cpuat terly

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.

mieithiy

o -demand
cpuat terly

NEW QUESTION 95
HOTSPOT

Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.
A. Mastered
B. Not Mastered
Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) i
will be enabled for all Azure AD users.
NEW QUESTION 96
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
| Templates T g ] track compliance with groupings of controls from a specific regulation or requirement.
Assessments
Improvement actions
Solutions
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
I Templates ,_f:] - | track compliance with groupings of controls from a specific regulation or requirement
Assessments
lrﬂF]Tl}'\ﬂf‘lH?lll ACTIONmS
Solutions
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NEW QUESTION 99

Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.

B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.
Answer: AC

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 104
HOTSPOT
Select the answer that correctly completes the sentence.

Active Directory Domain Senvices (AD DS)

Active Directory forest trusts

Azure Active Directory (Azure AD) business-to-business (B2E)
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered
Answer: A

Explanation:

Active Directory Domain Services (AD DS)
_Active Directory forest trusts

 AZure Adtive Directory (Rzure AD] bisiness-to-business (B28] _
Azure Active Directory business-to-consumer B2C (Azure AL B2C)

NEW QUESTION 109

- enables collaboration with business partners from external

organizations such as suppliers, partners, and vendors. External
USers appear as guest users in the directory.

enables collaboration with business partners from external
organizations such as suppliers, partners, and vendors, External
users appear as guest users in the directory.

Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete solution. NOTE: Each correct

selection is worth one point.

A. a network interface

B. an Azure App Service web app
C. a virtual network

D. a virtual network subnet

E. a resource group

Answer: AD

Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains

security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION 111
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
In software as a service (SaaS), applying service packs to applications is the O O
responsibility of the organization.
In infrastructure as a service (laas), managing the physical network is the O O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information O O

and data is the responsibility of the organization.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements

In software as a service (SaasS), applying service packs to applications is the

responsibility of the organization.

In infrastructure as a service (1aas), managing the physical network is the

responsibility of the cloud provider.

In all Azure cloud deployment types, managing the security of information

and data is the responsibility of the organization.

NEW QUESTION 113
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Detender
Azure Sentinel _
Microsoft Cloud App Security

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

-

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Azure Defender

Azure Sentinel

NEW QUESTION 115
HOTSPOT

Yes No
o o)
o, ©

el [e

can use conditional access policies
to control sessions in real time.

can use conditional access policies
to control sessions in real time.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point

Statements

Yes Mo

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. C

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure O O

Or on-premises.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage.

Yes No

|-'-_- | L

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. 10

-

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure 1O | O

Or on-premises.
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NEW QUESTION 120

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Microsoft Defendes for Cloud prosades cloud workload protection for Azure and hybrid doud resources
Microsoft Defender for Cloud
Arure Monitor
Microsoft clowd saounty benchmark
Microscf Secure Scofe
Amgwer Area
provades cdowd workhosd protectson for Abure and hybnd cloud nesounoes.
TAzgre Wonlee —
MEcrosof choud sacunty benchmark
Microsoft Secure Soore
Arrwer Area
W cronft Diefenckedy for Cloasd | prowetes Choud workload protecon for Azure and hybnd Cloud resources
Answer:
Answer Area
provides dloud workload protection for Azure and hybrid coud resources
N Microsoft Defender for Cloud
TAzure Monffor — —  —
Microsoft cloud secunty benchmark
Microsoft Sacure Score
A. Mastered

B. Not Mastered

Answer: A

NEW QUESTION 122
What can you use to provide threat detection for Azure SQL Managed Instance?

A. Microsoft Secure Score

B. application security groups
C. Microsoft Defender for Cloud
D. Azure Bastion

Answer: C

NEW QUESTION 127
Which statement represents a Microsoft privacy principle?

A. Microsoft does not collect any customer data.

B. Microsoft uses hosted customer email and chat data for targeted advertising.
C. Microsoft manages privacy settings for its customers.

D. Microsoft respects the local privacy laws that are applicable to its customers.

Answer: C

NEW QUESTION 129

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
With Advanced Audit in Microsoft 365, you can identify when O O
email items were accessed.
Advanced Audit in Microsoft 365 supports the same retention O @)
period of audit logs as core auditing.
Advanced Audit in Microsoft 365 allocates customer-dedicated O O

bandwidth for accessing audit data.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll SurePas https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 134
HOTSPOT
Select the answer that correctly completes the sentence.

» can be used to provide Microsoft Support Engineers with access to an organization’s data
Customer Lockbox stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.

Information barriers
Privileged Access Management (PAM)
sensitivity labels

A. Mastered
B. Not Mastered

Answer: A

Explanation:

_______ » «€an be used to provide Microsoft Support Engineers with access to an organization's data
| Customer Lockbox | stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.
Information barriers

Privileged Access Management (PAM)

sensitivity labels

NEW QUESTION 139
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD
Explanation:

Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

NEW QUESTION 141
When you enable Azure AD Multi-Factor Authentication (MFA), how many factors are required for authentication?

00w
AR WDNPE

Answer: B

NEW QUESTION 143
HOTSPOT
Select the answer that correctly completes the sentence.

When using multi-factor authentication (MFA), a password is considered something you

are
have

know
share
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Multifactor authentication combines two or more independent credentials: what the user knows, such as a password; what the user has, such as a security token;
and what the user is, by using biometric verification methods.

NEW QUESTION 144

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O @)
creating assessments.
Compliance Manager can help you asses whether data @] O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 148
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 151
HOTSPOT
For each of the following statements, select Yes if the statement is true Otherwise, select No.

NOTE Each correct selection is worth one point.
Arnvwes Ares

ou Selete an ATUre reSOurce THat Rat § uier-aetigred mAnMged kSantity, e managed

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Anvwer Area

Statements ¥es No

Device identity can be stoned in Anure AD
& wingle ryitem-aiagred managed deniity can be wsed by mullipls Anuee resouroes

? o ebete an ATurs retourTe That Ras & user-35tkgned m IR WERTy. e ManAgen | |

denily o deteted aulomateaby

NEW QUESTION 155
Which pillar of identity relates to tracking the resources accessed by a user?

A. auditing

B. authorization
C. authentication
D. administration

Answer: A

NEW QUESTION 158
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD
NEW QUESTION 160

HOTSPOT
Select the answer that correctly completes the sentence.

An AZure resource can use 3 system-assigned to access AZure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An Azure resource can use a system-assigned to access Azure services,

service principal
user identity

NEW QUESTION 164
What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus

C. Microsoft Defender for Identity
D. Microsoft Defender for Endpoint

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

NEW QUESTION 169
What do you use to provide real-time integration between Azure Sentinel and another
security source?

A. Azure AD Connect

B. a Log Analytics workspace
C. Azure Information Protection
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D. a data connector
Answer: D

Explanation:

To on-board Azure Sentinel, you first need to connect to your security sources. Azure Sentinel comes with a number of connectors for Microsoft solutions,
including Microsoft 365 Defender solutions, and Microsoft 365 sources, including Office 365, Azure AD, Microsoft Defender for Identity, and Microsoft Cloud App

Security, etc.
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/overview

NEW QUESTION 170
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Global administrators are exempt from conditional access policies

A conditional access policy can add users to Azure Active Directory (Azure AD) O

roles

Yes No

o O

O

Conditional access policies can force the use of multi-factor authentication O O

(MFA) to access cloud apps

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Global administrators are exempt from conditional access policies

Yes No

O 1O

A conditional access policy can add users to Azure Active Directory (Azure AD) O ;‘ ~ ‘I
roles R
Conditional access policies can force the use of multi-factor authentication |_C_> ' O
(MFA) to access cloud apps !

NEW QUESTION 171
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Compliance Manager assesses compliance data

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Compliance Manager assesses compliance data w» for an organization.
 continually '
monthly
on-demand
quarterly

NEW QUESTION 175
In a Core eDiscovery workflow, what should you do before you can search for content?

A. Create an eDiscovery hold.

B. Run Express Analysis.

C. Configure attorney-client privilege detection.
D. Export and download results.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?view=0365-worldwide

NEW QUESTION 176

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ne
Solftware tokans ane an example of passwordiess authantication
Windaws Hello is an example of passwordless suthantication.
FIDO2 sacurity keéys are an example of passwordless authentication.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes No

Software tokens ane an example of passwordiess authentication
Windaws Hello is an example of passwordless authantication.

FIDO2 secunty keys are an example of passwordless authenbication. J

NEW QUESTION 181
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