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NEW QUESTION 1

- (Exam Topic 4)

You have an Azure subscription.

You have an on-premises Windows 11 device named Device 1. You plan to monitor Devicel by using Azure Monitor.
You create a data collection rule (DCR) named DCRL1 in the subscription. To what should you associate DCR1 ?

A. Azure Network Watcher

B. Devicel

C. a Log Analytics workspace
D. a Monitored Object

Answer: B

Explanation:

To monitor Devicel by using Azure Monitor, you should associate DCR1 with Devicel. A data collection rule (DCR) defines the data collection process in Azure
Monitor, such as what data to collect, how to transform it, and where to send it. A DCR can be associated with multiple virtual machines and specify different data
sources, such as Azure Monitor Agent, custom logs, or Azure Event Hubs1. To associate a DCR with a virtual machine, you need to install the Azure Monitor
Agent on the machine and then select the DCR from the list of available rules2. You can also use Azure Policy to automatically install the agent and associate a
DCR with any virtual machines or virtual machine scale sets as they are created in your subscription3.

The other options are not correct for this scenario because:

> Azure Network Watcher is a service that provides network performance monitoring and diagnostics for Azure resources. It is not related to data collection rules
or Azure Monitor4.

> A Log Analytics workspace is a destination where you can send the data collected by a data collection rule. It is not an entity that you can associate a DCR
with5.

> A Monitored Object is not a valid term in the context of Azure Monitor or data collection rules. References: Data collection rules in Azure Monitor, Configure
data collection for Azure Monitor Agent, U

Azure Policy to install Azure Monitor Agent and associate with a DCR, What is Azure Network

Watcher?, Log Analytics workspaces in Azure Monitor

NEW QUESTION 2

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage Windows 11 devices.

You need to implement passwordless authentication that requires users to use number matching Which authentication method should you use?

A. Microsoft Authenticator
B. voice calls

C. FIO02 security keys

D. text messages

Answer: A

NEW QUESTION 3

- (Exam Topic 4)

You have computers that run Windows 11 Pro. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need to upgrade the computers to
Windows 11 Enterprise. What should you configure in Intune?

A. a device compliance policy
B. a device cleanup rule

C. a device enrollment policy
D. a device configuration profile

Answer: D

NEW QUESTION 4

- (Exam Topic 4)

You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft Azure Active Directory (Azure AD).

The computers have different update settings, and some computers are configured for manual updates. You need to configure Windows Update. The solution
must meet the following requirements:

> The configuration must be managed from a central location.
> Internet traffic must be minimized.

> Costs must be minimized.
How should you configure Windows Update? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Windows Update technology to use:

Windows Server Update Services (WSUS)
Microsoft Endpoint Configuration Manager
Windows Update for Business

Manage the configuration by using: [

A Group Policy object (GPO)
Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:

Delivery Optimization
BranchCache

Peer cache

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Windows Server Update Services (WSUS)

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product updates. You can use WSUS to
fully manage the distribution of updates that are released through Microsoft Update to computers on your network.

Windows Server Update Services is a built-in server role that includes the following enhancements: Can be added and removed by using the Server Manager
Includes Windows PowerShell cmdlets to manage the most important administrative tasks in WSUS Etc.

Box 2: A Group Policy object

In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows Update to obtain automatic updates
from Windows Server Update Services (WSUS).

Box 3: BranchCache

BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7 operating systems. Each client has a
cache and acts as an alternate source for content that devices on its own network request. Windows Server Update Services (WSUS) and Microsoft Endpoint
Manager can use BranchCache to optimize network bandwidth during update deployment, and it's easy to configure for either of them. BranchCache has two
operating modes: Distributed Cache mode and Hosted Cache mode.

Reference: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache https://docs.microsoft.com/en-us/windows-
server/administration/windows-server-update-services/deploy/4-conf

NEW QUESTION 5

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power BI using the OData link. Intune provides connection settings to your tenant so that you can view the following sample reports and charts related to:
Devices Enrollment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:
> Open Power BI Desktop.

> Choose File > Get Data. Select OData feed.

> Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.
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> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 6

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You need to ensure that users are not added automatically to the local Administrators group when they join their Windows 11 device to contoso.com.
What should you configure?

A. Windows Autopilot

B. provisioning packages for Windows
C. Security defaults in Azure AD

D. Device settings in Azure AD

Answer: D

Explanation:

To ensure that users are not added automatically to the local Administrators group when they join their Windows 11 device to contoso.com, you should configure
the Device settings in Azure AD. The Device settings allow you to manage which users can join devices to Azure AD and whether they are added as local
administrators or standard users. By default, users who join devices to Azure AD are added to the local Administrators group, but you can change this setting to
None or Selectedl.

The other options are not relevant for this scenario because:

> Windows Autopilot is a service that allows you to pre-configure new devices and enroll them automatically to Azure AD and Microsoft Intune. It does not control
the local administrator role of the users who join the devices2.

> Provisioning packages for Windows are files that contain custom settings and policies that can be applied to Windows devices during the setup process. They
do not affect the Azure AD join process or the local administrator role of the users3.

> Security defaults in Azure AD are a set of basic identity security mechanisms that are enabled by default to protect your organization from common attacks.
They do not include any settings related to device management or local administrator role4.

References: Manage device identities using the Microsoft Entra admin center, Windows Autopilot, Provisioning packages for Windows 10, What are security
defaults?

NEW QUESTION 7

- (Exam Topic 4)

You have 100 Windows 10 devices enrolled in Microsoft Intune.

You need to configure the devices to retrieve Windows updates from the internet and from other computers on a local network.

Which Delivery Optimization setting should you configure, and which type of Intune object should you create? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Delivery Optimization setting: I Bandwidth optimation type *
Bandwidth optimization type
Download mode

VPN peer caching

Intune object: | A co nhguration profile g l

App configuration policies
Windows 10 and later quality updates

Windows 10 and later update nngs

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Delivery Optimization setting: B. Download mode Intune object: A configuration profile

To configure the devices to retrieve Windows updates from the internet and from other computers on a local network, you need to configure the Download mode
setting in a Delivery Optimization device configuration profile. This setting specifies how the devices use Delivery Optimization to download updates. You can
choose from several options, such as HTTP only, LAN only, or Group. For example, you can set the Download mode to Group and specify a group ID for the
devices to share updates among themselves and with other devices that have the same group ID. You can also set the Download mode to Internet to allow the
devices to download updates from Microsoft or other devices on the internet that use Delivery Optimization. References: https://docs.microsoft.com/en-
us/mem/intune/configuration/delivery-optimization-windows

NEW QUESTION 8
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have the Windows 11 devices shown in the following table.
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Name Member of BitLocker Drive Encryption (BitLocker)
Devicel | Group1i Enabled

Device2 | Groupl, Group3 | Disabled

Device3 | Groupl, Group2 | Enabled

You deploy the device compliance policy shown in the exhibit. (Click the Exhibit tab.)
Basics Edit

Mame Policyl

Description -

Platform Windows 10 and later

Profile type Windows 10/11 comphance pohcy

Compliance settings £

Device Health

Require BitLockes Regquire

Actions for noncompliance Edit

Action Schedule Message template Additional reciplents (via email)
Mark device noncomphiant Immediately

Scope tags Edd
Defaul

Assignments Edit

Included groups
Group
Group
Group3

i

Excluded groups
Group

Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
Cewicel will have Pohcy! assigned and will be marked as comphant
DeviceZ will have Policy1 assigned and will be marked as comphiant
Device3 will have Policy1 assigned and will be marked as compliant
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes No

[
=T

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to deploy a custom line-of-business (LOB) app to
the devices by using Intune.

Which extension should you select for the app package file?

A. .intunemac
B. apk

C.jpa

D. .appx

Answer: C

Explanation:

iOS/iPadOS LOB apps: Select Line-of-business app as the app type, select the App package file, and then enter an iOS/iPadOS installation file with the extension
.ipa.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 10

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure automatic mobile device management (MDM) enroliment. From the Microsoft Intune admin center,
you configure the Windows Hello for Business enrollment options.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 iOS devices. The devices are enrolled in Microsoft Intune as follows:

» Two hundred devices are enrolled by using the Intune Company Portal.

* Eight hundred devices are enrolled by using Apple Automated Device Enroliment (ADE).

You create an iOS/iPadOS software updates policy named Policy 1 that is configured to install iOS/iPadOS 15.5.

How many iOS devices will Policyl update, and what should you configure to ensure that only iOS/iPadOS 15.5 is installed? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

MNumber of devices: v
200
800
1000

Configure a: v
Compliance policy
Conditional Access policy
Device restriction policy
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Policy 1 will update 800 iOS devices that are enrolled by using Apple Automated Device Enroliment (ADE). This is because ADE devices are supervised devices
that support software update policies in Intunel. Devices that are enrolled by using the Intune Company Portal are not supervised devices and do not support
software update policies2.

To ensure that only iOS/iPadOS 15.5 is installed, you should configure a device restriction policy that restric visibility of software updates. This will prevent users
from manually updating the OS to a newer version than the one you specified in Policy 11. You can use the Deployment Workbench to create and assign a device
restriction profile to your ADE devices3.

NEW QUESTION 13

- (Exam Topic 4)

You have a Microsoft 365 subscription. All devices run Windows 10.

You need to prevent users from enrolling the devices in the Windows Insider Program.

What two configurations should you perform from the Microsoft Intune admin center? Each correct answer is a complete solution.
NOTE: Each correct selection is worth one point.

A. a device restrictions device configuration profile
B. an app configuration policy

C. a Windows 10 and later security baseline

D. a custom device configuration profile

E. a Windows 10 and later update ring

Answer: AE

NEW QUESTION 15
- (Exam Topic 4)
You have a Microsoft 365 ES subscription that uses Microsoft Intune. Devices are enrolled in Intune as shown in the following table.

Name | Platform Enrolled by using
Devicel | i0OS Apple Automated Device Enroliment (ADE)
LUavice/ | PadOs Apple Automated Device Enrollment (ADE)
Deviced | iPadOS The Company Portal app |

The devices are the members of groups as shown in the following table.

Name | Members

'-".'I'.E.'". | I-""'-'I-' £l .-:--'.' CEs |.-|f“'|.'= 2 |

] ;]
Lroup: | I—l""l.'l'. 2L |

You create an JOS/iPadOS update profile as shown in the following exhibit.
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Create profile
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Summary
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Update policy settings
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

If an 05 update becomes available on Tuesday at 5 AM, the update is installed on Device!
automatically on Wednesday,

If an iPadOS update becomes available on Thursday at 2 AM. the update is installed on
Device? aulomatically on Thursday

If an iPad(5 update becomes avallable on Friday at 10 PM, the update is installed on
Deviced automatically on Sunday,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

. N { |
If an i0S update becomes available on Tuesday at 5 AM. the update is installed on Device '
automatically on Wadnesday,

If an iPadOS update becomes avatlable on Thursday at 2 AM, the update is instalied on
Device? aulomatically on Thursday

If an iPad(S update becomes available on Friday at 10 PM, the update is installed on I
Deviced aulomatically on Sunday.

NEW QUESTION 18
- (Exam Topic 4)
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You have a Microsoft 365 subscription that contains 1,000 Windows 11 devices enrolled in Microsoft Intune. You plan to create and monitor the results of a
compliance policy used to validate the BIOS version of the

devices.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

émmaanﬂhncedaﬂmmrmm | 1

;frealt and assign a compliance policy that has System Security settings configured. | E|

| Review the Conditional Access Insights and Reporting workbook for results | [3]
| Create 3 PowerShell discovery script and a JSON file. | [4]
| Upload the PowerShell script to intune.

 Upload the JSON file to Azure AD.

| Create and assign a custom compliance policy.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Ared
1 F r 1 T N etcalr e Ll Sl ot et e bt Ao st i il ettt b |
':nf“_rE{:ﬁE ai T'}i b'_HTE r:-cl._s ________________ : Create & PowerShell decovery script and a 150N file i
{m:earn".lquacmﬁuﬂuwu.-I:M'mss:.wm:rcmnt;w.lrﬁ:crﬁggrw ! ,.-_‘:_'_'_'_'_'_'_'_':::::::::::::::::::_‘:::'
_____________________________ -4
e s s S S T S ST ST I Upload the PowerShed] script 1o intune
 Resiew the Conditional Access Insights and Reparting workbook for nesuits F ool s dmsnas s e e e L e e s s !
______________________________ et ot ol o ol fratbrt motbu ot beotfeliotinet otbeiabiesl ot relient et bt
_____________________________ |
':'_fi'ja_“':"f"'-‘f Gusmysohadeniee o | | Upioad the JSON fie 1o Azure AD !
mp‘;ﬁ@;ﬁ Sy I_’;p‘_‘,. e, oo EEEE . B I i e

NEW QUESTION 19

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to download a report that lists all the devices that are NOT enrolled in Microsoft Intune and are assigned an app protection policy.
What should you select in the Microsoft Endpoint Manager admin center?

A. App

B. and then App protection policies

C. App

D. and then Monitor

E. Devices, and then Monitor

F. Reports, and the Device compliance

Answer: A

Explanation:
App report: You can search by platform and app, and then this report will provide two different app protection statuses that you can select before generating the

report. The statuses can be Protected or Unprotected.
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policies-monitor

NEW QUESTION 22
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

The tenant contams the Azure AD groups shown in the foIIowmg table

Sl DN T O e 'Ir:!}"";'.l'l

You add an Autopilot deployment proflle as shown in the following exhlblt.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 26
- (Exam Topic 4)
You have an Azure Active Directory Premium Plan 2 subscription that contains the users shown in the following table.

Name | Member of Assigned license
Userl | Group1 Enterprise Mobility + Security ES
User2 | Group?2 Enterprise Mobility + Security E5

You purchase the devices shown in the following table.

Name T!pe
Devicel | Windows 10
Device2 | Android

You configure automatic mobile device management (MDM) and mobile application management (MAM) enrollment by using the following settings:
* MDM user scope: Groupl

* MAM user scope: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can enroll Device1 in Intune by using automatic enroliment.

User1 can enroll Device2 in Intune by using automatic enroliment.

User2 can enroll Device1 in Intune by using automatic enroliment.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

User1 can enroll Device1 in Intune by using automatic enroliment.

User1 can enroll Device2 in Intune by using automatic enroliment.

User2 can enroll Device1 in Intune by using automatic enroliment.

NEW QUESTION 29

- (Exam Topic 4)

Your company has 200 computers that run Windows 10. The computers are managed by using Microsoft Intune. Currently, Windows updates are downloaded
without using Delivery Optimization. You need to configure the computers to use Delivery Optimization. What should you create in Intune?

A. a device compliance policy
B. a Windows 10 update ring
C. a device configuration profile
D. an app protection policy

Answer: C

NEW QUESTION 32
- (Exam Topic 4)
You have a Microsoft Deployment Toolkit (MDT) deployment share named Share 1. You add Windows 10 images to Share! as shown in the following table.
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Name | In WIM file Description

Image1 | Installi.wim | Default Windows 10 Pro image from the
Windows 10 installation media

Image2 | Installiwim | Default Windows 10 Enterprise image
from the Windows 10 installation media
Image3 | Install2wim | Default Windows 10 Pro for Workstations
image from the Windows 10 installation
media

Image4 | Customl.wim | Custom Windows 10 Enterprise image
without any additional applications
Image5 | Custom2.wim | Custom Windows 10 Enterprise image
that includes custom applications

Which images can be used in the Standard Client Task Sequence, and which images can be used in the Standard Client Upgrade Task Sequence?
NOTE: Each correct selection is worth one point.

Answer Area

Standard Client Task Sequence: [ NG

Image3 only

Image3, Image4, and Image5 only

Image1, Image2, and Image3 only
Image1, Image2, Image3, and Image4 only

Image1, Image.?, ImageE, lmage4. and Im&ges

Standard Clent Upgrade Task Sequence: [N

Image3 only

Image3, Imaged, and Image5 only

Image1, Image2, and Image3 only
Image1, Image2, Image3, and Image4 only

ImageL lmagez. Imagea. lmagred; and Images

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Standard Client Task Sequence:

Image3 only

Image3, Imaged, and Image5 only
Image1, ImageZ, and Image3 only

Image1, ImageZ, Image3, and Image4 only

ImageI, Imagez, Images, Ima9e4. and Images

Standard Client Upgrade Task Sequence: [N

Image3 only
Image3, Image4, and Image5 only
Image1, Image2, and Image3 only

Image1, ImageZ, Image3, and Image4 only
Image1, ImageZ, Image3, Image4, and Image>

NEW QUESTION 34
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- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.

You have a Microsoft 365 subscription

You plan to use Windows Autopilot to deploy new Windows devices. You plan to create a deployment profile.

You need to ensure that The deployment meets the following requirements:

* Devices must be joined to AD DS regardless of their current working location.

« Users in the marketing department must have a line-of-business (LOB) app installed during the deployment. The solution must minimize administrative effort.

What should you do for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Devices must be joined to AD DS regardiess of their current Install the Intune connector for Active Directory i
working location: | Deploy Always On VPN
Install the Intune connector for Active Directory.
Maodify the Autopilot deployment profile

Edit the Co-managemeant setuings in Intune

The marketing department users must have an LOB app I Modify the Autopilol deployment profile - |
nstalled dunng the deployment:

Create a Whcrosoft Intune app deployment
Create a dewice configuration profile in Intune
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Devices must be joined 1o AD DS regardless of their current  Install the Intune connector for Active Directory w

working location: | Deploy Always On VPN

Modity the Autopilct deployment profnile

Edit the Co-management settings in Intung

The marketing department users must have an LOB app
nstalled dunng the deployment:

Craate a Microsoft Intune app deployment

Create a device configuration profile in Intune

NEW QUESTION 35

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 1,000 Windows 11 devices. All the devices are enrolled in Microsoft Intune.

You plan to integrate Intune with Microsoft Defender for Endpoint.

You need to establish a service-to-service connection between Intune and Defender for Endpoint. Which settings should you configure in the Microsoft Endpoint
Manager admin center?

A. Connectors and tokens

B. Premium add-ons

C. Microsoft Tunnel Gateway
D. Tenant enrollment

Answer: A

Explanation:

Microsoft Defender for Endpoint — Important Service and Endpoint Settings You Should Configure Right Now.

As a prerequisite, however, head to tenant administration > connectors and tokens > Microsoft Defender for Endpoint and confirm the connection is enabled. You
previously set this up in the advanced settings of Microsoft 365 Defender.

Reference: https://petri.com/microsoft-defender-for-endpoint-which-settings-configure-right-now/

NEW QUESTION 38

- (Exam Topic 4)

You have a Microsoft Intune subscription.

You are creating a Windows Autopilot deployment profile named Profilel as shown in the following exhibit.
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Create profile

B -
il -

2 Dut-of-box expenence (OOBE)

Configure the out-of-box expenence for your Autopdlot devices

* Deployment mode O - Drrven

* Jown to Azure AD a5 © Azure AD joined
Microsoft Software License Terms © S i
Important information about hiding license terms

B — ARl L
Privacy settings &

LY
L'

The default value for diagnostic data collection has changed for devices running Windows 10,

version 1903 and later. Learn more

ser account type @ & a Stanclard
""""" sagee (F 1) O Operating system default w

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer Area

Users who deploy a device by using Profile1
[answer choice].

Users can configure the [answer choice] during
the deployment.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
Users who deploy a device by using Profile1

[answer choice]

Users can configure the [answer choice] dunng
the deployment.

NEW QUESTION 43

The Leader of IT Certification

v

are prevented from modifying any desktop settings
can create additional local users on the device

can modify the desktop settings for all device users
can modify the desktop settings only for themselves

4
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are prevented from modifying any desktop settings|

can create additional local users on the device
can modify the desktop settings for all device users
can modify the desktop settings only for themselves
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- (Exam Topic 4)

Your network contains an on-premises Active Directory domain. The domain contains two computers named Computerl and Computer? that run Windows 10.
You install Windows Admin Center on Computerl.

You need to manage Computer2 from Computerl by using Windows Admin Center. What should you do on Computed?

A. Update the TrustedHosts list

B. Run the Enable-PSRemoting cmdlet

C. Allow Windows Remote Management (WinRM) through the Microsoft Defender firewall.
D. Add an inbound Microsoft Defender Firewall rule.

Answer: B

Explanation:

To manage a remote computer from Windows Admin Center, you need to enable PowerShell remoting on the remote computer. You can do this by running the
Enable-PSRemoting cmdlet, which configures the WinRM service, creates a listener, and allows inbound firewall rules for PowerShell remoting. The other options
are not sufficient or necessary for this task. References: Installation and configuration for Windows Remote Management

NEW QUESTION 45
- (Exam Topic 4)
You have a Microsoft 365 tenant that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform ;
Devicel Windows 10
Device?d macl5s

In Microsoft Intune Endpoint security, you need to configure a disk encryption policy for each device. Which encryption type should you use for each device, and
which role-based access control (RBAQ role in

Intune should you use to manage the encryption keys? To answer, select the appropriate options m the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Device 1!
Ealeault
Cryptsetup
Encrypting File System (EFS)
BitLocker Drive Encryption (BitLocker)
Device2: [N
File\/aul
Cryptsetup
Encrypting File System (EFS)
ftLocker Dnve Encrypbon (BitLocker)
REAC role
Help Desk Operator
Apphcation Manager
Intune Role Admirstrator
Pohlicy and Profile Manager
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 46

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune.

You need to ensure that you can deploy apps to Android Enterprise devices. What should you do first?

A. Create a configuration profile.

B. Add a certificate connector.

C. Configure the Partner device management settings.
D. Link your managed Google Play account to Intune.

Answer: D

NEW QUESTION 50
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.
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| Name 1 Type
Devicel Windows 10
Devicel [ 105
Device3 Android Enterprise

You need to ensure that only devices running trusted firmware or operating system builds can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Require BitLocker. Device!: Setting
Prevent jailbroken devices from having corporate access
Device?: Setting
Prevent rooted devices from having corporate access.
Devices; Setting

Require Secure Boot to be enabled on the device.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1:

Device Compliance settings for Windows 10/11 in Intune

There are the different compliance settings you can configure on Windows devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to require BitLocker, set a minimum and maximum operating system, set a risk level using Microsoft Defender for Endpoint, and more.

Note: Windows Health Attestation Service evaluation rules Require BitLocker:

Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system volume. BitLocker uses the Trusted Platform Module (TPM) to help
protect the Windows operating system and user

data. It also helps confirm that a computer isn't tampered with, even if its left unattended, lost, or stolen. If the computer is equipped with a compatible TPM,
BitLocker uses the TPM to lock the encryption keys that protect the data. As a result, the keys can't be accessed until the TPM verifies the state of the computer.
Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Require - The device can protect data that's stored on the drive from unauthorized access when the system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part of your mobile device management (MDM) solution, use these
settings to require an email, mark rooted (jailbroken) devices as not compliant, set an allowed threat level, set passwords to expire, and more.

Device Health Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted (jailbroken) devices as not compliant.

Box 3: Prevent rooted devices from having corporate access. Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to mark rooted devices as not compliant, set an allowed threat level, enable Google Play Protect, and more.

Device Health - for Personally-Owned Work Profile Rooted devices

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted devices as not compliant.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows https://docs.microsoft.com/en-
us/mem/intune/protect/compliance-policy-create-android-for-work https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios

NEW QUESTION 53

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a user named Adminl. All computers run Windows 10.

You enable Windows PowerShell remoting on the computers.

You need to ensure that Adminl can establish remote PowerShell connections to the computers. The solution must use the principle of least privilege.
To which group should you add Admin1?

A. Access Control Assistance Operators
B. Remote Desktop Users

C. Power Users

D. Remote Management Users

Answer: B

NEW QUESTION 57

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.
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Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a Microsoft Deployment Toolkit (MDT) deployment

share. You create a task sequence, and then you run the MDT deployment wizard on Computerl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 59
- (Exam Topic 4)
You have devices enrolled in Microsoft Intune as shown in the following table.

Name | Platform

Devicel | Windows 10

DeviceZ | Windows 11

Device? | Androig
Deviced | 105

On which devices can you apply app configuration policies?

A. Device2 only

B. Devicel and Device2 only

C. Device3 and Device4 only

D. Device2, Device3, and Device4 only

E. Devicel, Device2, Device B, and Device4

Answer: D

Explanation:

The correct answer is D because app configuration policies can be applied to managed devices and managed appsl. Managed devices are enrolled and managed
by Intune, while managed apps are integrated with Intune App SDK or wrapped using the Intune Wrapping Tooll. Device2, Device3, and Device4 are either
enrolled in Intune or have managed apps installed, so they can receive app configuration policies2. Devicel is not enrolled in any MDM solution and does not have
any managed apps installed, so it cannot receive app configuration policies2. References: 1: App configuration policies for Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Policy sets - Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/fundamentals/policy-sets

NEW QUESTION 63

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) solution that is used to manage Windows 11 deployment tasks.
MDT contains the operating system images shown in the following table.

Name Description
Image1.wim Custom-built Windows 10 image that has
preinstalled custom apps
Image2.wim Custom-built Windows 10 image without apps
Install.wim Default Windows 10 image

You need to perform a Windows 11 in-place upgrade on several computers that run Windows 10. From the Deployment Workbench, you open the New Task
Sequence Wizard.

You need to identify which task sequence template and which operating system image to use for the task sequence. The solution must minimize administrative
effort.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Task sequence template:
Standard Client Task Sequence
Standard Client Replace Task Sequence

Standard Client Upgrade Task Sequence |

Operating system image:

Image1.wim
Image2.wim
Install.wim

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Standard Client Upgrade Task Sequence

Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release of Windows 10, and is also a preferred method for upgrading
from Windows 7 or 8.1 if you do not plan to significantly change the device's configuration or applications. MDT includes an in-place upgrade task sequence
template that makes the process really simple.

Box 2: Install.wim

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. |

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-windows-10-with-the

NEW QUESTION 65

- (Exam Topic 4)

You have a Microsoft Intune deployment that contains the resources shown in the following table.
Name Type Platform

g comphiance polcy Windows 10 and later

{lice | thce app polcy lot applicable

You create a policy set named Setl and add Complyl to Setl. Which additional resources can you add to Setl1?

A. Confl only

B. Comply2 only

C. Comply2 and Confl only

D. CAl. Confl. and Office 1 only

E. Comply2. CA1l, Confl. and Officel

Answer: B

NEW QUESTION 70
- (Exam Topic 3)
You need to meet the requirements for the MKG department users. What should you do?

A. Assign the MKG department users the Purchaser role in Microsoft Store for Business

B. Download the APPX file for Appl from Microsoft Store for Business

C. Add Appl to the private store

D. Assign the MKG department users the Basic Purchaser role in Microsoft Store for Business
E. Acquire Appl from Microsoft Store for Business

Answer: E

Explanation:

References:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store Enable the users in the MKG department to use Appl.

The private store is a feature in Microsoft Store for Business and Education that organizations receive during the signup process. When admins add apps to the
private store, all employees in the organization can view and download the apps. Your private store is available as a tab in Microsoft Store app, and is usually
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named for your company or organization. Only apps with online licenses can be added to the private store.
Reference:
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

NEW QUESTION 72
- (Exam Topic 3)

To which devices do Policyl and Policy2 apply? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Policy1:

N/

Devicel only

Device2 only

Device3 only

Device4 only

Device2 and Device3 only
Devicel and Device3 only
Device1, Device2, and Device 3

Policy2:

Device1 only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only
Device1 and Devlice3 only
Device1, Device2, and Device 3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/device-profile-assign

NEW QUESTION 77
- (Exam Topic 3)

You need to meet the technical requirements for the iOS devices. Which object should you create in Intune?

A. A compliance policy

B. An app protection policy

C. A Deployment profile

D. A device configuration profile

Answer: D

Explanation:
References:

https://docs.microsoft.com/en-us/intune/device-restrictions-configure https://docs.microsoft.com/en-us/intune/device-restrictions-ios

NEW QUESTION 79
- (Exam Topic 3)
You need to meet the technical requirements for the new HR department computers.

How should you configure the provisioning package? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Specify ComputerName as:

“HR"+ RAND(4)
“HumanResources-"+ RAND(?777)
HR-%RAND:4%

HR-7277
HumanResources-%RAND:4%

Specify AccountOU as:

CN=Computers, CN=HR, DC=Contoso, DC=com
Computers/HumanResources/Contoso.com
Contoso.com/HR/Computers

OU=Computers, OU=HR, DC=Contoso, DC=com

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-accounts

NEW QUESTION 83

- (Exam Topic 2)

You need to meet the technical requirements for Windows AutoPilot.

Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

0 Overview

ti' Getting started

Manage

s Users

s Groups

B2 Organizational relationships

Roles and administrators

Enterprise applications

Devices

App registrations

App registrations (Preview)

m| (48| |8 (m|| & | 2o

Application proxy

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset
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NEW QUESTION 87

- (Exam Topic 2)

You need to capture the required information for the sales department computers to meet the technical requirements.
Which Windows PowerShell command should you run first?

A. Install-Module WindowsAutoPilotIntune
B. Install-Script Get-WindowsAutoPilotinfo
C. Import-AutoPilotCSV

D. Get-WindowsAutoPilotInfo

Answer: B

Explanation:

References:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices

"This topic describes how to convert Windows 7 or Windows 8.1 domain-joined computers to Windows 10 devices joined to either Azure Active Directory or Active
Directory (Hybrid Azure AD Join) by using Windows Autopilot"

NEW QUESTION 92
- (Exam Topic 2)
What should you use to meet the technical requirements for Azure DevOps?

A. An app protection policy

B. Windows Information Protection (WIP)
C. Conditional access

D. A device configuration profile

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/manage-conditional-access? view=azure-devops

NEW QUESTION 96
- (Exam Topic 2)
You need to resolve the performance issues in the Los Angeles office.

How should you configure the update settings? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Change Delivery Optimization l\/

download mode to: Bypass mode
HTTP blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

Update Active Hours Start to:

T0AM
11 AM
10 PM
11 PM
Update Active Hours End to: I
10 AM
1T AM
T10PM
1T PM
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated with low confidence
Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization https://2pintsoftware.com/delivery-optimization-dl-mode/

NEW QUESTION 99
- (Exam Topic 1)

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MD-102-dumps.html (98 Q&AS)

Which user can enroll Device6 in Intune?

A. User4 and User2 only

B. User4 and User 1 only

C. Userl, User2, User3, and User4
D. User4. User Land User2 only

Answer: B
NEW QUESTION 101
- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User1 can create a file named D:\Folder1\file1.txt on Deviced by using Notepad.

User2 can remove D:\Folder1 from the list of protected folders on Device2.

User3 can create a file named C\Users\User3\Desktop\file1.txt on Device2 by
running a custom Windows PowerShell script.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated with medium confidence

NEW QUESTION 102

- (Exam Topic 1)

You implement Boundaryl based on the planned changes.

Which devices have a network boundary of 192.168.1.0/24 applied?

A. Device2 only

B. Device3 only

C. Device 1. Device2. and Device5 only

D. Device 1, Device2, Device3, and Device4 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/network-boundary-windows

NEW QUESTION 103
- (Exam Topic 1)
You implement the planned changes for Connectionl and Connection2

Yes

)

How many VPN connections will there be for Userl when the user signs in to Device 1 and Devke2? To answer select the appropriate options in the answer area.

NOTE; Each correct selection is worth one point.

Answer Area

Dewce [ NN
5

Cevvced ;
4
5

Dence2 [ N
3
4
5

A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area

Device - [N

Dh*rceé‘[

Deace?

ml#r,u ¥ -I ¥ -I-|'::Jl’u ]

NEW QUESTION 107

- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Device1 is marked as compliant. O O
Device4 is marked as compliant. O O
Device5 is marked as compliant. O ()

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 108

- (Exam Topic 4)

You have computer that run Windows 10 and connect to an Azure Log Analytics workspace. The workspace is configured to collect all available events from
Windows event logs. The computers have the logged events shown in the following table.

EventiD [  log | Type | Computer
Application | Success Computeni|||
System Information Computer1’
Security Audit Success | | Computer2!!
System Error Computer?2)

Which events are collected in the Log Analytics workspace?

& lwln]=

A. 1 only

B. 2 and 3 only
C.1and 3 only
D.1,2,and 4 on
E.1,2,3 and4

Answer: E

Explanation:
All events from Windows event logs are collected in the Log Analytics workspace, regardless of the event level or source. Therefore, events 1, 2, 3, and 4 are all
collected in the workspace. References: https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-windows-events

NEW QUESTION 109

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named Userl. Userl has a user principal name (UPN) of userl
@contoso.com.

You join a Windows 10 device named Clientl to contoso.com.

You need to add User1l to the local Administrators group of Client1.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Administrators /fadd " \userlficontoso.com"”

AzureAD
CONTOSO
UPN

net accounts
net localgroup

net user

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

— Administrators /add " \userlficontoso.com”

net accounts AzureAD
r net localgroup
net user UPN

NEW QUESTION 114

- (Exam Topic 4)

You have an Azure AD tenant that contains the devices shown in the following table. You purchase Windows 11 Enterprise E5 licenses.
Which devices can use Subscription Activation to upgrade to Windows 11 Enterprise?

A. Devicel only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2, Device3, and Device4

Answer: B

NEW QUESTION 115

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You have a Windows 11 device named Devicel that is enrolled in Intune. Devicel has been offline for 30 days.

You need to remove Devicel from Intune immediately. The solution must ensure that if the device checks in again, any apps and data provisioned by Intune are
removed. User-installed apps, personal data, and

OEM:-installed apps must be retained.

What should you use?

A. a Delete action

B. a Retire action

C. a Fresh Start action

D. an Autopilot Reset action

Answer: B

Explanation:

A retire action removes a device from Intune management and removes any apps and data provisioned by Intune. User-installed apps, personal data, and OEM-
installed apps are retained. A retire action can be performed on devices that are offline for more than 30 days. References:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/devices-wipe

NEW QUESTION 117

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named User! and a web app named Appl. Appl must only accept modern authentication requests.
You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

» Assignments

° Users or workload identities: Userl

° Cloud apps or actions: Appl

* Access controls

° Grant: Block access

You need to block only legacy authentication requests to Appl. Which condition should you add to CAPolicy1?
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A. Filter for devices
B. Device platforms
C. User risk

D. Sign-in risk

E. Client apps

Answer: E

Explanation:

you can use the client apps condition to block legacy authentication requests to Appl1l. Legacy authentication is a term that refers to authentication protocols that
do not support modern authentication features such as multi-factor authentication or conditional access2. Examples of legacy authentication protocols include
Basic Authentication, Digest Authentication, NTLM, and Kerberos2. To block legacy authentication requests, you need to configure the client apps condition to
include Other clients, which covers any client that uses legacy authentication protocols13. References: 1: Conditional Access: Block legacy authentication |
Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/block-legacy-authentication 2:

What is legacy authentication? | Microsoft Learn

https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/legacy-authentication 3: Client apps condition in Azure Active Directory Conditional
Access | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/client-apps-condition

NEW QUESTION 121

- (Exam Topic 4)

You have two computers named Computerl and Computed that run Windows 10. Computed has Remote Desktop enabled.
From Computerl, you connect to Computer2 by using Remote Desktop Connection.

You need to ensure that you can access the local drives on Computerl from within the Remote Desktop session.

What should you do?

A. From Computer 2, configure the Remote Desktop settings.

B. From Windows Defender Firewall on Computer 1, allow Remote Desktop.

C. From Windows Defender Firewall on Computer 2, allow File and Printer Sharing.
D. From Computerl, configure the Remote Desktop Connection settings.

Answer: D

NEW QUESTION 123

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune to manage personal and corporate devices. The tenant contains three Windows 10 devices as shown
in the following exhibit.

Name Enabled OS Version Join Type Owner MDM Compliant
g LON-CL2 Yes Windows 10.0.17763.615  Azure AD registered lser?  Microsoft Intune Yes
# LON-CL4 Yes Windows 10.0.17763.107  Azure AD joined lserl  Microsoft Intune Yes

How will Intune classify each device after the devices are enrolled in Intune automatically? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Identified by Intune as a personal device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-
azure-ad-register

NEW QUESTION 126
- (Exam Topic 4)
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You have a Microsoft 365 tenant that uses Microsoft Intune.
You use the Company Portal app to access and install published apps to enrolled devices. From the Microsoft Intune admin center, you add a Microsoft Store app.
Which two App information types are visible in the Company Portal? NOTE: Each correct selection is worth one point.

A. Privacy URL

B. Information URL
C. Developer

D. Owner

Answer: AC

NEW QUESTION 128

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM). You need to deploy the Microsoft 36S Apps for enterprise
suite to all the computers.

What should you do?

A. From the Microsoft Intune admin center, create a Windows 10 device profile.
B. From Azure AD, add an app registration.

C. From Azure A

D. add an enterprise application.

E. From the Microsoft Intune admin center, add an app.

Answer: D

Explanation:

To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type “Windows 10 app (Win32)” in the
Microsoft Intune admin center and configure the app settings. You can then assign the app to groups of users or devices. References:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-app-management

NEW QUESTION 130

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices. Azure AD joined Windows devices enroll
automatically in Intune. You have the devices shown in the following table.

-

Name Operating system |r Azure AD | Line-of-business (LOB)
joined apps installed

M i - - - x o wm o i %
Ll — S S ¥ e

e % 4
I-.l' ] ]

You are preparing to upgrade the devices to Windows 11. All the devices are compatible with Windows 11. You need to evaluate Windows Autopilot and in-place
upgrade as deployment methods to implement

Windows 11 Pro on the devices, while retaining all user settings and applications.

Which devices can be upgraded by using each method? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Windows Autopilot: | Devicel and Device3 only {j‘l
None of the devices
Devicel only

Devicel and Device3 only

Devicel, Devicel and Device3

In-place upgrade: | Devicel and Device3 only g 1

None of the devices
Device! only

Devicel, Deviced, and Device3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader
https://www.certleader.com/MD-102-dumps.html (98 Q&As)

CertLeader:

Leader of IT Certifications

Answer Area

Windows Autopilot | Devicel and Device3 only

None of the dewnces
Devical only

| Devicel and Device3 only
TeviCe |, LeVICeL, and Uevices

In-place upgrade: | Dewicel and Device3 only

Mone of the devices
1 ru*l-n;.-

Dewice1 and Device3 only

NEW QUESTION 133
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You plan to use Endpoint analytics.

You need to create baseline metrics.
What should you do first?

A. Create an Azure Monitor workbook.
B. Onboard 10 devices to Endpoint analytics.
C. Create a Log Analytics workspace.
D. Modify the Baseline regression threshold.

Answer: C

Explanation:

Onboarding from the Endpoint analytics portal is required for Intune managed devices. Reference: https://docs.microsoft.com/en-us/mem/analytics/enroll-intune

NEW QUESTION 136

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.
You need to configure an update ring that meets the following requirements:

* Fixes and improvements to existing Windows functionality can be deferred for 14 days but will install automatically seven days after that date.

* The installation of new Windows features can be deferred for 90 days but will install automatically 10 days after that date.
« Devices must restart automatically three days after an update is installed.

How should you configure the update ring? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Feature update deferral penod (days = -
14
Qualty update deferral penod (daysk 14 -

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader:

Leader of IT Certifications

100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader
https://www.certleader.com/MD-102-dumps.html (98 Q&As)

Answer Area

NEW QUESTION 141

You have two computers that run Windows 10. The computers are enrolled in Microsoft Intune as shown in the following table.

Feature update deferral period (days el

Quality update deferral period (days 14 -

- (Exam Topic 4)
Name Member of
Compuleri Group1
Compuler? Group1. Group?

Windows 10 update rings are defined in Intune as shown in the following table.

"~ Name | Quality deferral (days) | Assigned |
Ring1 3
| Ring2 10

You assign the update rings as shown in the following table.

Name Include Exclude
Ring1 Group Groups
_ Ring2 Group2 Group 1

Grace penod

What is the effect of the configurations on Computerl and Computer2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Quality deferral on Computer1:

Quality deferral on Computer2:

A. Mastered

B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated

The Leader of IT Certification
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3 days

7 days
10 days
13 days
No effect

3 days

7 days
10 days
13 days
No effect
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Computerl and Computer2 are members of Groupl. Ringl is applied to Groupl.

Note: The term "Exclude” is misleading. It means that the ring is not applied to that group, rather than that group being blocked.

References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-wufb-intune https://allthingscloud.blog/configure-windows-update-business-using-microsoft-
intune/

NEW QUESTION 143

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure the Authentication methods. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 148

- (Exam Topic 4)
You have groups that use the Dynamic Device membership type as shown in the following table.
Name Syntax
Group1 (device.deviceOwnership -eqg “Company”)
Group?2 (device.deviceOwnership -eq “"Personal”)

You are deploying Microsoft 365 apps.
You have devices enrolled in Microsoft Intune as shown in the following table.

~_Name | ~ Ownership | ~ Platform

LT1 . Company Windows 10 Enterprise x64 !
L12  |Personal | Windows 10 Enterprise x64 1'
| LT3 | Company MacOS Big Sur |

In the Microsoft Endpoint Manager admin center, you create a Microsoft 365 Apps app as shown in the exhibit. (Click the Exhibit tab.)
App Information Edit

Mame Microsoft 365 Apps for Windows 10

Description Microsoft 365 Apps for Windows 10

Publisher Microsoft

Category Productivity

Show this as a featured app in the Mo

Company Poartal

Informaton URL hitps-//products office_ com/en-us/explore-office-for-home
Privacy URL hitps . //privacy microsoft. com/en-US/privacystatement
Developer Microsoft

Owner Microsoft

Notes

Logo r] Office

Teams, Word

Architecture 64-bil

Update channel Current Channel
Remove other versions Yes

Version to install Latest

Lise shared computer activation Mo

Accept the Microsoft Software License No
Teams on behalf of users

Install background service for Microsoft No
Search in Bing

Apps to be installed as part of the suite 1 language(s) selected

Assignments Edit

Group mode Group
~.~ Required
(+) Included Group1

Available for enrolled devices

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

LT1 will have Microsoft Office 365 installed O O
LT2 will have Microsoft Office 365 installed O @)
LT3 will have Microsoft Office 365 installed O Q

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-office365
https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 151
- (Exam Topic 4)
You have devices enrolled in Microsoft Intune as shown in the following table.

| Name Platform | Encryption | Secure Boot | Member of |
evice windows 11 Yes | Nc | Group1 1

Device2 | Windows 10 | No (es | Group?2 |
Device2 | Android No | Not applicable | Group3

Intune includes the device compliance policies shown in the following table.

| _Name | Platform | Encryption | SecureBoot
Policy Windows 10 NOt configured Not configured

F Policy Windows 10 | Not configured Required
Policy> | Windows 10 | Required Required
Policyd | Android Not configured Not applicable |

The device compliance policies have the assignments shown in the following table.

Name Assigned to
Policyl | Groupt
Policy Group1, GroupZ
[ Policy3 | Group3
Policyd | Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Na
Devicel 1s marked as compliant
Device2 1s marked as compliant
Device3 is marked as comphant.
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Devicel is marked as compliant = No Device2 is marked as compliant = Yes Device3 is marked as comp

=No

> Devicel is marked as noncompliant because it does not meet the minimum OS version requirement of Policyl, which is 11.0.0. Devicel has an OS version of
10.0.0, which is lower than the required versionl.

> Device?2 is marked as compliant because it meets all the requirements of Policy2, which are: minimum OS version of 10.0.0, password required, and encryption
enabled. Device2 has an OS version of 11.0.0, a password set, and encryption enabled1.

> Device3 is marked as noncompliant because it does not meet the encryption requirement of Policy3, which is enabled. Device3 has encryption disabledl.

NEW QUESTION 152

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 11 on a reference computer
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit
C. sysprep
D. bcdedit

Answer: C

Explanation:

To capture an image of a reference computer and make it ready for deployment to multiple computers, you need to run the sysprep command with the /generalize
option. This option removes all unique system information from the Windows installation, such as the computer name, security identifier (SID), and driver cache.
The other commands are not used for this purpose. References: Sysprep (Generalize) a Windows installation

NEW QUESTION 153

- (Exam Topic 4)

Your company uses Microsoft Intune.

More than 500 Android and iOS devices are enrolled in the Intune tenant.

You plan to deploy new Intune policies. Different policies will apply depending on the version of Android or iOS installed on the device.
You need to ensure that the policies can target the devices based on their version of Android or iOS. What should you configure first?

A. groups that have dynamic membership rules in Azure AD
B. Device categories in Intune

C. Corporate device identifiers in Intune

D. Device settings in Azure AD

Answer: B

NEW QUESTION 155

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have devices enrolled in Microsoft Intune.

You assign a conditional access policy named Policyl to a group named Groupl. Policy! restricts devices marked as noncompliant from accessing Microsoft
OnebDrive for Business.

You need to identify which noncompliant devices attempt to access OneDrive for Business. What should you do?

A. From the Microsoft Entra admin center, review the Conditional Access Insights and Reporting workbook.
B. From the Microsoft Intune admin center, review Device compliance report.

C. From the Microsoft Intune admin center, review the Noncompliant devices report.

D. From the Microsoft Intune admin center, review the Setting compliance report.

Answer: C

NEW QUESTION 156

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You plan to use Windows Autopilot to configure the Windows 10 devices shown in the following table.

Name | Memory | TPM

T 4

Which devices can be configured by using Windows Autopilot self-deploying mode?
A. Device?2 only

B. Device3 only

C. Device2 and Devnce3 only

D. Device 1, Device2, and Device3

Answer: C
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Explanation:

Windows Autopilot self-deploying mode requires devices that have a firmware-embedded activation key for Windows 10 Pro or Windows 11 Pro. This feature
allows devices to automatically activate Windows Enterprise edition using the subscription license assigned to the user. Devicel does not have a
firmware-embedded activation key, so it cannot use self-deploying mode. Device2 and Device3 have firmware-embedded activation keys for Windows 10 Pro, so
they can use self-deploying

mode. References: Windows Autopilot self-deploying mode (Public Preview), Deploy Windows Enterpris licenses

NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a group named Group1.

You create a Conditional Access policy named CAPolicyl and assign CAPolicyl to Groupl.

You need to configure CAPolicyl to require the members of Groupl to reauthenticate every eight hours when they connect to Microsoft Exchange Online.
What should you configure?

A. Session access controls

B. an assignment that uses a User risk condition
C. an assignment that uses a Sign-in risk condition
D. Grant access controls

Answer: A

Explanation:

User sign-in frequency

Sign-in frequency defines the time period before a user is asked to sign in again when attempting to access a resource.
The Azure Active Directory (Azure AD) default configuration for user sign-in frequency is a rolling window of 90 days.
Sign-in frequency control

> Sign in to the Azure portal as a global administrator, security administrator, or Conditional Access administrator.

> Browse to Azure Active Directory > Security > Conditional Access.

> Select New policy.

> Give your policy a name. We recommend that organizations create a meaningful standard for the names of their policies.
> Choose all required conditions for customer’s environment, including the target cloud apps.

> Under Access controls > Session.
Select Sign-in frequency.
Choose Periodic reauthentication and enter a value of hours or days or select Every time.

> Save your policy. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-life

NEW QUESTION 163

- (Exam Topic 4)

You use a Microsoft Intune subscription to manage iOS devices.

You configure a device compliance policy that blocks jailbroken iOS devices. You need to enable Enhanced jailbreak detection.
What should you configure?

A. the Compliance policy settings
B. the device compliance policy
C. a network location

D. a configuration profile

Answer: D

NEW QUESTION 166

- (Exam Topic 4)

You have an Azure AD tenant and 100 Windows 10 devices that are Azure AD joined and managed by using Microsoft Intune.

You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus on the devices. The solution must minimize administrative effort.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure the Windows Defender Antivirus settings.

B. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Device restrictions settings.

C. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection settings.

D. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions settings.

E. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection settings.

F. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender Firewall with Advanced Security.

Answer: CE

Explanation:

To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined devices that are managed by Intune, you need to create a device
configuration profile and configure the Endpoint protection settings. You can use this profile to configure various settings for firewall and antivirus protection on the
devices. References:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10

NEW QUESTION 169

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl and uses Microsoft Intune Suite. You use Microsoft Intune to manage devices that run
Windows 11.

Userl provides remote support for 75 devices in the marketing department.
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You need to add Userl to the Remote Desktop Users group on each marketing department device. What should you configure?

A. an app configuration policy
B. a device compliance policy
C. an account protection policy
D. a device configuration profile

Answer: D

NEW QUESTION 173
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

ot

Admin1 | Application admin

AdminZ | Cloud application admin
Admin3 | Office apps admin
Admind | Security admin

—

In the Microsoft 365 Apps admin center, you create a Microsoft Office customization. Which users can download the Office customization file from the admin
center?

A. Adminl, Admin2, Admin3. and Admin4
B. Adminl, Admin2, and Admin3 only

C. Admin3 only

D. Admin3 and Admin4 only

E. Adminl and Admin3 only

Answer: B

Explanation:

* Adminl

An application admin has full access to enterprise applications, applications registrations, and application proxy settings.

* Admin2

Mark your app as publisher verified.

In Azure AD this user must be a member of one of the following roles: Application Admin, Cloud Application Admin, or Global Admin.
* Admin3

Office Apps admin - Assign the Office Apps admin role to users who need to do the following:

- Use the Office cloud policy service to create and manage cloud-based policies for Office

- Create and manage service requests

- Manage the What's New content that users see in their Office apps

- Monitor service health Reference:

Office Apps admin - Assign the Office Apps admin role to users who need to do the following https://docs.microsoft.com/en-us/azure/active-directory/develop/mark-
app-as-publisher-verified

NEW QUESTION 174

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You have a workgroup computer named Computer! that runs Windows 11. You need to add Computerl to contoso.com.
What should you use?

A. dsreecmd.exe

B. Computer Management
C. netdom.exe

D. the Settings app

Answer: A

NEW QUESTION 177

- (Exam Topic 4)

You have a hybrid deployment of Azure AD that contains 50 Windows 10 devices. All the devices are enrolled in Microsoft Intune.

You discover that Group Policy settings override the settings configured in Microsoft Intune policies. You need to ensure that the settings configured in Microsoft
Intune override the Group Policy settings. What should you do?

A. From Group Policy Management Editor, configure the Computer Configuration settings in the Default Domain Policy.
B. From the Microsoft Intune admin center, create a custom device profile.

C. From the Microsoft Intune admin center, create an Administrative Templates device profile.

D. From Group Policy Management Editor, configure the User Configuration settings in the Default Domain Policy.

Answer: C

NEW QUESTION 178
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains 1,000 iOS devices and includes Microsoft Intune. You need to prevent the printing of corporate data from
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managed apps on the devices, should you configure?

A. an app configuration policy

B. a security baseline

C. an app protection policy

D. an iOS app provisioning profile

Answer: C

Explanation:

An app protection policy is a set of rules that controls how data is accessed and handled by managed apps on mobile devices. App protection policies can prevent
the printing of corporate data from managed apps on iOS devices by using the Restrict cut, copy, and paste with other apps setting. This setting can be configured
to block printing from the iOS share menu. An app configuration policy is used to customize the behavior of a managed app, such as specifying a VPN profile or a
web link. A security baseline is a collection of recommended security settings for Windows 10 devices that are managed by Intune. An iOS app provisioning profile
is a file that contains information about the app’s identity, entitlements, and distribution method

NEW QUESTION 179

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.
Auto-enrollment in Intune is configured.

You have 100 Windows 11 devices in a workgroup.

You need to connect the devices to the corporate wireless network and enroll 100 new Windows devices in Intune.
What should you use?

A. a provisioning package

B. a Group Policy Object (GPO)

C. mobile device management (MDM) automatic enroliment
D. a device configuration policy

Answer: C
NEW QUESTION 184
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.
You create a new update rings policy named Policyl as shown in the following exhibit.

Update ring settings it

O are --“'T:F-.-

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader® 100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MD-102-dumps.html (98 Q&AS)

NOTE: Each correct selection is worth one point,

Answer Area
Updates that contain fixes and improvements 1o existing Windows | can be deferred for 30 days ?,,.{
‘J“ .‘tﬂ"n I}Ilrlj I_Il'l’mr {h-ﬂl\‘:{] l:'an M ﬂf:'l.{' "ed Inde’”ﬂﬁe I_PI U
can be defemred for 30 days
will be installed iImmediately
Updates that contain new Windows functionality will be installed 1 day o
vt maner et of wiese.
30 days
60 day
A. Mastered

B. Not Mastered
Answer: A

Explanation:

*Updates that contain fixes and improvements to existing Windows functionality can be deferred for 30 days. This is because the update rings policy named
Policyl has the “Quality updates deferral period (days)” setting set to 30. This means that quality updates, which include fixes and improvements to existing
Windows functionality, can be deferred for up to 30 days from the date they are released by Microsoft. After 30 days, the devices will automatically install the
quality updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure

*Updates that contain new Windows functionality will be installed within 60 days of release.

This is because the update rings policy named Policyl has the “Feature updates deferral period (days)” setting set to 60. This means that feature updates, which
include new Windows functionality, can be deferred for up to 60 days from the date they are released by Microsoft. After 60 days, the devices will automatically
install the feature updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure

NEW QUESTION 189

- (Exam Topic 4)

Your company implements Azure AD, Microsoft 365, Microsoft Intune, and Azure Information Protection. The company's security policy states the following:
* Personal devices do not need to be enrolled in Intune.

» Users must authenticate by using a PIN before they can access corporate email data.

 Users can use their personal iOS and Android devices to access corporate cloud services.

» Users must be prevented from copying corporate email data to a cloud storage service other than Microsoft OneDrive for Business.

You need to configure a solution to enforce the security policy. What should you create?

A. a device configuration profile from the Microsoft Intune admin center

B. a data loss prevention (DIP) policy from the Microsoft Purview compliance portal
C. an insider risk management policy from the Microsoft Purview compliance portal
D. an app protection policy from the Microsoft Intune admin center

Answer: B

NEW QUESTION 190
- (Exam Topic 4)
You have an Azure AD tenant that contains the devices shown in the following table.

Name Operating system- . Azure AD.join type
Windows 11} ined

1 A a & I [

. \ Tal =
NIk L} : .‘-I' " y . 1

| 3 it A VA i ' - [ ;.r Y barad
Which devices can be activated by using subscription activation?

A. Device 1 only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2. Device3, and Device4

Answer: C

NEW QUESTION 193

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 Android devices enrolled in Microsoft Intune. You create an app configuration policy that contains the
following settings:

* Device enrollment type: Managed devices

* Profile Type: All Profile Types

« Platform: Android Enterprise

Which two types of apps can be associated with the policy? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Built-in Android app
B. Managed Google Play store app
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C. Web link
D. Android Enterprise system app
E. Android store app

Answer: BD

NEW QUESTION 197

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share.

From the Deployment Workbench, you open the New Task Sequence Wizard and select the Standard Client Upgrade Task Sequence task sequence template.
You discover that there are no operating system images listed on the Select OS page as shown in the following exhibit.

Mew Task Sequence Wizard =

gg Select OS5

Generdl Setings The fellowing operating syslem images are available to be deployed with this task sequence. Select
Select T the one to use

"5 {22 Operating Systems

Specify Product Key

05 Settings

Admin Password

Summary

Progress

Corfimation

o e

You need to be able to select an operating system image to perform a Windows 11 in-place upgrade. What should you do?

A. Enable monitoring for the deployment share.
B. Import a full set of source files.

C. Import a custom image file.

D. Run the Update Deployment Share Wizard

Answer: D
NEW QUESTION 198

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the objects shown in the following table.

-

Name Type

* ¥ . 1
— 1 | e [
) ]

In the Microsoft Intune admin center, you are creating a Microsoft 365 Apps app named Appl. To which objects can you assign Appl?

A. Group3 and Group4 only

B. Adminl, Group3, and Group4 only

C. Groupl, Group3, and Group4 only

D. Groupl, Group2, Group3, and Group4 only

E. Adminl, Groupl. Group2, Group3, andGroup4

Answer: C
Explanation:

In the Microsoft Intune admin center, you can assign apps to users or devices. Users can be assigned to apps by using user groups or individual user accounts.
Devices can be assigned to apps by using device groups. In this scenario, the objects shown in the table are as follows:
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> Adminl is an individual user account that belongs to the Global administrators
> Groupl is a user group that contains 100 users.

> Group?2 is a device group that contains 50 devices.

> Group3 is a user group that contains 200 users.

> Group4 is a device group that contains 150 devices.
role group.

Since Appl is a Microsoft 365 Apps app, it can only be assigned to users, not devices. Therefore, Group2 and Group4 are not valid objects for app assignment.
Adminl is also not a valid object for app assignment, because individual user accounts can only be used for testing purposes, not for production deployment.

Therefore, the only valid objects for app assignment are Groupl and Group3, which are user groups.

NEW QUESTION 202
- (Exam Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices. All devices are in the same time zone. You create an update rings policy and assign the policy to all Windows

devices.
On the November 1, you pause the update rings policy. All devices remain online.
Without further modification to the policy, on which date will the devices next attempt to update?

A. December 1
B. December 6
C. November 15
D. November 22

Answer: C

NEW QUESTION 207
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Member of
| User1 Group1

| User2 | GroupZ

You have devices enrolled in Microsoft Intune as shown in the following table.

T

Name | Platform | Member of |
Device1l | Windows 10 | Group! |
| Device2 | Android | Group1

Device3 | 10S | Group?2

From Intune, you create and send a custom notification named Notification1 to Groupl.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

User1 receives Notification1 on Device1.

B

User2 receives Notification1 on Device?2.

O

User1 receives Notification1 on Device3. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/custom-notifications

NEW QUESTION 208

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You have five new Windows 11 Pro devices.
You need to prepare the devices for corporate use. The solution must meet the following requirements:
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« Install Windows 11 Enterprise on each device.

« Install a Windows Installer (MSI) package named Appl on each device.
» Add a certificate named Certificatel that is required by Appl.

+ Join each device to Azure AD.

Which three provisioning options can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. subscription activation

B. a custom Windows image
C. anin-place upgrade

D. Windows Autopilot

E. provisioning packages

Answer: BDE

NEW QUESTION 210
- (Exam Topic 4)

You have a Microsoft 365 subscription.
All computers are enrolled in Microsoft Intune.
You have business requirements for securing your Windows 11 environment as shown in the following table.

Requirement

Requirement

Ensure that Microsoft Ex hange C nhne
can be accessed from kKnown locations

!-'I.'-it"}-

RequirementZ

Lock a cevice that has a high Microsoft

Detender for Endpoint nsk score

What should you implement to meet each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one

point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 213
- (Exam Topic 4)

Requirementl: A conditional access poli

A conditional access policy
A device compliance policy
A device configuration profile

Requirement2: A device compliance policy
A conditional access policy

A device compliance policy
A device configuration profile

Requirement1;

A device compliance policy
A device configuration profile

Requirement2: A device compliance palicy

A device compliance policy

-

' A device configuration profile

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1. You import a Windows 11 image to DS1.
You have an executable installer for an application named Appl.

You need to ensure that Appl will be installed for all the task sequences that deploy the image.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actions Answer Area

Modify a Windows 11 Operating system setting 11 Add Aop1 ta NS

Modify a selection profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
MDT is a tool that allows you to automate the deployment of Windows operating systems and applications. To install an application for all the task sequences that
deploy a Windows 11 image, you need to perform the following three actions in sequence:

> Add Appl to DS1. You can use the Deployment Workbench to import the executable installer of Appl to a folder in your deployment share. This will create an
application entry with a unique GUID that identifies Appl11.

> Identify the GUID of Appl. You can find the GUID of Appl by opening the application properties in the Deployment Workbench and looking at the Application
GUID field1. You can copy the GUID to use it later.

> Modify CustomSettings.ini. You can edit the CustomSettings.ini file in your deployment share to specify which applications to install for each task sequence.
You can use the Applications property to list the GUIDs of the applications you want to install, separated by commasl. For example, if you want to install Appl and
another application with GUID {1234-5678-90AB-CDEF}, you can use this line:

Applications={GUID of App1},{1234-5678-90AB-CDEF}

These are the three actions you need to perform to ensure that App1 will be installed for all the task sequences that deploy the Windows 11 image from DSL1. |
hope this helps you.

If you want to learn more about MDT and how to deploy applications with it, you can check out these resources:

> How to deploy applications with the Microsoft Deployment Toolkit

NEW QUESTION 216

- (Exam Topic 4)

You have SOO Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Intune to enable the following system settings on the devices:

« Data Execution Prevention (DEP)

* Force randomization for images (Mandatory ASIR)

You need to configure a Windows 10 device that will be used to create a template file.

Which protection areas on the device should you configure in the Windows Security app before you create the template file? To answer, drag the appropriate
protection areas to the correct settings. Each protection area may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Protection areas Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Exploit protection is a feature that helps protect against malware that uses exploits to infect devices and spread. Exploit protection consists of many mitigations
that can be applied to either the operating system or individual apps1.

To configure a Windows 10 device that will be used to create a template file for Exploit protection, you need to configure the following protection areas on the
device in the Windows Security app:

> DEP: Device security. Data Execution Prevention (DEP) is a mitigation that prevents code from running in memory regions marked as non-executable. You can
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enable DEP system-wide or for specific apps in the Device security section of the Windows Security appl.

> Mandatory ASLR: App & browser control. Force randomization for images (Mandatory ASLR) is a mitigation that randomizes the location of executable images
in memory, making it harder for attackers to predict where to inject code. You can enable Mandatory ASLR system-wide or for specific apps in the App & browser
control section of the Windows Security appl.

NEW QUESTION 221

- (Exam Topic 4)

You use Microsoft Endpoint Manager to manage Windows 10 devices.

You are designing a reporting solution that will provide reports on the following:

> Compliance policy trends
> Trends in device and user enrolment

> App and operating system version breakdowns of mobile devices
You need to recommend a data source and a data visualization tool for the design.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Data source: v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Microsoft Intune
Azure Synapse Analytics
The Microsoft Intune Data Warehouse
Data visualization tool: v
Azure Data Studio
Microsoft Power Bl
The Azure portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-
a-link-powerbi

NEW QUESTION 224

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1.

in the Out-of-Box Drivers node, you create folders that contain drivers for different hardware models.

You need to configure the Inject Drivers MDT task to use PnP detection to install the drivers for one of the hardware models.
What should you do first?

A. Import an OS package.

B. Create a selection profile.

C. Add a Gather task to the task sequence.
D. Add a Validate task to the task sequence.

Answer: B

NEW QUESTION 226

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 computers that run Windows 11. The computers are Azure AD joined and are enrolled in Microsoft Intune.
You plan to manage Microsoft Defender Antivirus on the computers. You need to prevent users from disabling Microsoft Defender Antivirus, What should you do?

A. From the Microsoft Intune admin center, create a security baseline.

B. From the Microsoft 365 Defender portal, enable tamper protection.

C. From the Microsoft Intune admin center, create an account protection policy.

D. From the Microsoft Intune admin center, create an endpoint detection and response (EDR) policy.

Answer: B

Explanation:

Tamper protection is a feature of Microsoft Defender Antivirus that prevents users or malicious software from disabling or modifying the antivirus settings. Tamper
protection can be enabled from the Microsoft 365 Defender portal for devices that are Azure AD joined and enrolled in Microsoft Intune. This will prevent users
from turning off Microsoft Defender Antivirus or changing its configuration through Windows Security, PowerShell, Registry, or Group Policy. References: [Enable
tamper protection]
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NEW QUESTION 231

- (Exam Topic 4)

You have a hybrid Azure AD tenant.

You configure a Windows Autopilot deployment profile as shown in the following exhibit.

Create profile

« Basics 7 Qut-of-box experience (OOBE) 1 1

E_(.'Il'l‘ftgul'ﬂ' the out-of-box expenence for your Autopilot devices

* Deployment mode @ : User-Driven o
* Join 1o Ayure AD a5 @ Azure AD joined i ]
Micresoft Software License Terms @ ( Show L Hde _______J

0 Important information about hiding license terms

Privacy seftings @ Show s, W = —]

0 The default value for diagnostic data collection has changed for devices running Windows 10, version 1903 and later. Learn more

Hide change account options @ Shaw e —
User account type @ {‘ Administrator m
Allow White Glove OOBE @ _ Yes
Aoy devic name tempiste © ———— -

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer Area

To apply the profile to a new computer, you ‘ v

must first join the device to Azure AD
enroll the device in Microsoft Intune
import a CSV file into Windows Autopilot

When the Windows Autopilot profile is applied

v

to a computer, the computer will be joined to Azure AD only

registered in Azure AD only
joined to Active Directory only

joined to Active Directory and reqgistered in Azure AD

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
To apply the profile to a new computer, you | v
must first join the device to Azure AD
enroll the device in Microsoftintune
import a CSV file into Windows Autopilot
When the Windows Autopilot profile is applied ‘ v
to a computer, the computer will be joined to Azure AD only
registered in Azure AD only
— e 1
joined to Active Directory and registered in Azure AD
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NEW QUESTION 233

- (Exam Topic 4)

Your company standardizes on Windows 10 Enterprise for all users.

Some users purchase their own computer from a retail store. The computers run Windows 10 Pro.

You need to recommend a solution to upgrade the computers to Windows 10 Enterprise, join the computers to Azure AD, and install several Microsoft Store apps.
The solution must meet the following

requirements:

* Ensure that any applications installed by the users are retained.

» Minimize user intervention.

What is the best recommendation to achieve the goal? More than one answer choice may achieve the goal. Select the BEST answer.

A. Windows Autopilot

B. Microsoft Deployment Toolkit (MDT)

C. a Windows Configuration Designer provisioning package
D. Windows Deployment Services (WDS)

Answer: A

NEW QUESTION 236

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl. User! is assigned a Windows 10/11 Enterprise E3 license. You use Microsoft Intune
Suite to manage devices. Userl activates the following devices:

* Devicel: Windows 11 Enterprise

« Device2: Windows 10 Enterprise

« Device3: Windows 11 Enterprise

How many more devices can Userl activate?

00w
o0 ~N WN

Answer: A

NEW QUESTION 238

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. You have the
groups shown in the following table.

Name Type Location
Group1 | Universal distnbution group | Contoso.com
Group? | Global securty group Contoso.com
Group3 | Group Computer
Group4 | Group | Computer

Which groups can you add to Group4?
A. Group2only

B. Groupl and Group2 only

C. Group2 and Group3 only

D. Groupl, Group2, and Group3

Answer: C

NEW QUESTION 239
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