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NEW QUESTION 1
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directory (Azure AD) is v

an extended detection and response (XDR) system
used for authentication and authorization. | an identity provider

a management group
a securty information and event management (SIEM) system

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service. Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365- identity ?view=0365-worldwide

NEW QUESTION 2
What can you use to ensure that all the users in a specific group must use multi-factor authentication (MFA) to sign in to Azure AD?

A. Azure Policy

B. a communication compliance policy
C. a Conditional Access policy

D. a user risk policy

Answer: C

NEW QUESTION 3

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Anca
When users attempt 1o A0Cess &0 Applicalion of 8 Senace ! Futhenticaton - I controls their leved of access
admmistraton
.!ll..'-d-"!lﬁ'_]
AUThOMzZanon
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arnca
When users attempt 1o Access an applicalion of 8 senace ! SLthenticatlon - ] controls ther level of access
SOrMmEEIraon
layditing _ _
Tauthonzaton

NEW QUESTION 4

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

Azure DDo5 Protection Standard can be used to protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
resource groups.

virtual networks.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Azure DDo5 Protection Standard can be used to protect v

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users.
TESOUICE Qroups,

virtual networks. |

NEW QUESTION 5

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
All Azure Active Directory (Azure AD) license editions include the same features, (3] (5]
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal, L) O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. O (&)
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
All Azure Active Directory (Azure AD) license editions include the same features, (3] |CI_
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal, =Y O
r— iy
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. O 'C'r

NEW QUESTION 6
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and newer only

B. Windows 10 and newer and Android only

C. Windows 10 and newer and macOS only

D. Windows 10 and newer, Android, and macOS

Answer: C

NEW QUESTION 7

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« 15 @ cloud-native security information and event management (SIEM) and security orchestration
Azure hdvisor automated response (SOAR) solution used to provide a single solution for alert detection, threat
Azure Bastion visibility, proactive hunting, and threat response.
Azure Momtor
Agure Sentine
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security orchestration automated response (SOAR)
solution.

NEW QUESTION 8

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. @) O
Conditional access policies apply before first-factor authentication is O (@)
complete.
Conditional access policies can trigger multi-factor authentication 9 ®)

(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: No

Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 9
You have a Microsoft 365 E3 subscription.
You plan to audit user activity by using the unified audit log and Basic Audit. For how long will the audit records be retained?

A. 15 days
B. 30 days
C. 90 days
D. 180 days

Answer: C

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

Yool can restnict Communication between users in Exchange Online by using
information Barmers

Yiou can restnict accessing a SharePoint Online site by using Information
Barriers.

You can prevent sharing a file wath another user in Microsoft Teams by using
Information Barriers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area
Statements Yes Mo

Yool can restnict Communication between users in Exchange Online by using
information Barmers

You can restrict accessing a SharePoint Online site by using Information o
Barriers. e

You can prevent shaning a file with another user in Microsoft Teams by using O
infarmation Barriers -~

NEW QUESTION 10
HOTSPOT
Select the answer that correctly completes the sentence.
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Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.
Microsoft 365 Defender portal.
Microsoft 365 Compliance Center

Microsoft Support portal.

NEW QUESTION 15

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 17

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
Microsoft Defender for Endpoint can protect Android devices. O
Microsoft Defender for Endpoint can protect Azure virtual machines that run Q
Windows 10.
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online Q

sites and content from viruses.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes
Microsoft Defender for Endpoint can protect Android devices. ’:C}:'
Microsoft Defender for Endpoint can protect Azure virtual machines that run |_D_I
Windows 10. s
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online 0

sites and content from viruses,

NEW QUESTION 19
You have an Azure subscription.
You need to implement approval-based, time-bound role activation. What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged ldentity Management (PIM)
Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 20

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Sensitivity labels can be used to encrypt documents. O

Sensitivity labels can add headers and footers to documents. O

Sensitivity labels can apply watermarks to emails. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

No

O

- -

LQ

No

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this

data.
Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.

Box 3: NO
https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-
markings

NEW QUESTION 23
HOTSPOT
Select the answer that correctly completes the sentence.
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Angwer Area
When users sign in, | awthentication I verifies their credentials to prove their identity.
Admuerusir alon
#uditng
authertscateon
0  y {F Be g ]
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
WWhen users sign in, | st haeribaC Saom 1,] verifies thew Credentials 1o prove thew lentity
admrettr dheon

SUMINg
AUthentcataon

BUThOTZAton

NEW QUESTION 24

HOTSPOT
Select the answer that correctly completes the sentence.
ArEwedt At
lerrral Sentane] possded ek P 0 ks by useg Anaw Logr Aryw ¥

ATt ".'; ¢ . L1 I 1y
ST R # [yrapih b
E L L'.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Anteds BRIl

Ilartpol el prowides guadh meaghls Aho dats By wing

NEW QUESTION 27

DRAG DROP

Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Steps Answer Area

Action ! ' Review and filter alerts
| e

Investigate ' '

& : ' Create cases in the Case dashboard
Triage S i
s : *  Send a reminder of corporate policies to users

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Steps Answer Area
r 1
| Action | S !
e - | Triage \
- . —_I —— — _———— - I
D P e———
| Investigate 'I : Investigate :
__________ ) e e e e
Triage ' i '

= E ______ B | Action

NEW QUESTION 28
HOTSPOT

Review and filter alerts

Create cases in the Case dashboard

Send a reminder of corporate policies to users

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Active Directory (Azure AD) Identity Protection can add users to O @)
groups based on the users’ risk level.
Azure Active Directory (Azure AD) ldentity Protection can detect whether © ®)
user credentials were leaked to the public.
Azure Active Directory (Azure AD) Identity Protection can be used to O O

invoke Multi-Factor Authentication based on a user's risk level.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: No
Box 2: Yes

Leaked Credentials indicates that the user's valid credentials have been leaked.

Box 3: Yes

Multi-Factor Authentication can be required based on conditions, one of which is user risk.

NEW QUESTION 29
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes

You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD

User accounts created in Azure AD sync automatically to an on-premises Active Directory

When using a hybrid model, authentication can either be done by Azure AD or by another

identity provider.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD. |

Statements Yes

User accounts created in Azure AD sync automatically to an on-premises Active Directory

When using a hybrid model, authentication can either be done by Azure AD or by another

identity provider

Passing Certification Exams Made Easy

o= 25

I
I
L

Mo

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-900 dumps

@ 2 P QsseaQs U https://lwww.2passeasy.com/dumps/SC-900/ (150 New Questions)

NEW QUESTION 34
What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?

A. applications

B. network controls

C. operating systems

D. accounts and identities

Answer: A

NEW QUESTION 38

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
nseder risk management i§ configured from the Moot Purviesw complisnce poits -

Microsoft 365 admin center
Microsoft Purvew comphance portal
Macrosoft 365 Defender porta
Microsoft Defender for Cloud Apps portal

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

nSOEr NSk management i CoNNgured mom The Mroaoft Purview comphance ports v

MICrosoft 365 admin Center,

Microsoft Purview complance portal

Moot 365 Defendar portal

Micnosoft Defender for Cloud Apps portal

NEW QUESTION 42

DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Arca
Theeat Explorer Eeature Provides intelligence on prevailing cybersecunity issues
.Threa: Trackers
L Feature Prosndes real-time reports 1o mentify and analyze recent threats
-.l’u'.1.1.i--1.:-h|~sh;|i';:;;L |-':.;r-{:|.'.ev:ri|:|ﬁ
Feature ; Detects impersonation attempts
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Features Answer Area
|._ —.T.— EN o me o me . w = - -
[-Tmi]'_hl:'l':"ir — :""ﬂh'l:'h'Sh'"Er protection  Provides intelligence on prevailing cybersecurity issues
[ Theeat Trackers | .
' R T S N | I I Threat Explocer [Provides real-time reports to identify and analyze recent threats
- WD B NI .-
| Anti-phishing protection |
g e e e - | Theeat Trackers Detects impersonation attempts

NEW QUESTION 47
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C
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Explanation:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect

NEW QUESTION 51
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo
Communication compliance i configured by using the Microsoft 365 admin center

Microsolf SharoPoint Online supports communication complance

Communication compliance can remediate compliance Ssues

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes MNo
e o
Communication compliance i configured by using the Microsoft 365 admin center | |
TR |
Microsolf SharoPoint Online supports communication complance | i
- . I_ 3T
LommmeCaleom ¢ l.'"'II:=. SNCE Can 'll""'-'\."'l.’l-l'l @ COMPSRand@ Hiues = I

NEW QUESTION 54

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

w requires additional verification, such as a
Multi-factor authentication (MFA)| Vverification code sent to a mobile phone.
Pass-through authentication
Password writeback
Single sign-on (SS0)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Multi-factor authentication is a process where a user is prompted during the sign-in process
for an additional form of identification, such as to enter a code on their cellphone or to provide a fingerprint scan.

NEW QUESTION 56
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity

D. Microsoft Defender for SQL

Answer: B

NEW QUESTION 60
DRAG DROP
Match the types of compliance score actions to the appropriate tasks.
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To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.
NOTE: Each correct match is worth one point.

Compliance score action Ardwer Area
Comectne Artioan Lise endryphion 10 protect data af nest

Dietective
P Taie ] l'--_!u.'i,"_. =g b '5._.'.!;'.‘"&'. B0 BChEnE '_. :"I,":i'.\_.-ﬂ"l...l,":. 1Rt i gr:'. represent rsks

Prevent atoee

A. Mastered
B. Not Mastered

Answer: A

Explanation:

'Cnm-pll.lm score action Andgawer Area

J0E ENdryphon 10 protedt data al nest

. for oy ACTEly MOonilod SyFiems 1O identily mmeguilbnteés 1Nat meght repnesent nskd

NEW QUESTION 62
HOTSPOT
Select the answer that correctly completes the sentence.

« is the process of identifying whether a signed-in user can access a specific resource.
Authentication
Authorization
Federation
Single sign-on (550)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text
Description automatically generated

NEW QUESTION 65
What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation
B. automated investigation
C. advanced hunting
D. network protection

Answer: D

Explanation:

Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide

NEW QUESTION 69
Which three statements accurately describe the guiding principles of Zero Trust? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Define the perimeter by physical locations.

B. Use identity as the primary security boundary.

C. Always verity the permissions of a user explicitly.

D. Always assume that the user system can be breached.
E. Use the network as the primary security boundary.

Answer: BCD
Explanation:

Reference:
https://docs.microsoft.com/en-us/security/zero-trust/

NEW QUESTION 70
HOTSPOT
Select the answer that correctly completes the sentence.
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BCCEES
obsect
You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

NEW QUESTION 75

HOTSPOT

Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish w between organizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 77

HOTSPOT

For each of the following statement, select Yes if the statement is true Otherwise, select No.
NOTE: Each connect selection a worth one point.

er Area
Statements
An eaternal email address can be used 1o authenticate seif-service password reser (S5PF]
A RCUBCADON 10 the MICrosoil AuthenliCator App can bé utad 10 athenticate Lsif-sanace
pastword reset (55PR)
To perform self-senvice password reset (SS0R). & user must already be signed in and
authenticated (o Azure AD
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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er Area

Statements Yes No

An extenal email address can be used o suthenticate teif-sandice password resat (S5PR) B

A notficabon 1o the MCrosofl Authenticatorn app can be uted to suthenhicate salf-senace
password reset (S5PR)

To parform seif-canice password reset (SSPR), & wmer must already be signed in and | i
suthenticated to Arure AD

NEW QUESTION 78

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). o &
Conditional access policies can be used to block access to an application based on the o O
location of the user.
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- £ O
joined devices.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). 3 '_CJ_I
Conditional access policies can be used to block access to an application based on the 1O O
location of the user. -
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- £y :_ _,

joined devices.

NEW QUESTION 80
HOTSPOT
Select the answer that correctly completes the sentence.

+ provides a central location for managing information protection,

Azure Defender information governance, and data loss prevention (DLP) policies.

The Microsoft 365 compliance center
The Microsoft 365 security center
Microsoft Endpoint Manager

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text
Description automatically generated

NEW QUESTION 84
What should you use to ensure that the members of an Azure Active Directory group use
multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B
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Explanation:

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define

policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 86

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Azure Policy supports automatic remediation. O

Azure Policy can be used to ensure that new resources adhere O
to corporate standards.

Compliance evaluation in Azure Policy occurs only when a O
target resource Is created or modified.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes
Azure Policy supports automatic remediation. O

—

Azure Policy can be used to ensure that new resources adhere : O
to corporate standards. -

Compliance evaluation in Azure Policy occurs only when a @]
target resource is created or modified.

NEW QUESTION 91

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

Microsoft Secure Score in the Microsoft 365 security center can provide O
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft O
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you &,

points if you address the improvement action by using a third-party
application or software.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Text, letter
Description automatically generated

NEW QUESTION 92
HOTSPOT
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can create one Azure Bastion per virtual network. O O
Azure Bastion provides secure user connections by using RDP. O O
Azure Bastion provides a secure connection to an Azure virtual O O

machine by using the Azure portal.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
-
You can create one Azure Bastion per virtual network. , O o)
-
Azure Bastion provides secure user connections by using RDP. (O O
Azure Bastion provides a secure connection to an Azure virtual 10! O

machine by using the Azure portal.

NEW QUESTION 94

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Plan

B. Manage

C. Adopt

D. Govern

E. Define Strategy

Answer: AE
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview

NEW QUESTION 98
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. text message (SMS)

B. Microsoft Authenticator app
C. email verification

D. phone call

E. security question

Answer: ABD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-methods

NEW QUESTION 102

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point
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Statements Yes MNo

Security defaults require an Azure Active Directory (Azure AD) Premium license.
Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication
(MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes MNe

Security defaults require an Azure Active Directory (Azure AD) Premium license. 1O |

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

I |
-

When Security defaults are enabled, all administrators must use multi-factor authentication 10|
(MFA). -

NEW QUESTION 107

HOTSPOT

Select the answer that correctly completes the sentence.

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a v
guest account.
managed identity.
service principal.
user account.

A. Mastered

B. Not Mastered
Answer: A

Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 111

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. O O
Transparency is a key privacy principle of Microsoft. Q Q
Shared responsibility is a key privacy principle of Microsoft. O Q
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes
Control is a key privacy principle of Microsoft. :_D__]
Transparency is a key privacy principle of Microsoft. EG':'

Shared responsibility is a key privacy principle of Microsoft. O

NEW QUESTION 116
HOTSPOT
Select the answer that correctly completes the sentence.

- enables collaboration with business partners. from external

Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External

Active Directory forest trusts users appear as guest users in the directory,
Azure Active Directory (Azure AD) business-to-business (B28)
AZure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
« enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory.

(Azuré Ative Directory (Rzure AD] business-to-business (828)
Azure Active Directory business-to-consumer B2C (Azure AL B2C)

NEW QUESTION 119

Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete solution. NOTE: Each correct

selection is worth one point.

A. a network interface

B. an Azure App Service web app
C. avirtual network

D. a virtual network subnet

E. a resource group

Answer: AD

Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains

security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION 121
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Azure Defender
B. Azure Blueprints
C. Azure Sentinel
D. Azure Policy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 125

What can you use to provision Azure resources across multiple subscriptions in a consistent manner?
A. Microsoft Defender for Cloud

B. Azure Blueprints

C. Microsoft Sentinel

D. Azure Policy

Answer: B

NEW QUESTION 126
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HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
With Advanced Audit in Microsoft 365, you can identify when O O
emaill items were accessed.
Advanced Audit in Microsoft 365 supports the same retention O ®)
period of audit logs as core auditing.
Advanced Audit in Microsoft 365 allocates customer-dedicated Q O

bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 129
HOTSPOT
Select the answer that correctly completes the sentence.

-~ ¢an be used to provide Microsoft Support Engineers with access to an organization’s data
Customer Lockbox stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.
Information barriers
Privileged Access Management (PAM)
Sensitivity labels

A. Mastered
B. Not Mastered

Answer: A

Explanation:

_______ » «€an be used to provide Microsoft Support Engineers with access to an organization's data
lCustomer Lockbox | stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.
"Information barriers

Privileged Access Management (PAM)

sensitivity labels

NEW QUESTION 130
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD

Explanation:
Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

NEW QUESTION 131
HOTSPOT
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Select the answer that correctly completes the sentence.

*  MEasuTes A COMpany's pIogress in completng actions that help reduce risks

Compliance score

Microsoft Purview compliance portal reports
The Trust Center

Trust Documents

A. Mastered
B. Not Mastered

Answer: A

Explanation:
¥ MEeasunes A CoMmpany s progress in completng actions that help reduce risks

E = = = = = = 4

Microsoft Purview comphance portal reports
The Trust Center
Trust Documents

NEW QUESTION 132
Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 134

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Enabling multi-factor authentication (MFA] increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365 )
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score. )1

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365 Neol
tenant. B

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.

NEW QUESTION 138

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-900 dumps

@ 2 P QsseaQs U https://lwww.2passeasy.com/dumps/SC-900/ (150 New Questions)

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O @)
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 139
HOTSPOT
Select the answer that correctly completes the sentence.

provides singhe sign-on (550 capabilities scross multsple sdentiny providers.

A Somde COmToiler

Actrve Directory Domaan Services (AD 5]
Azgre Actree Dirgctory (Azure ALY Prealege ldentimy Management (FIM)
Federation

A. Mastered
B. Not Mastered

Answer: A

Explanation:

provides single sign-on (3500 capabilities dorees mulbiple identity providers,

Adomaincontroller _
I| Active Derectory Domain Services (AD DS) |
Azure Active Directory [Azure ADY) Privilage dentity Management (PIM)

Fesderation

NEW QUESTION 143

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a @) O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access @) O
management service.

A. Mastered

B. Not Mastered
Answer: A
Explanation:
Box 1: No

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Box 2: Yes
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Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.
Box 3: Yes
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 146
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD
NEW QUESTION 147

HOTSPOT
Select the answer that correctly completes the sentence.

An AZure resource can use 3 system-assigned to access AZure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An AZure resource can use 3 system-assigned to access AZure services,

Azure Active Directory (Azure AD) joined device

managed identity!

service principal
user identity

NEW QUESTION 151
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 154

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Applying system updates increases an organization's secure score in Azure Security Center, o Q
The secure score in Azure Security Center can evaluate resources across multiple Azure O 3
subscriptions.
Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure 0 0
Security Center.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Box 1: Yes
System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-900 dumps
@ 2 PQSS@QSLJ https://lwww.2passeasy.com/dumps/SC-900/ (150 New Questions)

results in environments that are susceptible to attacks.
Box 2: Yes
Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 156

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Global administrators are exempt from conditional access policies O O
A conditional access policy can add users to Azure Active Directory (Azure AD) O O
roles
Conditional access policies can force the use of multi-factor authentication O O
(MFA) to access cloud apps
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
s o2 ik P ‘_I
Global administrators are exempt from conditional access policies O ]O|
A conditional access policy can add users to Azure Active Directory (Azure AD) O ;‘“ ~ ‘I
roles i
Conditional access policies can force the use of multi-factor authentication l_C_) ' O
(MFA) to access cloud apps !

NEW QUESTION 157

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
You can use + in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Reports
Hurting
Attack simulator
Incidents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
You can use + in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Reports
Hurting
_Attack simulator
I Incidents '

NEW QUESTION 162
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area
Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w» for an organization.
| continually’
monthly
on-demand
quarterly

NEW QUESTION 164
You have an Azure subscription that contains a Log Analytics workspace. You need to onboard Microsoft Sentinel.
What should you do first?

A. Create a hunting query.

B. Correlate alerts into incidents.

C. Connect to your security sources.
D. Create a custom detection rule.

Answer: B

NEW QUESTION 168
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