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NEW QUESTION 1
- (Topic 3)

OSPF must be configured between routers R1 and R2. Which OSPF configuration must be applied to router R1 to avoid a DR/BDR election?

A. router ospf 1network 192.168.1.1 0.0.0.0 area O interface el/lip address 192.168.1.1 255.255.255.252ip ospf network broadcast
B. router ospf 1network 192.168.1.1 0.0.0.0 area O interface e1/lip address 192.168.1.1 255.255.255.252ip ospf network point-to-point

C. router ospf 1network 192.168.1.1 0.0.0.0 area O interface el/lip address 192.168.1.1 255.255.255.252ip ospf cost 0
D. router ospf 1network 192.168.1.1 0.0.0.0 area Ohello interval 15 interface el/1lp address 192.168.1.1 255.255.255.252

Answer: B

NEW QUESTION 2
- (Topic 3)

Which wireless security protocol relies on Perfect Forward Secrecy?

A. WPA3
B. WPA
C. WEP
D. WPA2

Answer: A

NEW QUESTION 3
DRAG DROP - (Topic 3)

Drag and drop the Rapid PVST+ forwarding slate actions from the loft to the right. Not all actions are used.

BPFDUs received are forwarded Lo the system modube. At
BFDUSs received from the system module are ey
processed and transmitted,
Frames received from Hen
the attached segment are discarded,
Frames recaived from sction
the attached sagment are processed.

Switched frames recelved from other ports are advanced.

The port in the forsvanding state responds to network
MANSQETMENT M Ssages.

A. Mastered
B. Not Mastered

&

Answer: A
Explanation:
I BPDUSs received are forwarded Lo the system module | BPDUs received are forwerded o the system module,
———————————————— T — T — — ———— ——— — -
BPDUz received from the system module are | BPDU=z received from the system module are
processed and transmitted, processed and transmitbed,

Hhe attached megment are discarded.

E ______ Frames recelved from _||

Framues recelwid from
the attached segment are discarded.

I

Frames recetved from
the attached segment Afe procetted,

e e,

The part in the forvarding state responds to network
management Messages.

Switched frames received from other ports are advanced.

B

MANMGEMWTT MeSEace.

The port in the forwarding state responds to nebwork J

NEW QUESTION 4
- (Topic 3)
Refer to the exhibit.
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Switch2# show lldp
Global LLDP Information
Status: ACTIVE
LLDP advertisements are sent every 30 seconds
LLDP hold time advertised is 120 seconds
LLDP interface reinitialization delay is 2 seconds

A network engineer must update the configuration on Switch2 so that it sends LLDP packets every minute and the information sent via LLDP is refreshed every 3
minutes Which configuration must the engineer apply?

A)
SwitchZ(config)#lldp timer 60
SwﬂchZ(corim#:lldn holdtime 180

SmtchZ(conﬁg}#lldp timer 60
Switch2(config)#lidp tlv-select 180
©)

Switch2(config)#lidp timer 1
Switch2(config)=lidp holdtime 3

D)

Switch2(config)#lidp timer 1
SwitchZ(config)#lidp tiv-select 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 5
- (Topic 3)
What are two benefits of FHRPs? (Choose two.)

A. They enable automatic failover of the default gateway.

B. They allow multiple devices to serve as a single virtual gateway for clients in the network.
C. They are able to bundle multiple ports to increase bandwidth.

D. They prevent loops in the Layer 2 network.

E. They allow encrypted traffic.

Answer: AB

NEW QUESTION 6
- (Topic 3)
What is a function of Opportunistic Wireless Encryption in an environment?

A. offer compression

B. increase security by using a WEP connection
C. provide authentication

D. protect traffic on open networks

Answer: D

NEW QUESTION 7

- (Topic 3)

Which Layer 2 switch function encapsulates packets for different VLANSs so that the packets traverse the same port and maintain traffic separation between the
VLANSs?

A. VLAN numbering
B. VLAN DSCP

C. VLAN tagging

D. VLAN marking
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Answer: C

NEW QUESTION 8
- (Topic 3)
Refer to the exhibit.

E11 ne— =1/
E1Z ne——— 17

Interface Pol Interface Pol
switchport switchport

switchport moda AcCcass switchport mode access
switchport access wvlan 2 switchport access vlan

Interface E1/1 - 2 Interface E1/1 - 2
Switchport Switchport

switchport mode access Switchport mode access
Switchport access wvlan 2 Switchport access vlan

An engineer is configuring an EtherChannel using LACP between Switches 1 and 2 Which configuration must be applied so that only Switch 1 sends LACP
initiation packets?

A. Switch 1 (config-if)y#channel-group 1 mode on Swrtch2(config-if)#channel-group 1 mode passive
B. Switch1(config-if)#channel-group 1 mode passive Switch2(config-ify#channel-group 1 mode active
C. Switch1{config-if)Echannel-group 1 mode active Switch2(config-if)j#channel-group 1 mode passive
D. Switch1(config-ifj¥channel-group 1 mode on Switch2(config-if)j#channel-group 1 mode active

Answer: C

NEW QUESTION 9
- (Topic 3)
Which type of network attack overwhelms the target server by sending multiple packets to a port until the half-open TCP resources of the target are exhausted?

A. SYIM flood
B. reflection

C. teardrop

D. amplification

Answer: A

NEW QUESTION 10
- (Topic 3)
Which interface mode must be configured to connect the lightweight APs in a centralized architecture?

A. WLAN dynamic
B. management
C. trunk

D. access

Answer: D

NEW QUESTION 10
- (Topic 3)
Refer to the exhibit.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

“ FastEthernet 0/1

FastEtharnat 02

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 1 mode on

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 1 mode on

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 1 mode active
switchport trunk encapsulation dotlg
switchport mode trunk

channel -group 1 mode active

SWl#show run interface fastBEthernet 0/1

SWlfishow run interface fastEthernet 0/2

SW2#show run interface fastEthernat 0/1

SW2#show run interface fastEthernet 072

FastEthernel 0/1 ﬂ

FastEthemet 0/2

switchport trunk allowed wlan 100,200,300

switchport trunk allowed wvlan 100,200,300

switchport trunk allowed vlan 100,200,300

switchport trunk allowed vlan 100,200, 300

An engineer built a new L2 LACP EtherChannel between SW1 and SW2 and executed these show commands to verify the work. Which additional task allows the

two switches to establish an LACP port channel?

A. Change the channel-group mode on SW2 to auto

B. Change the channel-group mode on SW1 to desirable.
C. Configure the interface port-channel 1 command on both switches.
D. Change the channel-group mode on SW1 to active or passive.

Answer: D

NEW QUESTION 11
- (Topic 3)
Which protocol uses the SSL?

A.HTTP
B. SSH

C. HTTPS
D. Telnet

Answer: C

NEW QUESTION 14
- (Topic 3)

Which value is the unique identifier that an access point uses to establish and maintain wireless connectivity to wireless network devices?

A. VLANID
B. SSID
C. RFID
D. WLANID

Answer: B
NEW QUESTION 15

- (Topic 3)
Refer to the exhibit.

A§ show ip ospf neighbor

Heighbor ID FPri State Dead Time Address
172.1.1.1 1 EXCHANGE/ - 00:00:36 172.16.32.1

Intarface
Serialld.l

An engineer assumes a configuration task from a peer Router A must establish an OSPF neighbor relationship with neighbor 172 1 1 1 The output displays the

status of the adjacency after 2 hours. What is the next step in the configuration process for the routers to establish an adjacency?

A. Configure router A to use the same MTU size as router B.

B. Set the router B OSPF ID to a nonhost address.

C. Configure a point-to-point link between router A and router B.
D. Set the router B OSPF ID to the same value as its IP address

Answer: B

NEW QUESTION 20
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- (Topic 3)
Which protocol is used for secure remote CLI access?

A. HTTPS
B. HTTP
C. Telnet
D. SSH

Answer: D
NEW QUESTION 21

DRAG DROP - (Topic 3)
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

configure the BRDL guard feature 202, 1g double tagging
configure the dynarmic ARR Inspection festure ARP spoofing
configure the rook guard Feature urtwarited supesior BPOUS
configure a WLAN access control st urwanted BEPDUs on PortFast-enabled interfaces
A. Mastered

B. Not Mastered

Answer: A
Explanation:
———————————— |
configure the BPDU guard feature | configure a VLAN access control Bst |
. [ .
corfigure the denarmiz ARD Inspectie feature corfiguee the dynamic AR Inspectie feature
t configure the rook guard Feature configqure the root guard Featune
I configure a VLAN access control Bst configure the BRI guard featune

NEW QUESTION 23

- (Topic 3)

A network engineer must configure two new subnets using the address block 10 70 128 0/19 to meet these requirements:

* The first subnet must support 24 hosts

» The second subnet must support 472 hosts

« Both subnets must use the longest subnet mask possible from the address block Which two configurations must be used to configure the new subnets and meet
a

requirement to use the first available address in each subnet for the router interfaces? (Choose two )

A. interface vlan 1234ip address 10.70.159.1 255.255.254.0

B. interface vlan 1148ip address 10.70.148.1 255.255.254.0

C. interface vlan 4722ip address 10.70.133.17 255.255.255.192
D. interface vlan 3002ip address 10.70.147.17 255.255.255.224
E. interface vlan 155ip address 10.70.155.65 255.255.255.224

Answer: BD
NEW QUESTION 27

- (Topic 3)
Refer to the exhibit.

10.73.65.64/30

S~
65 = i  Loopback0:

Fa0/0 10.10.1.86/32

Loopback0:
10.10.1.14/32

A static route must be configured on R14 to forward traffic for the 172 21 34 0/25 network that resides on R86 Which command must be used to fulfill the request?
A. ip route 172.21.34.0 255.255.255.192 10.73.65.65

B. ip route 172.21.34.0 255.255.255.0 10.73.65.65
C. ip route 172.21.34.0 255.255.128.0 10.73.65.64
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D. ip route 172.21.34.0 255.255.255.128 10.73.65.66

Answer: D

NEW QUESTION 31
DRAG DROP - (Topic 3)

Drag and drop the characteristics of networking from the left onto the networking types on the right.

focused on devices
user input is & configuration
BT inGUt IS B policy ﬁﬁnﬂm
uses allow fist security model
uses biock list security model
A. Mastered
B. Not Mastered
Answer: A
Explanation:

- S S S S S S S S

LEBET IRt IS & polsy

| uses allow list security model ll

focused on network

uzas allow list security modal

wser input ks a policy

i uses block list security model d

NEW QUESTION 36
DRAG DROP - (Topic 3)

Drag and drop the descriptions of AAA services from the left onto the corresponding services on the right.

allows the user to change Lo enable mode Em'
limits the uSEF's BOCESS Pefrilsshons
logs sassion statistics m
reconds user commands
ScCcures poCess to routers
validates user credentials

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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g W m g s g g e s e s s

= e e e e e e e e e e me e e e
allows the user Lo change (o enable mode j
““““““““““““““““ | records user commands
T S
lirrits the USEr'S BCCESS DT ISShons
logs sesshon statistics
——————— e __ . S E_— " W_— - -
logs sesskon statistics -1 [Buthentication
— S — R — e ——— -
| validales user credentiale
I] records user commands
L ———————————————— E
O Pl S i T S ey g W | alows the user to change o enabile mode
r sSCUres BCCoSS Bo routers
_________________
T T T -
validates user credentials I ‘ limits e USer's BOCEsS permilssions |
secures nccoss to routers

NEW QUESTION 37

- (Topic 3)

A Cisco engineer is configuring a factory-default router with these three passwords:
» The user EXEC password for console access is p4sswO0rdl

» The user EXEC password for Telnet access is s3cr3t2

» The password for privileged EXEC mode is pnv4t3p4ss

Which command sequence must the engineer configured

A)

enable secret privdtipdss

1

iim con 0
password login p4sswOrd1
|

line vty 0 15

password login s3cr3t2

login

B)

enable secret privilege 15 privdt3pdss
]

line con 0
password pdsswOrd1

login
|

line vty 0 15
password sdcrit2
login

C)
enable secret privat3pdss
|

ilm con0

password pdsswOrd1
login

|

line vty 0 15

password s3cr3t2

login

D)

enable secret privdtipdss
|

linecon 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 38

- (Topic 3)

A network engineer is installing an IPv6-only capable device. The client has requested that the device IP address be reachable only from the internal network.
Which type of IPv6 address must the engineer assign?

A. unique local address

B. link-local address

C. aggregatable global address
D. IPv4-compatible IPv6 address
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Answer: B

NEW QUESTION 41
- (Topic 3)
Refer to the exhibit.

PC1

10.01.0/24 PC2 Int Giga 0/1 e

Int Senal 0/1
= Intemet

A

Which two commands must be configured on router R1 to enable the router to accept secure remote-access connections? (Choose two)

A. transport input telnet

B. crypto key generate rsa

C. ip ssh pubkey-chain

D. login console

E. username cisco password 0 Cisco

Answer: BE

NEW QUESTION 44

- (Topic 3)

Refer to the exhibit.
A

Gi0/0 10 -

During outage

Rlfshow ip route 10.1.1.10
% Network not in table

Normal operation

Rl#show ip route 10.1.1.10
RBouting entry for 10.1.1.0/24
Known via "espf 1", distance 110, metric 2, type intra area
Last update from 172.16.2.2 on GigabitEthernet0/0, 00:00:18 ago
Routing Descriptor Blocks:
* 172.16.2.2, from 10.1.1.10, 00:00:18 ago, via GigabitEthernet0/0
Route metric is 2, traffic share count is 1

Which route must be configured on R1 so that OSPF routing is used when OSPF is up. but the server is still reachable when OSPF goes down?

A. ip route 10.1.1.10 255.255.255.255 172.16.2.2 100
B. ip route 10.1.1.0 255.255.255.0 gi0/1 125

C. ip route 10.1.1.0 255.255.255.0 172.16.2.2 100

D. ip route 10.1.1.10 255.255.255.255 gi0/0 125

Answer: D
NEW QUESTION 45

- (Topic 3)
Refer to the exhibit.
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TenGigabitEtharnetd,/0/0 is up, line protocol is up
Hardwars ia BUILT-IN-2T+6X1IGCE, addreas ia T4a0.2fT7Ta.0123 (bia T4a0.2f7Ta.0123)
Deascription: Uplink
Internat addreas is 10.1.1.1/24
MTU 15300 bytes, BW 10000000 Kbit/sec, DLY 10 usac,
reliability 2Z33/253, txload 1/255, rxload 1/233
Encapsulation ARFA, loopback not sat
Esaspalive not supported
Full Duplex, 10000Mbpa, link typs ia force-up, media type is unknown madia Ttyps
cutput flow-control is on, input flow-control is on
ARP type: ARPA, ARPF Timscut 04:00:00
Last input 00:00:00, output 00:05:40, ocutput hang naver
Last clearing of "show interface™ counters never
Input gueus: 0/375/0/0 (eize/max/drops/flushaa)_; Total ocutput dropa: 0
guauveing strategy: fife
Cutput gquauvs: 0/40 (aize/max)
5 minuts input rate S$180000 bita/sec, 1113 packsts/sac
5 minuts output rate 11213000 bits/sec, 13533 packsts/sec
12862416065 packets input, 1260T03223289%4 bytea, 0 no buffar
Raceived 14117163 broadcasts (0 IF multicasta)
0 runts, 0 gianta, 0 throttles
0 Anput arrors, 0 CRC, 0 frama, 0 ovarrun, 0 ignored
0 watchdog, 26271385 multicast, 0 pauss input
7907779058 packsts ocutput, S0TATS50426832 bytas, 0 undarruns
output arrors, 8662416063 collisjions, 1 intarfaca rasats
unknown protocol drops
babbles, O late collision, 0 deferred
lost carrier, 0 no carrier, 0 pause ocutput
cutput buffar failures, 0 cutput buffaers swappad ocut
CaArriar transitions

HOoOQO0OO

Traffic that is flowing over interface TenGigabitEthernet0/0 experiences slow transfer speeds. What is the reason for the issue?

A. heavy traffic congestion
B. a duplex incompatibility
C. a speed conflict

D. queuing drops

Answer: C

NEW QUESTION 50
- (Topic 3)
Refer to the exhibit.
Hardware is ISR4331-3x1GE, address is 5486 .bc25.1£70 (bia 5486.bc25.1£70)
Description: << WAN Link >>
Internet address is 192.0.2.2/30
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keeapalive not supported
Full Duplex, 1000Mbps, link type is auto, media type is RJ43
output flow-control is off, input flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:11, output hang never
Last clearing of “show intarface® countars naver
Input queue: 0/375/0/0 (size/max/drops/flushes): Total cutput drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
3 minute input rate 7000 bita/sec, 4 packets/sec
3 minute output rate 4000 bits/sec, 4 packets/sec
22579370 packets input, 8825545968 bytes, 0 no buffer
Received 67 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
3612699 input errors, 3612699 CRC, 0 frame, 0 overrun, (0 ignored
0 watchdog, 10747057 multicast, 0 pause input
12072167 packets output, 1697953637 bytes, 0 underruns
0 output srrors, 0 collisions, 1 intarface ressts
6 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
5 lost carrier, 0 no carrier, 0 pauss output
0 output buffer failures, 0 ocutput buffers swapped out

What is a reason for poor performance on the network interface?

A. The interface is receiving excessive broadcast traffic.

B. The cable connection between the two devices is faulty.

C. The interface is operating at a different speed than the connected device.
D. The bandwidth setting of the interface is misconfigured

Answer: A

NEW QUESTION 54
- (Topic 3)
Refer to the exhibit.
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RIP 10.1.1.16/28[120/5] wvia FO0/0
OSPF 10.1.1.0/24[110/30] wvia FO0/1
OSPF 10.1.1.0/24[110/40] wvia F0/2
EIGRP 10.1.0.0/26[90/20] via F0/3
EIGRP 10.0.0.0/8 [90/133] wvia FO0/4

Packets received by the router from BGP enter via a serial interface at 209 165 201 1 Each route is present within the routing table Which interface is used to

forward traffic with a destination IP of 10.1.1.19?

A. FO/4
B. FO/0
C. F0/1
D. FO/3

Answer: B

NEW QUESTION 59
- (Topic 3)
Which characteristic differentiates the concept of authentication from authorization and accounting?

A. user-activity logging

B. service limitations

C. consumption-based billing
D. identity verification

Answer: D

NEW QUESTION 64
- (Topic 3)
Refer to the exhibit.

l g0/0 a g0/1 '

DHCP Client DHCP Server
172.16.2.2

Routerf#show run
Building configuration...
]

interface GigabitEthernet0/0

ip address 10.10.10.1 255.255.255.0
duplex autec

speed auto

L)

interface GigabitEthernet0/1

ip address 172.16.2.1 255.255.255.0
duplex auto

spead auto
!

An engineer is configuring a new router on the network and applied this configuration. Which additional configuration allows the PC to obtain its IP address from a

DHCP server?

A. Configure the ip dhcp relay information command under interface GiO/1.

B. Configure the ip dhcp smart-relay command globally on the router

C. Configure the ip helper-address 172.16.2.2 command under interface Gi0O/0
D. Configure the ip address dhcp command under interface Gi0O/0

Answer: C

NEW QUESTION 67

- (Topic 3)

An engineer must configure R1 for a new user account. The account must meet these requirements:

* |t must be configured in the local database.

* The username is engineer.

* [t must use the strongest password configurable. Which command must the engineer configure on the router?

A. R1 (config)# username engineer2 algorithm-type scrypt secret test2021

B. R1(config)# username engineer2 secret 5 .password S1$b1Ju$kZbBS1Pyh4QzwXyZ
C. R1(config)# username engineer2 privilege 1 password 7 test2021

D. R1(config)# username englneer2 secret 4 S1Sb1Ju$kZbBS1Pyh4QzwXyZ

Answer: B
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NEW QUESTION 72
- (Topic 3)
What is an expected outcome when network management automation is deployed?

A. A distributed management plane must be used.

B. Software upgrades are performed from a central controller

C. Complexity increases when new device configurations are added
D. Custom applications are needed to configure network devices

Answer: B

NEW QUESTION 74
- (Topic 3)
What is one reason to implement LAG on a Cisco WLC?

A. to increase security and encrypt management frames

B. to provide link redundancy and load balancing

C. to allow for stateful and link-state failover

D. to enable connected switch ports to failover and use different VLANS

Answer: B
NEW QUESTION 75

- (Topic 3)
Refer to the exhibit.

R1# show ip route
Codes :

1, E2 - OSPF external type 2, E — EGP

U - per-user static route, o - CDR
Gateway of last resort is not set
c 10.0.0.0/8 is directly connected, Loopbackl

10.0.0.0/8 is variably submatted, 4 subnets, 2 masks
© 10.0.1.3/32 [110/100] wvia 10.0.1.100, 00:39:08, Seriall
C 10.0.1.0/24 is directly connected, Seriall
o 10.0.1.5/32 [110/5]) wia 10.0.1.50, 00:39:08, Seriall
o 10.0.10.0/24 [110/10] wia 10.0.1.4, 00:39:08, Gigabit Ethernet 0/0
D 10.0.10.0/24 [90/10] via 10.0.1.5, 00:39:08, Gigabit Etharnat 0/1

C - connected, 8 - static, I - IGRP, R - RIP, M - mobile, B - BGP, D -
EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area N1 - OSPF NSSA
external type 1, N2 - OSPF NSSA external type 2, E1l - OSPF external type

i - I15-1I5, L1 - I5-1I5 lewvel-1, L2 - IS-I5 level-2, * - candidate default,

Web traffic is coming in from the WAN interface. Which route takes precedence when the router is processing traffic destined for the LAN network at 10 0.10.0/24?

A. via next-hop 10.0.1.5
B. via next-hop 100 1.4
C. via next-hop 10.0 1.50
D. via next-hop 10.0 1 100

Answer: A

NEW QUESTION 78
- (Topic 3)
What is a function of a Next-Generation IPS?

A. makes forwarding decisions based on learned MAC addresses

B. serves as a controller within a controller-based network

C. integrates with a RADIUS server to enforce Layer 2 device authentication rules
D. correlates user activity with network events

Answer: D

NEW QUESTION 83
- (Topic 3)
Which two spanning-tree states are bypassed on an interface running PortFast? (Choose two.)

A. disabled
B. listening
C. forwarding
D. learning
E. blocking

Answer: BD

NEW QUESTION 86
- (Topic 3)
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Which type of IPv6 address is similar to a unicast address but is assigned to multiple devices on the same network at the same time?

A. global unicast address
B. anycast address

C. multicast address

D. link-local address

Answer: B

NEW QUESTION 89
FILL IN THE BLANK - (Topic 3)
Drag and drop the functions of SNMP fault-management from the left onto the definitions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Table Description automatically generated

NEW QUESTION 93
- (Topic 3)
Which PoE mode enables powered-device detection and guarantees power when the device is detected?

A. dynamic
B. static

C. active
D. auto

Answer: B

NEW QUESTION 97
- (Topic 2)
Which type of IPv6 address is publicly routable in the same way as IPv4 public address?

A. global unicast
B. link-local

C. unique local
D. multicast

Answer: A

NEW QUESTION 102
- (Topic 2)
What is the primary different between AAA authentication and authorization?

A. Authentication verifies a username and password, and authorization handles the communication between the authentication agent and the user database.
B. Authentication identifies a user who is attempting to access a system, and authorization validates the users password

C. Authentication identifies and verifies a user who is attempting to access a system, and authorization controls the tasks the user can perform.

D. Authentication controls the system processes a user can access and authorization logs the activities the user initiates

Answer: C

Explanation:

AAA stands for Authentication, Authorization and Accounting.+ Authentication: Specify who you are (usually via login username & password)+ Authorization:
Specify what actions you can do, what resource you can access+ Accounting: Monitor what you do, how long you do it (can be used for billing and auditing)An
example of AAA is shown below:+ Authentication: “| am a normal user. My username/password is user_tom/learnforever’+ Authorization: “user_tom can access
LearnCCNA server via HTTP and FTP”+ Accounting: “user_tom accessed LearnCCNA server for 2 hours”. This user only uses “show” commands.

NEW QUESTION 103
- (Topic 2)
Refer to the exhibit.
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SWl#show run int gig 0/1
interface GigabitEthernet0/1
switchport access vlan 11
switchport trunk allowed vlan 1-10
switchport trunk encapsulation dotlqg
switchport trunk native wvlan 5
switchport mode trunk
speed 1000
duplex full

Which action is expected from SW1 when the untagged frame is received on the GigabitEthernet0/1 interface?

A. The frame is processed in VLAN 5.
B. The frame is processed in VLAN 11
C. The frame is processed in VLAN 1

D. The frame is dropped

Answer: A

NEW QUESTION 106
- (Topic 2)
Which networking function occurs on the data plane?

A. forwarding remote client/server traffic

B. facilitates spanning-tree elections

C. processing inbound SSH management traffic
D. sending and receiving OSPF Hello packets

Answer: A

NEW QUESTION 111

- (Topic 2)

While examining excessive traffic on the network, it is noted that all incoming packets on an interface appear to be allowed even though an IPv4 ACL is applied to
the interface.

Which two misconfigurations cause this behavior? (Choose two)

A. The packets fail to match any permit statement

B. A matching permit statement is too high in the access test
C. A matching permit statement is too broadly defined

D. The ACL is empty

E. A matching deny statement is too high in the access list

Answer: BC
NEW QUESTION 113

- (Topic 2)
Refer to the exhibit.

Rl#show ip route
#output suppressed

Gateway of last resort is 192.168.14.4 to network 0.0.0.0

172.16.1.128/25 is directly connected, GigabitEthernet1/1/0
192.168.12.0/24 is directly connected, FastEthernet0/0
192.168.13.0/24 is directly connected, FastEthernet0/]
192.168.14.0/24 is directly connected, FastEthernet1/0
172.16.16.1 1s directly connected, Loopback|
192.168.10.0/24 is variably subnetted, 3 subnets, 3 masks
0 192.168.10.0.24 [110/2] via 192.168.14.4, 00:02:01, FastEthernet1/0
0 192.168.10.32/27 [110/11] via 192.168.13.3, 00:00:52, FastEthemnet0/|
0 192.168.0.0/16 [110/2] via 192.168.15.5, 00:05:01, FastEthernet1/1
D 192.168.10.1/32 [90/52778] via 192.168.12.2, 00:03:44, FastEthernet0/0
0*E2 0.0.0.0/0[1101] via 192.168.14 .4, 00:00:10, FastEthernet1/0

sNeNeRe Ny,

If R1 receives a packet destined to 172.161.1, to which IP address does it send the packet?
A.192.168.12.2

B. 192.168.13.3
C.192.168.14.4
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D. 192.168.15.5
Answer: C
NEW QUESTION 118

- (Topic 2)
Refer to the exhibit.

10.10.10.1&/30 _1.5',' Internet L_}'

10.10.10.0/30

Firewall

=

10101310625

Rl#sh ip ro
Fateway of last resort is 10.10.10.18 to network 0.0.0.C
10.0 /8 is wvariably subnetted, 4 subnets, J masks

C 10.10.10.0/30 1is directly connected,; FastEtharnet(/1
o 10.10.13.0/25 [110/6576] via 10.10.10.1, 06:58:21, FastEthernsac(/1
c 10.10.10.16/30 is directly connected, FastEtharnet0/24

10.10.13.144/28 [110/110] wia 10.10.10.1, 06:58:21, FastEthernst(/1
B* 0.0.0.0/0 [20/0) via 10.10.10.18, 01:17:58

Which route type is configured to reach the internet?

A. host route

B. default route

C. floating static route
D. network route

Answer: B

NEW QUESTION 122
- (Topic 2)
Which two protocols must be disabled to increase security for management connections to a Wireless LAN Controller? (Choose two )

A. Telnet
B. SSH
C.HTTP
D. HTTPS
E. TFTP

Answer: AC

NEW QUESTION 125

- (Topic 2)

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the
administrative distance of the route that will be installed in the routing table?

A. 20
B. 90
C. 110
D. 115

Answer: B
Explanation:

The Administrative distance (AD) of EIGRP is 90 while the AD of OSPF is 110 so EIGRP route will be chosen to install into the routing table.

NEW QUESTION 127
DRAG DRORP - (Topic 2)
Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security mechanism categories on the right.
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Layer 2 Security Mechanisms
wel policy
Passthrough
WA+ WPAZ [ ayer 3 Secunity Mechanisms (for WLAN)
BO2.1X
A. Mastered
B. Not Mastered
Answer: A
Explanation:
| ayer 2 Security Mechanisms
wel policy i
B02.1X
Passthrough WPASWPAZ
l - iy
WRAHIRAL [ayer 3 Security Mechanisms (for WLAN)
web policy
BO2.1%
Passthrough

NEW QUESTION 131
- (Topic 2)
Refer to the exhibit.

SW10

VLAN 300 - Data
VLAN 400 - Voice

[

An engineer must configure GigabitEthernetl/1 to accommodate voice and data traffic Which configuration accomplishes this task?
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interface gigabitethernet1/1
switchport mode access
switchport access vian 300
switchport voice vian 400

interface gigabitethernet1/1
switchport mode trunk
switchport trunk vian 300
switchport voice vian 400

interface gigabitethernet1/1
switchport mode trunk
switchport trunk vian 300
switchport trunk vian 400

interface gigabitethernet1/1
switchport mode access
switchport voice vian 300
switchport access vian 400

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 134
- (Topic 2)

What is a similarly between 1000BASE-LX and 1000BASE-T standards?

A. Both use the same data-link header and trailer formats

B. Both cable types support LP connectors

C. Both cable types support Rj-45 connectors

D. Both support up to 550 meters between nodes
Answer: A

Explanation:

“In computer networking, Gigabit Ethernet (GbE or 1 GigE) is the term applied to transmitting Ethernet frames at a rate of a gigabit per second.” Both standards

use Ethernet framing (same headers and trailers)

NEW QUESTION 138
DRAG DROP - (Topic 2)
Refer to the exhibit.
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Cisdipconfigrsall
Jindows IP Conf iguration

Host Mame . . = . = = = 2 = = = = = |nspironlS
Frimary Dnz Suffix -

Mode Type . . . . =« = &« & & = . = Mixed

IP Routing Enabled. . . . . . . - : Mo

WINS Proxy Enabled. . . . . . . . = Mo

¢ less LAN adapter Local Area Connectionw 12:

State . . . &« =« =« « =« = = =« = Media disconnected
ction-specific DNE Suff ix . 13
piption . = &« =« =« = & = = . = Microsoft Wi-Fi Direct Uirtual Adapter
ysical Rddress. . . . « « =« » - = 1A-P=-3P-PC-57-DF
DHCP Enabled. . . e s = 2 VUns

fintoconf iguration Enabled . . . . ¢ Yes

¢ less LAN adapter Wi-Fi:

Connection-specific DNES Suff ix . B

Descredption . . &+ & & 2 2 = =« = « = Dell Wireless 1783 882.11bAg n C2.4GHz>
Physical Address. . . « « « = . = B8-7%-3F-7C-57-DF

DHCP Enabled. . . . « -« « « = « = = Mo

Autoconf iguration Enabled . . . . & Yes

Link=local IPv6 Address . . . . . = FeBB::0B9fF:9839:6eB6:F755212¢{Preferred)

A Preferred)

: & = o & @ . B ¥2.168.1.
- ™

L
35 . 255 . 25"

DHCPuE IAID . . . . - » = = - - - % 263747135
DHCPus Client DUID. . - - . = B-81-U80-81-18-E6-32-43-B8-"%6—-3F-C-57-DF

« s « s s = = » 5 19 168.1.15
1 i68.1.16
HetBI0OS over Tepip. . . . : Enabled

An engineer is tasked with verifying network configuration parameters on a client workstation to report back to the team lead. Drag and drop the node identifiers
from the left onto the network parameters on the right.

192.168.1.1 broadcast address
192.168,1.20 default gateway
192.168.1.254 host [P address
192.168.1.255 last assignable IP address (n the subnet
B8-76-3F-7C-57-0F MAC address

A. Mastered
B. Not Mastered

Answer: A

Explanation:

192.164.1.1

e —— e

I':i: i&lB : 20 r_lr“f_'!.““ '-:l-d"‘-'ll"l'-ﬂr

— i

192.168.1,254

e e e ———

host [P addiess

192.168.1.255 gnable [P addréss in the subnet

HIT ; M
I e MAC address

NEW QUESTION 140
- (Topic 2)
Which two actions influence the EIGRP route selection process? (Choose two)

A. The router calculates the reported distance by multiplying the delay on the exiting Interface by 256.

B. The router calculates the best backup path to the destination route and assigns it as the feasible successor.

C. The router calculates the feasible distance of all paths to the destination route

D. The advertised distance is calculated by a downstream neighbor to inform the local router of the bandwidth on the link
E. The router must use the advertised distance as the metric for any given route
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Answer: BC

Explanation:

The reported distance (or advertised distance) is the cost from the neighbor to the destination. It is calculated from the router advertising the route to the network.
For example in the topology below, suppose router A & B are exchanging their routing tables for the first time. Router B says “Hey, the best metric (cost) from me
to IOWA is 50 and the metric from you to IOWA is 90” and advertises it to router A.

Router A considers the first metric (50) as the Advertised distance. The second metric (90), which is from NEVADA to IOWA (through IDAHO), is called the
Feasible distance.

IDAHO IOWA

El
NEVADA

OKLAHOMA

The reported distance is calculated in the same way of calculating the metric. By default (K1 =1, K2 =0, K3 =1, K4 = 0, K5 = 0), the metric is calculated as
follows:

- 10,000,000 sum of delay[in psec]
metric =

slowest bandwidth[in kbps] 10

]*256

NEW QUESTION 143
- (Topic 2)
A packet is destined for 10.10.1.22. Which static route does the router choose to forward the packet?

A. ip route 10.10.1.0 255.255.255.240 10.10.255.1

B. ip route 10.10.1.16 255.255.255.252 10.10.255.1
C. ip route 10.10.1.20 255.255.255.252 10.10.255.1
D. ip route 10.10.1.20 255.255.255.254 10.10.255.1

Answer: C

NEW QUESTION 148
- (Topic 2)
An engineer requires a scratch interface to actively attempt to establish a trunk link with a neighbor switch. What command must be configured?

A. switchport mode trunk

B. switchport mode dynamic desirable
C. switchport mode dynamic auto

D. switchport nonegotiate

Answer: C

NEW QUESTION 151
- (Topic 2)
Which action does the router take as rt forwards a packet through the network?

A. The router replaces the source and desinaoon labels wth the sending router uterface label as a source and the next hop router label as a desbnabon

B. The router encapsulates the source and destination IP addresses with the sending router P address as the source and the neighbor IP address as the
destination

C. The router replaces the original source and destination MAC addresses with the sending router MAC address as the source and neighbor MAC address as the
destination

D. The router encapsulates the original packet and then includes a tag that identifies the source router MAC address and transmit transparently to the destination

Answer: C

NEW QUESTION 156
- (Topic 2)
Refer to the exhibit.
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Router#show ip route
Codas: L - local, C - connacted, 5 - static, R - RIF, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - I18-18, su - IS-IS summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia = IS-IS inter area, * - candidate default, U - per-user static route

Gateway of last resort is 209.165.202.131 to network 0.0.0.0

S 0.0.0.0/0 [1/0] wia 209.165.202.131
209.165.200.0/27 is subnetted, 1 subnets

s 209.165.200.224 [254/0] via 209.165.202.129
209.165.201.0/27 is subnetted, 1 subnets
8 209.165.201.0 [1/0]) via 209.165.202.130

Which command configures a floating static route to provide a backup to the primary link?

A. ip route 0.0.0.0 0.0.0.0 209.165.202.131

B. ip route 209.165.201.0 255.255.255.224 209.165.202.130

C. ip route 0.0.0.0 0.0.0.0 209.165.200.224

D. ip route 209.165.200.224 255.255.255.224 209.165.202.129 254

Answer: D

NEW QUESTION 157
- (Topic 2)
Which command must be entered to configure a DHCP relay?

A. ip helper-address
B. ip address dhcp
C. ip dhcp pool

D. ip dhcp relay

Answer: A

NEW QUESTION 159
- (Topic 2)
Which two outcomes are predictable behaviors for HSRP? (Choose two)

A. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.

B. The two routers negotiate one router as the active router and the other as the standby router

C. Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.D The two routers
synchronize configurations to provide consistent packet forwarding

D. The two routed share the same IP address, and default gateway traffic is load-balanced between them

Answer: AB

NEW QUESTION 162

- (Topic 2)

A corporate office uses four floors in a building

* Floor 1 has 24 users

* Floor 2 has 29 users

* Floor 3 has 28 users

*Floor 4 has 22 users

Which subnet summarizes and gives the most efficient distribution of IP addresses for the router configuration?

A. 192.168.0.0/26 as summary and 192.168.0.0/29 for each floor
B. 192.168.0.0.24 as summary and 192.168.0.0/28 for each floor
C. 192.168.0.0/23 as summary and 192.168.0.0/25 for each floor
D. 192.168.0.0/25 as summary and 192.168.0.0/27 for each floor

Answer: D

NEW QUESTION 167
- (Topic 2)
Refer to the exhibit.
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access-list 101 permit ospf
access—-list 101 permit tecp
access—-list 101 permit tcp
access—-list 101 permit gre
access-list 101 permit esp

any
any
any
any
any

any

any
any

access-list 101 deny ospf any any

access—list 101 permit tep 10.1.1.
access-list 101
access-list 101
access-list 101

permit udp 10.1.1.
deny ip any any log

interface Ethernet0/0
ip address 10.1.1.25 255.255.255.0
ip access-group 101 in

A network administrator has been tasked with securing VTY access to a router. Which access-list entry accomplishes this task?

0 0.0
permit udp 10.1.1.0 0.0
0 0.0

any eqg 179
eq 179 any

o
0
0

255 172.16.
255 172.16.
295 172.%8:

A. access-list 101 permit tcp 10.1.10 0.0.0.255 172.16.10 0.0.0.255 eq ssh
B. access-list 101 permit tcp 10.11.0 0.0.0.255 172.16.10 0.0.0.255 eq scp
C. access-list 101 permit tcp 10.11.0 0.0.0.255 172.16.10 0.0.0.255 eq telnet
D. access-list 101 permit tcp 10.1.10 0.0.0.255 172.16.10 0.0.0.255 eq https

Answer: A

NEW QUESTION 171
- (Topic 2)
Refer to the exhibit.

1
1
1

el

*®

00
00
00

£l

el

0
0
0

SW1

Y PRl G/t Trunk
= VLANS

4 2-20

®

=

0
0
0

.255 eqg telnet

.255 eg 500

-255 eq 4500

Which command must be executed for Gil.1 on SW1 to become a trunk port if Gil/1 on SW2 is configured in desirable or trunk mode?

A. switchport mode trunk

B. switchport mode dotl-tunnel

C. switchport mode dynamic auto

D. switchport mode dynamic desirable

Answer: C
NEW QUESTION 176

- (Topic 2)
Which function does an SNMP agent perform?

A. it sends information about MIB variables in response to requests from the NMS
B. it requests information from remote network nodes about catastrophic system events.

C. it manages routing between Layer 3 devices in a network

D. it coordinates user authentication between a network device and a TACACS+ or RADIUS server

Answer: A

NEW QUESTION 177
- (Topic 2)
What is a role of access points in an enterprise network?

A. connect wireless devices to a wired network

B. support secure user logins to devices or the network
C. integrate with SNMP in preventing DDoS attacks

D. serve as a first line of defense in an enterprise network

Answer: A

NEW QUESTION 178
- (Topic 2)
Refer to the exhibit.
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interface GigabitEthernet3/1/4

switchport voice vian 50

An administrator is tasked with configuring a voice VLAN. What is the expected outcome when a Cisco phone is connected to the GigabitEfriemet3/1/4 port on a
switch?

A. The phone and a workstation that is connected to the phone do not have VLAN connectivity

B. The phone and a workstation that is connected to the phone send and receive data in VLAN 50.

C. The phone sends and receives data in VLAN 50, but a workstation connected to the phone has no VLAN connectivity

D. The phone sends and receives data in VLAN 50, but a workstation connected to the phone sends and receives data in VLAN 1

Answer: D

NEW QUESTION 183
- (Topic 2)
What makes Cisco DNA Center different from traditional network management applications and their management of networks?

A. It omits supports auto-discovery of network elements in a greenfield deployment.

B. It modular design allows someone to implement different versions to meet the specific needs of an organization
C. It abstracts policy from the actual device configuration

D. It does not support high availability of management functions when operating in cluster mode

Answer: C

NEW QUESTION 187

- (Topic 2)

An engineer must configure an OSPF neighbor relationship between router R1 and R3 The authentication configuration has been configured and the connecting
interfaces are in the same 192.168 1.0/30 sublet. What are the next two steps to complete the configuration? (Choose two.)

A. configure the hello and dead timers to match on both sides
B. configure the same process ID for the router OSPF process
C. configure the same router ID on both routing processes

D. Configure the interfaces as OSPF active on both sides.

E. configure both interfaces with the same area ID

Answer: AE

NEW QUESTION 189
- (Topic 2)
What are two reasons for an engineer to configure a floating state route? (Choose two)

A. to automatically route traffic on a secondary path when the primary path goes down
B. to route traffic differently based on the source IP of the packet

C. to enable fallback static routing when the dynamic routing protocol fails

D. to support load balancing via static routing

E. to control the return path of traffic that is sent from the router

Answer: AC

NEW QUESTION 191
- (Topic 2)
How does WPA3 improve security?

A. It uses SAE for authentication.

B. It uses a 4-way handshake for authentication.
C. It uses RC4 for encryption.

D. It uses TKIP for encryption.

Answer: A

NEW QUESTION 194

- (Topic 2)

When a WLAN with WPA2 PSK is configured in the Wireless LAN Controller GUI which format is supported?
A. Unicode

B. base64

C. decimal

D. ASCII

Answer: D
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NEW QUESTION 196
- (Topic 2)
Refer to the exhibit.

SiteANshow interface TenGigabitEthernet0/1/0
TenGlgabltEthernat0/1/0 is up, line protocol is up
Hardware is BUILT-IN-EPA-B8x10G, address is TH0c.f02a.db9l (bia 780a.f02b.dh91)
Description: Connection to SiteB
Internet address is 10.10.10.1/30
MTU 8146 byteas, BN 10000000 rbit/sec, DLY 10 useo,
reliability 166/255, txload 1/255, rxload 1/255
Full Duplex, 10000Mbps, link type is foroe-up, media type is SFP-LR
5 minute inpubt rate 264737000 bits/sec, 26672 packels/sec
5 minute output rate 122464000 bits/sec, 15724 packets/sec

SiteBshow interface TenGigabitEthernet0/1/0
TenGigabitEthernet0/1/0 is up, line protocol is up
Hardware is BUILT-IN-EPA-Bx10G, address is 780c.f02¢.db26 (blia 780c.f02c.db26)
Description: Conneotion to SitelA
Internet address is 10.10.10.2/30
MTU 8146 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
raliability 255/255, txload 1/255, rxload 1/255
Full Duplex, 10000Mbps, link type is force-up, media type is SFP-LR
5 minute input rate 122464000 bits/sec, 15724 packets/sec
5 minute output rate 264797000 bits/sec, 26672 packets/sec

Shortly after SiteA was connected to SiteB over a new single-mode fiber path users at SiteA report intermittent connectivity issues with applications hosted at SiteB

What is the cause of the intermittent connectivity issue?

A. Interface errors are incrementing

B. An incorrect SFP media type was used at SiteA

C. High usage is causing high latency

D. The sites were connected with the wrong cable type

Answer: A

NEW QUESTION 200

- (Topic 2)

When OSPF learns multiple paths to a network, how does it select a route?

A. It multiple the active K value by 256 to calculate the route with the lowest metric.

B. For each existing interface, it adds the metric from the source router to the destination to calculate the route with the lowest bandwidth.
C. It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.

D. It count the number of hops between the source router and the destination to determine the router with the lowest metric
Answer: C

NEW QUESTION 205

- (Topic 2)

Which statement correctly compares traditional networks and controller-based networks?

A. Only traditional networks offer a centralized control plane

B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations

D. Only controller-based networks decouple the control plane and the data plane

Answer: D

Explanation:

Most traditional devices use a distributed architecture, in which each control plane is resided in a networking device. Therefore they need to communicate with
each other via messages to work correctly.In contrast to distributed architecture, centralized (or controller-based) architectures centralizes the control of networking

devices into one device, called SDN controller

NEW QUESTION 208
- (Topic 2)
Which protocol requires authentication to transfer a backup configuration file from a router to a remote server?

A.DTP
B. FTP
C. SMTP
D. TFTP

Answer: B

NEW QUESTION 210
- (Topic 2)
Refer to Exhibit.
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SWi: SW2:
interface FastEthernet0/1 interface FastEthernet0/1
switchport trunk encapsulation dotlg switchport trunk encapsulation dotlg
-ui:c:pur: tru.nktnat:ve vlan 999 switchport t b pative wlan 90
W c mode .
R i switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.

B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.

D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: B

Explanation:

The trunk still forms with mismatched native VLANs and the traffic can actually flow between mismatched switches. But it is absolutely necessary that the native
VLANSs on both ends of a trunk link match; otherwise a native VLAN mismatch occurs, causing the two VLANS to effectively merge.

For example with the above configuration, SW1 would send untagged frames for VLAN 999. SW2 receives them but would think they are for VLAN 99 so we can
say these two VLANSs are merged.

NEW QUESTION 211
- (Topic 2)
What is the primary function of a Layer 3 device?

A. to analyze traffic and drop unauthorized traffic from the Internet
B. to transmit wireless traffic between hosts

C. to pass traffic between different networks

D. forward traffic within the same broadcast domain

Answer: C

NEW QUESTION 212
- (Topic 2)
Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 215
- (Topic 2)
An engineer must establish a trunk link between two switches. The neighboring switch is set to trunk or desirable mode. What action should be taken?

A. configure switchport nonegotiate

B. configure switchport mode dynamic desirable
C. configure switchport mode dynamic auto

D. configure switchport trunk dynamic desirable

Answer: C

NEW QUESTION 219
- (Topic 2)
Refer to the exhibit.
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l"‘}’i Se0/0/0 ‘I‘_-:"r; Configured routers IPvE addresses
Sel0/0 - Atlanta
Atianta Washington Serial 0/0/0 ' 2012 1/126
Lot Lod Loopback1- 2000:1/128
- New York

Senal 0000 - 2012721126
Senal 0/0/1 - 202321126

oL Loopback2: 2000.2/128
. Washington
Selnn ™ SalinfM Serial /00 . 20233126
'y Loopback3: 20003/128
New-York
Lo2

The New York router is configured with static routes pointing to the Atlanta and Washington sites. Which two tasks must be performed so that the Serial0/0/0
interfaces on the Atlanta and Washington routers can reach one another?
(Choose two.)

A. Configure the ipv6 route 2012::/126 2023::1 command on the Washington router.
B. Configure the ipv6 route 2023::/126 2012::1 command on the Atlanta router.

C. Configure the Ipv6 route 2012::/126 s0/0/0 command on the Atlanta router.

D. Configure the ipv6 route 2023::/126 2012::2 command on the Atlanta router.

E. Configure the ipv6 route 2012::/126 2023::2 command on the Washington router.

Answer: DE

Explanation:
The short syntax of static IPv6 route is:ipv6 route <destination-IPv6-address>
{next-hop-IPv6-address | exit-interface}

NEW QUESTION 222
- (Topic 2)
Refer to the exhibit.

R1# show ip route

192.168.10.0/24 [90/2679326] via 192.168.1.1
192.168.10.0/27 [120/3] via 192.168.1.2
192.168.10.0/23 [110/2] wvia 192.168.1.3

11 192.168.10.0/13 [115/30] via 192.168.1.4

- 0RO

How does router R1 handle traffic to 192.168.10.167

A. It selects the IS-IS route because it has the shortest prefix inclusive of the destination address.
B. It selects the EIGRP route because it has the lowest administrative distance.

C. It selects the OSPF route because it has the lowest cost.

D. It selects the RIP route because it has the longest prefix inclusive of the destination address.

Answer: D
NEW QUESTION 226

- (Topic 2)
Refer to the exhibit.

R1# show ip route

192.168.16.0/26 [90/2679326)] via 152.168.1.1
192.168.16.0/24 [120/3) wvia 192 .168.1.2
192.168.16.0/21 [110/2) via 192.168.1.3

Ll 192.168.16.0/27 [1153/30] via 192.1¢68.1.4

-0 »»0O

Which route does R1 select for traffic that is destined to 192 168.16.27

A. 192.168.16.0/21
B. 192.168.16.0/24
C. 192.168 26.0/26
D. 192.168.16.0/27

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

Answer: D

Explanation:

The destination IP addresses match all four entries in the routing table but the 192.168.16.0/27 has the longest prefix so it will be chosen. This is called the

“longest prefix match” rule.

NEW QUESTION 227
- (Topic 2)

An office has 8 floors with approximately 30-40 users per floor What command must be configured on the router Switched Virtual Interface to use address space

efficiently?

A. ip address 192.168.0.0 255.255.0.0

B. ip address 192.168.0.0 255.255.254.0
C. ip address 192.168.0.0 255.255.255.128
D. ip address 192.168.0.0 255.255.255.224

Answer: B
NEW QUESTION 228

- (Topic 2)
Refer to the exhibit.

Rlfshow ip routs
- 192.168.1.0/26 is directly coansected, FastEthernetd/1

Which two prefixes are included in this routing table entry? (Choose two.)

A.192.168.1.17
B. 192.168.1.61
C.192.168.1.64
D. 192.168.1.127
E. 192.168.1.254

Answer: BC
NEW QUESTION 231

DRAG DROP - (Topic 2)
Refer to the exhibit.

[rootiEcstTest ~]§ ip routs
default via 152.168.1.153 dev ethl proto static
192.168.1.0/26 dev ethl proto kernel scope link src 192.168.1.200 metrcic 1

[roctfHoatTest ~]§ ip addr show sthl
ethl: m=mtu 1300 qdisc pfifo_fast glen 1000
link/eathar 00:0C:22:83:79:A3 brd ff:ff:-ff-ff:-FFf:- £
inet 1592.168.1.200/26 bxd 152.168.1.255% scope glcbal ethl
inats fel0:: 20c:29ff: fefd:7903/ /64 scope link
valid 1ft forsver praferred 1ft forswer

Drag and drop the networking parameters from the left onto the correct values on the right.

default gateway 00:0C:22
host IP address 00:0C:22:83:79°A3
NIC MAC address 192.168.1.193
NIC vendor QUI 192 168.1.200
subnet mask 255.255 255192

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NIC vendor OUI —> 00:0C:22NIC MAC address —> 00:0C:22:83:79:A3default gateway —>192.168.1.193host IP address —> 192.168.1.200subnet mask —>

255.255.255.192

The “ip route” and “ip addr show eth1” are Linux commands.+ “ip route”: display the routing table+ “ip addr show eth1”: get depth information (only on ethl

interface) about your network interfaces like IP Address, MAC Address information
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NEW QUESTION 235
- (Topic 2)
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC
NEW QUESTION 239

- (Topic 2)
Refer to the exhibit.

ip arp inspection vlian 5-10

interface fastethernet 0/1
switchport mode access
switchport access vian S

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 243
- (Topic 2)
What is a characteristic of private IPv4 addressing?

A. traverse the Internet when an outbound ACL is applied

B. issued by IANA in conjunction with an autonomous system number
C. composed of up to 65.536 available addresses

D. used without tracking or registration

Answer: D

NEW QUESTION 246
- (Topic 2)
What are two characteristics of a public cloud Implementation? (Choose two.)

A. It is owned and maintained by one party, but it is shared among multiple organizations.

B. It enables an organization to fully customize how It deploys network resources.

C. It provides services that are accessed over the Internet.

D. It Is a data center on the public Internet that maintains cloud services for only one company.

E. It supports network resources from a centralized third-party provider and privately- owned virtual resources

Answer: CE

Explanation:

Private cloud is cloud infrastructure operated solely for a single organization, whether managed internally or by a third party, and hosted either internally or
externally. Most public-cloud providers offer direct-connection services that allow customers to securely link their legacy data centers to their cloud-resident
applications.

NEW QUESTION 250
- (Topic 2)
Refer to the exhibit.
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10.10.10.0/30 a

101[]10113.-'313]_ F o ™~
—'\ Intermel

e

Rl#show ip route
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 3 masks
C  10.10.10.0/30 is directly connected, FastEthernet0/1
0  10.10.13.0/25 [110/6576] via 10.10.10.1, 01:37:03
C
O

R2&sh run | b router ospl

router ospt 1

router-id 2.2.2.2
log-adjacency-changes

auto-cost reference-bandwidth 10000
network 10.10.10.1 0.0.0.0 area 0
network 10.10.13.1 0.0.0.0 area 0

10.10.10.16/30 is directly connected, FastEthermet(/24
10,10,13.144/28 [110/110] via 10.10.10.1, 01:37:03

Ri#tsh run | b router ospf

router ospf 1

router-id 1.1.1.1
log-ad|acency-changes

auto-cost reference-bandwidth 10000
network 10.10.10.2 0.0.0.0 area 0

default-information originate

R2#show ip route
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 3 subnets, 3 masks
c 10.10.10.0/30 is directly connected
C 10.10.13.0/25 is directly connected, Vian20
C  10.10.13.1424/28 is directly connected, Viand0

The default-information originate command is configured under the R1 OSPF configuration After testing workstations on VLAN 20 at Site B cannot reach a DNS

server on the Internet Which action corrects the configuration issue?

A. Add the default-information originate command onR2

B. Configure the ip route 0.0.0.0 0.0.0.0 10.10.10.18 command on R1

C. Configure the ip route 0.0.0.0 0.0.0.0 10.10.10.2 command on R2

D. Add the always keyword to the default-information originate command on R1

Answer: B

NEW QUESTION 252
- (Topic 2)

Which configuration management mechanism uses TCP port 22 by default when communicating with managed nodes?

A. Ansible
B. Python
C. Puppet
D. Chef

Answer: A

NEW QUESTION 256
- (Topic 2)
Which configuration is needed to generate an RSA key for SSH on a router?

A. Configure the version of SSH
B. Configure VTY access.

C. Create a user with a password.
D. Assign a DNS domain name

Answer: D

NEW QUESTION 258
- (Topic 2)

A user configured OSPF and advertised the Gigabit Ethernet interface in OSPF By default, which type of OSPF network does this interface belong to?

A. point-to-multipoint
B. point-to-point

C. broadcast

D. nonbroadcast

Answer: C

Explanation:
https://www.oreilly.com/library/view/cisco-ios- cookbook/0596527225/ch08s15.html

The Broadcast network type is the default for an OSPF enabled ethernet interface (while Point-toPoint is the default OSPF network type for Serial interface with

HDLC and PPP encapsulation).

NEW QUESTION 259
- (Topic 2)
Refer to the exhibit.
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Web Server

IP address
10.30.0.100/24
VLAN 20

Switch B

Int VLAN 10 —ip address 10.10.0.0/24
Int VLAN 20 —ip address 10.20.0.0/24
Int VLAN 30 — ip address 10.30.0.0/24

A network engineer must block access for all computers on VLAN 20 to the web server via HTTP All other computers must be able to access the web server
Which configuration when applied to switch A accomplishes this task?

config t

ip acoess-list extended wwwblock
deny top any host 10.30.0.100 eq 80
int vlam 10

ip access—group wwwblock in

config t

ip access-list extended wwwblock
deny tcp any host 10.30.0.100 eq 80
permit ip any any

int vlan 20

ip acoess-group wwwblock in

config t

ip access-1list extended wwwblock
pemit ip any any

deny tcp any host 10.30.0.100 eq 80
int vlan 30

ip access—-group wwwblock in

config t

ip access-list extended wwwhlock
permit ip any any

deny tcp any host 10.30.0.100 eq 80
int wvlan 20

ip access-group wwwblock in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 263

- (Topic 2)
Refer to the exhibit.

Internet Gio/1 Gio/2

For security reasons, automatic neighbor discovery must be disabled on the R5 Gi0/1 interface. These tasks must be completed:
* Disable all neighbor discovery methods on R5 interface GiO/1.

* Permit neighbor discovery on R5 interface GiO/2.

* Verify there are no dynamically learned neighbors on R5 interface GiO/1.

« Display the IP address of R6*s interface Gi0/2. Which configuration must be used?
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R5(config)#int Gi0/1
R&(config-if ##no cdp run
R5(config-if #exit
R5(config)#lldp run
R&(config#cdp enable
R5#sh cdp neighbor
R5#sh lldp neighbor

. IR5(config)#int Gi0oN
RS(config-if #no cdp enable
R5(config-if j#exit
R5(config)#no lidp run
RS(config#edp run
R5#sh cdp neighbor
R5#sh lldp neighbor

R5(config#int Gi0/1
R5(config-if #no cdp enable
R5(config-if fexit
R5(config)#no lidp run
R5(config)#cdp run

R5#sh cdp neighbor detail
R5#sh lidp neighbor

R5(config#int Gi0/1
R5(config-if#no cdp enable
R5(config-if fexit
R5(config)#lldp run
R5(config)#no cdp run
R5#sh cdp neighbor detail
R5#sh lldp neighbor

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 266
- (Topic 2)
What are two descriptions of three-tier network topologies? (Choose two)

A. The core and distribution layers perform the same functions

B. The access layer manages routing between devices in different domains

C. The network core is designed to maintain continuous connectivity when devices fail.
D. The core layer maintains wired connections for each host

E. The distribution layer runs Layer 2 and Layer 3 technologies

Answer: CE

NEW QUESTION 271
- (Topic 2)
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: B

Explanation:

This is an example of how two-factor authentication (2FA) works:1. The user logs in to the website or service with their username and password.2. The password
is validated by an authentication server and, if correct, the user becomes eligible for the second factor.3. The authentication server sends a unique code to the
user’s second-factor method (such as a smartphone app).4. The user confirms their identity by providing the additional authentication for their second-factor

method.

NEW QUESTION 273
- (Topic 2)
Refer to the exhibit.
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Sali0N) _t, . ‘ Comfgured routers 1PV addresses

Allarta
Washington Serial 000 - 2012 11126
Lod Loopbackt 2000 1/128
Mew York

Senal 000 - 2012 2126

Senal 001 2023 2126

Loopback? 2000 2/128
Washnghon

Senal WD - 2023 3126

Loopbackd 2000 Y128

Lad

An engineer configured the New York router with state routes that point to the Atlanta and Washington sites. When command must be configured on the Atlanta
and Washington routers so that both sites are able to reach the loopback?2 interface on the New York router?

A. ipv6 route ::/0 Serial 0/0/1

B. ipv6 route 0/0 Serial 0/0/0

C. ipv6 route ::/0 Serial 0/0/0

D. ip route 0.0.0.0.0.0.0.0 Serial 0/0/0
E. ipv6 route ::/0 2000::2

Answer: C

NEW QUESTION 276

- (Topic 2)

A wireless administrator has configured a WLAN; however, the clients need access to a less congested 5-GHz network for their voice quality. What action must be
taken to meet the requirement?

A. enable AAA override
B. enable RX-SOP

C. enable DTIM

D. enable Band Select

Answer: D
NEW QUESTION 278

- (Topic 2)
When deploying syslog, which severity level logs informational message?

0w
o AN

Answer: D

Explanation:
https://en.wikipedia.org/wiki/Syslog

NEW QUESTION 283
- (Topic 2)
How do AAA operations compare regarding user identification, user services and access control?

A. Authorization provides access control and authentication tracks user services
B. Authentication identifies users and accounting tracks user services

C. Accounting tracks user services, and authentication provides access control
D. Authorization identifies users and authentication provides access control

Answer: B

NEW QUESTION 287
- (Topic 2)

What does an SDN controller use as a communication protocol to relay forwarding changes to a southbound API?
A. OpenFlow

B. Java

C. REST

D. XML

Answer: A

NEW QUESTION 290
- (Topic 2)

What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)

A. when the sending device waits 15 seconds before sending the frame again
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B. when the cable length limits are exceeded

C. when one side of the connection is configured for half-duplex

D. when Carrier Sense Multiple Access/Collision Detection is used

E. when a collision occurs after the 32nd byte of a frame has been transmitted

Answer: BC

Explanation:
The usual possible causes are full-duplex/half-duplex mismatch, exceeded Ethernet cable length limits, or defective hardware such as incorrect cabling, non-
compliant number of hubs in the network, or a bad NIC.

NEW QUESTION 293
- (Topic 2)
Which condition must be met before an NMS handles an SNMP trap from an agent?

A. The NMS software must be loaded with the MIB associated with the trap.

B. The NMS must be configured on the same router as the SNMP agent

C. The NMS must receive a trap and an inform message from the SNMP agent within a configured interval
D. The NMS must receive the same trap from two different SNMP agents to verify that it is reliable.

Answer: A

NEW QUESTION 294

- (Topic 2)

An implementer is preparing hardware for virtualization to create virtual machines on a host. What is needed to provide communication between hardware and
virtual machines?

A. hypervisor

B. router

C. straight cable
D. switch

Answer: A

NEW QUESTION 296
- (Topic 2)
What are two benefits of using the PortFast feature? (Choose two )

A. Enabled interfaces are automatically placed in listening state

B. Enabled interfaces come up and move to the forwarding state immediately

C. Enabled interfaces never generate topology change notifications.

D. Enabled interfaces that move to the learning state generate switch topology change notifications
E. Enabled interfaces wait 50 seconds before they move to the forwarding state

Answer: AB

NEW QUESTION 299
- (Topic 2)
The SW1 interface g0/1 is in the down/down state. Which two configurations are valid reasons for the interface conditions?(choose two)

A. There is a duplex mismatch
B. There is a speed mismatch

C. There is a protocol mismatch
D. The interface is shut down

E. The interface is error-disabled

Answer: BE

NEW QUESTION 304
- (Topic 2)
An engineer must configure a WLAN using the strongest encryption type for WPA2- PSK. Which cipher fulfills the configuration requirement?

A. WEP
B. RC4
C. AES
D. TKIP

Answer: C

Explanation:

Many routers provide WPA2-PSK (TKIP), WPA2-PSK (AES), and WPA2- PSK (TKIP/AES) as options. TKIP is actually an older encryption protocol introduced
with WPA to replace the very-insecure WEP encryption at the time. TKIP is actually quite similar to WEP encryption. TKIP is no longer considered secure, and is

now deprecated. In other words, you shouldn’t be using it.
AES is a more secure encryption protocol introduced with WPA2 and it is currently the strongest encryption type for WPA2-PSK.

NEW QUESTION 308
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- (Topic 2)
What Is a syslog facility?

A. Host that is configured for the system to send log messages

B. password that authenticates a Network Management System to receive log messages
C. group of log messages associated with the configured severity level

D. set of values that represent the processes that can generate a log message

Answer: C

Explanation:

Cisco Community — Difference between logging level and logging facility Post by ahmednaas

“The logging facility command basically tells the syslog server where to put the log message. You configure the syslog server with something like:
local7.debug /var/adm/local7.log

Now, when you use the “logging facility local7” on your device, all messages with severity “debug” or greater should be saved in /var/adm/local7.log.”
Example: on a switch, any process (CDP, SNMP, etc.) can generate a log message. On a syslog server, the logging facility is the place where all received
messages with the same priority level are stored.

NEW QUESTION 309
- (Topic 2)
Where does a switch maintain DHCP snooping information?

A. in the MAC address table

B. in the CAM table

C. in the binding database

D. in the frame forwarding database

Answer: C

NEW QUESTION 312
- (Topic 2)
A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?

A. It allows the traffic to pass through unchanged
B. It drops the traffic

C. It tags the traffic with the default VLAN

D. It tags the traffic with the native VLAN

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960x/software/15-0_2_ EX/vlan/configuration_guide/b_vlan_152ex_ 2960-x_cg/b_vlan_152ex_2960-
X_cg_chapter_0110.pdf

Untagged traffic from the device attached to the Cisco IP Phone passes through the phone unchanged, regardless of the trust state of the access port on the
phone.

NEW QUESTION 313

- (Topic 2)

A network engineer must configure the router R1 GigabitEthernetl/1 interface to connect to the router R2 GigabitEthernetl/1 interface. For the configuration to be
applied the engineer must compress the address 2001:0db8:0000:0000:0500:000a:400F:583B. Which command must be issued on the interface?

A. ipv6 address 2001:0db8::5: a: 4F 583B

B. ipv6 address 2001:db8::500:a:400F:583B

C. ipv6 address 2001 db8:0::500:a:4F:583B

D. ipv6 address 2001::db8:0000::500:a:400F:583B

Answer: B

NEW QUESTION 315
- (Topic 2)
An engineer must configure traffic for a VLAN that is untagged by the switch as it crosses a trunk link. Which command should be used?

A. switchport trunk allowed vlan 10

B. switchport trunk native vian 10

C. switchport mode trunk

D. switchport trunk encapsulation dotlq

Answer: B

NEW QUESTION 318
- (Topic 2)
Which goal is achieved by the implementation of private IPv4 addressing on a network?

A. provides an added level of protection against Internet exposure

B. provides a reduction in size of the forwarding table on network routers

C. allows communication across the Internet to other private networks

D. allows servers and workstations to communicate across public network boundaries
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Answer: A

NEW QUESTION 321
- (Topic 2)
Which command must be entered when a device is configured as an NTP server?

A. ntp authenticate
B. ntp server

C. ntp peer

D. ntp master

Answer: D

Explanation:
To configure a Cisco device as an Authoritative NTP Server, use the ntp master [stratum] command.To configure a Cisco device as a NTP client, use the
command ntp server <IP address>. For example:Router(config)#ntp server 192.168.1.1. This command will instruct the router to query 192.168.1.1 for the time.

NEW QUESTION 323
DRAG DROP - (Topic 2)
Drag and drop the AAA terms from the left onto the description on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1-1, 2-4, 3-3, 4-2

NEW QUESTION 327
- (Topic 2)
With REST API, which standard HTTP header tells a server which media type is expected by the client?

A. Accept-Encoding: gzi

B. deflate

C. Accept-Patch: text/example; charset=utf-8

D. Content-Type: application/json; charset=utf-8
E. Accept: application/json

Answer: D

Explanation:

Accept header is a way for a client to specify the media type of the response content it is expecting and Content-type is a way to specify the media type of request
being sent from the client to the server.

http://www.java-allandsundry.com/2012/08/accept-header-vs-content-type-
header.html#:~:text=Accept%20and%20Content%2Dtype%?20are,the%20client%20t0%20t he%20server

NEW QUESTION 328
- (Topic 2)

10.10.225.0/28 10.10.225.16/28 10.10.225.64/26 20 Hosls

Refer to the exhibit. An engineer must add a subnet for a new office that will add 20 users to the network. Which IPv4 network and subnet mask combination does
the engineer assign to minimize wasting addresses?
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A. 10.10.225.48 255.255.255.240
B. 10.10.225.32 255.255.255.240
C. 10.10.225.48 255.255.255.224
D. 10.10.225.32 255.255.255.224

Answer: D

NEW QUESTION 331

- (Topic 2)

A network engineer must create a diagram of a multivendor network. Which command must be configured on the Cisco devices so that the topology of the network
can be mapped?

A. Device(Config)#lldp run

B. Device(Config)#cdp run

C. Device(Config-if)#cdp enable

D. Device(Config)#flow-sampler-map topology

Answer: A

NEW QUESTION 336
- (Topic 2)
Refer to the exhibit.

esmu

R1

Rl#show running-config

Which configuration issue is preventing the OSPF neighbor relationship from being established between the two routers?

A. R2 is using the passive-interface default command

B. R1 has an incorrect network command for interface Gil/0
C. R2 should have its network command in area 1

D. R1 interface Gil/O has a larger MTU size

Answer: D

NEW QUESTION 339
- (Topic 2)
What are two characteristics of an SSID? (Choose Two)

A. It can be hidden or broadcast in a WLAN

B. It uniquely identifies an access point in a WLAN
C. It uniquely identifies a client in a WLAN

D. It is at most 32 characters long.

E. IT provides secured access to a WLAN

Answer: BE
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NEW QUESTION 344
- (Topic 2)
When a client and server are not on the same physical network, which device is used to forward requests and replies between client and server for DHCP?

A. DHCP relay agent
B. DHCP server
C. DHCPDISCOVER
D. DHCPOFFER

Answer: A
NEW QUESTION 349

- (Topic 2)
Refer to the exhibit.

Only four switches are participating in the VLAN spanning-tree process.
Branch-1 priority 614440

Branch-2: priority 39082416

Branch-3: priority 0 Branch-4: root primary

Which switch becomes the permanent root bridge for VLAN 57

A. Branch-1
B. Branch-2
C. Branch-3
D. Branch-4

Answer: C

Explanation:
Dynamic ARP inspection is an ingress security feature; it does not perform any egress checking.

NEW QUESTION 350
- (Topic 2)
Refer to the exhibit.

192.168.0.10/23 192.168.1.20/23

File Server
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Switch A ;
Vlan 10.11.12.13 Switch B

Vian 10,11,12,13

interface GigabitEthernet0/1
switchport mode trunk

switchport trunk allowed vlan 10-12
|

interface GigabitEthernet(0/]
switchport mode trunk s

!

interface GigabitEthernet0/3

interface GigabitEthernet(/4 r ;
sWwitchport access vlan 13

switchport access vlan 13 ;
switchport mode access

switchport mode access

A network administrator assumes a task to complete the connectivity between PC A and the File Server. Switch A and Switch B have been partially configured with

VLAN 10, 11, 12, and 13. What is the next step in the configuration?

A. Add PC A to VLAN 10 and the File Server to VLAN 11 fa VLAN segmentation

B. Add VLAN 13 to the trunk links on Switch A and Switch B for VLAN propagation

C. Add a router on a stick between Switch A and Switch B allowing for Inter-VLAN routing.
D. Add PC A to the same subnet as the Fie Server allowing for intra-VLAN communication.

Answer: B

NEW QUESTION 355
- (Topic 2)
How does CAPWAP communicate between an access point in local mode and a WLC?

A. The access point must directly connect to the WLC using a copper cable

B. The access point must not be connected to the wired network, as it would create a loop

C. The access point must be connected to the same switch as the WLC

D. The access point has the ability to link to any switch in the network, assuming connectivity to the WLC

Answer: D
NEW QUESTION 360

- (Topic 2)
Refer to the exhibit.

R1# sh ip ospf int gig0/0
Gig0/0 is up, line protocol is up
Internet Address 10.201.24.8/28, Area 1, Attached via Network Statement
Process ID 100, Router ID 192.168.1.1, Hetwork Type BROADCAST, Cost: 1
Topology-MTID Cost Disabled Shutdown Topology Name
) ] no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.1.1, Interface address 10.201.24.8
NOo backup designated router on this network
Timer intervals confiqured, Hello 10, Dead 40, Wait 40, Retransmit 5
cob-resync timeout 40
Hello due in 00:00:07

R2#sh ip ospf int gig0/0
gig0/0 is up, line protocol is up
Internet Address 10.201.24.1/28, Area 1
Process ID 100, Router ID 172.16.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 172.16.1.1, Interface address 10.201.24.1
No backup designated router on this network
Timer intervals configured, Hello 20, Dead 80, Wait 80, Retransmit S

What action establishes the OSPF neighbor relationship without forming an adjacency?

A. modify hello interval
B. modify process ID
C. modify priority

D. modify network type

Answer: A

NEW QUESTION 365
- (Topic 2)
Which 802.11 frame type is indicated by a probe response after a client sends a probe request?

A. action

B. management
C. control

D. data
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Answer: B

NEW QUESTION 369
- (Topic 2)
An engineer configures interface Gil/O on the company PE router to connect to an ISP Neighbor discovery is disabled

interface Gi1/0

description HQ_DC3978-87297
duplex full

speed 100

negotiation auto

lidp transmit

lidp receive

Which action is necessary to complete the configuration if the ISP uses third-party network devices?

A. Enable LLDP globally

B. Disable autonegotiation

C. Disable Cisco Discovery Protocol on the interface
D. Enable LLDP-MED on the ISP device

Answer: D

NEW QUESTION 371
- (Topic 2)
What benefit does controller-based networking provide versus traditional networking?

A. moves from a two-tier to a three-tier network architecture to provide maximum redundancy
B. provides an added layer of security to protect from DDoS attacks

C. allows configuration and monitoring of the network from one centralized port

D. combines control and data plane functionality on a single device to minimize latency

Answer: C
NEW QUESTION 373

- (Topic 2)
Refer to the exhibit.

Between which zones do wireless users expect to experience intermittent connectivity?

A. between zones 1 and 2
B. between zones 2 and 5
C. between zones 3 and 4
D. between zones 3 and 6

Answer: D

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEr‘tShErEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

NEW QUESTION 375
- (Topic 2)
Refer to the exhibit.

Switch#show etherchannel summary
[output omitted]

Group Port-channel Protocol Ports
______ ..|_-___-___-_-_-____-.1.________—__+_-___-_-__-___-___-___-____-_-_
10 Po10 (SU) LACP Gi0/0(P) Gi0/1(P)
20 Po20 (SU) LACP Gi0/2 (P) Gi0/3 (P)
Which two commands were used to create port channel 10? (Choose two )
int range g0/0-1
channel-group 10 mode active
int range g0/0-1
channel-group 10 mode desirable
int range g0/0-1
channel-group 10 mode passive
int range g0/0-1
channel-group 10 mode auto
int range g0/0-1
channel-group 10 mode on
A. Option A
B. Option B
C. Option C
D. Option D
E. Option E
Answer: AC

NEW QUESTION 380
- (Topic 2)
Refer to the exhibit.
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B
B
0
0
O
O
O

5"

&S

Router 2 Router 3

10.10.12.0/30
Router! gutetly

|1G1D 10.0/30 | [ 10.10.10.4/30

Router1#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0
209.165.200.0/27 is subnetted, 1 subnets

110.10.11.0/30 |

10.10.10.12/30

Router 5

Router 4

209.165.200.224 [20/0] via 10.10.12.2, 03:22:14

209.165.201.0/27 is subnetted, 1 subnels

209.165.201.0 [20/0] via 10.10.12.2, 02:26:33

209.165.202.0/27 is subnetted, 1 subnels

209.165.202.128 [20/0] via 10.10.12.2, 02:26:03

10.0.0.0/8 is variably subneted, 10 subnets, 4 masks
10.10.13.0/25 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet0/0
10.10.13.128/28 [110/2] via 10.10.10.5, 00:00:12, GigabitEthernet0/1
10.10.13.144/28 [110/2] via 10.10.10.9, 00:01:57, GigabitEthernet0/2
10.10.13.160/29 [110/2] via 10.10.10.5, 00:00:12, GigabitEthernet0/1
10.10.13.208/29 [110/2] via 10.10.10.13, 00:01:57, GigabitEthernet0/3

0.0.0.0/0 [1/0] via 10.10.11.2

To which device does Routerl send packets that are destined to host 10.10.13.165?

A. Router2
B. Router3
C. Router4
D. Router5

Answer: B

NEW QUESTION 384

- (Topic 2)

Which two primary drivers support the need for network automation? (Choose two.)

A. Eliminating training needs

B. Increasing reliance on self-diagnostic and self-healing
C. Policy-derived provisioning of resources

D. Providing a ship entry point for resource provisioning
E. Reducing hardware footprint

Answer: CD

NEW QUESTION 387
DRAG DROP - (Topic 2)

Drag and drop the lightweight access point operation modes from the left onto the descriptions on the right

allows the access point to communicate with the WLC

bridge mode over 3 WaN link
local mode allows for packet captures of wireless traffic

monitor mode

rogue defector mode

preferred for connecting access points
Flexconnect mode in a3 mesh environment
recerve only mode which acts as 3 dedicated
sensor for RFID and IDS
sriffar reods transmits normally on one channel and monitors

other channels for noise and interference

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
bridge mods local mode
[ Iacal mode sniffer mode
monitor mode l rogue detector mode
|
Flexconnect mode ! bridge mode
I

Flexconnect mode

sniffer mode ' SR

NEW QUESTION 389
- (Topic 2)
Refer to the exhibit.

Gateway of last resort 1is 10.12.0.1 to network 0.0.0.0

OvE2 0.0.0.0/0 [110/1] wia 10.12.0.1, 00:00:01, GigabitEthernetl/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
10.0.0.0/24 is directly connected, GigabitEcharnet(/0
10.0.0.2/32 is directly connected, GigabitEthernat0/0
10.13.0.0/24 1is directly connected, GigabitEthsrnet0/1
10.13.0.2/32 is directly connected, GigabitEthernet(/1

enen

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed

B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route
C. It starts load-balancing traffic between the two default routes

D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernet0/1

Answer: A

Explanation:

Our new static default route has the Administrative Distance (AD) of 120, which is bigger than the AD of OSPF External route (O*E2) so it will not be pushed into
the routing table until the current OSPF External route is removed.For your information, if you don’t type the AD of 120 (using the command “ip route 0.0.0.0
0.0.0.0 10.13.0.1") then the new static default route would replace the OSPF default route as the default AD of static route is 1. You will see such line in the routing
table:S* 0.0.0.0/0 [1/0] via 10.13.0.1

NEW QUESTION 390

- (Topic 2)

A device detects two stations transmitting frames at the same time. This condition occurs after the first 64 bytes of the frame is received interface counter
increments?

A. collision

B. CRC

C. runt

D. late collision

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/port-adapters/12768-eth-collisions.html

NEW QUESTION 393
- (Topic 2)
Which technology can prevent client devices from arbitrarily connecting to the network without state remediation?

A. 802.1x

B. IP Source Guard

C. MAC Authentication Bypass
D. 802.11n
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Answer: A

NEW QUESTION 395
- (Topic 2)
Which JSON data type is an unordered set of attribute- value pairs?

A. array

B. string
C. object
D. Boolean

Answer: C

NEW QUESTION 400
- (Topic 2)
What are two characteristics of a controller-based network? (Choose two)

A. The administrator can make configuration updates from the CLI

B. It uses northbound and southbound APIs to communicate between architectural layers

C. It moves the control plane to a central point.

D. It decentralizes the control plane, which allows each device to make its own forwarding decisions
E. It uses Telnet to report system issues.

Answer: BC

NEW QUESTION 405
- (Topic 2)
How does a Cisco Unified Wireless network respond to Wi-Fi channel overlap?

A. It alternates automatically between 2.4 GHz and 5 GHz on adjacent access points
B. It allows the administrator to assign channels on a per-device or per-interface basis.
C. It segregates devices from different manufacturers onto different channels.

D. It analyzes client load and background noise and dynamically assigns a channel.

Answer: A

NEW QUESTION 407
- (Topic 2)

Which action must be taken to assign a global unicast IPv6 address on an interface that is derived from the MAC address of that interface?

A. configure a stateful DHCPv6 server on the network
B. enable SLAAC on an interface

C. disable the EUI-64 bit process

D. explicitly assign a link-local address

Answer: A
NEW QUESTION 412

- (Topic 2)
Refer to the exhibit.

R2

10.10.10.16730 |

18

Ca—

—

.

—
1

Intemet

R2#ch run | b router ospf

router ospf 1

router-id 2.2.2.2
log-adjacency-changes

auto-cost reference-bandwidth 10000
network 10.10.10.1 0.0.0.0 area 0
network 10.10.13.1 0.0.0.0 area O

R2#show ip route
Gateway of last resort s not sat
10.0.0.0/8 Is varlably subnetted, 3 subnets, 3 masks
C 10.10.10.0/30 is directly connected
C  10.10.13.0/25 is directly connected, Vian20
C 10.10.13.144/28 is directly connected, Viand0

!
g
o —

R1&show ip route
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 4 subnets, 3 masks
C  10.10.10.0/30 is directly connected, FastEthernet0/1
0 10.10.13.0/25 [110/6576] via 10.10.10.1, 01:37:03
C  10.10.10.16/30 is directly connected, FastEthernet0/24
0 10.10.13.144/28 [110/110] via 10.10.10.1, 01:37:03
Rigch run | b router ospf
router ospf 1
router-id 1.1.1.1
log-adjacency-changes
auto-cost reference-bandwidth 10000
retwork 10.10.10.2 0.0.0.0 area D
default-information originate

An engineer is bringing up a new circuit to the MPLS provider on the Gi0/1 interface of Routerl The new circuit uses eBGP and teams the route to VLAN25 from
the BGP path What s the expected behavior for the traffic flow for route 10.10.13.0/257?
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A. Traffic to 10.10.13.0.25 is load balanced out of multiple interfaces

B. Route 10.10.13.0/25 is updated in the routing table as being learned from interface GiO/1.
C. Traffic to 10.10.13.0/25 is asymmeteical

D. Route 10.10.13.0/25 learned via the GiO/0 interface remains in the routing table

Answer: D

NEW QUESTION 415
- (Topic 2)
Which two must be met before SSH can operate normally on a Cisco 10S switch? (Choose two)

A. The switch must be running a k9 (crypto) 10S image

B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch

D. A console password must be configured on the switch

E. Telnet must be disabled on the switch

Answer: AB

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell- ssh/4145-ssh.html

NEW QUESTION 417
- (Topic 2)
What is the purpose of an SSID?

A. It provides network security

B. It differentiates traffic entering access posits

C. It identities an individual access point on a WLAN
D. It identifies a WLAN

Answer: D

Explanation:
“In IEEE 802.11 wireless local area networking standards (including Wi-Fi), a service set is a group of wireless network devices which share a service set
identifier (SSID)... A service set forms a logical network of nodes operating with shared link-layer networking parameters; they form one logical network segment.”

NEW QUESTION 419
- (Topic 2)
How do traditional campus device management and Cisco DNA Center device management differ in regards to deployment?

A. Cisco DNA Center device management can deploy a network more quickly thantraditional campus device management

B. Traditional campus device management allows a network to scale more quickly than with Cisco DNA Center device management

C. Cisco DNA Center device management can be implemented at a lower cost than most traditional campus device management options

D. Traditional campus device management schemes can typically deploy patches and updates more quickly than Cisco DNA Center device management

Answer: A

NEW QUESTION 423
- (Topic 2)
Which type of organization should use a collapsed-core architecture?

A. large and requires a flexible, scalable network design

B. large and must minimize downtime when hardware fails

C. small and needs to reduce networking costs currently

D. small but is expected to grow dramatically in the near future

Answer: C

Explanation:
A collapsed-core architecture is a limited investment for a small company, and may be efficient and productive for a limited time.

NEW QUESTION 426
- (Topic 2)
What are two recommendations for protecting network ports from being exploited when located in an office space outside of an IT closer? (Choose two.)

A. enable the PortFast feature on ports
B. implement port-based authentication
C. configure static ARP entries

D. configure ports to a fixed speed

E. shut down unused ports

Answer: BE

NEW QUESTION 427
- (Topic 2)
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A network administrator enabled port security on a switch interface connected to a printer. What is the next configuration action in order to allow the port to learn
the MAC address of the printer and insert it into the table automatically?

A. enable dynamic MAC address learning
B. implement static MAC addressing.

C. enable sticky MAC addressing

D. implement auto MAC address learning

Answer: C

NEW QUESTION 429
- (Topic 1)
Why was the RFC 1918 address space defined?

A. conserve public IPv4 addressing

B. preserve public IPv6 address space

C. reduce instances of overlapping IP addresses
D. support the NAT protocol

Answer: A

NEW QUESTION 431
- (Topic 1)

Refer to the exhibit Router R1 Fa0/0 is unable to ping router R3 Fa0'l. Which action must be taken in router R1 to help resolve the configuration issue?

A. set the default network as 20.20.20.0/24

B. set the default gateway as 20.20.20.2

C. configure a static route with Fa0/1 as the egress interface to reach the 20.20.20.0/24 network
D. configure a static route with 10.10.10.2 as the next hop to reach the 20.20.20.0/24 network

Answer: D

NEW QUESTION 432
- (Topic 1)

Refer to the exhibit.
import ncclient

with ncclient.manager.connect (host='192.168.1.1", port=830, username='root’',
password=‘tesetl23!’, allow agent=False) as m:
print (m.get config('running').data xml)

After running the code in the exhibit, which step reduces the amount of data that the NETCONF server returns to the NETCONF client, to only the interface's
configuration?

A. Use the Ixml library to parse the data returned by the NETCONF server for the interface's configuration.
B. Create an XML filter as a string and pass it to get_config() method as an argument.

C. Create a JSON filter as a string and pass it to the get_config() method as an argument.

D. Use the JSON library to parse the data returned by the NETCONF server for the interface's configuration.

Answer: D
NEW QUESTION 436
- (Topic 1)

An engineering team asks an implementer to configure syslog for warning conditions and error conditions. Which command does the implementer configure to
achieve the desired result?
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A. logging trap 5
B. logging trap 2
C. logging trap 4
D. logging trap 3

Answer: C

NEW QUESTION 437

- (Topic 1)

After installing a new Cisco ISE server, which task must the engineer perform on the Cisco WLC to connect wireless clients on a specific VLAN based on their
credentials?

A. Enable the allow AAA Override

B. Enable the Even: Driven RRM.

C. Disable the LAG Mode or Next Reboot.

D. Enable the Authorized MIC APs against auth-list or AAA.

Answer: A

NEW QUESTION 441
- (Topic 1)
Which switch technology establishes a network connection immediately when it is plugged in?

A. PortFast

B. BPDU guard
C. UplinkFast

D. BackboneFast

Answer: A

Explanation:
PortFast is useful to connect hosts and switches to a switch. Access layer switches are more frequently “plugged in” and “plugged out” than distribution or core
layer switches. Also, this feature’s target is just to minimize STP convergence time.

NEW QUESTION 444
- (Topic 1)
What is a role of wireless controllers in an enterprise network?

A. centralize the management of access points in an enterprise network
B. support standalone or controller-based architectures

C. serve as the first line of defense in an enterprise network

D. provide secure user logins to devices on the network.

Answer: A

NEW QUESTION 447
- (Topic 1)
Which 802.11 frame type is association response?

A. management
B. protected frame
C. control

D. action

Answer: A

Explanation:
Reference: https://en.wikipedia.org/wiki/802.11_Frame_Types

NEW QUESTION 451
- (Topic 1)
Which two command sequences must you configure on switch to establish a Layer 3 EtherChannel with an open-standard protocol? (Choose two )

A. interface GigabitEthernet0/0/1 channel-group 10 mode on

B. interface GigabitEthernet0/0/1 channel-group 10 mode active

C. interface GigabitEthernet0/0/1 channel-group 10 mode auto

D. interface port-channel 10 switchportswitchport mode trunk

E. interface port-channel 10 no switchportip address 172.16.0.1.255.255.255.0

Answer: BE
NEW QUESTION 456
- (Topic 1)

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable
What is the result of this configuration?
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A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.

Answer: D

NEW QUESTION 457
- (Topic 1)

Which WAN access technology is preferred for a small office / home office architecture?

A. broadband cable access

B. frame-relay packet switching
C. dedicated point-to-point leased line

D. Integrated Services Digital Network switching.

Answer: A

NEW QUESTION 462
- (Topic 1)
Refer to the exhibit.

Switchl

VLAN 200

/

PC_A

Which outcome is expected when PC_A sends data to PC_B?

VLAN 200

A. The switch rewrites the source and destination MAC addresses with its own.
B. The source MAC address is changed.
C. The source and destination MAC addresses remain the same.

D. The destination MAC address is replaced with ffff.ffff.ffff.

Answer: C

NEW QUESTION 463
- (Topic 1)

What are two similarities between UTP Cat 5e and Cat 6a cabling? (Choose two.)

A. Both operate at a frequency of 500 MHz.
B. Both support runs of up to 55 meters.

C. Both support runs of up to 100 meters.

D. Both support speeds of at least 1 Gigabit.
E. Both support speeds up to 10 Gigabit.

Answer: CD

NEW QUESTION 468
- (Topic 1)

Which state does the switch port move to when PortFast is enabled?

A. forwarding
B. listening
C. blocking
D. learning
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Answer: A

NEW QUESTION 470
- (Topic 1)
Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

A. ipv6 address dhcp

B. ipv6 address 2001:DB8:5:112::/64 eui-64

C. ipv6 address autoconfig

D. ipv6 address 2001:DB8:5:112::2/64 link-local

Answer: C

Explanation:

The “ipv6 address autoconfig” command causes the device to perform IPv6 stateless address autoconfiguration to discover prefixes on the link and then to add
the EUI-64 based addresses to theinterface.Addresses are configured depending on the prefixes received in Router Advertisement (RA)messages.The device will
listen for RA messages which are transmitted periodically from the router (DHCPServer).This RA message allows a host to create a global IPv6 address from:+ Its
interface identifier (EUI- 64 address)+ Link Prefix (obtained via RA)Note: Global address is the combination of Link Prefix and EUI-64 address

NEW QUESTION 474
DRAG DROP - (Topic 1)
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

Configure BPDU puard B02.1q double tagging
Configure dynamic ARP inspection | ARP spoafing
Configure root guard urwanted superior BFDUs
Configure VACL srwanted BPDUS on PortFast-enabled interfaces

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Double-Tagging attack:

Ot

swiens

VLAN 100
Attacker Target in
VLAN 200

In this attack, the attacking computer generates frames with two 802.1Q tags. The first tag matches the native VLAN of the trunk port (VLAN 10 in this case), and
the second matches the VLAN of a host it wants to attack (VLAN 20).When the packet from the attacker reaches Switch A, Switch A only sees the first VLAN 10
and it matches with its native VLAN 10 so this VLAN tag is removed. Switch A forwards the frame out all links with the same native VLAN 10. Switch B receives the
frame with an tag of VLAN 20 so it removes this tag and forwards out to the Victim computer.Note: This attack only works if the trunk (between two switches) has
the same native VLAN as the attacker.To mitigate this type of attack, you can use VLAN access control lists (VACLs, which applies to all traffic within a VLAN. We
can use VACL to drop attacker traffic to specific victims/servers) or implement Private VLANS.ARP attack (like ARP poisoning/spoofing) is a type of attack in which
a malicious actor sends falsified ARP messages over a local area network as ARP allows a gratuitous reply from a host even if an ARP request was not received.
This results in the linking of an attacker's MAC address with the IP address of a legitimate computer or server on the network. This is an attack based on ARP
which is at Layer 2.Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network which can be used to mitigate this type of attack.

NEW QUESTION 475
- (Topic 1)
What is a DNS lookup operation?

A. DNS server pings the destination to verify that it is available

B. serves requests over destination port 53

C. DNS server forwards the client to an alternate IP address when the primary IP is down
D. responds to a request for IP address to domain name resolution to the DNS server
Answer: D

NEW QUESTION 477

- (Topic 1)

What are two roles of the Dynamic Host Configuration Protocol (DHCP)? (Choose two)

A. The DHCP server offers the ability to exclude specific IP addresses from a pool of IP addresses
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B. The DHCP client can request up to four DNS server addresses

C. The DHCP server assigns IP addresses without requiring the client to renew them
D. The DHCP server leases client IP addresses dynamically.

E. The DHCP client maintains a pool of IP addresses it can assign.

Answer: AD

NEW QUESTION 479
- (Topic 1)
Which statement identifies the functionality of virtual machines?

A. Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor
B. The hypervisor can virtualize physical components including CP

C. memory, and storage

D. Each hypervisor can support a single virtual machine and a single software switch

E. The hypervisor communicates on Layer 3 without the need for additional resources

Answer: B

NEW QUESTION 483
- (Topic 1)
What are two benefits of controller-based networking compared to traditional networking?

A. controller-based increases network bandwidth usage, while traditional lightens the load on the network.

B. controller-based inflates software costs, while traditional decreases individual licensing costs

C. Controller-based reduces network configuration complexity, while traditional increases the potential for errors
D. Controller-based provides centralization of key IT function

E. While traditional requires distributes management function

F. controller-based allows for fewer network failure, while traditional increases failure rates.

Answer: CD

Explanation:

Cisco DNA Center Device Management

* 3. Monitor the cloud for software update

* 5. Uses CLI templates to apply a consistent configuration to multiple devices at an individual location

* 6. Uses NetFlow to analyse potential security threats throughout the network and take appropriate action on that traffic
Traditional device management

* 2. Manages device configuration on a per-device basis

* 4, Security is managed near the perimeter of the network with firewalls, VPNs, and IPS

? Implements changes via an SSH terminal

NEW QUESTION 484
- (Topic 1)
How do TCP and UDP differ in the way they provide reliability for delivery of packets?

A. TCP is a connectionless protocol that does not provide reliable delivery of data, UDP is a connection-oriented protocol that uses sequencing to provide reliable
delivery.

B. TCP does not guarantee delivery or error checking to ensure that there is no corruption of data UDP provides message acknowledgement and retransmits data
if lost.

C. TCP provides flow control to avoid overwhelming a receiver by sending too many packets at once, UDP sends packets to the receiver in a continuous stream
without checking for sequencing

D. TCP uses windowing to deliver packets reliably; UDP provides reliable message transfer between hosts by establishing a three-way handshake

Answer: C

NEW QUESTION 485
- (Topic 1)
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/12-2_55 se/configuration/guide/3560_scg/swstpopt.html

NEW QUESTION 489
- (Topic 1)
What describes the operation of virtual machines?

A. Virtual machines are responsible for managing and allocating host hardware resources

B. In a virtual machine environment, physical servers must run one operating system at a time.
C. Virtual machines are the physical hardware that support a virtual environment.
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D. Virtual machines are operating system instances that are decoupled from server hardware
Answer: B
NEW QUESTION 490

- (Topic 1)
Refer to the exhibit.

Atlantafjconst t

Enter coafiguration commands, one per line. End with CNTL/I.
Atlanta (config) #aaa new-model

Atlanta (config) faaa authantication login default local
Atlanta (config) #line vty O 4

Atlanta (config-line) #login authentication default

Atlanta (config-line)fexit

Atlanta (config) fusername ciscoadmin password adminadminl2l
Atlanta (config) fusernane ciscoadmin privilege 15

Atlanta (config) fenable password ciscol2l

Atlanta (config) fenable secret testingl234

Atlanta (config) #end

Which password must an engineer use to enter the enable mode?
A. adminadmin123

B. default

C. testing 1234

D. ciscol23

Answer: C

Explanation:

If neither the enable password command nor the enable secret command is configured, and if there is a line password configured for the console, the console line
password serves as the enable password for all VTY sessions -> The “enable secret” will be used first if available, then “enable password” and line password.

NEW QUESTION 494
- (Topic 1)
Refer to the exhibit.

After the election process what is the root bridge in the HQ LAN?

Swich 1 OCEO38 581577
Switch 2 OCOE 10 Z2 1A
Switch 3 0C.OE 151D 3C 84
Switch 4 OCEQ 19 A1.4D16

A. Switch 1
B. Switch 2
C. Switch 3
D. Switch 4
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Answer: C

Explanation:

The root bridge is determined by the lowest bridge ID, which consists of the priority value and the MAC address. Because the priority values of all of the switches
are not avalable, the MAC address is used to determine the root bridge. Because S3 has the lowest MAC address, S3 becomes the root bridge.

NEW QUESTION 496
DRAG DROP - (Topic 1)
Drag drop the descriptions from the left onto the correct configuration-management technologies on the right.

Pnsible
fundamental configuration elements are stored In & manifest
uses TCP port 10002 for configuration push jobs

uses Ruby for fundamental configuration elements

Enef
uses S5H for remote device communication
uses TCP 8140 for communication

Puppet

uses YAML for fundamental configuration elements

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The focus of Ansible is to be streamlined and fast, and to require no node agent installation.

Thus, Ansible performs all functions over SSH. Ansible is built on Python, in contrast to the Ruby foundation of Puppet and Chef.

TCP port 10002 is the command port. It may be configured in the Chef Push Jobs configuration file .

This port allows Chef Push Jobs clients to communicate with the Chef Push Jobs server. Puppet is an open-source configuration management solution, which is
built with Ruby and offers custom Domain Specific Language (DSL) and Embedded Ruby (ERB) templates to create custom Puppet language files, offering a
declarative-paradigm programming approach.

A Puppet piece of code is called a manifest, and is a file with .pp extension.

NEW QUESTION 497
- (Topic 1)
What uses HTTP messages to transfer data to applications residing on different hosts?

A. OpenFlow
B. OpenStack
C. OpFlex

D. REST

Answer: D

NEW QUESTION 502
- (Topic 1)
What occurs when overlapping Wi-Fi channels are implemented?

A. The wireless network becomes vulnerable to unauthorized access.
B. Wireless devices are unable to distinguish between different SSIDs
C. Users experience poor wireless network performance.
D. Network communications are open to eavesdropping.

Answer: C

NEW QUESTION 503
- (Topic 1)
Refer to the exhibit.
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T

—e -

P 3 —~—_ Router1 Router2 —— ——

_J
- Site A

S —

"

-

e

RouterZ#show ip route
Gateway of last resort is not set

10.0.0.0/8 is vanably subnelted, 4 subnets, 2 masks
C 10.10.10.8/30 is directly connected, FastEthemet(/2
C 10.10.10.12/30 1s dwectly connected, FastEthemet(/1
0 10.10.13.025 [110/11] via 10.10.10 9, 00:00:03, FastEthernet02
[110/11] via 10.10.10.13, 00:00:03, FastEthemetOr1
C 10.10.10.4/30 1s directly connected, FastEthermet(/2

SitE E :-. |

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?
A. It sends packets out of interface Fa0/2 only.

B. It sends packets out of interface FaO/1 only.

C. It cannot send packets to 10.10.13 128/25

D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: C

Explanation:

Router2 does not have an entry for the subnet 10.10.13.128/25. It only has an entry for 10.10.13.0/25, which ranges from 10.10.13.0 to 10.10.13.127.

https://study-ccna.com/administrative-distance-metric/

NEW QUESTION 507
- (Topic 1)
Which virtual MAC address is used by VRRP group 1?

A. 0050.0c05.ad81
B. 0007.c061.bcO1
C. 0000.5E00.0101
D. 0500.3976.6401

Answer: C

Explanation:

The virtual router MAC address associated with a virtual router is an IEEE 802 MAC Address in the following format:

00-00-5E-00-01-{VRID} (in hex in internet standard bit-order)

NEW QUESTION 512
- (Topic 1)
What are two functions of a Layer 2 switch? (Choose two)

A. acts as a central point for association and authentication servers

B. selects the best route between networks on a WAN

C. moves packets within a VLAN

D. moves packets between different VLANs

E. makes forwarding decisions based on the MAC address of a packet

Answer: AE

NEW QUESTION 515
- (Topic 1)
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.

B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.

C. It forwards multiple packets to the same destination over different routed links n the data path

D. It uses a shared virtual MAC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_fhrp/configuration/xe-16/fhp-xe-16-book/fhp-hsrp-mgo.htmi

NEW QUESTION 519
- (Topic 1)
Which command on a port enters the forwarding state immediately when a PC is connected to it?
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A. switch(config)#spanning-tree portfast default

B. switch(config)#spanning-tree portfast bpduguard default
C. switch(config-if)j#tspanning-tree portfast trunk

D. switch(config-if}#no spanning-tree portfast

Answer: C

NEW QUESTION 520
- (Topic 1)
What is a characteristic of cloud-based network topology?

A. wireless connections provide the sole access method to services

B. onsite network services are provided with physical Layer 2 and Layer 3 components
C. services are provided by a public, private, or hybrid deployment

D. physical workstations are configured to share resources

Answer: A
NEW QUESTION 522

DRAG DROP - (Topic 1)
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 525
- (Topic 1)
How are the switches in a spine-and-leaf topology interconnected?

A. Each leaf switch is connected to one of the spine switches.

B. Each leaf switch is connected to two spine switches, making a loop.

C. Each leaf switch is connected to each spine switch.

D. Each leaf switch is connected to a central leaf switch, then uplinked to a core spine switch.

Answer: B

NEW QUESTION 528
- (Topic 1)
Which resource is able to be shared among virtual machines deployed on the same physical server?
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A. disk

B. applications

C. VM configuration file
D. operating system

Answer: C

NEW QUESTION 531
- (Topic 1)
A network analyst is tasked with configured the date and time on a router using EXEC mode. The date must be set to 12:00am. Which command should be used?

A. Clock timezone

B. Clock summer-time-recurring
C. Clock summer-time date

D. Clock set

Answer: D

NEW QUESTION 536
- (Topic 1)
What is a practice that protects a network from VLAN hopping attacks?

A. Enable dynamic ARP inspection

B. Configure an ACL to prevent traffic from changing VLANs
C. Change native VLAN to an unused VLAN ID

D. Implement port security on internet-facing VLANs

Answer: C

NEW QUESTION 541
- (Topic 1)
Which type of wireless encryption is used for WPA2 in preshared key mode?

A. TKIP with RC4
B. RC4

C. AES-128

D. AES-256

Answer: D

Explanation:
We can see in this picture we have to type 64 hexadecimal characters (256 bit) for the WPA2 passphrase so we can deduce the encryption is AES-256, not
AES-128.

21
General Secuty | Advanced |

Set Secunty Dptors .

" WPAMWPAZ/CCEM WPAMWPA/CCKM EAP Type: [L57 =] |

(% WPAMPAZ Passpheace |

r = AL AR T 1
20|
T F |

e Erter & WPAMPAL passphwacs (B to 63 ASCH o B4 hewadecimal chatacter| |

]13355?331@@133455?333

ok | Concel |

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/67134- wpa2-config.html

NEW QUESTION 544
- (Topic 1)
What occurs to frames during the process of frame flooding?

A. Frames are sent to every port on the switch in the same VLAN except from the originating port
B. Frames are sent to every port on the switch that has a matching entry in the MAC address table.
C. Frames are sent to all ports, including those that are assigned to other VLANS.

D. Frames are sent to every port on the switch in the same VLAN.

Answer: A
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NEW QUESTION 546
- (Topic 1)
Which type of attack can be mitigated by dynamic ARP inspection?

A. worm

B. malware

C. DDoS

D. man-in-the-middle

Answer: D

NEW QUESTION 547

- (Topic 1)

What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is received?
A. The Layer 2 switch drops the received frame

B. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.

C. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.

D. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table

Answer: B

Explanation:

If the destination MAC address is not in the CAM table (unknown destination MAC address), the switch sends the frame out all other ports that are in the same
VLAN as the received frame. This is called flooding. It does not flood the frame out the same port on which the frame was received.

NEW QUESTION 548

- (Topic 1)
JE 010 EMJE’EBH EDHE’
SW 1 SW 2

Refer to the exhibit.

R1: sw1: swz:
interface Ethernet0/0 interface Ethemnet0/Q interface Ethernat0/d
no ip address switchport trunk encapsulation dot1q switchpert trunk encapsulation dotig
! switchport mode trunk switchport mode trunk
! !
interface Ethernet0/1 interface Ethernet0/2
switchport trunk allowed vian 10 switchport access vian 20
switchport trunk encapsulation dot1q switchport mode access
switchport mode trunk

What commands are needed to add a subinterface to Ethernet0/0 on R1 to allow for VLAN 20, with IP address 10.20.20.1/24?

A. R1(config)#interface ethernet0/0 R1(config)#encapsulation dotlq 20R1(config)#ip address 10.20.20.1 255.255.255.0

B. R1(config)#interface ethernet0/0.20 R1(config)#encapsulation dotlq 20R1(config)#ip address 10.20.20.1 255.255.255.0
C. R1(config)#interface ethernet0/0.20 R1(config)#ip address 10.20.20.1 255.255.255.0

D. R1(config)#interface ethernet0/0 R1(config)#ip address 10.20.20.1 255.255.255.0

Answer: B
NEW QUESTION 552

DRAG DRORP - (Topic 1)
Drag and drop the characteristics of network architectures from the left onto the type of architecture on the right.

Collapsed Core
single device handles the core and the distnbution layer
enhances network availability
more cost-effective than other options
maost appropriate for small network designs Three-Tier
separate devices handle the core and the distribution layer

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

single device handles the core and the distribution layer

Collapsed Core

single device handles the core and the distribution laver

EEE__ENN_un. . o e .

more cost-effective than other options

more cost-effective than other options

most appropriate for small network designs

[ mast appropriate for smail network designs

Il separate devices handle the core and the distribution layer

A e,

NEW QUESTION 554
- (Topic 1)
Refer to the exhibit.

VLANOO30
Root ID Priority
Address
Cost

Port
Hello Time
Max Age

[Output suppressed]

Thriea-Tier

enhances network availabifity

separate devices handle the core and the distnbution layer

Forward Delay

SWl#show spanning-tree vlan 30

Spanning tree enabled protoceol rstp

32798
0025.63e9.c800

19

1 (FastEthernet 2/1)
2 sec

30 sec

20 sec

What two conclusions should be made about this configuration? (Choose two )

A. The designated port is FastEthernet 2/1
B. This is a root bridge

C. The spanning-tree mode is Rapid PVST+
D. The spanning-tree mode is PVST+

E. The root port is FastEthernet 2/1

Answer: CE

Explanation:

An engineer is configuring data and voice services to pass through the same port. The designated switch interface fastethernet0/1 must transmit packets using the

same priority for data when they are received from the access port of the IP phone. Which configuration must be used?

A)
interface fastethernetO/1
switchport priority extend cos 7

B)

interface fastethernet0/1
switchport voice vian untagged

C)

interface fastethernet0/1
switchport voice vian dot1p

D)

interface fastethernet0/1
switchport priority extend trust

A. Option A
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B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 555
- (Topic 1)
Refer to the exhibit.

10.0.0.253/30

An administrator must turn off the Cisco Discovery Protocol on the port configured with address last usable address in the 10.0.0.0/30 subnet. Which command set
meets the requirement?

A. interface gi0/1 no cdp enable

B. interface gi0/1 clear cdp table

C. interface gi0/Ono cdp advertise-v2
D. interface gi0/0 no cdp run

Answer: D
NEW QUESTION 556

- (Topic 1)
Refer to the exhibit.

_.-'—-—_ﬂ_._-_\q“'""—-..
18 S )
R1 10.10.10 16/30 [y Internet
17 \ k
: "
10.10.10.0/30 Eirewall
1

10.10.13.10725

Rl¥sh ip reo
Gateway of last resort is 10.10.10.18 to network 0.0.0.0
10.0.0.0/8 is wvariably subnetted, 4 subnsts, 3 masks
= 10.10.10.0/30 1s directly connected, FastEthernetl/1
O 10.10.13.0/25 [110/6576&] wia 10.10.10.1, 06:58:21, FastFtharnat0/1
L 10.10.10.18/30 is directly connected, FastEthernet0/24
0 10.10.13.14 4/28 [110/110) wvia 10.10.10.1, 06:58:21, FastEthermet(

[#1]
¥

Which type of route does R1 use to reach host 10.10.13.10/327
A. floating static route

B. host route

C. default route

D. network route

Answer: D

Explanation:
From the output, we see R1 will use the entry “O 10.10.13.0/25 [110/4576] via 10.10.10.1, ..."” to reach host 10.10.13.10. This is a network route.Note: “B*
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0.0.0.0/0..." is a default route.

NEW QUESTION 558
- (Topic 1)
What is recommended for the wireless infrastructure design of an organization?

A. group access points together to increase throughput on a given channel

B. configure the first three access points are configured to use Channels 1, 6, and 11

C. include a least two access points on nonoverlapping channels to support load balancing
D. assign physically adjacent access points to the same Wi-Fi channel

Answer: B

NEW QUESTION 563
- (Topic 1)
Which two encoding methods are supported by REST APIs? (Choose two)

A. YAML
B. JSON
C. EBCDIC
D. SGML
E. XML

Answer: BE

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1 x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST
__ API_Configuration_Guide_chapter_01.html

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/5_x/rest_api_co

nfig/b_Cisco_N1KV_VMware REST_API_Config_5x/b_Cisco_N1KV_VMware REST_API

_Config_5x_chapter_010.pdf

The Application Policy Infrastructure Controller (APIC) REST API is a programmatic interface that uses REST architecture. The APl accepts and returns HTTP (not
enabled by default) or HTTPS messages that contain JavaScript Object Notation (JSON) or Extensible Markup Language (XML) documents.

NEW QUESTION 568
- (Topic 1)
What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: AB

Explanation:

OpenFlow is a well-known southbound API. OpenFlow defines the way the SDN Controller should interact with the forwarding plane to make adjustments to the
network, so it can better adapt to changing business requirements.

The Network Configuration Protocol (NetConf) uses Extensible Markup Language (XML) to install, manipulate and delete configuration to network devices.

NEW QUESTION 573
DRAG DRORP - (Topic 1)
Drag and drop the AAA functions from the left onto the correct AAA services on the right

records user actnibes
restricts the services that are available to 3 user
[austhorization
identifies the user

controls the actions that a user can perform

I CCountng
provides analvtical mformation For the network administrator
virifies the pasaword Hsocated with 3 user

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEF’EShEI‘Ed https://www.certshared.com/exam/200-301/ (903 Q&AS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

restricts the senvices that ans svailable to & user

identifies the user

a3

| verifies the paseword assocated with 3 user

- = . . ]I
verifies the password ssonated with & user |

Staiiifios tha vt I restricts the services that are available to 2 user i
I I e
I controls the acbons that a user can perform I
controls the actions that 3 user can perform | L
_________________
: provides analytical information for the network administrator e o A e A 1

NEW QUESTION 578
- (Topic 1)
Which action does the router take as it forwards a packet through the network?

A. The router replaces the original source and destination MAC addresses with the sending router MAC address as the source and neighbor MAC address as the

destination

B. The router encapsulates the original packet and then includes a tag that identifies the source router MAC address and transmits it transparently to the

destination

C. The router encapsulates the source and destination IP addresses with the sending router IP address as the source and the neighbor IP address as the

destination

D. The router replaces the source and destination labels with the sending router interface label as a source and the next hop router label as a destination

Answer: A

NEW QUESTION 579
- (Topic 1)
Which CRUD operation modifies an existing table or view?

A. read

B. create
C. replace
D. update

Answer: D
NEW QUESTION 582

- (Topic 1)
Refer to the exhibit.

R1® abow ip routs

El - OSPF axtarnal cype L, EI - OSPYF axtarnal typs 2, E - ECP

U - par-user static routs, o - QDR

Gateway of last resoIt is not set

c 1.0.0.0/8 is directly conrected, Loopback(

10.0.0.0/8 is wvariably schostted, & subsets, 7 masks
190.0.1.3/12 [110/100] wia 10.0.1.3, 90:39:08, Seriald
10.0.1.8/24 is directly coanacted, Seriall
10.9.1.3/32 [110/3) wia 10.0.1.30, 00:39:08, Sariale
10.0.1. 4/ [110/10] via 10.0.1.4, 06:39:08, Sariald

- - -

Codan: C -~ connected, 5 - atatle, I =~ IG8F, R = RIT, M = mobila, B - RGP
D = EIGAP, EX - EIGRF axternal, © - QSFF, IA - OSPF intar area
Nl - OSPF MSSA astarcal Ltype 1, N1 - OSPF NSSA sxtarnal Lype 2

L = 1I3=-1I83, L1 = I3-1I8 leval-=1l, LI = I3-13 lavel=2, * - candidats dafacit

What is the next hop address for traffic that is destined to host 10.0.1.5?
A.10.0.1.3

B. 10.0.1.50
C.10.0.14
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D. Loopback D
Answer: B
NEW QUESTION 583

- (Topic 1)
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 587
- (Topic 1)
What is a difference between local AP mode and FiexConnet AP mode?

A. Local AP mode creates two CAPWAP tunnels per AP to the WLC

B. FiexConnect AP mode fails to function if the AP loses connectivity with the WLC

C. FlexConnect AP mode bridges the traffic from the AP to the WLC when local switching is configured
D. Local AP mode causes the AP to behave as if it were an autonomous AP

Answer: A

NEW QUESTION 588
- (Topic 1)
Which device performs stateful inspection of traffic?

A. firewall

B. switch

C. access point

D. wireless controller

Answer: A

NEW QUESTION 589
- (Topic 1)
In which situation is private IPv4 addressing appropriate for a new subnet on the network of an organization?

A. There is limited unique address space, and traffic on the new subnet will stay local within the organization.
B. The network has multiple endpoint listeners, and it is desired to limit the number of broadcasts.

C. Traffic on the subnet must traverse a site-to-site VPN to an outside organization.

D. The ISP requires the new subnet to be advertised to the internet for web services.

Answer: A

NEW QUESTION 594
- (Topic 1)
How will Link Aggregation be Implemented on a Cisco Wireless LAN Controller?

A. One functional physical port is needed to pass client traffic.
B. The EthernetChannel must be configured in "mode active".
C. When enabled, the WLC bandwidth drops to 500 Mbps.

D. To pass client traffic, two or more ports must be configured.

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configuration-guide/b_cg75/b_cg75_chapter_0100010.htm|

NEW QUESTION 595
- (Topic 1)
Several new coverage cells are required to improve the Wi-Fi network of an organization. Which two standard designs are recommended? (choose two.)

A. 5GHz provides increased network capacity with up to 23 nonoveriapping channels.

B. For maximum throughput, the WLC is configured to dynamically set adjacent access points to the same channel.
C. 5GHz channel selection requires an autonomous access point.

D. Adjacent cells with overlapping channels use a repeater access point.
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E. Cells that overlap one another are configured to use nonoveriapping channels.

Answer: BE

NEW QUESTION 599

- (Topic 1)

Which two events occur automatically when a device is added to Cisco DNA Center?
(Choose two. )

A. The device Is assigned to the Global site.

B. The device Is placed into the Unmanaged state.
C. The device is placed into the Provisioned state.
D. The device is placed into the Managed state.

E. The device is assigned to the Local site.

Answer: AB

NEW QUESTION 601
- (Topic 1)
Which command is used to specify the delay time in seconds for LLDP to initialize on any interface?

A. lldp timer

B. lldp holdtimt
C. lidp reinit

D. lldp tlv-select

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_37 ey/configuration/guide/scg/swildp.pdf
+ lldp holdtime seconds: Specify the amount of time a receiving device should hold the information from your device before discarding it+ lldp reinit delay: Specify
the delay time in seconds for LLDP to initialize on an interface+ lldp timer rate: Set the sending frequency of LLDP updates in seconds

NEW QUESTION 604
- (Topic 1)
Refer to the exhibit.

Switch 1 Switch 2

The network administrator wants VLAN 67 traffic to be untagged between Switch 1 and Switch 2 while all other VLANSs are to remain tagged.

Which command accomplishes this task?

A. switchport access vlan 67

B. switchport trunk allowed vlan 67

C. switchport private-vlan association host 67
D. switchport trunk native vlan 67

Answer: D

NEW QUESTION 605
- (Topic 1)
What is a DHCP client?

A. a workstation that requests a domain name associated with its IP address
B. a host that is configured to request an IP address automatically

C. a server that dynamically assigns IP addresses to hosts.

D. a router that statically assigns IP addresses to hosts.
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Answer: B

NEW QUESTION 609
- (Topic 1)

Which global command encrypt all passwords in the running configuration?

A. password-encrypt

B. enable password-encryption
C. enable secret

D. service password-encryption

Answer: B

NEW QUESTION 611
- (Topic 1)
How is the native VLAN secured in a network?

A. separate from other VLANs within the administrative domain
B. give it a value in the private VLAN range

C. assignitas VLAN 1

D. configure it as a different VLAN ID on each end of the link

Answer: A

NEW QUESTION 616

- (Topic 1)

Which command enables a router to become a DHCP client?
A. ip address dhcp

B. ip helper-address

C. ip dhcp pool

D. ip dhcp client

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/12-4/dhcp-12-4-book/config-dhcp-client.html

If we want to get an IP address from the DHCP server on a Cisco device, we can use the command “ip address dhcp”.

Note: The command “ip helper-address” enables a router to become a DHCP Relay Agent.

NEW QUESTION 617
- (Topic 1)
Refer to the exhibit.

Vian 10,11,12,13

interface GigabitEthernetd/]

switchport mode trunk

switchport trunk allowed vian 10-12
:
interface GigabitEtherneto0/4
switchport access vlan 13
switchport mode access

192.168.0.10/23 192.168.1.20/23
S PC A File Server | |~
b &=
Gi0/4 Gi0/3
GiD/1 Gi0oM
Switch A Switch B
Switch A Switch B

Vian 10,11,12,13

interface

GigabitEthernet0/1

switchport mode trunk

interface
switchp
switchpo

GigabitEthernet0/3

yrt access vian 13

rt mode access

A network engineer must configured communication between PC A and the File Server. To prevent interruption for any other communications, which command

must be configured?
A. Switch trunk allowed vian 12

B. Switchport trunk allowed vlan none
C. Switchport trunk allowed vian add 13
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D. Switchport trunk allowed vlan remove 10-11

Answer: C

NEW QUESTION 620
- (Topic 1)
Which two components are needed to create an Ansible script that configures a VLAN on a switch? (Choose two.)

A. cookbook
B. task

C. playbook
D. model

E. recipe

Answer: CD

NEW QUESTION 625
- (Topic 1)
Which two WAN architecture options help a business improve scalability and reliability for the network? (Choose two.)

A. asynchronous routing
B. single-homed branches
C. dual-homed branches
D. static routing

E. dynamic routing

Answer: AC

NEW QUESTION 627
- (Topic 1)
How do servers connect to the network in a virtual environment?

A. wireless to an access point that is physically connected to the network

B. a cable connected to a physical switch on the network

C. a virtual switch that links to an access point that is physically connected to the network
D. a software switch on a hypervisor that is physically connected to the network

Answer: D

NEW QUESTION 631
- (Topic 1)

What software defined architecture plane assists network devices with making packet- forwarding decisions by providing Layer 2 reachability and Layer 3 routing

information?

A. data plane

B. control plane

C. policy plane

D. management plane

Answer: B
NEW QUESTION 636

DRAG DROP - (Topic 1)
Drag and drop the IPv6 address type characteristics from the left to the right.

attached to a single subnet - ‘
addresses with prefix FC00::/7 |
configurad only onge par interface m Local Address
addressing for exclusive use internally without Internet routing |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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attached to a single subnet

addressing for exclusive use intemally without Intemet routing :

[ e Em Em Em Em Em R Em Em Em Em Em Em Em

addressing for exclusive use internally without Internet routing : configured only cnce per interface

attached to a single subnet

NEW QUESTION 637
- (Topic 1)
What is a function of Wireless LAN Controller?

A. register with a single access point that controls traffic between wired and wireless endpoints.
B. use SSIDs to distinguish between wireless clients.

C. send LWAPP packets to access points.

D. monitor activity on wireless and wired LANs

Answer: C

Explanation:

Lightweight APs (LAPS) is devices require no initial configuration. LAPs use the Lightweight Access Point Protocol (LWAPP) to communicate with a WLAN
controller (WLC), as shown in the below figure. Controller-based APs are useful in situations where many APs are required in the network. As more APs are
added, each AP is automatically configured and managed by the WLC.

Controller-Based AP

NEW QUESTION 638
- (Topic 1)
What is the purpose of traffic shaping?

A. to mitigate delays over slow links

B. to provide fair queuing for buffered flows

C. to limit the bandwidth that a flow can use to

D. be a marking mechanism that identifies different flows

Answer: B
Explanation:

Traffic shaping retains excess packets in a queue and then schedules the excess for later transmission over increments of time.

NEW QUESTION 639
- (Topic 1)
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

A. CPU ACL
B. TACACS
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C. Flex ACL
D. RADIUS

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html

NEW QUESTION 641
- (Topic 1)
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE

Explanation:

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/xe-3s/ipv6-xe-36s-book/ip6-multicast.html

When an interface is configured with IPv6 address, it automatically joins the all nodes (FF02::1) and solicited-node (FF02::1:FFxx:xxxx) multicast groups. The all-
node group is used to communicate with all interfaces on the local link, and the solicited-nodes multicast group is required for link-layer address resolution. Routers
also join a third multicast group, the all-routers group (FF02::2).

NEW QUESTION 644
- (Topic 1)
Which protocol does an IPv4 host use to obtain a dynamically assigned IP address?

A. ARP
B. DHCP
C.CDP
D. DNS

Answer: B

Explanation:
https://www.geeksforgeeks.org/how-dhcp-server-dynamically-assigns-ip-address-to-a-
host/#:~:text=DHCP%20is%20an%20abbreviation%20for,subnet%20mask%20and%20gat eway%20address.

NEW QUESTION 648
- (Topic 1)
What event has occurred if a router sends a notice level message to a syslog server?

A. A TCP connection has been torn down
B. An ICMP connection has been built

C. An interface line has changed status
D. A certificate has expired.

Answer: C

NEW QUESTION 650
- (Topic 1)
Which configuration ensures that the switch is always the root for VLAN 750?

A. Switch(config)#spanning-tree vlan 750 priority 38003685
B. Switch(config)#spanning-tree vlan 750 root primary

C. Switch(config)#spanning-tree vlan 750 priority 614440
D. Switch(config)#spanning-tree vlan 750 priority O

Answer: D

Explanation:
Although the spanning-tree vlan 10 root primary command will ensure a switch will have a bridge priority value lower than other bridges introduced to the network,
the spanning-tree vlan 10 priority 0 command ensures the bridge priority takes precedence over all other priorities.

NEW QUESTION 653
- (Topic 1)
By default, how Does EIGRP determine the metric of a route for the routing table?

A. it uses the bandwidth and delay values of the path to calculate the route metric

B. it uses a default metric of 10 for all routes that are learned by the router

C. it uses a reference Bandwidth and the actual bandwidth of the connected link to calculate the route metric

D. it counts the number of hops between the receiving and destination routers and uses that value as the metric
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Answer: A

NEW QUESTION 657
- (Topic 1)
Where is the interface between the control plane and data plane within the software- defined architecture?

A. control layer and the infrastructure layer

B. application layer and the infrastructure layer
C. control layer and the application layer

D. application layer and the management layer

Answer: A

NEW QUESTION 661
- (Topic 1)
Which WLC port connects to a switch to pass normal access-point traffic?

A. redundancy

B. console

C. distribution system
D. service

Answer: C
NEW QUESTION 663

- (Topic 1)
Refer to the exhibit.

Rllahow ip route
Codas: C - connacted, 5§ - static, R = RIP, M - moblile, B - BGP
D - EIGRP, EX - EIGRF sextarnal, O - OSFF, IA - OSFF intar arsa
Nl - OSPF NSSA axternal type 1, N2 - OSPF NSSA external type 2
El - OSPT axtarnal type 1, E2 - OSPF axtarnal type 2
i - 15-18, su - 1I5-15 sussary, L1 - IS-IS level-l, L2 - IS-I5 level-2
ia = IS-IS inter area, * - candidate default, U - par-user static route
o - ODR, P - periodic downloaded static route
Gataway of last resort is 192.168.30.10 to network 0.0.0.0
192 .168.30.0/29 is subnattad, 2 subnets
c 192.168.30.0 is directly connected, FastEtharnat0/0
[ = 192.168.30.8 is directly connected, Seriald/0.1
192.168.10.0/24 is variably subnatted, 2 subnats, 2 masks
0 IA 192.168.10.32/28 [110/193] wia 192.168.30.10, 00:18:49, Sarialo/o.1
0 IA 192.169.10.0/27 [110/192) wvia 192.168.30.10, 00:18:49, Serialld/0.1
192.168.20.0/30 is subnatted, 1 subnets
IA 192.168.20.0 [110/128) wvia 192.168.30.10, 00:10:49, Seriald/0.1
192.168.30.0/32 is subnatted, 1 subnets
[ = 192.168.50.1 is directly connscted, Loopback(
O*IA 0.0.0.0/0 [110/84] wia 192.168.30.10, 00:10:36, Serial0/0.1

o

What is the metric of the route to the 192.168.10.33/28 subnet?

A. 84

B. 110
C.128
D. 192
E. 193

Answer: E

NEW QUESTION 668
- (Topic 1)
Refer to the exhibit.
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RoutgrA RouterB

S5 == G0/0/0 GO/0j0 EE<
Gﬂﬂ)i

GO/D!O

R i e

RouterC

How must router A be configured so that it only sends Cisco Discovery Protocol Information to router C?
#cnnﬁg L
Router A (config2cdp run
Router A (config #interface gi0/0/0
Router A (config-if #no cdp enable

Zoonfig t

Router A (config#cdp run

Router A (config #interface gl0/0/0
Router A (config-if =cdp enable

#config t

Router A (configzcdp run

Router A (config#interface gi0/0/1
Router A (config-if#cdp enable

g#config t

Router A (configj#no cdp run
Router A (config ®interface gi0/0/1
Router A {config-ifyzcdp enable

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 672
- (Topic 1)
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

Explanation:

https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1200- series/70278-lap-faq.html

A Lightweight Access Point (LAP) is an AP that is designed to be connected to a wireless LAN (WLAN) controller (WLC). APs are “lightweight,” which means that

they cannot act independently of a wireless LAN controller (WLC). The WLC manages the AP configurations and firmware. The APs are “zero touch” deployed,
and individual configuration of APs is not necessary.

NEW QUESTION 673
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- (Topic 1)

How does Cisco DNA Center gather data from the network?

A. Network devices use different services like SNMP, syslog, and streaming telemetry to send data to the controller

B. Devices establish an iPsec tunnel to exchange data with the controller
C. Devices use the call-home protocol to periodically send data to the controller.

D. The Cisco CU Analyzer tool gathers data from each licensed network device and streams it to the controller.

Answer: A

NEW QUESTION 676
- (Topic 1)
How does QoS optimize voice traffic?

A. reducing bandwidth usage

B. by reducing packet loss

C. by differentiating voice and video traffic
D. by increasing jitter

Answer: C

NEW QUESTION 680
- (Topic 1)
Refer to the exhibit.1 o

Giovo - :
—— Gioo |

R3# show ip ospf neighbor

32
133
131 172.16.1
30

Neighbor ID Fri State De
1111 1  2WAY/DROTHER  00:
2.2.2.2 1  2WAY/DROTHER 00:
4.4.4.4 1  FULL/BEODR 00:
5.5.5.5 1 FULL/DR 00:00:

i

. OSPF Area 0

GO0 =
o e

5555

ad Time Address

172.16.1
172.16.1

172.16.1

0.1
0.2
0.4
0.5

Interface

GigabitEtharnat0/0
GigabitEthernet0/0
GigabitEthernet0/0
GigabitEthernet0/0

R5 is the current DR on the network, and R4 is the BDR. Their interfaces are flapping, so a network engineer wants the OSPF network to elect a different DR and
BDR. Which set of configurations must the engineer implement?

A)
Ré(contg Sinterface gid0
Ré(config-#=ip ospf priority 20

RE{confg =imerface gid0
RS(config-=ip ospf priority 10

B)
R2Z(confq =interface gid0
R2(config-£=ip ospf priority 289

Ri(contg sinterface gio'0
R conta « =ip ospf priority 256

C)

RS(contq =interface gi00
RS{confg-/=ip ospf priority 120

R4(contg Sinterface gid0
Ré(conbg-#=ip ospf priority 110
D)

R3(contg =interface gid0

R34 config-=ip ospf priority 248

RZ(confg interface gid0
R2iconfg-f=ip ospf priority 240

A. Option
B. Option
C. Option
D. Option

Answer: D

NEW QUESTION 682
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