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NEW QUESTION 1
What information can be found in the file specified by the status parameter in an OpenVPN server configuration file? (Choose two.)

A. Errors and warnings generated by the openvpn daemon

B. Routing information

C. Statistical information regarding the currently running openvpn daemon
D. A list of currently connected clients

E. A history of all clients who have connected at some point

Answer: BD

NEW QUESTION 2
Which of the following lines in the sshd configuration file should, if present, be changed in order to increase the security of the server? (Choose two.)

A. Protocol 2, 1

B. PermitEmptyPasswords no
C. Port 22

D. PermitRootLogin yes

E. IgnoreRhosts yes

Answer: AD

NEW QUESTION 3
Which of the following nmap parameters scans a target for open TCP ports? (Choose two.)
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Answer: CE

NEW QUESTION 4
What option in the client configuration file would tell OpenVPN to use a dynamic source port when making a connection to a peer?

A. src-port

B. remote

C. source-port
D. nobind

E. dynamic-bind

Answer: D

NEW QUESTION 5
CORRECT TEXT
What command creates a SSH key pair? (Specify ONLY the command without any path or parameters)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
ssh-keygen

NEW QUESTION 6
What is the name of the network security scanner project which, at the core, is a server with a set of network vulnerability tests?

A. NetMap

B. OpenVAS
C. Smartscan
D. Wireshark

Answer: B

NEW QUESTION 7

With fail2ban, what is a ‘jail’?

A. A netfilter rules chain blocking offending IP addresses for a particular service

B. A group of services on the server which should be monitored for similar attack patterns in the log files

C. A filter definition and a set of one or more actions to take when the filter is matched
D. The chroot environment in which fail2ban runs
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Answer: C

NEW QUESTION 8

Which of the following Samba configuration parameters is functionally identical to the parameter read only=yes?

A. browseable=no
B. read write=no
C. writeable=no

D. write only=no

E. write access=no

Answer: C

NEW QUESTION 9

Which of the following Samba services handles the membership of a file server in an Active Directory domain?

A. winbindd
B. nmbd

C. msadd
D. admemb
E. samba

Answer: E

NEW QUESTION 10
Performing a DNS lookup with dig results in this

QUESTION SECTION:

-

9.123.1638.152.1in-addr.arpa. IN

ww
i

ANSWER SECTION:

5.123.168.192.in-addr.arpa. 600 IN
;; AUTHORITY SECTICN:
143.168.192.in-addr.axpa. 600 LN
32 NDDITIOHAL SECTION:
linuserv.example.net. 600 IM

PIR linuserv.example.net.123.168.192.in-addr.arpa.

—
&
"I

linuserv.example.netc.

- - - & o
‘2] 19{-‘1;6“3--.{:}-5

A. There is no . after linuserv.example.net in the PTR record in the forward lookup zone file
B. There is no . after linuserv in the PTR record in the forward lookup zone file
C. There is no . after linuserv.example.net in the PTR record in the reverse lookup zone file

D. The . in the NS definition in the reverse lookup zone has to be removed

Answer: C

NEW QUESTION 10
Which of the following DNS records could be a glue record?

A. nsl.labA198.51.100.53

B. 1abNS198.51.100.53

C. ns1.labNS198.51.100.53
D. ns1.A198.51.100.53

E. ns1.labGLUE198.51.100.53

Answer: A

NEW QUESTION 11

Which Apache HTTPD directive enables HTTPS protocol support?
A. HTTPSEngine on

B. SSLEngine on

C. SSLEnable on
D. HTTPSEnable on
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E. StartTLS on

Answer: B

NEW QUESTION 15
CORRECT TEXT
Which OpenLDAP client command can be used to change the password for an LDAP entry? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Idappasswd

NEW QUESTION 18
It has been discovered that the company mail server is configured as an open relay. Which of the following actions would help prevent the mail server from being
used as an open relay while maintaining the possibility to receive company mails? (Choose two.)

A. Restrict Postfix to only accept e-mail for domains hosted on this server
B. Configure Dovecot to support IMAP connectivity

C. Configure netfilter to not permit port 25 traffic on the public network

D. Restrict Postfix to only relay outbound SMTP from the internal network
E. Upgrade the mailbox format from mbox to maildir

Answer: CD

NEW QUESTION 22
After the installation of Dovecot, it is observed that the dovecot processes are shown in ps ax like this:

312487 S 0:00 dovecot/imap

31253 7 S 0:00 dovecot/imap-login

In order to associate the processes with users and peers, the username, IP address of the peer and the connection status, which of the following options must be
set?

A. --with-linux-extprocnames for ./configure when building Dovecot
B. sys.ps.allow_descriptions = 1 in sysctl.conf or /proc

C. proc.all.show_status = 1 in sysctl.conf or /proc

D. verbose_proctitle = yes in the Dovecot configuration

E. process_format = “%u %l %s” in the Dovecot configuration

Answer: D

NEW QUESTION 23

CORRECT TEXT

Which action in a Sieve filter forwards a message to another email address without changing the message? (Specify ONLY the action’s name without any
parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
redirect

NEW QUESTION 26
Which of the following actions synchronizes UNIX passwords with the Samba passwords when the encrypted Samba password is changed using smbpasswd?

A. There are no actions to accomplish this since is not possible.
B. Run netvamp regularly, to convert the passwords.

C. Run winbind —sync, to synchronize the passwords.

D. Add unix password sync = yes to smb.conf

E. Add smb unix password = sync to smb.conf

Answer: D
NEW QUESTION 28
CORRECT TEXT

In order to export /usr and /bin via NFSv4, /exports was created and contains working bind mounts to /usr and /bin. The following lines are added to /etc/exports on
the NFC server:
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/exports 192.0.1.0/24 (xw, sync, f£sid=0, crossmnt, no subtree chack)
/{exports/usr 192.0.2.0/24 (rw, sync, fsid=0, crossmnt, no subtree check)
/exports/bin 192.0.2.0/24 (xw, sync, fsid=0, crossmnt, no subtree check)

After running

mount-tnfsv4 server://mnt

of an NFC-Client, it is observed that /mnt contains the content of the server’s /usr directory instead of the content of the NFSv4 foot folder.

Which option in /etc/exports has to be changed or removed in order to make the NFSv4 root folder appear when mounting the highest level of the server? (Specify
ONLY the option name without any

values or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
mount

NEW QUESTION 32
The following Apache HTTPD configuration has been set up to create a virtual host available at www.example.com and www?2.example.com:

<VirtualHost *:80>
ServerNane www. example com
ServerName www2 example.com
ServerAdmin webmaster@example com
DocumentR oot 'var' www
<Directory /srv/www/>

Require all granted
</Directory>

< /Virtual Host>

Even though Apache HTTPD correctly processed the configuration file, requests to both names are not handled correctly. What should be changed in order to
ensure correct operations?

A. The configuration must be split into two VirtualHost sections since each virtual host may only haveone name.
B. The port mentioned in opening VirtualHost tag has to be appended to the ServerName declaration’s values.
C. Both virtual host names have to be placed as comma separated values in one ServerName declaration.

D. Both virtual host names have to be mentioned in the opening VirtualHost tag.

E. Only one Server name declaration may exist, but additional names can be declared in ServerAlias options.

Answer: C

NEW QUESTION 37
There is a restricted area in a site hosted by Apache HTTPD, which requires users to authenticate against the file /srv/www/security/sitepasswd.
Which command is used to CHANGE the password of existing users, without losing data, when Basic authentication is being used?

A. htpasswd —c /srv/iwww/security/sitepasswd user
B. htpasswd /srv/iwwwi/security/sitepasswd user

C. htpasswd —n /srv/iwww/security/sitepasswd user
D. htpasswd —D /srv/iwww/security/sitepasswd user

Answer: A

NEW QUESTION 42

With Nginx, which of the following directives is used to proxy requests to a FastCGl application?
A. fastcgi_pass

B. fastcgi_proxy

C. proxy_fastcgi

D. proxy_fastcgi_pass

E. fastcgi_forward

Answer: A
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NEW QUESTION 44
What is the standard port used by OpenVPN?

A. 1723
B. 4500
C. 500

D. 1194

Answer: D

NEW QUESTION 49
Using its standard configuration, how does fail2ban block offending SSH clients?

A. By rejecting connections due to its role as a proxy in front of SSHD.

B. By modifying and adjusting the SSHD configuration.

C. By creating and maintaining netfilter rules.

D. By creating null routes that drop any answer packets sent to the client.
E. By modifying and adjusting the TCP Wrapper configuration for SSH

Answer: B

NEW QUESTION 52
Which FTP names are recognized as anonymous users in vsftp when the option anonymous_enable is set to yes in the configuration files? (Choose two.)

A. anonymous

B. ftp

C. In the described configuration, any username which neither belongs to an existing user nor has another special meaning is treated as anonymous user.
D. nobody

E. guest

Answer: AB

NEW QUESTION 55
A zone file contains the following lines:

SORIGIN example.com

host2.example.org. IN A2 15958.51.100.102

and is included in the BIND configuration using this configuration stanza:
zone "example.com" {

type master;
file "db.example.com";

bi
Which problem is contained in this configuration?

A. The zone statement is the BIND configuration must contain the cross-zone-data yes; statement.

B. The zone cannon contain records for a name which is outside the zone’s hierarchy.

C. The $ORIGIN declaration cannot be used in zone files that are included for a specific zone name in the BIND configuration.
D. An A record cannot contain an IPv4 address because its value is supposed to be a reverse DNS name.

E. Names of records in a zone file cannot be fully qualified domain name

Answer: C

NEW QUESTION 56
Which of the following statements allow the logical combinations of conditions in Sieve filters? (Choose two.)

A. allof

B. anyof
C. noneof
D. and

E. or

Answer: AE
NEW QUESTION 58
CORRECT TEXT

Which attitude of an object in LDAP defines which other attributes can be set for the object? (Specify ONLY the attribute name without any values.)

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
class

NEW QUESTION 61
Which of the following values can be used in the OpenLDAP attribute olcBackend for any object of the class olcBackendConfig to specify a backend? (Choose

three.)

A. xml
B. bdb
C. passwd
D. Idap
E. text

Answer: BDE

NEW QUESTION 65
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