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NEW QUESTION 1
- (Exam Topic 3)

A newly installed spoke router is configured for DMVPN with the ip mtu 1400 command. Which configuration allows the spoke to use fragmentation with the

maximum negotiated TCP MTU over GRE?

A. ip tcp adjust-mss 1360crypto ipsec fragmentation after-encryption
B. ip tcp adjust-mtu 1360crypto ipsec fragmentation after-encryption
C. ip tcp adjust-mss 1360crypto ipsec fragmentation mtu-discovery
D. ip tcp adjust-mtu 1360crypto ipsec fragmentation mtu-discovery

Answer: A

Explanation:

https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troublesh

NEW QUESTION 2
- (Exam Topic 3)
Refer to the exhibit.

LAN: 192.168.1.0/24

R1
Hub

RouterlD: 10.10.1{).10@

:. '-kTu nnel 100

]

/" IP Cloud™,

[
%

DMVPN Network

10.255.253.0/24

RouterlD: 1.1.1.1 RouteriD: 2.2.2.2

R2
Spoke 1

LAN: 192.168.2.0/24 LAN: 192.168.3.0/24

"Mar 11708004 051 %OSPF-5-ADJCHS: Process 100, Mbr1.1.1 1 on Tunnel $00 from LOADING o FULL, Loading Done

reset
“Mar 1 1719006 627 LOSPFSADICHE Process 100, Nbr 2 2 22 on Tunme 100 from LOADING to FULL, Loadng Dons

nesel
“Mar 117 19014 490 SOSPF-S-ADUCHG. Process 100, Mbr 10010 00 10 on Turrs) 100 trom LOADIMNG b FULL, Loadng Dans

down or detachead

“Mor 11701 51 975 SOSPF-4-MONEIGHIOR: Recoivod database descnplon fom unknown noghbor 153 16811
“Mar 11701 57 783 OSPF RHow LS UPD from 152 168 1 1 on Tunnel 100 leangih B8 L5A coumt 1

“War 117,01 57 155 OSPF Send UPD o 10 255 253 1 on Tunnel 100 kength 100 LSA counl 2

"har 117 1906 375 SOSPFSADJCHG Process 100, Mbr 1.1 1 1 on Turme 100 from FULL 1o DOAWN, Meghtor Down Adacency Toroed 19

“Mar 117 5510 123 BOSPE-D-ADSCHG: Process 100 Nbr 2 2 2 on Tordel 100 fram FULL B0 DOVWN, Mesghbor Down. Adgacancy lorood o

“Mar 117 1919 1389 O0SPFSADJCHG Process 100 Mor 1010 10 10-on Tunne! 100 from EXSTART to DOWN, Neighbor Down Interface

A network administrator sets up an OSPF routing protocol for a DMVPN network on the hub router. Which configuration required to establish a DMVPN tunnel with

multiple spokes?

A. ip ospf network point-to-multipoint on both spoke routers
B. ip ospf network point-to-point on the hub router

C. ip ospf network point-to-multipoint on One spoke router
D. ip ospf network point-to-point on both spoke routers

Answer: A

NEW QUESTION 3
- (Exam Topic 3)

A
LY

ild
Mo N unr { g ! A
Cowme_ Dtw, TS "1 B

'
| —
Aot

u A
o,

All Bouters are rumining EMa AR and metric vabues ane shown in the sbove diagran

Refer to the exhibit. The IT manager received reports from users about slow application through network x. which action resolves the issue?
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A. Use the variance 2 command to enable load

balancing.

B. Increase the bandwidth from the service provider.

C. Move the servers into the users subnet.
D. Upgrade the IOS on router E.

Answer: A

NEW QUESTION 4
- (Exam Topic 3)
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Refer to the exhibit.
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A shoe retail company implemented the uRPF solution for an antispoofing attack. A network engineer received the call that the branch A server is under an IP
spoofing attack. Which configuration must be implemented to resolve the attack?

A)
R4
interface ethernetd/1

ip unicast RPF check reachable-via any allow-default allow-self-ping

B)
R4
interface ethernet0/1

ip verity unicast source reachable-via any allow-default allow-self-ping

C)
R
interface ethernet0/1

ip verify unicast source reachable-via any allow-default allow-self-ping

D)

ip unicast RPF check reachable-via any allow-default allow-self-ping

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 5
- (Exam Topic 3)

An engineer configured VRF-Lite on a router for VRF blue and VRF red. OSPF must be enabled on each VRF to peer to a directly connected router in each VRF.

Which configuration forms OSPF neighbors over the network 10.10.10.0/28 for VRF blue and 192.168.0.0/30 for VRF red?
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router ospf 1 vrf blue

network 10.10.10.0 0.0.0.15 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.3 area D

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.240 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.252 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.252 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.240 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.3 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.15 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 6

- (Exam Topic 3)

Refer to the exhibit.

|

summary-address 10100 25525500
I

The none area 0 routers in OSPF still receive more specific routes of 10.1.1.0.10.1.2.0.10.1.3.0 from area 1. Which action resolves the issue?

A. Configure route summarization on OSPF-enabled interfaces.

B. Summarize by using the summary-address 10.1.0.0 255.255.252.0 command.

C. Summarize by using the area range command on ABRs

D. Configure the summary-address 10.1.0.0 255.255.252.0 command under OSPF process.

Answer: C

NEW QUESTION 7

- (Exam Topic 3)

The network administrator must implement IPv6 in the network to allow only devices that not only have registered IP addresses but are also connecting from
assigned locations. Which security feature must be implemented?

A. IPv6 Snooping

B. IPv6 Destination Guard

C. IPv6 Prefix Guard

D. IPv6 Router Advertisement Guard
Answer: A

NEW QUESTION 8
- (Exam Topic 3)
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Refer to the exhibit Users from the 192 168.2.0/24 network cannot connect to the 172.16 2 32/28 network Which configuration resolves the issue'?

A)
R4(config)#ip route 0.0.0.0 0.0.0.0 172.16.2.1

B)
R1(config#route-map REDIST permit 10
R1(config-route-map)#match ip address 15

R1(config-route-map)= set metric 1000 10 255 1 1500
R1(config-route-map Fexit

R1(configy access-list 15 permit 192.168.2.0 0.0.255.255

C)

R1(config-router #router eigrp 100
R1(config-router #redistribute rip

R1(config-router F*default-metric 10000 100 255 100 1500

D)

R1(config Frouter eigrp 100
R1(config-router #network 192,168.0.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 9
- (Exam Topic 3)
Refer to the exhibit.
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Area 0

QSPF

[ Area 21

R5# show ip 0spf 1 | begin Area 36

Area 36

MNumber of interfaces in this area is 2

Itis a NS5A area
Area has no authentication

Area 36

SPF algorithm last executed 00:32:46.376 ago

SFF algorithm executed 13 times
Area ranges are
172.16.0.0/16 Passive Advertise

The network engineer configured the summarization of the RIP routes into the OSPF domain on R5 but

RIF

F1i0 !--iaU% .

still sees four different 172.16.0.0/24 networks on R4. Which action resolves the issue?

A. R5(config)#router ospf 1 R5(config-router)#no areaR5(config-router)#summary-address 172.16.0.0 255.255.252.0

B. R4(config)#router ospf 99R4(config-router)#network 172.16.0.0 0.255.255.255 area 56R4(config-router)#area 56 range 172.16.0.0 255,255.255.0

C. R4(config)#router ospf 1 R4(config-router)#no areaR4(config-router)#summary-address 172.16.0.0 255.255.252.0

D. R5(config)#router ospf 99R5(config-router)#network 172.16.0.0 0.255.255.255 area 56R5(config-router)#area 56 range 172.16.0.0 255.255.255.0

Answer: A

Explanation:

Area 36 is a NSSA so R5 is an ASBR so we can summarize external routes using the “summaryaddress” command. The command “area area-id range” can only

be used on ABR so it is not correct.

The summarization must be done on the ASBR which is R5, not R4 so the correct answer must be started with “R5(config)#router ospf 1”.

Note: The “no area” command is used to remove any existing “area ...” command (maybe “area 56 range ...” command).

NEW QUESTION 10
- (Exam Topic 3)
Refer to the exhibit.
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An engineer configured IP SLA on R1 to avoid the ISP link flapping problem. but it is not working as designed IP SLA should wait 30 seconds before switching
traffic to a secondary connection and then revert to the primary link after waning 20 seconds, when the primary link is available and stabilized. Which configuration

resolves the issue?

A. R1(config)#ip sla 700R1(config-ip-sla)#delay down 30 up 20
B. R1(config)#ip sla 700R1(config-ip-sla)#delay down 20 up 30
C. R1(config)#track 700 ip sla 700R1(config-track)#delay down 30 up 20
D. R1(config)#track 700 ip sla 700R1(config-track)#delay down 20 up 30

Answer: C
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Explanation:
“wait 30 seconds before switching traffic to a secondary connection” -> delay down 30 “then revert to the primary link after waiting 20 seconds” -> up 20
Under the track object, you can specify delays so we have to configure delay under “track 700 ip sla 700" (not under “ip sla 700").

NEW QUESTION 10

- (Exam Topic 3)
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Refer to the exhibit. A network engineer is troubleshooting a failed link between R2 and R3 No traffic loss is reported from router R5 to HQ Which command fixes
the separated backbone?

A. R2(config-router)#no area 21 stub
B. R2(config_router)#area 21 virtual-link 192.168.125.5
C. R3(config-router)#area 21 virtual-link 192.168.125.5
D. R3(config-router)#no area 21 stub

Answer: D

NEW QUESTION 15
- (Exam Topic 3)

Flttshow cef inter e/

Ethernetlfd is up (if number 3}
Corresponding hwidb fast_if_number 3
Corresponding bwidk firstsw-=if_number 3 ISP
Internet address is 209.165.200.226/30
ICMP redirects are abways sent
Per packet load-sharing is disabled
IP unicast RPF check is erabled Eo/1
Input features; uRPF
IF policy routing is disabled B3

<Output Omitted

E0/fo
Rl
Eny1

R1#sh cef interface eQf1

EthernetOf] is up (if_number 4}
Corresponding hwidb fast_if_number 4
Corresponding hwidb fiestaw-=il number 3
Internet address is 200,165, 20L.2/20 E0/1
ICMP redirects are always sent
Per packet load-sharing is disablad
IF unicast RPF chack is disablad Ral
IF polcy rauting 15 disabled

=0utput Omitted=

I5P-B

Reglonal Data Center

Refer to the exhibit. The company implemented uRPF to address an antispoofing attack. A network engineer received a call from the IT security department that
the regional data center is under an IP attack Which configuration must be implemented on R1 to resolve this issue?

interface ethermetd/
ip verify unicast reverse-path

interface ethemeti/M
ip verify unicast reverse-path

interface ethermetl/1
ip unicast RPF check reachable-via any allow-default allow-self-ping

interface ethernetl/0
ip unicast RPF check reachable-via any allow-default allow-self-ping

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 18

- (Exam Topic 3)

An engineer is creating a policy that overrides normal routing behavior.if the route to a destination of 10.100.100.0/24 is withdrawn from the routing
Table, the policy must direct traffic to a next hop of 10.1 1.1. if the route is present in the routing table, then normal forwarding must occur. Which
configuration meets the requirements?
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A. access-list 100 permit ip any any'!route-map POLICY permit 10 match ip address 100set ip next-hop recursive 10.1.1.1

B. access-list 100 permit ip any 10.100.100.0 0.0.0.255!'Route-map POLICY permit 10 match ip address 100set ip default next-hop 10.1.1.1
C. access-list 100 permit ip any 10.100.100.0 0.0.0.255!route-map POLICY permit 10 match ip address 100set ip next-hop 10.1.1.1!route map POLICY permit 20
D. access-list 100 permit ip any 10.100.100.0 0.0.0.255!route map POLICY permit 10 match ip address 100Set ip next-hop recursive 10.1.1.1!route-map POLICY

permit 20

Answer: D

NEW QUESTION 22
- (Exam Topic 3)

Rl (config) #interface GigabitEthernet 0/0
Rl (config-if)#ip address 10.10.10.10 255.255.255.252
Rl (config-if)#ospfvd 1 ipvd area 0

R2 (config) #interface GigabitEthernet 0/0

R2 (config-if)#ip address 10.10.10.11 255.255.255.252
R2 (config-if) #ospfv3 10 ipv4d area 0

R2 (config-if) #ospfv3 network broadcast

Refer to the exhibit An engineer is troubleshooting an OSPF adjacency issue between directly connected routers R1 and R2 Which configuration resolves the

issue?
A)

R1(config)#interface GigabitEthernet 0/0
R1(config-ifj=ospfv3d network broadcast
B)
R2(config #interface GigabitEthernet 0/0
R2(config-if)=ip address 10.10.10.9 2565.2565.2565.262
C)

R1(config#¥interface GigabitEthernet 0/0
R1(config-if)zospfvd 10 ipv4 area 0

D)

R2(config)#interface GigabitEthernet 0/0
R2(config-if)*no ospfv3 network broadcast

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 23
- (Exam Topic 3)

1

O

Lsersu?

———1
——

MME Server
10.221.10.11

Core_Swil#
access-list 11 permit 10.221.10.11
access-list 20 permit 10.221.10.10
access-list 22 permit 10.221.10.12
R1 !

snmp-server community CiscUs3r RO 20
snmp-server community CiscOwrus3r R 20

snmp-server group NETVIEW w2 priv read NETWIEW access 20
snmp-server group NETADMIN v priv read NETVIEW write NETADMIN accass 20

A. access-list 20 permit 10.221.10.12
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B. snmp-server group NETVIEW v2c priv read NETVIEW access 20
C. snmp-server group NETADMIN v3 priv read NETVIEW write NETADMIN access 22
D. access-list 20 permit 10.221.10.11

Answer: D

NEW QUESTION 26
- (Exam Topic 3)

192 788 680732

VLAM 5 192188 5. 10
VLAN T 182.184.7 10
VLAN 7 192.188.2. 10
VLAN 29 192.168.29.10
VLAM 80 192 168 80 10
VLANM & 192.168.6.10

192 168 80025

Refer to Ihe exhibit After an engineer configured a new Cisco rouler as a DHCP server, users reponed iwo primary issues:
> Devices in the HR subnet have intermittent connectivity problems.

> Workstations in the LEGAL subnet cannot obtain IP addresses.
Which configurations must the engineer apply to ROUTER_1 to restore connectivity for the affected devices?

interface GigabitEthernet0/0.5
encapsulation dot1Q 5
ip address 192.168.5.10 255.255.255.0
ip helper-address 192.168.39.100

'

interface GigabitEthernet0/0.80
encapsulation dot1Q 80
ip address 192.168.80.10 255.255.255.128
ip helper-address 192,168.39.100

]

ip dhcp excluded-address 192.168.5.1 192.168.5.10
ip dhep excluded-address 192.168.80.1 192.168.80.10
]

ip dhcp pool LEGAL
network 192.168,80.0 255.255.255.128
default-router 192.168.80.10

ip dhep pool HR
network 192.168.5.0 255.255.255.0
default-router 192,168.5.10

Cinterface GigabitEthernet0/0.5
encapsulation dot1Q 5
ip address 192.168.5.10 255.255.255.0
ip helper-address 192.168.39.100
]

interface GigabitEthernet(/0.80
encapsulation dot1Q 80
ip address 192.168.80,10 255.255.255.128
ip helper-address 192.168.39.100

L]

ip dhep excluded-address 192.168.80.1 192.168.80.10
]

ip dhep pool LEGAL
network 192.168.80.0 255.255.255.128
default-router 192.168.80.10

]

ip dhcp pool HR
network 192.168.5.0 255.255.255.0
default-router 192.168.5.10
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interface GigabitEthernet0/0.5

encapsulation dot1Q 5

ip address 192.168.5.10 255.255.255.0
ip helper-address 192.168.93.100

inter!m: e GigabitEthernetl/0.80

encapsulation doti1Q 80

ip address 192.168.80.10 255.255.255.128
ip helper-address 192.168.39.100

ip dhcp excluded-address 192.168.5.1 192.168.5.1
ip dhcp excluded-address 192.168,80.1 192.1668.80.10

;p dhcp pool LEGAL

network 192.168.80.0 255.255.255.128
default-router 192.168.80.10

ip dhep pool HR

network 192.168.5.0 255.255.255.0

default-router 192.168.5.10

interface GigabitEthernet0/0.5

encapsulation dotiQ 5

ip address 192,168.5.10 255.255.255.0
ip helper-address 192.168.39.100

interface GigabitEthernet0/0.80

encapsulation dot1Q 80

ip address 192.168.80.10 255.255.255.128
ip helper-address 192.168.39.100
]

;p dhcp excluded-address 192.168.5.1 192.168.5.5
ip dhep excluded-address 192.168.80.1 192.168.80.110

ip dhep pool LEGAL

network 192,168.80.0 255.255.255.128
default-router 192.168.80.10

;p dhcp pool HR

network 192.168.5.0 255.255.255.0

default-router 192.168.5.10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 29
- (Exam Topic 3)

Configure individual VRFs for each customer according to the topology to achieve these goals :

Tepolegy Diagram
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R1 R2 SW1 SW2 SW2 SWd

CEuncedl irsees Topobogy lasks
Ll
Configure individual WRFs for each customer according o
the topology 1o achieve these Qoals
1. YRF “cu-red” has interfaces on routers R1 and R2
Both routers are preconfigured with 1P addressing
VRFs, and BGF. Do not use the BGP network

statemeant for adveartisamaeant

2. VRF cu-greaen” has interfaces on routers R1 and R2

3. BGP on router R1 populates WHF roules batwaan
router R1 and R2

4. BGP on router B2 papulates WHF roules betwaen
router R1 and R2

5. LAMN to LAM s reachable betwean SW1 and SW3 for
VIRF “cu-reed amnd between SW2 and SWa for VIRF

cu-graen”. AR Swichas are preconliguread

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Solution:

® Use cu-red under interfaces facing SW1 & SW3:

On R1:

interface Ethernet0/0

ip vrf forwarding cu-red

ip address 192.168.1.254 255.255.255.0

Check reachability to SW1: R1#ping vrf cu-red 192.168.1.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
On R2:

interface Ethernet0/0

ip vrf forwarding cu-red

ip address 192.168.2.254 255.255.255.0

Check reachability to SW3: R2#ping vrf cu-red 192.168.2.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
> Use vrf cu-green for SW2 & SW4.

On R1:

interface Ethernet0/1

ip vrf forwarding cu-green

ip address 192.168.20.254 255.255.255.0

Test reachability to SW2: R1#ping vrf cu-green 192.168.20.1 Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.22.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/favg/max = 1/1/1 ms
On R2:

interface Ethernet0/1

ip vrf forwarding cu-green

ip address 192.168.22.254 255.255.255.0

Test reachability to SW4: R2#ping vrf cu-green 192.168.22.1 Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM 300-410 Dumps From Exambible
exam blb|@ https://www.exambible.com/300-410-exam/ (530 Q&AS)

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/1/1 ms
» OnR1:

interface Ethernet0/2.100 mpls ip

|

interface Ethernet0/2.200 mpls ip

!

Configure BGP:

router bgp 65000

neighbor 10.10.10.2 remote-as 65000

neighbor 10.10.20.2 remote-as 65000

!

address-family vpnv4 neighbor 10.10.10.2 activate

neighbor 10.10.20.2 activate exit-address-family

!

address-family ipv4 vrf cu-green redistribute connected
exit-address-family

!

address-family ipv4 vrf cu-red redistribute connected
exit-address-family

!

R1(config)#ip vrf cu-red

R1(config-vrf)#route-target both 65000:100

!

R1(config)#ip vrf cu-green

R1(config-vrf)#route-target both 65000:200

» OnR2:

interface Ethernet0/2.100

mpls ip

!

interface Ethernet0/2.200 mpls ip

!

router bgp 65000

neighbor 10.10.10.1 remote-as 65000

neighbor 10.10.20.1 remote-as 65000

!

address-family vpnv4 neighbor 10.10.10.1 activate

neighbor 10.10.20.1 activate exit-address-family

!

address-family ipv4 vrf cu-green redistribute connected
exit-address-family

!

address-family ipv4 vrf cu-red redistribute connected
exit-address-family R2(config)#ip vrf cu-red

R2(config-vrf)#route-target both 65000:100

!

R2(config)#ip vrf cu-green

R2(config-vrf)#route-target both 65000:200

2 Verification:

From SW1 to SW3: SW1#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
But can’'t Reach SW2 or SW4 in VRF cu-green: SW1#ping 192.168.22.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.22.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

SWi#ping 192.168.20.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

Same Test for SW2: From SW2 to SW4: SW2#ping 192.168.20.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
But can’'t Reach SW3 or SW1 in VRF cu-red: SW2#ping 192.168.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

SW2#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

Both R1 & R2 has separate tables for VRFs cu-red and cu-green.

NEW QUESTION 32
- (Exam Topic 3)
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v 162 168 7 024
cat O5PF AREA O i, - EIGRF 100 ot -
“,LI‘I Eth “L‘.h Em ~ N
00 10 99 66 030 00 N o1 10 90 69 000 O ﬁ

.I.II. 197 168 200 074

T 15 0 1502

Trl#show route LA
route-map FROM->EIGRP, permit, segquence 10
Match clauses:
ip address (access-1ists): 10
Salb clansaes:
Polioy routing matches: 0 packets, 0 bytes
Ri#show run | sec router
router elgrp 100
network 10.9%6.6%.0 0.0.0.3
no aunto-summary
elgrp router-id 1.1.1.1
router ospf 100
router-id 1.1.1.1
log-adjacency -changes
redistribute eigrp 100 subnets route-map FROM->EIGRP
network 10.9%%.6%.0 0.0.0.3 area 0
Rl#show ip accass-list
Standard IP access list 10
10 parmit 192.168.16.0, wildcard bits 0.0.3,255%

11 permit 1%2.168.0.0, wildcard bits 0.0.7.255

20 deny any

Refer to the exhibit The engineer configured route redistribution in the network but soon received reports that R2 cannot access 192 168 7 0/24 and 192 168 15
0/24 subnets Which configuration resolves the issue?

Bl {contigq)fip acoess-list standard 10

Bl {config-std-nacl)fne 10 permit

Bl {config-std-nacl)fne 11 permit

Rl {config-std-nacl}#10 permit 192.1668.0.0 0.0.3.255
Bl {config-std-nacl)#1l permit 192, 1G668.08.0 0.0.3.255

Bl (contig) #ip aceoess-list standard 10
Rl (config-std-nacl) fnoe 10 permit
El (config-std-nacl) #no 11 permit

L]
(]
(%]

El (config-std-nacl) #10 permit 15%2.168.0.0 0.0.7.
Bl (config-std-nacl) #11 permit 192.168.8.0 0,0.3.

Pt
i
n

Bl {contiqg)fip access-1ilst standard 10

Bl {config-std-nacl)fne 10 permit

Bl {config-std-nacl)fne 11 permit

Bl {config-std-nacl)#10 permit 15%2,.168.0.0 0.0.3.255

Rl{config-std-nacl)#1ll permit 1%2.168.8.0 0.0.7.25%

Rl (config)#ip access-1list standard 10

Bl (config-std-nacl)#no 10 permit

El (config-std-nacl) $no 11 permit

Bl {config-std-nacl) #10 permit 1%2.168.4.0 0.0,3,255
Rl {config-std-nacl) #11 permit 192,168,120 0.0.3.255

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 36

- (Exam Topic 3)

Which MPLS value is combined with the IP prefix to convert to a VPNv4 prefix?
A. 16-byte Route Distinguisher

B. 8-byte Route Target

C. 16-byte Route Target

D. 8-byte Route Distinguisher

Answer: D
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NEW QUESTION 39

- (Exam Topic 3)

The network administrator configured the router for Control Plane Policing to limit OSPF traffic to be policed to 1 Mbps. Any traffic that exceeds this limit must also
be allowed at this point for traffic analysis. The router configuration is:

access-list 100 permit ospf any any
|

class-map CM-OSPF match access-group 100
|

policy-map PM-COPP class CM-OSPF

police 1000000 conform-action transmit
|

control-plane
service-policy output PM-COPP
The Control Plane Policing failed to monitor and police OSPF traffic. Which configuration resolves this issue?

no access-ist 100
accesslist 100 permit top any any eg 179
access-list 100 permit ospf any amy
access-list 101 permit tcp any any range 22 23
1
'
class-map CM-MGMT

na match access-group 100

match access-group 101
[ ]
cantrol-plane

no service-policy eutput PM-COPP
zenvice-palicy Input PM-COPP

' ¥

Mo access-list 100

access-ist 100 permit tcp any any eq 178
access-list 100 permit tcp any any range eq 22
access-list 100 permit tep any any range ¢q 23
access-dist 100 permit ospf any any

conftrol-plane
ng senice-policy eutput PM-COPP
service-policy input PM-COPP

ne access-list 100
accessdist 100 permit tcp any any eg 178
access-list 100 permit ospf any amy
accessdist 101 permit top any any range 22 23
1
1
clase-map CM-MGMT

na match access-group 100

match access-group 101

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 40

- (Exam Topic 3)

An engineer configured a router with this configuration

ip access-hst DENY TELNET

10 deny tcp any any eq 23 log-input

The router console starts receiving log message :%SEC-6-IPACCESSLOGP: list DENY_TELNET denied tcp 192.168.1.10(1022)(FastEthernet1/0
D508.89gb.003f) ->192.168.2.20(23), 1 packet"

Which action stops messages on the console while still denying Telnet?

A. Configure a 20 permit ip any any command

B. Remove log-Input keyword from the access list.

C. Replace log-input keyword with the log keyword in the access list.
D. Configure a 20 permit ip any any log-input command.

Answer: B

NEW QUESTION 43
- (Exam Topic 3)
Refer to the exhibit.
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Which action restores OSPF adjacency between R1 and R2?

A. Change the IP MTU of R1 Fa1/0 to 1300
B. Change the IP MTU of R2 Fa0/0 to 1300
C. Change the IP MTU of R1 Fal/0 to 1500
D. Change the IP MTU of R2 Fa0/0 to 1500

Answer: D

NEW QUESTION 44
- (Exam Topic 3)

A company is expanding business by opening 35 branches over the Internet. A network engineer must configure DMVPN at the branch routers to connect with the
hub router and allow NHRP to add spoke routers securely to the multicast NHRP mappings automatically Which configuration meets this requirement at the hub

router?
A}

interface TunnelO

Ip address 10.0.0.1 255 255 2550
'p nhrp authentication KEY 1

p nhrp nhs dynamic

ip nhrp network-id 10

tunneal mode mgre auto

B}

imerface TunnelD
ip address 10.0.0.1 255 255 255.0
P nhrp authentication KEY 4
ip nhrp registration no-unigque

ip nhrp network-id 10
Tunnel mode gre nmba

o)

imerface Tunnel)
P address 10.0.0.1 255 255 7255 0
ip nhrp authentication KEY 1
Ip nhrp map multicast dynamic
ip nhrp netwaork-id 10
tunnel mode gre multipoint

)

interface Tunneld

ip address 10.0.0.1 255 2585 o255 o
Ip nhrp authentication KEY1

t_p nhrp map multicast 224 0.0.0
g nhrp network-id 10

tunnel mode gre ipvd

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: C

Explanation:

The command “ip nhrp map multicast dynamic” allows NHRP to automatically add spoke routers to the multicast NHRP mappings.

NEW QUESTION 49
- (Exam Topic 3)
Refer to the exhibit.
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u A
LAY

*

192.1.10.0/24

[cor0)

A u M

f =00 el ‘.‘

: _Ql.'}z.l.zu.urznl D— oy
B2

192.1.30.0/24

',
"L

> R3

An engineer must configure DMVPN Phase 3 hub-and-spoke topology to enable a spoke-to-spoke tunnel. Which NHRP configuration meets the requirement on
R6?

Interface Tunnal 1

ip address 192,168,1.1 255.255.255.0
tunnel source e 00

tunnel mode gre multipoint

ip nhrp network-id 1

interface Tunneli

ip nhrp authentication Cisco123
ip nhrp map multicast dynamic
ip nhrp network-id 1

ip nhrp holdtime 300

ip nhrp redirect

interface Tunneli

ip nhrp authentication Cisco123
ip nhrp map multicast dynamic
ip nhrp network-id 1

ip nhrp holdtime 300

ip nhrp shortcut

Interface Tunnel 1

ip address 192.168.1.1 255.255.255.0
tunnel source & 0N

tunnel mode gre multipeint

ip nhrp network-id 1

ip nhrp map 192,168.1.2 192.1.20.2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 52
- (Exam Topic 3)
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IQuUTerD SiQIp 1
variance I

Rl#show ip eigzrp topology 172.16.100.5 255.255,.2358.255%

IP-EIGRF (RS 1): Topology encry for 172.16.100.35/732

Rourting Descriptor Blocks:
10.4.1.5% (Echernetl/0), from 10.4.1.5, Send flag i1a Ox0
Coxpomice mecrric is (40%600/128256)., Rouce im Internal
Vector metrio:r
Minircue bandwideh is 10000 Kbim
Totml delay is 000 microseconds
Reliability is 255/255
Load is 17255
Minimuom MIU ia 1500
Hop count im 1
10.3.1.6 (Serial3f0), frem 10.3.1.6, Send flag i1s Owmd
Composite metric i1s (433200/409%600). Route is Internal
Vactor matric:
Himisus bandwidth 13 10000 KS1T
Total delay i1a 7000 microseconds

Ealiabilicy i3 3557355

Load i3 1/255

Mimimum MIU 1s 1500

Hep count is 1

10.3.1.¢ (Seriall/0), frem 10.3.1.4, Send flag Lis OxD

Coxposite metric 1s (433200/409€00), Route is Incernal
Vector mecric:

Hinimum bandwidth is 10000 Kbit

Total delay 13 7000 microssconds

Reliabilicy is 255/255

Load is 17255

Mimimupe MIU s 1300

op count is 2

State iy Peassive, Ouery origin flag is 1, 1 Succeasscr(s), FD is 409600

Refer to the exhibit. A network engineer troubleshooting a packet drop problem for the host 172.16.100.5 notices that only one link is used and installed on the
routing table, which saturates the bandwidth. Which action must the engineer take to resolve the high bandwidth utilization problem and share the traffic toward

this host between the two available links?

A. Set the eigrp variance equal to 4 to install a second route with a metric not larger than 4 times of the best metric.

B. Change the EIGRP delay metric to meet the feasibility condition.

C. Set the eigrp variance equal to 3 to install a second route with a metric not larger than 3 times of the best metric.

D. Disable the eigrp split horizon loop protection mechanism.

Answer: B

NEW QUESTION 56
- (Exam Topic 3)
Refer to the exhibit.

RZH show ip ospf neighbor
Haighbor ID Pri State Doad Tima Addross

router-64

B3§ show ip ospf neighbor
Nt-.l.t_jhl':lnt In Pri State Dead T Address

192 . 168.99 .2 1 EXCHANGE /S 00:00:36 192 . 168 .

192 .168.9%.1 1 EXSTARTS - 00:00:33 192.168.

Intar faca
99.1 Seriald/fl

ITnbearf ace
99.2 Seriald/l

192.168.99.1/30
S0

192.168.99.2/30

G0/0
10.1.11.1/30

10.1.11.2/30
G0/0

S0/1 %

An OSPF neighbor relationship between R2 and R3 is showing stuck in EXCHANGE/EXSTART state. The neighbor is established between R1 and R2. The
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network engineer can ping from R2 to R3 and vice versa, but the neighbor is still down. Which action resolves the issue?

A. Restore the Layer 2/Layer 3 conectivity issue in the ISP network.
B. Match MTU on both router interfaces or ignore MTU.

C. Administrative "shut then no shut" both router interfaces.

D. Enable OSPF on the interface, which is required.

Answer: B

Explanation:

After two OSPF neighboring routers establish bi-directional communication and complete DR/BDR election (on multi-access networks), the routers transition to the
exstart state. In this state, the

neighboring routers establish a master/slave relationship and determine the initial database descriptor (DBD) sequence number to use while exchanging DBD
packets.

Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor’s router. The problem occurs when the maximum
transmission unit (MTU) settings for neighboring router interfaces don’t match. If the router with the higher MTU sends a packet larger that the MTU set on the
neighboring router, the neighboring router ignores the packet.

NEW QUESTION 58

- (Exam Topic 3)

A network administrator successfully established a DMVPN tunnel with one hub and two spokes using EIGRP. One of the requirements was to enable spoke-to-
spoke tunnels through the hub router using EIGRP. Which configuration command must the engineer configure to meet the requirement?

A. no ip eigrp 1 mode multipoint
B. no ip eigrp 1 split-horizon

C. no ip eigrp 1 tunnel-redirect
D. no ip eigrp 1 mode mgre

Answer: B
NEW QUESTION 62

- (Exam Topic 3)
Refer to the exhibit.

| A\
f'!y @

Irwalid encrypled password: Ciscom@123

Rl{configjfusername Admin password 7 Cisco@123 ‘

An engineer is trying to add an encrypted user password that should not be visible in the router configuration. Which two configuration commands resolve the
issue? (Choose two)

. password encryption aes

. username Admin password Cisco@maedeh motamedi

. username Admin password 5 Cisco@maedeh motamedi
. username Admin secret Cisco@maedeh motamedi

. No service password-encryption

. service password-encryption

mTmoOw>

Answer: DF

NEW QUESTION 64
- (Exam Topic 3)
Refer to the exhibit.
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ipv6 Iinspect udp idle-time 3600
ipv6G inspect name 1pvB-firewall tcp
Ipvb inspect name 1pvb-firewall udp

Ipvb access-list ipvb-internet

deny ipv6 any FECO. /10

deny ipv6 any FFOO /8

permit ipv6 any FF02 /16

permit ipv6 any FFOE /16

permit udp any any eq domain log

Interface gi0/1

ipv6 traffic-filter ipv6-internet in
ipv6 inspect ipv6-firewall in
ipv6 inspect ipv6-firewall out

A network administrator configured name resolution for IPv6 traffic to be allowed through an inbound access list. After the access list is applied to resolve the
issue, name resolution still did not work. Which action does the network administrator take to resolve the name resolution problem?

A. Remove ipv6 inspect ipv6-firewall in from interface gi0/1

B. Add permit udp any eq domain any log in the access list.

C. inspect ipv6 inspect name ipv6-firewall udp 53 in global config.
D. Add permit any eq domain 53 any log in the access list.

Answer: A

NEW QUESTION 67

- (Exam Topic 3)

The network administrator is tasked to configure R1 to authenticate telnet connections based on Cisco ISE using RADIUS. ISE has been configured with an IP
address of 192.168.1.5 and with a network device pointing towards R1 (192.168.1.1) with a shared secret password of Ciscol123. If ISE is down, the administrator
should be able to connect using the local database with a username and password combination of admin/cisco123.

The administrator has configured the following on R1:

aaa new-model
]

username admin password cisco123
I

radius server ISE1
address ipv4 192.168.1.5

key Cisco123
I

aaa group server tacacs+ RAD-SERV

server name ISE1
[]

:aaa authentication login RAD-LOCAL group RAD-SERV

ISE has gone down. The Network Administrator is not able to Telnet to R1 when ISE went down. Which two configuration changes will fix the issue? (Choose two.)

Jlinevty 04
login authentication RAD-LOCAL

linevty 0 4
login authentication default

line vty 0 4
login authentication RAD-SERV

aaa authentication login RAD-SERV group RAD-LOCAL local

aaa authentication login RAD-LOCAL group RAD-SERV local

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: CE
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NEW QUESTION 69
- (Exam Topic 3)

RiP
10 40 D030~

routar aigrp 100
redistribate ospf 100 metric
1 10000 200 200 1500
notwork 10.20.0.0 0.0.0.
network 172.16.23.0 0.0.
Aulo-Sunmary
router ospf 100
router-id 2.2.2.2
log-adjacency-changes
rediatributs aigrp 100
matric 15000 subnats
network 10.20.0.0 0.0.0.3
area D
e

k|
0.3

]
s OSPF
{ =] i
£ |AREAD | ENGRP AS 100
g :
: ¢
! y Y
n - W12 -
7
R2 Rl
EZ2¥#sho run | sec router Rl

182 168 200 024

Rlé#sgho run | sec router

router sigrp 100

redistribute rip metric 1 10 255 255% 1500
notwark 10.0.0.0

AULS = 5 mm FY

eigrp router-id 1.1.1.1

router ospf 100

routear=-1d 1.1.1.1

log-ad jacency-changes

network 10.20.0.0 0.0.0.3 area 0
routar rip

redistribute sigep 100 metele 1
network 10.0.0.0

nlw

Refer to the exhibit The route to 192 168 200 0 is flapping between R1 and R2 Which set of configuration changes resolves the flapping route?

R2{config®router ospf 100

R2iconfig-router)#no redistribute eigrp 100
R2{config-router Fredistribute eigrp 100 metric 1 subnets

R1{config®no router rip
R1(config wip route 192.168.200.0 255.255.255.0 10.40.0.2

R2(config@router eigrp 100
R2{config-router j#ne redistribute espf 100
R2icanfig-router redistribute rp

Ri{config ®router ospf 100
R1{config-router Eredistribute rip metric 1 metric-type 1 subnets

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 74
- (Exam Topic 3)

10.92.18.0/30

INTERNET

&0

Hub Spoke
Tunnel 0 Tunnel 0
100801 10.0.80.2

42/0.10

10.2 100.0/24

10.3.100.0/24

10.7.44.0/30 .

Refer to the exhibit An engineer must connect the Reno and Detroit spokes using DMVPN phase 2 Hub tunnel configuration is
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Dallas
Interface Tunnel0

ip address 10,0.80.1 255.255.255.0
ip nhrp authentication cisco123

ip nhrp map multicast dynamic
ip nhrp network-id 5

tunnel source Serial0/0

tunnel mode gre multipoint

Which configuration accomplishes the task?

Reno

interface TunnelQ

ip address 10.0.80.3 255.255,255.0
ip nhrp authentication ciscol21
ip nhrp map multicast 10.82.18.2
ip nhrp map 10.0.80.1 10.82.18.2
ip nhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.238.194.2

tunnel mode gre multipoint

Deetron

interface Tunnel0

ip address 10.0.80.4 255.255.255.0
ip nhrp authentication cisco321
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map multicast 10.82.18.2
ip nhrp network-id 5

ip nhrp nhs 10.0.80.1

tunnel source 10.7.44.2

tunnel mode gre multipoint

Reno

interface Tunnel0

ip address 10.0.80.3 255.255.255.0
ip mhrp authentication ciscoi23
ip nhrp map multicast 10.92.18.2
ip mhrp map 10.92.18.2 10.0.80.1
ip nhrp network-id 5

ip nhrp nhs 10.0.80.1

tunnel source 10.238.154.2

tunnel mode gre multipolint

Detron

interface TunnelD

ip address 10.0.80.4 255.255.255.0
ip nhrp authentication cisco123
ip nhrp map 10.92.18.2 10.0.80.1
ip nhrp map multicast 10.92.18.2
ip nhrp network-id §

Ip mhrp nhs 10.0.80.1

tunnel source 10.7.44 2

twnnel mode gre multipolnt

interface Tunnel0

ip address 10.0.80.3 255 255.256.0
ip nhrp authentication cisco123
ip nhrp map broadcast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.238.194.2

tunnel mode gre multipoint

Dietrost
interface Tunnel0
ip address 10,0.80.4 255.255.265.0
ip nhrp authentication cisco123
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map broadcast 10.92.18.2
ip nhrp network-id 8
ip nhrp nhs 10.0.80.1
tunnel source 10.7.44.2
tunnel mode gre multipoint
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Renc

interface Tunnel0

ip address 10.0.80.3 255 255 26560
ip nhrp authentication cisco123
ip nhrp map multicast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
Ip nhrp network-id §

lp nhrp nhs 10.0.80.1

twnnel source 10.238.194.2

tunnel mede gre multipoint

Datroat

interface Tunnell

ip address 10.0.80.4 255.255.255.0
ip nhrp authentication cisco123
Ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map multicast 10.92.18.2
ip nhrp network-id §

Ip nhrp nhs 10.0.80.1

winnel source 10.7.44.2

tunnel mode gre multipoint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 76
- (Exam Topic 3)
What is considered the primary advantage of running BFD?

A. reduction in time needed to detect Layer 2 switched neighbor failures
B. reduction in time needed to detect Layer 3 routing neighbor failures
C. reduction in CPU needed to detect Layer 2 switch neighbor failures
D. reduction in CPU needed to detect Layer 3 routing neighbor failures

Answer: B
NEW QUESTION 77

- (Exam Topic 3)
Refer to the exhibit.

Lol 1.1.1.1
Rl
e r.—_ .
i .-:-“.'"-r'_---.l
I 7 & 4
192164, 12 .0/24 __J'. ' w192, 168,13.0/24
2/ \, 3
i'-:-ﬁ;'*.’»-—ﬁil -
R2 R3
Lol: 2.2.2.2 Ladi 3.3.3.3

An engineer has configured R1 as EIGRP stub router. After the configuration, router R3 failed to reach to R2 loopback address.
Which action advertises R2 loopback back into the R3 routing table?

A. Add a static route for R2 loopback address in R1 and redistribute it to advertise to R3.

B. Use a leak map on R1 that matches the required prefix and apply it with the distribute list command toward R3.
C. Use a leak map on R3 that matches the required prefix and apply it with the EIGRP stub feature.

D. Add a static null route for R2 loopback address in R1 and redistribute it to advertise to R3.

Answer: B

Explanation:

The EIGRP stub feature is useful to prevent unnecessary EIGRP queries and to filter some routes that you advertise. What if you want to configure your router as
a stub router but still make an exception to some routes that it advertises? That is possible with the leak-map feature. This is how to configure leak-map in this
guestion:

R1(config)#ip access-list standard R2_L0 R1(config-std-nacl)#permit host 2.2.2.2 R1(config)#route-map R2_L0_LEAK R2(config-route-map)#match ip address
R2_L0 R1(config)#router eigrp 1

R1(config-router)#eigrp stub leak-map R2_L0O_LEAK

NEW QUESTION 81
- (Exam Topic 2)
Refer to the exhibit.
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Router# show ip route

2 0.0.0/24 15 subnetied, 1 subne

The OSPF routing protocol is redistributed into the BGP routing protocol, but not all the OSPF routes are distributed into BGP Which action resolves the issue?

A. Include the word external in the redistribute command

B. Use a route-map command to redistribute OSPF external routes defined in an access list
C. Include the word internal external in the redistribute command

D. Use a route-map command to redistribute OSPF external routes defined in a prefix list.

Answer: C

Explanation:

If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and inter-area routes are redistributed into BGP, by default. You can
use the internal keyword along with the redistribute command under router bgp to redistribute OSPF intra- and inter-area routes.

Use the external keyword along with the redistribute command under router bgp to redistribute OSPF external routes into BGP.

-> In order to redistribute all OSPF routes into BGP, we must use both internal and external keywords. The full command would be (suppose we are using OSPF
1):

redistribute ospf 1 match internal external

Note: The configuration shows match internal external 1 external 2. This is nhormal because OSPF automatically appends “external 1 external 2" in the
configuration. In other words, keyword external = external 1 external 2. External 1 = O E1 and External 2 = O E2. Reference:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/5242-bgp-ospf-redi s.html

NEW QUESTION 82
- (Exam Topic 3)
What is a function of an end device configured with DHCPv6 guard?

A. If it is configured as a server, only prefix assignments are permitted.

B. If it is configured as a relay agent, only prefix assignments are permitted.

C. Ifitis configured as a client, messages are switched regardless of the assigned role.
D. If it is configured as a client, only DHCP requests are permitted.

Answer: C

Explanation:

The DHCPv6 Guard feature blocks reply and advertisement messages that come from unauthorized DHCP servers and relay agents.

Packets are classified into one of the three DHCP type messages. All client messages are always switched regardless of device role. DHCP server messages are
only processed further if the device role is set to server. Further processing of server messages includes DHCP server advertisements (for source validation and

server preference) and DHCP server replies (for permitted prefixes).
If the device is configured as a DHCP server, all the messages need to be switched, regardless of the device role configuration.

NEW QUESTION 83
- (Exam Topic 3)
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10.1.1.10/24

~“"10.1.1.1/24 ~.
- iy

.'r .T.E#. . A\

S T —

L 192.168.12.0/24

7 192.168.4.0/24

f o — 5

&g ? =)

10.1.3. 1424 10.1 I.U‘?l_l
™ Area-245 -
Pc2 fPca
e g |
10.1.3.10/24 10.1.4.10/24

Refer to the exhibit A network administrator is troubleshooting to reduce the routing table of R4 and R5 to learn only the default route to communicate from Inter-
Area and Intra-Area networks Which configuration resolves the issue?
A)

R-12default area 245
R.44default area 245 default-cost
H-52default area 245 default-cost

R-1=area 245 stub no-summary

B)
H-1Zarea 245 stub no-summary

R-4%area 245 stub

R-52area 245 stub
C)
R-12default area 245 default-cost

R-4xdefault area 245
R-52default area 245

D)
R-1Zarea 245 stub

R-4%area 245 stub no-summary

R-5%Zarea 245 stub no-summarv

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 84
- (Exam Topic 3)

An administrator attempts to download the pack NBAR?2 file using TFTP from the CPE router to another device over the Gi0/0 interface. The CPE is configured as
below:
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-

hostname CPE
|

ip access-list extended WAN
L

remark => All UDP rules below for WAN 1D: 5420T92E35F99
permit udp any eq domain any
permit udp any any aq tftp
deny udp any any

!

interface GigabitEthernet0/0
<>

ip access-group WAN in

<. >

I

titp-server flash:pp-adv-csr1000v-1612.1a-37-53.0.0.pack

The transfer fails. Which action resolves the issue?

A. Change the WAN ACL to permit the UDP port 69 to allow TFTP

B. Make the permit udp any eq tftp any entry the last entry in the WAN ACL.
C. Change the WAN ACL to permit the entire UDP destination port range

D. Shorten the file name to the 8+3 naming convention.

Answer: B

NEW QUESTION 87
- (Exam Topic 3)
What is a characteristic of IPv6 RA Guard?

A. RA messages are allowed from the host port to the switch
B. It is unable to protect tunneled traffic

C. It filters rogue RA broadcasts from connected hosts

D. It is supported on the egress direction of the switch

Answer: C
NEW QUESTION 89

- (Exam Topic 3)
Refer to the exhibit.

g -

Area 0

H Area 5 H

3¢ 3¢

W1 SWa

An error message "an OSPF-4-FLOOD_WAR” is received on SW2 from SW1. SW2 is repeatedly receiving its own link-state advertisement and flushes it from the
network. Which action resolves the issue?

A. Change area 5 to a normal area from a nonstub area

B. Resolve different subnet mask issue on the link

C. Configure Layer 3 port channel on interfaces between switches
D. Resolve duplicate IP address issue in the network

Answer: D

NEW QUESTION 91

- (Exam Topic 3)

A network administrator added a new spoke site with dynamic IP on the DMVPN network. Which configuration command passes traffic on the DMVPN tunnel from
the spoke router?

A. ip nhrp registration ignore

B. ip nhrp registration no-registration
C. ip nhrp registration dynamic

D. ip nhrp registration no-unique
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Answer: D

NEW QUESTION 95
- (Exam Topic 3)
Refer to the exhibit.
ipv6 dhcp pool DHCPPOOL

address prefix 2001:0:1:4::/64 lifetime infinite infinite

interface FastEthernet0/0

ip address 10.0.0.1 255.255.255.240
duplex auto

speed auto

ipv6 address 2001:0:1:4::1/64

ipv6 enable

ipv6 nd ra suppress

ipv6 ospf 1 area 1

ipv6 dhcp server DHCPPOOL

Reachability between servers in a network deployed with DHCPV6 is unstable. Which command must be removed from the configuration to make DHCPv6

function?

A. ipv6 dhcp server DHCPPOOL

B. ipv6 address 2001:0:1:4::/64

C. ipv6 nd ra suppress

D. address prefix 2001:0:1:4::/64 lifetime infinite infinite

Answer: C
NEW QUESTION 96

- (Exam Topic 3)
Refer to the exhibit.
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Routers R1 and R2 have established a network adjacency using EIGRP, and both routers are advertising subnets to its neighbor. After issuing the show ip EIGRP

topology all-links command in R1, some prefixes are no showing R2 as a successor. Which action resolves the issue?

A. Rectify the incorrect router ID in R2.

B. Enable split-horizon.

C. Configure the network statement on the neighbor.
D. Resolve the incorrect metric on the link.

Answer: D

NEW QUESTION 100
- (Exam Topic 3)
Refer to the exhibit.
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The security department recently installed a monitoring device between routers R3 and R5, which a loss of network connectivity for users connected to R5.
Troubleshooting revealed that the monitoring device cannot forward multicast packets. The team already updated R5 with the correct configuration. Which
configuration must be implemented on R3 to resolve the problem by ensuring R3 as the DR for the R3-R5 segment?

A)

visit - https://www.exambible.com
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 104
- (Exam Topic 3)
Refer to Exhibit.

R1#sh ipvé access-list GUARD

IPw6 access ist GUARD

deny tcp any host 2001:DBS:A:B:: 10 eq telnet (6 matches) sequence 10

permit tcp host 2001:DB8:A:A:20 host 2001:DBS;A;B: 10 eq telnet sequence 20
permit tep host 2001:DB8:AA2 host 2001:DBE:D::1 eq www sequence 30
permut ipve 2001 DBE:AA /64 any (67 matches) sequence 40

PC2 is directly connected to R1. A user at PC2 cannot Telnet to 2001:db8:a:b::10. The user can ping 2001:db8:a:b::10 and receive DHCP-related information from
the DHCP server. Which action resolves the issue?

A. Remove sequence 10 and put it back as sequence 25.
B. Remove sequence 20 and put it back as sequence 45.
C. Remove sequence 30 and put it back as sequence 5.

D. Remove sequence 40 and put it back as sequence 15.

Answer: A

NEW QUESTION 106
- (Exam Topic 3)

TRl EE] R R T
.'.":..‘.31.. L

Refer to the exhibit. An engineer notices a connectivity problem between routers R1 and R2. The frequency of this problem is high during peak business hours.
Which action resolves the issue?

A. Increase the MTU on the interfaces that connect R1 and R2.

B. Increase the available bandwidth between R1 and R2.

C. Decrease the EIGRP keepallve and hold down timers on R1 and R2.
D. Set static EIGRP neighborship between R1 and R2.

Answer: B

NEW QUESTION 109
- (Exam Topic 3)
Which table is used to map the packets in an MPLS LSP that exit from the same interface, via the same next hop, and have the same queuing policies?

A.RIB

B. FEC
C.LDP
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D. CEF
Answer: B
NEW QUESTION 111

- (Exam Topic 3)
Refer to the exhibit.

LAN Segments LAN Segments
172.16.8.0/24 172.16.4.0/24
172.16.9.0/24 172.16.5.0/24
172.16.10.0/24 172.16.6.0/24
172.16.11.0/24 172.16.7.0/24

wa(2) OSPFArea0d (1) , (1) EGRP (2 o

¥R o0l e0/0 ¥ ™ o0 R

10.1.1.0/24 10.1.2.0/24
LA Chicago NewYork

The network administrator configured the Chicago router to mutually redistribute the LA and NewYork routes with OSPF routes to be summarized as a single route

in EIGRP using the longest summary mask:

router eigrp 100

redistribute ospf 1 metric 10 10 10 10 10

router ospf 1

redistribute eigrp 100 subnets

|

interface E 0/0

ip summary-address eigrp 100 172,16.0.0 255.255.0.0

After the configuration, the New York router receives all the specific LA routes but the summary route. Which set of configurations resolves the issue on the

Chicago router?

i interface E 01
ip summary-address eigrp 100 172.16.0.0 255.255.0.0

interface E 01
ip summary-address eigrp 100 172.16.8.0 255.255.252.0

router eigrp 100
summary-address 172.16.8.0 255.255.252.0

router eigrp 100
summary-address 172.16.0.0 255.255.0.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 116

- (Exam Topic 3)
What is the function of BFD?

A. It provides uniform failure detection regardless of media type.

B. It creates high CPU utilization on hardware deployments.

C. It negotiates to the highest version if the neighbor version differs.

D. It provides uniform failure detection on the same media type.

Answer: A

NEW QUESTION 118
- (Exam Topic 3)
Refer to the exhibit.
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I dauress 4+.4.4.4 £223.£22. 2220

I

interface FastEthernet1/0
Description *=* WAN link ***

ip address 10.0.0.1 255.255.2555.0
I

interface FastEthernet1/1
Description ** LAN Network *™**
ip address 192.168.1.1 255.255.2555.0
I

I

router ospf 1

router-id 4.4.4 4
log-adjacency-changes

network 4444 0000areal
network 10.0.0.1 0.0.00 area 0

network 192.165.1.1 0.0.0.0 area 10
1

A)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf network broadcast

B)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf interface type network

C)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf network point-to-peint

D)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf interface area 10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 121
- (Exam Topic 3)
Refer to the exhibit.

*Sep 26 19:50:43.504: SNMP: Packet received via UDP from
192.168.1.2 on GigabitEthernetd/1SrParseV3SnmpMessage: No
matching Engine 10.

SrFarseV3SnmpMessage: Failed.
SrDoSnmp: authentication failure, Unknown Engine 1D

*Sap 26 19:50:43.504: SNMP: Repant, reqid 29548, errstat 0,
erridx O

internet.6.3.151.1.4.0=23

*Sep 26 19:50:43.508: SNMP: Packet sent via UDF to 192.168.1.2
process _mgmt_req_int: UDP packet being de-queued

Which two commands provide the administrator with the information needed to resolve the issue? (Choose two.)

A. Show snmp user

B. debug snmp engine-id
C. debug snmpv3 engine-id
D. debug snmp packet

E. showsnmpv3 user

Answer: AD

Explanation:

There are 3 values in the SNMPv3 header that must match for the communication to take place: snmpEnginelD, snmpEngineTime, snmpEngineBoots. The error
received indicates a problem with the EnginelD value: “authentication failure, Unknown Engine ID”

To specify the Engine ID, we can use the command “show snmp user”. The following example specifies the username as abcd with Engine ID:
00000009020000000C025808:
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Routerzshow snmp user abcd

User name: abcd

Engine ID: 00000009020000000C025808
storage-type: nonvolatile active access-list: 10
Rowstatus: active

Authentication Protocol: MD5S
Privacy protocol: 3DES
Group name: VacmGroupName

Group name: VacmGroupName

The “debug snmp packet” command displays all SNMP packets that are arriving and being replied to.

NEW QUESTION 123
- (Exam Topic 3)

4 copy flash:packages.conf ftp://192.0.2.40/

A

Refer to the exhibit. An administrator must upload the packages conf Me to an FTP server. However, the FTP server rejected anonymous service and required
users to authenticate What are the two ways to resolve the issue? (Choose two.)

A. Use is ftp username and ip ftp password configuration commands to specify valid FTP server credentials.

B. Use the copy flash:packages.conf scp: command instead and enter the FTP server credentials when prompted.

C. Enter the FTP server credentials directly In the FTP URL using the ftp://username:passwordQ192.0.2.40/ syntax .

D. Create a user on the rooter matching the username and password on the FTP server and log in before attempting the copy
E. Use the copy flash-packages conf ftp: command instead and enter the FTP server credent-ais when prompted.

Answer: AC

NEW QUESTION 128
- (Exam Topic 3)

Fl#show ip route ospf

Refer to the exhibit. An engineer configured two ASBRs, 10.4.17.6 and 10.4.15.5, in an OSPF network to redistribute identical routes from BGR However, only
prefixes from 10.4.17.6 are installed into the routing table on R1. Which action must the engineer take to achieve load sharing for the BGP-originated prefixes?

A. The ASBRs are advertising the redistributed prefixes with the iBGP metric and must be modified to Type 1 on ASBR 10.4.17.6.

B. The ASBRs are advertising the redistributed prefixes with a different admin distance and must be changed to 110 on ASBR 10.4.15.5.
C. The admin distance of the prefixes must be adjusted to 20 on ASBR 10.4.15.5 to advertise prefixes to R1 identically from both ASBRs.
D. The ASBRs are advertising the redistributed prefixes as Type 1 and must be modified to Type 2

Answer: D

NEW QUESTION 131

- (Exam Topic 3)

What is a MPLS PHP label operation?

A. Downstream node signals to remove the label.

B. It improves P router performance by not performing multiple label lookup.

C. It uses implicit-NULL for traffic congestion from source to destination forwarding
D. PE removes the outer label before sending to the P router.

Answer: A

NEW QUESTION 135
- (Exam Topic 3)
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FBishow ip bgp 172.16.16.1
BGP routing tabls satry for 172.16.16.1/32, wversion 11
Paths: (1 available, no best path)
Hot advertised to any peer
Local
10.10.10.5 (mwtric 3) from 10.10.10.5 {(172.16.16.1)
Origin IOP, metric 0, localpref 100, walid, internal, not aynchronized

RO#traceroute 172.16.16.1

Tracing tha routs to 172.16.16.1
1 10.0.0.10 [MPLS: Labal 29 Exp 0] 64 maec 56 maec 60 masec
2 10.0.0.21 60 maec 56 masec 71 masec

1 L] L] L]

= - - Spoke
172.16.26.1 p— g

. mvvvew - R

g 10.10.10.2 100, ™ 10.10.104
p— e i 1010103 08 ST
ey v ’__.-'"'-f
10.10.10.1 ‘rﬂaﬂ:\‘ 10.10.10.5 10.10.10, f;,,;; 2P
b't T s i % F_’_-'"f \-u

10.0.0.16/30

= - *
172.16.16.1 - = BGP Peers

ey

& 10.10.10.4
e — 591* ‘ -\-\--\-\'"1-\_ = il -
e ..Pp
Sl , P
10101 2, 1010105 R i
._l,.**a s A7 18 = o)

= - >
172.16.16.1 < » BGPP

-+ > - >
BGP 65101 BGP 65201

Refer to the exhibit A customer reported an issue with a fiber link failure between RC and RE Users connected through the spoke location face disconnection and
packet drops with the primary email server (172.16.16.1) but have no issues with the backup email server (172.16.26.1). All the router loopback IPs are advertised
through the OSPF protocol. Which configuration resolves the issue?

RB(conlig)#router bgp 65101
RB{config-router ¥no synchronization

RC{config)#router bgp 65101
RC{confhig-router j#neighbor 10.10.10.2 next-hop-self

REB|config j#router bgp 65101
RB{config-router @nelghbor 10.10.10.5 next-hop-self

RC{confligi#router bgp 65101
RC{config-rouler)#no synchronization

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 136

- (Exam Topic 3)
Refer to the exhibit.

ipvé access-list INTERMNET

permit ipveé 2001:DBE:ADS9:BAZ1l::/64 2001:DBE:COAB:BAL14::/64

permit tcp 2001:DBB:ADS%:BAZl::/64 2001:DB8:COAB:BAl3::/64 eg telnet
permit tep 2001:DBE8:ADS59:BA21l::/64 any eg httip

permit ipve 2001:DBE:ADS9:: /48 any

deny ipvEé any any log

While monitoring VTY access to a router, an engineer notices that the router does not have any filter and anyone can access the router with username and
password even though an ACL is configured.
Which command resolves this issue?

A. access-class INTERNET in

B. ip access-group INTERNET in
C. ipv6 traffic-filter INTERNET in
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D. ipv6 access-class INTERNET in
Answer: D
NEW QUESTION 137

- (Exam Topic 3)
Refer to the exhibit.

kl#4 show ip cspf database self-originate
OSEF Ropter/'winh ED (10.255.255:1) ([Froc - | ]
n Area |
Y tar Ag T¢ he r
1
l L] I i l
LM N =17 SCa [ }
L ] g ¥ [l
1 5 il 3 A O TEE
i l : | §E04 | 2 RAF 40 1), .
vpe-5 A = nal Link Staten
% ] Y L
] 1 K | 17, i + =
FOSFF =N =F L0 W7 LY I )
£y ady BT 11 EE = s

After configuring OSPF in R1, some external destinations in the network became unreachable. Which action resolves the issue?

A. Clear the OSPF process on R1 to flush stale LSAs sent by other routers.

B. Change the R1 router ID from 10.255.255.1 to a unique value and clear the process.
C. Increase the SPF delay interval on R1 to synchronize routes.

D. Disconnect the router with the OSPF router ID 0.0.0.0 from the network.

Answer: B

NEW QUESTION 142

- (Exam Topic 3)

An engineer configures PBR on R5 and wants to create a policy that matches traffic destined toward 10.10.10.0/24 and forward 10.1.1.1. The traffic must also
have its IP precedence set to 5.All other traffic should be forward toward 10.1.1.2 and have its IP precedence set to 0.Which configuration meets the
requirements?

A. access-list 1 permit 10.10.10.0 0.0.0.255 access-list 2 permit anyroute-map CCNP permit 10 match ip address 1set ip next-hop 10.1.1.1 set ip precedence
5!route-map CCNP permit 20 match ip address 2set ip next-hop 10.1.1.2set ip precedence Oroute-map CCNP permit 30

B. access-list 100 permit ip any 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 100 set ip next-hop 10.1.1.1 set ip precedence O!route-map
CCNP permit 20 set ip next-hop 10.1.1.2set ip precedence 5!route-map CCNP permit 30

C. access-list 1 permit 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 1set ip next-hop 10.1.1.1 set ip precedence 5!route-map CCNP permit 20
set ip next-hop 10.1.1.2set ip precedence 0

D. access-list 100 permit ip any 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 100 set ip next-hop 10.1.1.1 set ip precedence 5!route-map
CCNP permit 20 set ip next-hop 10.1.1.2set ip precedence 0

Answer: D
NEW QUESTION 143

- (Exam Topic 3)
Refer to the exhibit.

|- RLNsssw Lp poube
| L0883 ke subneibed, 1 subnats
Pr— c LB LA ke direskly connected, loopbackd
F.0.8.4/3 Ls subsetbed, 1 subpeta
1N W 1 w ERN 0 2.3,2.253 130008) vim 10,10,10.2, 000900, GheamiiEiSercat0foso
SERT W a!ﬂ = o) '.,.1 18.9.0.5/8 Ly variahly submsttad, 7 subssts, 2 masks

L8 18 L83/ i directly cofnacted, GlyabLtEEEsrSab0 /0 0

\\‘\ i LI 1o 1. E73 is dipsotly connacted, OigabdtEthacmstd oD
T P 09 30 8/% is directly connecied, GlgabltTtiecsetd il
A ) i 1 Lo .20 532 ke dirsctly connactsd, OlgabitTthecsstd D)1

- P 26,000/ [ROSI0TI] wia 10,10,10,2, 0%:08: 19, GigabitEhernetifo/0

L B Lo /30 |BOFIRZE]) wia 10.10.10.2, O9cOh:48, GiganitECheenstlf /o
Ll L0000 1270 wiwm 10.10.20.3

O TR

Routers R1, R2, R3, and R4 use EIGRP However, traffic always prefers R1 to R5 backup links in nonfailure scenarios. Which configuration resolves the issue?
A)

R1(config)#no ip route 10.40.10.0 255.255.255.252 10.10.20.2
R 1(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.2

B)

R1(config)#int gigabitEthernet 0/0/0
R1{config-if wbandwldth 10000000

C)
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R1i(config)s#no ip route 10.40.10.0 255.255.255.252 10.10.20.2
R1{config)mip route 10.40.10.0 255.255.255.252 10.10.20.2 115

D)
R1i{config)=int gigabitEthernet 0/0/0
R1(config-if #bandwidth 10000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 147

- (Exam Topic 3)
What is the purpose of the DHCPv6 Guard?

A. It messages between a DHCPv6 server and a DHCPV6 client ( or relay agent).

B. It shows that clients of a DHCPvV5 server are affected.

C. It block DHCPv6 messages from relay agents to a DHCPvV6 server.
D. It allows DHCPv6 replay and advertisements from (rouge) DHCPV6 servers.

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6fxe- 16-book/ip6-dhcpv6e-guard.html

NEW QUESTION 152
- (Exam Topic 3)
Refer to the exhibit.

10.1.1.0024 10.1.3.0024

10.1.2.0/24
{-3)
A
{-1) =0/ S
Sy, o w
¥,
ASBR3
ASBR1 egio| (-2)
" M
o
ASBR2
RR Configuration:

router bgp 100

neighbor IBGP peer-group
neighbor IBGP route-reflector-client
neighbor 10.1.1.1 remote-as 100
neighbor 10.1.2.2 remote-as 100
neighbor 10.1.3.3 remote-as 100

The network administrator configured the network to establish connectivity between all devices and notices that the ASBRs do not have routes for each other.

Which set of configurations resolves this issue?

= router bgp 100
neighbor 10.1.1.1 next-hop-salf
neighbor 10.1.2.2 next-hop-self
neighbor 10.1.3.3 next-hop-self

router bgp 100
neighbor IBGP update-source Loopback0

router bgp 100
neighbor IBGP next-hop-self

router bgp 100

neighbor 10.1.1.1 peer-group IBGP
neighbor 10.1.2.2 peer-group IBGP
neighbor 10.1.3.3 peer-group IBGP

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 157
- (Exam Topic 3)

A DMVPN network is preconfigured with tunnel O IP address 192.168.1.254 on the HUB, IP connectivity, crypto policies, profiles, and EIGRP AS 100. The NHRP
password is ccnpl23, and the network ID and tunnel key is EIGRP ASN Do not introduce a static route. Configure DMVPN connectivity between routers BR1 and

BR2 to the HUB router using physical interface as the tunnel source to achieve these goals:

SN s FRIRMg Y IersRs 1

DT Swrwr
17216801724

EQD
172 18.0.0/24
54| EDM

Ton i
wnnald:- 182 168.1.254.24 m LG 10.10.1.1732

254 | EDN

158
10 10256 (w24

/ “,

TunnelD: 192.188.1 124 '/ EO1
Lo 101010132 LT
agq | EOO

17216 1 024
1] oo

Caliigadines lopohasgy lasks

& DMVPN network is precanfigured with tunnel 0 IP address

192, 168,1.254 on the HUB, IP conneclivity, crypto policies
prafiles, and EIGRP AS 100, The NHRF password is cenpi123,
and the network 1D and tunne| key is EIGRP ASN. Do not
introduce a static route. Configure DMWYPN connectivity between
routers BR1 and BR2 to the HUB router using physical imerface
as the lunnel source o achieve these goals

1. Configure NHEP auihentication, static IP-lo-NBMA address
maps, hold time 5 minutes, netwark 10D, and server an
branch router BR

2. Configure NHRP authentication, static IP-to-NBMA address
maps, hold time 5 minutes, network 10, and servar an
branch router BR2.

3. Ensure that packet fragmentation is done before encryption

1o account for GRE and IPsec header and allow a maximum

TCP segment size of 1380 on an IP MTU of 1400 on the
tunnel interfaces of both branch routers

to-spoke tunnel is functional betwean branch routers BR1

DG Server
EEEE res0e
EQQ
172 18.0.024

——

254 | Eovn

T 1 I =3
wnnad 162 188 1 264124 m Lk T0.10.1.103

2820 EON

; ISP
| 1090266004

Tunnel0 192 1881124 /;ﬂ'l E':'"\\ 2 Tannei: 192 188,924
e i — k.

L 10,1010 132 1 Lo 1310, 10233
254 [ EpQ | I54
17216 1 024 172 182 04
'] eaa EBD |4

Topology Diagram
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rk is preconfigured with tun O IP addrass 192 1.254 on the

tiwily, CryT Wi I and EIG s cenp123
ietwork 10 and tunnel key is EIGRP ASN Eid

tiwily betweean rmouters BF e BRY 16 the HUR ¢ L Bivesies .

1
HEF autl |E I

I "
[ { || |I i I
rie
E | all I i E 1 P
hea I 111 I I [ { i I
| nict
! F Il ne ) I
I e Ty oiLte BR ! BR2 | 0 o Etherme 0 3 : 1o af .

A. Mastered
B. Not Mastered

Answer: A

Explanation:
ON BR1

Current ccnf;gurutiun = 405 hytns
1
interface Tunnell
ip address 192.168.1.1 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication conpli3d
ip nhrp map 192.168.1.2549 10.10.255.254
ip nhrp map sulticast 10.10.255
ip nhrp network=id 100
ip nhrp holdtime 5
ip nhrp nhe 192.168.1.254

ip nhrp shortent

ip tep adjust-maa 1360

delay 1000

tunnel source 10.10.

tunnel destination 10.
mel key 100
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T e T -, - —— -~
UpDn Time > 1 0

ce: Tunneld, IPv4 NHRP Detaills

Typc:5poke, HHRP Peera:l,

$§ Ent Peer NBMA Addr Peer Tunnel Aod State

ip nhrp

nhrp =

NEW QUESTION 162

- (Exam Topic 3)

Refer to the exhibit.

A network engineer receives a fault ticket about traffic drops from BANK SITE to BANK Users can reach BANK SITE Y from router RA as a source.
Routers RB and RD are acting as route reflectors. Which configuration resolves the issue?

A. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.4 route-reflector-client
B. RF(config)#router bgp 65201RF(config-router)#neighbor 10.10.10.6 route-reflector-client
C. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.2 route-reflector-client
D. RB(config)router bgp 65201RB(config-router)#neighbor 10.10.10.3 route-reflector-client

Answer: A

NEW QUESTION 163
- (Exam Topic 3)
Refer to the exhibit.

FZ4 show ip ospf neighbor

i# debug ip espf hello

Pdfdameters LLom

The connected routers do not show up as OSPF neighbors. Which action resolves the issue?
A. Change the R1 dead timer to 20.

B. Change the R2 dead timer to 20.

C. Change the R2 hello timer to 20.

D. Change the R1 hello timer to 20.

Answer: A

NEW QUESTION 168
- (Exam Topic 3)
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Loopback22?
XW? 16.222 254732

j == —
. al f; “ - '’ i i i i,
Ei’"’_?'—‘!xﬁﬂlﬂm 61— Gt 6 G :1}@(‘. v p—{Go '*‘
— — F, \, 7 it
! B . e S
192.168.100.1/24

Refer to the exhibit R2 can reach Loopback222, but R1 SW1 and PC1 cannot communicate with 172.16.222 254 R1 and R2 configurations are shown here

e s .

R1#show run | sec router eigrp
router eigrp VR1
1

address-family ipv4 unicast autonomous-system 1
I

topology base
exit-af-topology

network 172.16.1.1 0.0.0.0
network 192.168.100.0
network 192.168.200.0
network 192.168.255.91 0.0.0.0
exit-address-family

RZ2(config#do show run | sec router eigrp
router eigrp 1

network 172.16.1.2 0.0.0.0

network 172.16.222.0 0.0.0.255

network 192.168.222.254 0.0.0.0

Which EIGRP configuration command resolves the issue?

A. R2(config-router) # redistribute static

B. R1(conftg-router)# network 172.16.222.254 0.0.0.0

C. R1 (config-router)# network 172.16.222.264 255.255.255.255
D. R1(config-router)# redistribute static

Answer: A

NEW QUESTION 171

- (Exam Topic 3)
_’,f""_._‘_'"—*-;,_‘_ Byl
o w.us.:mzsm e TR W
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Refer to the exhibit. Which configuration resolves the IP SLA issue from R1 to the server?

A. R6(config)#ip sla responder

B. R6(config)#ip sla responder udp-echo ipaddress 10.60.60.6 po 5000
C. R6(config)#ip sla 650 R6(config-ip-sla)ff udp-jitter 10.60.60.6

D. R6(config)#ip sla schedule 10 life forever start-time now

Answer: A

NEW QUESTION 173
- (Exam Topic 3)
Exhibit.
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R2§ show ip eigrp topology 10.1.3.0 255.255.255.0
IP-EIGRF (AS 1) : topology sntry for 10.1.3.0/24

Routing Descriptor Blocks:

Vector matric
Mini=em bandwidth is 10000 Kbit
Total delay is 2000 microseconds
Reliability is 255/255
Load is 1/255
Mini=aes MTU is 1500
Hop count 13 1

Vector matric
Mini=um bandwidth is 10000 Kbit
Total delay is 2200 microssconds
Reliability is 255/255
Load is 1/255
Mini=aem MTU i3 1500
Hop count is 1

State i» Passive, Query origin flag is 1, 1 Successor(s),

10.1.2.3 (Etharnetd) , from 10.1.2.3, Send flag is OxD
Compoaite matric is (307200/281600), Routs is Intarnal

10.1.2.4 (Ethernetd), from 10.1.2.4, Send flag is Ox0
Composite metric is (312320/286720), Routs i3 Internal

o is 307200
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Refer to the exhibit. A network is configured for EIGRP equal-cost load balancing, but the traffic destined to

the servers is not load balanced. Link metrics from router R2 to R3 and R4 are the same. Which delay value must be configured to resolve the issue?

A. 208 oon R3 EO/0
B. 120 on R4 EO0/1
C. 120/on R3 EO/1
D. 2200 on R4 EO/1

Answer: C
NEW QUESTION 178

- (Exam Topic 3)
How does LDP operate in an MPLS network?

A. When topology changes occur such as a router failure, LDP generates peer discovery messages that terminate the LDP season to propagate an LSP change.

B. When an adjacent LSR receives LDP discovery message

C. TCP two-way handshake ensures that the LDP session has unidirectional connectivity.
D. Peer routers establish the LDP session, and the LDP neighbors maintain and terminate the session by exchanging messages
E. LDP notification messages allow LERs to exchange label information to determine the next hops within a particular LSP.

Answer: D

NEW QUESTION 182
- (Exam Topic 3)

CPE# show ip route static

<output omitted>

S* 0.0.0.0/0is directly connected, DialerQ
S 198.51.100.0/24 [1/0] via 192.168.1.1
S 203.0.113.0/24 [1/0] via 192.168.2.1

CPE# show run | secticn router ospf
router ospf 1

redistribute static subnets
]

L

Type-5 AS External Link States

CPE# show ip ospf database | begin Type-5

Link ID ADV Router Age Seq# Checksum Tag
198.51.100.0 192.168.0.1 14 0x80000001 0x0007D0 0
203.0.113.0 192.168.0.1 14 0x80000001 0x009CS5C O

Refer to the exhibit. The default route is not advertised to the neighboring router. Which action resolves the issue?
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A. Configure the redistribute static metric 200 subnets command under OSPF.

B. Configure OSPF on the Dialer0 interface.

C. Configure the network 0.0.0.0 255.255.255.255 area 0 command under OSPF.
D. Configure the default-information originate command under OSPF.

Answer: D

NEW QUESTION 186

- (Exam Topic 3)

A network engineer must configure a DMVPN network so that a spoke establishes a direct path to another spoke if the two must send traffic to each other. A spoke
must send traffic directly to the hub if required Which configuration meets this requirement?

At the hub router:

interface tunnel10

ip nhrp nhs multicast dynamic
ip nhrp nhs shortcut

tunnel mode gre multipoint

On the spokes router

interface tunnel10

ip nhrp nhs multicast dynamic
ip nhrp nhs redirect

tunnel mode gre multipoint

isi At the hub router
interface tunnel10
ip nhrp map muiticast dynamic
ip nhrp redirect
tunnel mode gre multipoint

On the spokes router

interface tunnel10

ip nhrp map multicast dynamic
ip nhrp shortcut

tunnel mode gre multipoint

At the hub router

interface tunnel10

ip nhrp nhs dynamic multipoint
ip nhrp nhs shortcut

tunnel mode gre multicast

On the spokes router

interface tunnel10

ip nhrp nhs multicast dynamic
ip nhrp nhs redirect

tunnel mode gre multicast

ip vrf1
ip vrf 2
1

int GigabitEthernet0/0

no shut

1

int GigabitEthernet0/0.1
encapsulation dot1Q 1

ip vrf forwarding 1

ip address 10.1.1.1 255.255.255.0
1

int GigabitEthernet(/0.2
encapsulation det1Q 2

ip vrf forwarding 2

ip address 10.2.2.1 255.255.255.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 190
- (Exam Topic 2)
Exhibit:
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';'_' DMA B R - Bl raly e m

Excessive time lag batwoean Cisco DNA Center and WLC " WLC-5520°

80 o~

l Dascription

Ruggeaisd Keilans [1)

NTP is configured across the network infrastructure and Cisco DNA Center. An NTP issue was reported on the Cisco DNA Center at 17:15. Which action resolves

the issue?

A. Check and resolve reachability between the WLC and the NTP server

B. Reset the NTP server to resolve any synchronization issues for all devices

C. Check and resolve reachability between Cisco DNA Center and the NTP server
D. Check and configure NTP on the WLC and synchronize with Cisco DNA Center

Answer: D

Explanation:

Excessive time lag between Cisco DNA Center and device: The time difference between Cisco DNA Center and the device IP Address has drifted too far apart.

CiscoDNA Center cannot process the device data accurately if the time difference is more than 3 minutes.
Reference:
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-c

NEW QUESTION 194
- (Exam Topic 2)
Refer to the exhibit.

ipv6 access-list inbound
permit tcp any any

deny ipvé any any log

!

interface gi0/0

ipvé traffic-filter inbound out

A network administrator configured an IPv6 access list to allow TCP return frame only, but it is not working as expected. Which changes resolve this issue?

ipv6 access-list inbound
permit tcp any any established
deny ipv6 any any log
!
interface giG/o

ipv6 traffic-filter inbound out

ipv6 access-listinbound
permit tcp any any syn
deny ipvB any any log
|
interface gi0/0
ipv6 traffic-filter inbound out

ipv6 access-list inbound
permit tcp any any established
deny ipvB any any log
!
interface gi0/0

ipv6 traffic-filter inbound in

ipv6 access-list inbound
permit tcp any any syn
deny ipv6 any any log

|

interface gi0i0
ipv6 traffic-fiiter inbound In
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A. Option A

B. Option B

C. Option C

D. Option D

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/122_55 se/configuration/guid

NEW QUESTION 199
- (Exam Topic 2)
Refer to the exhibit.

<://3i
A

" o
2N

LY 4
RV

BGP and EIGRP are mutually redistributed on R3, and EIGRP and OSPF are mutually redistributed on R1. Users report packet loss and interruption of service to
applications hosted on the 10.1.1.0724 prefix. An engineer tested the link from R3 to R4 with no packet loss present but has noticed frequent routing changes on
R3 when running the debug ip route command. Which action stabilizes the service?

A. Tag the 10.1.1.0/24 prefix and deny the prefix from being redistributed into OSPF on R1.

B. Repeat the test from R4 using ICMP ping on the local 10.1.1.0/24 prefix, and fix any Layer 2 errors on the host or switch side of the subne
c.n

D. Place an OSPF distribute-list outbound on R3 to block the 10.1.10/24 prefix from being advertised back to R3.

E. Reduce frequent OSPF SPF calculations on R3 that cause a high CPU and packet loss on traffic traversing R3.

Answer: A

Explanation:

After redistribution, R3 learns about network 10.1.1.0/24 via two paths:

+ Internal BGP (IBGP): advertised from R4 with AD of 200 (and metric of 0)

+ OSPF: advertised from R1 with AD of 110 (O E2) (and metric of 20) Therefore R3 will choose the path with the lower AD via OSPF

But this is a looped path which is received from R3 -> R2 -> R1 -> R3. So when the advertised route from R4 is expired, the looped path is also expired soon and
R3 will reinstall the main path from R4. This is the cause of intermittent connectivity.

We can solve this problem by denying the 10.1.1.0/24 prefix from being redistributed into OSPF on R1. So R3 will not learn this prefix from R1.

Or another solution is to place an OSPF distribute-list inbound on R3 to block the 10.1.1.0/24 prefix from being advertised back to R3.

NEW QUESTION 203
- (Exam Topic 2)
Refer to the exhibit.

*Jun 24 08:34:51 530 IF-EvDGigabitEthernetdi0) IP Routng reports state transition from DOWN to DOWN

*Jun 24 08:54:52 525 %LINEPROTO-5-UPDOWN: Line protocal on Interface GigabilEthernatVD, changed state ta down
“Jun 24 08:54:52 528: IF-EvDyGigabitEthernetlVO ) IP Routing repons state ransition from DOWN to DOWRN

*Jun 24 08:54°53 215 IF-EvDGigabitEthernatl'D]: IP Routing reports state transition from DOWN to DOWN

*Jun 24 08:54 54 998 %LINK-3-UPDOWHN: Interface GigabilEtharnetdil, changed state to up

*Jum 24 08:54:55.008. IF-EvDi{tagabilEtherneti0). IP Routing reports state transition from DOWN to LUIP

“dum 24 08:54:50 998, RLINEPROTO-2-UPLDOWN: Line protocol on Interface GigabitEthematli0, changed state to up

R1 is connected with R2 via GigabitEthernet0/0, and R2 cannot ping R1. What action will fix the issue?

A. Fix route dampening configured on the router.

B. Replace the SFP module because it is not supported.
C. Fix IP Event Dampening configured on the interface.
D. Correct the IP SLA probe that failed.

Answer: C

Explanation:

T3 L taad THa B T T = kel g Ak A ] - PR R Ffo il e PR P, AT el JLE g
hie P Bvent Dampening feature intaduces & configurable: exponentist decay meshanism t suppress the effects of edcess

srmbamale s oo i s pakeles i bl bweek This feature allows the netwark aperatar o confiaul il e Bada mambiaall | faatiE s P B |m=
protocols and routing tables in the network. This feature allows the netwark operator to configure a rouler o automatically identify and sefectively dampen a local

interface thal & Tapping
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NEW QUESTION 205
- (Exam Topic 2)

Chicago

interface Tunnel 1

ip address 192.168.1.1 255.255.255.0
tunnel source E0/0

tunnel mode gre multipoint

ip nhrp network-id 1

ip nhrp map multicast dynamic

no ip next-hop-self eigrp 111

tunnel protection ipsec profile IPSec-PROFILE
!

router eigrp 111

network 192.168.1.0

network 10.0.0.0

Refer to the exhibit. The Los Angeles and New York routers are receiving routes from Chicago but not from each other Which configuration fixes the issue?

A. Interface Tunnellno ip split-horizon eigrp 111

B. Interface Tunnelllp next-hop-self elgrp 111

C. Interface Tunnell tunnel mode Ipsec Ipv4

D. Interface Tunnelltunnel protection ipsec profile IPSec-PROFILE

Answer: A

Explanation:

In this topology, Chicago router (Hub) will receive advertisements from Los Angeles (Spokel) router on its tunnel interface. The problem here is that it also has a
connection with New York (Spoke2) on that same tunnel interface. If we don’t disable EIGRP split-horizon, then the Hub will not relay routes from Spokel to
Spoke2 and the other way around. That is because it received those routes on interface Tunnell and therefore it cannot advertise back out that same interface
(splithorizon rule). Therefore we must disable split-horizon on the Hub router to make sure the Spokes know about each other.

NEW QUESTION 206
- (Exam Topic 2)

.f..
i

\'”I "'.I-EI?":':-:”-,...
u
OSPF | EIGRP

- &

- S

e

Refer to the exhibit. A network administrator configured mutual redistribution on R1 and R2 routers, which caused instability in the network. Which action resolves
the issue?

A. Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same tag on R2 to deny when redistributing OSPF into EIGRP.
B. Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same tag on R2 to allow when redistributing OSPF into EIGRP.
C. Advertise summary routes of EIGRP to OSPF and deny specific EIGRP routes when redistributing into OSPF.

D. Apply a prefix list of EIGRP network routes in OSPF domain on R1 to propagate back into the EIGRP routing domain.

Answer: A

Explanation:

When doing mutual redistribution at multiple points (between OSPF and EIGRP on R1 & R2), we may create routing loops so we should use route-map to prevent
redistributed routes from redistributing again into the original domain.

In the below example, the route-map “SET-TAG” is used to prevent any routes that have been redistributed into EIGRP from redistributed again into OSPF
domain by tagging these routes with tag 1:
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Rl

totie=map SET-TAG pernut 10

setfag |
These roukes are prevented from redistributed again by route-map FILTER TAG by derving any routes
with tag 1 set:

R4

rontte-map FILTER-TAG deny |1}
natch tag 1

NEW QUESTION 208

- (Exam Topic 2)

When configuring Control Plane Policing on a router to protect it from malicious traffic, an engineer observes that the configured routing protocols start flapping on
that device. Which action in the Control Plane Policy prevents this problem in a production environment while achieving the security objective?

A. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control Plane Policy in the output direction
B. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control Plane Policy in the input direction
C. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control Plane Policy m the input direction
D. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control Plane Policy m the output direction

Answer: B
NEW QUESTION 211

- (Exam Topic 2)
Refer to the exhibits.

LO: 1.1.1.1/24

Fal/id |1
200.1.1 .Df24|

-~
-

. ! T
{ DMVPN )]
(1011024~

200.1.3.0/24 A i
Fa0/0 N —in

> Y

= 1
L0: 3.3.3.3/24 L0 2.2.2.2024

200.1.2.0/24
Falid

R2iconfig ) crvplo isakmp policy 10
R2{config-isakmpi¥ hash mds
Rz2{config-isakma i authentication pre-share
RZ{config-isakma# group 2

R2iconfig-isakmp i encryplion 3des
RZiconfiq¥ crypto ipsec transform-set TSET esp-<des esp-md5-hmac
R2icfi-crypto-trans i made transpor
R2{config)# cryplo ipsac profile TST
F2ilipsec-profilelt sel ranstorm-sel TSET
RZ{config)¥ interface tunnel 123

F2iconfig-Ifi# twnnet protection |psec profile TST

When DMVPN is configured, which configuration allows spoke-to-spoke communication using loopback as a tunnel source?
A. Configure crypto isakmp key cisco address 0.0.0.0 on the hub.

B. Configure crypto isakmp key Cisco address 200.1.0.0 255.255.0.0 on the hub.

C. Configure crypto isakmp key cisco address 200.1.0.0 255.255.0.0 on the spokes.

D. Configure crypto isakmp key cisco address 0.0.0.0 on the spokes.

Answer: D

Explanation:

https://www.cisco.com/en/US/technologies/tk583/tk372/technologies_white_paper0900aecd802b8f3c.html

NEW QUESTION 212
- (Exam Topic 2)
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Ipvé unicast-routing

L]
Router ospfvd 4

Router-id 192.168.1.1

1

Interface E 0/0

Ipvé enable

Ip address 10.1.1.1 255.255.255.0
Ospfv3l 4 area 0 ipvd

Noe shut

]

Interface Loopback0

Ipvé enable

Ipvd 172.16.1.1 255.255.255.0
Ospfv3 4 area 0 ipvd

Refer to the exhibit. The network administrator configured the branch router for IPv6 on the E 0/0 interface The neighboring router is fully configured to meet
requirements, but the neighbor relationship is not coming up. Which action fixes the problem on the branch router to bring the IPv6 neighbors up?

A. Enable the IPv4 address family under the E 0/0 interface by using the address-family Ipv4 unicast command

B. Disable IPv6 on the E 0/0 interface using the no ipv6 enable command

C. Enable the IPv4 address family under the router ospfv3 4 process by using the address-family ipv4 unicast command
D. Disable OSPF for IPv4 using the no ospfv3 4 area 0 ipv4 command under the E 0/0 interface.

Answer: C

Explanation:

Once again, Cisco changed the IOS configuration commands required for OSPFv3 configuration. The new OSPFv3 configuration uses the “ospfv3” keyword
instead ofthe earlier “ipv6 router ospf” routing process command and “ipv6 ospf” interface commands.

The Open Shortest Path First version 3 (OSPFv3) address families feature enables both IPv4 and IPv6 unicast traffic to be supported. With this feature, users may
havetwo processes per interface, but only one process per address family (AF).

NEW QUESTION 213
- (Exam Topic 2)
Drag and drop the MPLS VPN device types from the left onto the definitions on the right.
o device in the care of the provider network
Customer (C) device _ _
that switches MPLS packets
, . device that attaches and detaches the VPN
CE device _ _
abels to the packets in the provider network
. device in the enterprise network that
PE device ,
connects to other customer devices

- - ' he edge of tf ise nety
Provider (P) device device at the edge of the enterprise network

that connects to the 5P network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 215
- (Exam Topic 2)
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canfig t

flow record w4 _r1

match ipvd tos

match ipvd protocol

match ipvd4 source address
match ipvd destination address
match transport source-port
match transport destination-port
collect counter bytes long

collect counter packets long
1

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 2055

exit

!

flow monitor FLOW-MONITOR-1
exporter EXFORTER-1

record vd4_r1

exit

]

ﬁ::uw monitor v4_r

]

ip cef

]

interface Ethernet0/0.1

ip address 172.16.6.2 255.255.255.0
ip flow monitor v4_r1 input

I

Refer to the exhibit. The remote server is failing to receive the NetFlow data Which action resolves the issue?

A. Modify the flow transport command transport udp 2055 to move under flow monitor profile.
B. Modify the interlace command to Ip flow monitor FLOW-MONITOR-1 Input.

C. Modify the udp port under flow exporter profile to Ip transport udp 4739.

D. Modify the flow record command record v4_rl to move under flow exporter profile.

Answer: B

Explanation:
From the exhibit we see there are two flow monitors: the first one “FLOW-MONITOR-1" has been configured correctly but the second one “v4_r1” was left empty
andinterface E0/0.1 is using it. So the remote server does not receive any NetFlow data.

NEW QUESTION 220
- (Exam Topic 2)
Refer to the exhibit.

mlw
intarfaca OlgabitEchernet0/0
ip address 209.165.201.32 2565. 255, 155,352
i
intacrface GiligabitEthernstl/L
ip address 209, 16% J01 .5 355 FX55.7155.357
i
router bgp 85401
bgp log - e lghber -changs®
Fedistribure sLalis
melghbar 0%, 185 . ik ] remctes-as &%003
naighbar F09 1% 7l % remcta-as G3E0D
]
i Foute 3 .1 om 278 FLS. 385 . 35%.224 Malld
i o FONE L LGS, MOFE.1FE FLD .20 255 . 274 MuEllld
'

A company with autonomous system number AS65401 has obtained IP address block 209.165.200.224/27 fro, ARIN. The company needed more IP addresses
and was assigned block 209.165.202.128/27 from ISP2. An engineer is ISP1 reports they are receiving ISP2 routes from AS65401. Which configuration onR1
resolves the issue?

A)
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access-list 10 deny 209,165 . 209,120 0.0.0. 31

access-list 10 permit any

router bgp 65401

neighbor 209.165.201.1 distribute-list 10 ot
B)
ancess-list 10 deny 209,165 202 120 0.0 1|
access=list 10 permit any
I [
router bgp 65401
pelghbor 209.165.201.1 distribute-list 10 in
C)

ip route 20%.165.200.224 255 255,255,224 209.165.201.1

ip routes 209.165.202. 128 255 255 255,224 209.16%.201.5

D)

ip route 0.0.0.0 0.0.0.0 20%, 165.201.1

ip route 0.0.0.0 0.0.0.0 100 209.165.201.5

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html

NEW QUESTION 224
- (Exam Topic 2)
What does the PE router convert the Ipv4 prefix to within an MPLS VPN?

A. VPN-IPv4 prefix combined with the 64-bit route distinguisher
B. 48-bit route combining the IP and PE router-id

C. prefix that combines the ASN, PE router-id, and IP prefix

D. eBGP path association between the PE and CE sessions

Answer: A

Explanation:

The IP prefix s @ merrber of the IPud address famdy, A'ter the PE cevice tearns the (P prefix, the PE conwerts it inko-a VPN-IPu4 prefix by combining it with an 8-Byie
poute disteguishes (RD). The generated prefie is @ membar of the YPR-1Pvd address family. 7 ursqualy kientifes the customer address, aven if the cusiomer sile s
Lsire olabalfy norunizue (unregistered private) P addresses. The route distinguisher used to genesate the YWPR-IPv prefi is speciied by 2 confiqueation sommand

associzted with the virtual rewting and foewarding {VRF) instance on 1he PE cevice

NEW QUESTION 225
- (Exam Topic 2)
Refer to Exhibit.

Ipvé unicast-routing
'
Router ospfv3 4
Router-id 192.168.1.1
i
Interface E 0/0
Ipve enable
Ip address 10.1.1.1 255,255,.255.0
Ospfv3 4 area 0 ipvd
Ho shut
'
Interface Loopback(
Ipve enable
Ipvd 172.16.1.1 255.255.2585.0
Ogpfv3i 4 area 0 ipwvd

The network administrator configured the branch router for IPv6 on the EO/O interface. The neighboring router is fully configured to meet requirements, but the

neighbor relationship is not coming up. Which action fixes the problem on the branch router to bring the IPv6 neighbors up?
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A. Enable the IPv4 address family under the router ospfv3 4 process by using the address-family ipv4 unicast command
B. Disable IPv6 on the EO/O interface using the no ipv6 enable command

C. Enable the IPv4 address family under the EO/O interface by using the address-family ipv4 unicast command

D. Disable OSPF for IPv4 using the no ospfv3 4 area 0 ipv4 command under the EO/O interface

Answer: A

Explanation:

Once again, Cisco changed the IOS configuration commands required for OSPFv3 configuration. The new OSPFv3 configuration uses the “ospfv3” keyword
instead of the earlier “ipv6 router ospf” routing process command and “ipv6 ospf”’ interface commands.

The Open Shortest Path First version 3 (OSPFv3) address families feature enables both IPv4 and IPv6 unicast traffic to be supported. With this feature, users may
have two processes per interface, but only one process per address family (AF).

NEW QUESTION 229
- (Exam Topic 2)

Exhibit:
AS 64512 L0:1.1.1.2 AS 100
,‘Ei‘! ;‘:*" 4
."'ff/ \ /Ll::ll ‘.1 ‘l:}\
g L0 1.1y 7 AN
e # S
L0:1.1.15 - \ A \AS 200
) '~ " e
,.:v.-_ ‘H!\ LO:1.1.1.7 7]
e B { s
v _ . .
Vs . / \L0: 11187
o o N
| N —N Ny

An engineer configured R2 and R5 as route reflectors and noticed that not all routes are sent to R1 to advertise to the eBGP peers. Which iBGP routers must be
configured as route reflectors to advertise all routes to restore reachability across all networks?

A.R1and R4
B. R1 and R5
C.R4 and R5
D. R2 and R5

Answer: C

Explanation:

When R2 & R5 are route reflectors (RRs), routes from R4 & R8 are advertised to R5 and R5

advertises to R2. But R2 would drop them as R2 is also a RR. Therefore some routes are missing on R1 to advertise to eBGP peers.
Good reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2015/pdf TECRST-2310.pdf

Route reflectors (RR) must be fully iBGP meshed so we cannot configure RR on both R1 and R5.

We should choose routers at the center of the topology RRs, in this case R4 & R5.

NEW QUESTION 232
- (Exam Topic 2)
Refer to Exhibit.

ip dhcp excluded-address 172.16.16.1 172.16.16.2
!

ip dhcp pool O

network 172.16.16.0 255.255.255.0
domain-name cisco.com

dns-server 172.16.16.2

lease 30

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.252
ip access-group 100 in

access-list 100 deny udp any any
access-list 100 permit ip any any

Which two configurations allow clients to get dynamic ip addresses assigned?

A. Configure access-list 100 permit udp any any eq 61 as the first line
B. Configure access-list 100 permit udp any any eq 86 as the first line
C. Configure access-list 100 permit udp any any eq 68 as the first line
D. Configure access-list 100 permit udp any any eq 69 as the first line
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E. Configure access-list 100 permit udp any any eq 67 as the first line
Answer: CE

Explanation:
A DHCP server that receives a DHCPDISCOVER message may respond with a DHCPOFFER message on UDP port 68 (BootP client).

In the event that the DHCP server is not on the local subnet, the DHCP server will send the DHCPOFFER, as a unicast packet, on UDP port 67, back to the
DHCP/BootPRelay Agent from which the DHCPDISCOVER came.

Reference:

https://www.cisco.com/c/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html

NEW QUESTION 233
- (Exam Topic 2)

ip prefix-list DefaultRouteOnly seq 5 deny 0.0.0.0/0 le 32
Ip prefix-list DefaultRouteOnly seq 10 permit 0.0.0.0/0

router eigrp ccnp

address-family ipv4 unicast autonomous-system 1
topology base
distribute-list prefix DefaultRouteOnly out Tunnel0

Refer to the exhibit. The administrator configured route advertisement to a remote low resources router to use only the default route to reach any network but
failed. Which action resolves this issue?

A. Change the direction of the distribute-list command from out to in.
B. Remove the line with the sequence number 5 from the prefix list.
C. Remove the prefix keyword from the distribute-list command.

D. Remove the line with the sequence number 10 from the prefix list.

Answer: B

NEW QUESTION 236

- (Exam Topic 2)

A network administrator is tasked to permit http and https traffic only toward the internet from the Userl laptop to adhere to company’s security policy. The
administrator can still ping to www.cisco.com Which interface should the access list 101 be applied to resolve this issue?

LN
Internet
|
access-list 101 permit top 192.168.10.0
0.0.0.255% any eq B0 -
access-list 101 permit tep 192168100 o '."F-']'_.
—
0.0.0.255 any eq 443 il INtermet Router
access-list 101 deny 1p any any log U
1 G000
interface Seriall/0
ip address 200.193.22 94 255 255 255.252 .
1P access-group 101 i GO i{;_.,-_._-
HLE’ Access Switch
0N
192 [}68.10.100

A. Interface G0/48 in the incoming direction
B. Interface GO0/0 in the outgoing direction.
C. Interface S1/0 in the outgoing direction.
D. Interface GO/0 in the incoming direction.

Answer: D

NEW QUESTION 237
- (Exam Topic 2)
Refer to the exhibit.
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The Math and Science departments connect through the corporate. IT router but users in the Math department must not be able to reach the Science department
and vice versa Which configuration accomplishes this task?

A. vrf definition Scienceinterface E 0/2ip address 192.168.1.1 255.255.255.0no shutinterface E 0/3ip address 192.168.2.1 255.255.255.0no shut

B. vrf definition Science address-family ipv4linterface E 0/2ip address 192.168.1.1 255.255.255.0vrf forwarding Science no shutlinterface E 0/3ip address
192.168.2.1 255.255.255.0vrf forwarding Science no shut
C. vrf definition Science address-family ipv4linterface E 0/2ip address 192.168.1.1 255.255.255.0no shutlinterface E 0/3ip address 192.168.2.1 255.255.255.0no

shut

D. vrf definition Science address-family ipv4linterface E 0/2vrf forwarding Scienceip address 192.168.1.1 255.255.255.0no shutlinterface E 0/3vrf forwarding

Science ip address 192.168.2.1

Answer: D

NEW QUESTION 239
- (Exam Topic 2)

Which IGPs are supported by the MPLS LDP autoconfiguration feature?

A. RIPv2 and OSPF
B. OSPF and EIGRP
C. OSPF and ISIS
D. ISIS and RIPv2

Answer: C

Explanation:

The MPLS LDP Autoconfiguration feature enables vou to globally enable Label Distribution Protocol (LDE)
on every interface associated with an Interior Gatewav Protocol (IGP) instance, This feature is supported on
Open Shortest Path Furst (OSPE) and Intermediate System-to-Intermediate System (I5-15) IGPs. It provides

NEW QUESTION 243
- (Exam Topic 2)
Refer to the exhibit.

-
-

S ——

P
DNA Center N J
_J

Edge | ;
Firewall _"'/

Internet

Edge

IPSec Tunnel Firewall

(DOMA Ady)

A network administrator is discovering a Cisco Catalyst 9300 and a Cisco WLC 3504 in Cisco DNA Center. The Catalyst 9300 is added successfully However the
WLC is showing [ error "uncontactable" when the administrator tries to add it in Cisco DNA Center. Which action discovers WLC in Cisco DNA Center

successfully?

A. Copy the .cert file from the Cisco DNA Center on the USB and upload it to the WLC 3504.
B. Delete the WLC 3504 from Cisco DNA Center and add it to Cisco DNA Center again.

C. Add the WLC 3504 under the hierarchy of the Catalyst 9300 connected devices.

D. Copy the .pern file from the Cisco DNA Center on the USB and upload it to the WLC 3504.

Answer: D
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Explanation:
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-c

NEW QUESTION 248
- (Exam Topic 2)
Refer to the exhibit.

R1# debug eigrp packets
(UPDATE, REQUEST, QUERY, REPLY, HELLO,
UNKNOWN, PROBE, ACK, STUB, SIAQUERY,

EIGRFP AS 160 SIAREPLY)
: . EIGRFP Packet debugging is an
10.1.1.4/30 10.1.1.2730 Ri#

&5 .. .. & [FIGR: Sending HELLO on GO0 - paklen 20
GediD Gl AS 100, Flags 0x0:(NULL), Seq 0/0 interfaceQ 010

R1 "2 1iidbQ unirely 0/0

R1#

EIGRP: Sending HELLC on Gil/0 - paklen 20

AS 100, Flags 0x0:{NULL), Seq 0/0 interfaceQ 0/0
iidb@ unirely 0/0

Which action resolves the adjacency issue?

A. Match the hello interval timers.

B. Configure the same EIGRP process IDs.

C. Match the authentication keys.

D. Configure the same autonomous system numbers.

Answer: D

Explanation:

EIGRP does not have process ID as it uses Autonomous System (AS) numbers only. This is not an authentication problem or we would see this error from the
debug:

EIGRP: Ethernet0/0: ignored packet from 10.1.1.3, opcode = 1 (missing authentication or key-chain missing) If the AS numbers between two routers are different
then the neighbor relationship cannot be formed.

NEW QUESTION 250
- (Exam Topic 2)
Refer to the exhibit.

Loopback 0 Loopback 0
1044432 _ 12
0/0 e0l0 /4
Y, M
R/ 192.168.1.0124 2%,
R1 R2
AS100 AS 20

The R1 and R2 configurations are:
R1

router bgp 100 X
neighbor 10.1.1.2 remote-as 200

R2

router bgp 200 )
neighbor 10.1.1.1 remote-as 100

The neighbor is not coming up. Which two sets of configurations bring the neighbors up? (Choose two.)

A. R2ip route 10.1.1.1 255.255.255.255 192.168.1.1router bgp 200neighbor 10.1.1.1 tti-security hops 1neighbor 10.1.1.1 update-source loopback 0

B. R2ip route 10.1.1.1 255.255.255.255 192.168.1.1router bgp 200neighbor 10.1.1.1 disable-connected-checkneighbor 10.1.1.1 update-source loopback 0
C. R2ip route 10.1.1.2 255.255.255.255 192.168.1.2router bgp 100neighbor 10.1.1.2 ttl-security hops 1 neighbor 10.1.1.2 update-source loopback 0

D. Rlip route 10.1.1.2 255.255.255.255 192.168.1.2router bgp 100neighbor 10.1.1.1 ttl-security hops 1neighbor 10.1.1.2 update-source loopback 0
E. R1lip route 10.1.1.2 255.255.255.255 192.168.1.2router bgp 100neighbor 10.1.1.2 disable-connected-check neighbor 10.1.1.2 update-source LoopbackO

Answer: BE

Explanation:

[ neighbor disab

§ [ | 5 1l

~An t h:‘ k.-.-l smand o jieed tr dicanle the fenracting varfeating mineoce o _-.Lu 0 nagrnn caeemne that s
g-connected-cneck Command 15 U360 10 (saie (e CONnECTon VErMEation DIOCESS T0r Bour DEENN] SE5510N5 (Nl 6t
1 L

reachable oy a 5 rﬂr hop but are con IGUred 0n & KiopDack Intertace of olnerwise ii'Il!""QL'.’E[I With & non-Cirecty Connectes ? address

Disable-connected-check enables a directly connected eBGP neighbor to peer using a loopback address without adjusting the default TTL of 1. In disable
connected check the router does not decrease the TTL of an IP packet that is destined to itself so it only counts or considers as one hop between the two
loopbacks of the routers.
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NEW QUESTION 255

- (Exam Topic 2)

An engineer configured policy-based routing for a destination IP address that does not exist in the routing table. How is the packet treated through the policy for
configuring the set ip default next-hop command?

A. Packets are not forwarded to the specific next hop.
B. Packets are forwarded based on the routing table.
C. Packets are forwarded based on a static route.
D. Packets are forwarded to the specific next hop.

Answer: D

Explanation:

The set ip default next-hop command verifies the existence of the destination IP address in the routing table, and...+ if the destination IP address exists, the
command does not policy route the packet, but forwards the packet based on the routing table.+ if the destination IP address does not exist, the command policy
routes the packet by sending it to the specified next hop.

Reference: https://www.cisco.com/c/en/us/support/docs/ip/ip-routed-protocols/47121-pbr-cmds-ce.html

NEW QUESTION 257

- (Exam Topic 2)

An engineer configured Reverse Path Forwarding on an interface and noticed that the routes are dropped when a route lookup fails on that interface for a prefix
that is available in the routing table Which interface configuration resolves the issue?

A. ip verify unicast source reachable-via rx

B. ip verify unicast source reachable-via any

C. ip verify unicast source reachable-via allow-default
D. ip verify unicast source reachable-via 12-src

Answer: B

Explanation:

According to this question, uRPF is running in strict mode because packets are dropped even when that route exists in the routing table. Maybe packets are
dropped because the receiving interface is different from the interface the local router uses to send packets to that destination. The ip verify unicast source
reachable-via rx command enables Unicast RPF in strict mode. To enable loose mode, administrators can use the any option (ip verify unicast source reachable-
via any). In loose mode, it doesn’t matter if we use this interface to reach the source or not.

Routing table
192.168.1.0/24 ... via Fa0/1

The allow-default option allows the use of the default route in the source verification process.

NEW QUESTION 258

- (Exam Topic 2)

A customer reports to the support desk that they cannot print from their PC to the local printer id:401987778. Which tool must be used to diagnose the issue using
Cisco DNA Center Assurance?

A. application trace
B. path trace

C. ACL trace

D. device trace

Answer: B

NEW QUESTION 260

- (Exam Topic 2)

Refer to the exhibit.

Il 172.1.12.3/32 is directly connected, Ethernet0/0

C 172.1.13.0/24 is directly connected, Ethernet0/1

L 172.1.13.3/32 is direclly connected, Ethernet0/1

O 192.168.1.0/24 [110/2] via 172.1.12.1, 00:04:44, Ethernet0/0

O 192.168.2.0/24 [110/2) wvia 172.1.12 1, 00:04:44, Ethernet0/0

O 192.168.3.0/24 [110/2] via 172.1.13 .2, 00:04.44, Ethernet0/1

O 192.16B.4.0/24 [110/2) via 172.1.13.2, 00:04:44, Ethernet0/1
192.168.5.0/24 is variably subnetfted, 2 subnets, 2 masks

C 192.168.5.0/24 is directly connected, Loopback0

L 192.168.5.1/32 1s directly connected, Loopback(
192.168.6.0/24 15 variably subnetted, 2 subnets, 2 masks

C 192.168.6.0/24 is direclly connected, Loopback1

L 192.168.6.1/32 is directly connecled, Loopback
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SanFrancisco and Boston routers are choosing slower links to reach each other despite the direct links being up Which configuration fixes the issue?

Boston Router

router ospf 1
auto-cost reference-bandwidth 1000

SanFrancisco Router

router ospf 1
auto-cost reference-bandwidth 1000

All Routers

router ospf 1
auto-cost reference-bandwidth 100

All Routers

router ospf 1
auto-cost reference-bandwidth 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 264

- (Exam Topic 2)
Refer to Exhibit.

Clsco DMA Canter DESIGN pOLICY PROVISION ASSURANGE L 2 ] E = - .
Heaslth Dashboands »w legina = Managm s
CERnLL HEALTH
Network Health 28 Hourw: Fob 12, 1620 am - Fab 13, 1015 am A4 Domuns v
E Wy A, A iy - ! ]

1|

T L1

Locubon: Gabal = i m

LEFEST  TREMD
Matwark Devices

2

TOTAL DIWICES 13

Hegdthy, Accoas
Lo ol

_— %

pissibution (=) |
=
|

I Lirmenmered i I Wirebess Caneodar

Accmas Poinis

A network administrator added one router in the Cisco DNA Center and checked its discovery and health from the Network Health Dashboard. The network
administrator observed that the router is still showing up as unmonitored. What must be configured on the router to mount it in the Cisco DNA Center?

A. Configure router with NetFlow data

B. Configure router with the telemetry data

C. Configure router with routing to reach Cisco DNA Center
D. Configure router with SNMPv2c or SNMPv3 traps

Answer: B

Explanation:
Unmonitored: Unmonitored devices are devices for which Assurance did not receive any
telemetry data during the specified time range.

NEW QUESTION 267

- (Exam Topic 1)

An engineer configured a company’s multiple area OSPF head office router and Site A cisco routers with VRF lite. Each site router is connected to a PE router of
an MPLS backbone.
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ad Office & Site A

lﬁ 1.:.'2.1 -
ip vrf abe
rd 101:101

interface FastEthernetQ/0

ip vrf forwarding abc

ip address 172.16.16.X 255.255.255.252
1

router ospf 1 vrf abc
log-adjacency-changes
natwork 172.16.16.0 0.0.0.255 area 1

After finishing both site router configurations, none of the LSA 3,4 5, and 7 are installed at Site A router. Which configuration resolves this issue?

A. configure capability vrf-lite on Site A and its connected PE router under router ospf 1 vrf abc

B. configure capability vrf-lite on Head Office and its connected PE router under router ospf 1 vrf abc

C. configure capability vrf-lite on both PE routers connected to Head Office and Site A routers under routtr ospf 1 vrf abc
D. configure capability vrf-lite on Head Office and Site A routers under router ospf 1 vrf abc

Answer: C

NEW QUESTION 269
- (Exam Topic 1)
What is the role of a route distinguisher via a VRF-Lite setup implementation?

A. It extends the IP address to identify which VFP instance it belongs to.

B. It manages the import and export of routes between two or more VRF instances

C. It enables multicast distribution for VRF-Lite setups to enhance EGP routing protocol capabilities
D. It enables multicast distribution for VRF-Lite setups to enhance IGP routing protocol capabilities

Answer: A

NEW QUESTION 271
- (Exam Topic 1)

Refer to the exhibit.

access-list 100 deny tcp any any eq 465
access-list 100 deny tcp any eq 465 any
access-list 100 permit tcp any any eq 80
access-list 100 permit tcp any eq 80 any
access-list 100 permit udp any any eq 443
access-list 100 permit udp any eq 443 any

During troubleshooting it was discovered that the device is not reachable using a secure web browser. What is needed to fix the problem?

A. permit tcp port 443
B. permit udp port 465
C. permit tcp port 465
D. permit tcp port 22

Answer: A

NEW QUESTION 275
- (Exam Topic 1)
What is a prerequisite for configuring BFD?

A. Jumbo frame support must be configured on the router that is using BFD.

B. All routers in the path between two BFD endpoints must have BFD enabled.

C. Cisco Express Forwarding must be enabled on all participating BFD endpoints.

D. To use BFD with BGP, the timers 3 9 command must first be configured in the BGP routing process.

Answer: C
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/fs_bfd.html#wp1043332

NEW QUESTION 276

- (Exam Topic 1)

Which statement about route distinguishers in an MPLS network is true?

A. Route distinguishers allow multiple instances of a routing table to coexist within the edge router.
B. Route distinguishers are used for label bindings.

C. Route distinguishers make a unique VPNv4 address across the MPLS network.

D. Route distinguishers define which prefixes are imported and exported on the edge router.

Answer: C
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NEW QUESTION 278
- (Exam Topic 1)
After some changes in the routing policy, it is noticed that the router in AS 45123 is being used as a transit AS router for several service provides. Which
configuration ensures that the branch router in AS 45123 advertises only the local networks to all SP neighbors?
A)

ip as-path access-list 1 permit *45123

|

router bgp 45123
neighbor 5P-Neighbors filter-list 1 out

B)
ip as-path access-ist 1 permit .*
|

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

C)
ip as-path access-list 1 permit *45123%
|

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

D)
ip as-path access-list 1 permit *$
|

router bgp 45123
neighbor SP-Neighbors filter-list 1 out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

By default BGP advertises all prefixes to external BGP neighbors. This means that if you are multi-homed (connected to two or more ISPs) then you might become
a transit AS. For example, ISP 2 in AS 200 can send traffic to your router in AS 100 to reach ISP 3 in AS 300 because you advertised prefixes in ISP 3 to ISP 2.
This is what will be seen in the BGP routing table of ISP1:

18p1#shew ip boo
sutput omitted
Hatwork Hext Hop Metric LocPrfi Weight Path

n -

i F I S B oL W e ] AT

i
] Ky i O 0T 3
Adada eSS wF dd&e L0 Lawl |||..- e LUAN

NEW QUESTION 282
- (Exam Topic 1)
Refer to the exhibit.

CUSTOMER ]
LAM Gi W0 [ 1000.12.1

S e 10016812 192 168.1.1
Gi G2

1561
mnoazsz e'“\
3
CUSTOMER h.éﬂw
EDGE (a1 10 1)

I5P2

100131

Gi DD

ISP 1 and ISP 2 directly connect to the Internet. A customer is tracking both ISP links to achieve redundancy and cannot see the Cisco 10S IP SLA tracking output
on the router console. Which command is missing from the IP SLA configuration?

A. Start-time 00:00

B. Start-time 0

C. Start-time immediately
D. Start-time now

Answer: D
Explanation:

Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipsla/configuration/15-mt/sla-15-mt-book/sla_icmp_echo.htm

NEW QUESTION 286
- (Exam Topic 1)
Refer to the exhibit.
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R1({config)#route-map ADD permit 20
R1(config-route-map)#set tag 1

R1(config)#router ospf1
R1(config-router)#redistribute rip subnets route-map ADD

Which statement about R1 is true?

A. OSPF redistributes RIP routes only if they have a tag of one.

B. RIP learned routes are distributed to OSPF with a tag value of one.

C. R1 adds one to the metric for RIP learned routes before redistributing to OSPF.
D. RIP routes are redistributed to OSPF without any changes.

Answer: B
NEW QUESTION 290

- (Exam Topic 1)
Refer to the exhibit.

7 -

192.168.130.0/24 ”ﬁg AT
179 o
o .20 030 %

R3

Which configuration configures a policy on R1 to forward any traffic that is sourced from the 192.168.130.0/24 network to R2?

& gccess-list 1 permit 192.168.1.30.0 0.0.0,255
1

interface GIO/2

ip palicy route-map test
|

route-map test permit 10

match ip address 1
et ip next-hop 172.20.20.2

8  access-list 1 permit 192,168.130.0 0.0.0.255
|
interface Gid/1
ip pelicy route-map test
|

route-map test permit 10
match ip address 1
get ip next-hop 172.20.40.2

C  access-list 1 permit 192.168.130.0 0.0.0.255
!

interface GiD/2

ip policy route-map test

!

routa-map test permit 10

match ip address 1

set ip next-hop 172.20.20.1
D access-list 1 permit 192.168.130.0 0.0.0.258

!

interface Gi/1

ip policy route-map test

1

route-map test permit 10
match ip address 1
set ip next-hop 172.20.40.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 294
- (Exam Topic 1)
Drag and drop the DHCP messages from the left onto the correct uses on the right.
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| server-to-client communication, refusing
DHCPACK the request for configuration parameters

; client-to-server communication, indicating
DHCFRNFORM | that the network address is already in use

server-to-client communication with
DHCPNAK configuration parameters, including
committed network address

iclient-to-server communication, asking for |

only local configuration parameters that the
RLTRE R RE gl_ileﬁg?essglready externally configured as

A. Mastered
B. Not Mastered

Answer: A

Explanation:

DHCPACK

The server-to-client communication with configuration parameters, including committed network address. DHCPINFORM

The client-to-server communication, asking for only local configuration parameters that the client already has externally configured as an address.

DHCPNAK

The server-to-client communication, refusing the request for configuration parameter. DHCPDECLINE

The client-to-server communication, indicating that the network address is already in use

Reference:

https://www.cisco.com/c/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html

DHCPINFORM: If a client has obtained a network address through some other means or has a manually configured IP address, a client workstation may use a
DHCPINFORM request message to obtain other local configuration parameters, such as the domain name and Domain Name Servers (DNSs). DHCP servers
receiving a DHCPINFORM message construct a DHCPACK message with any local configuration parameters appropriate for the client without allocating a new IP
address. This DHCPACK will be sent unicast to the client.

DHCPNAK: If the selected server is unable to satisfy the DHCPREQUEST message, the DHCP server will respond with a DHCPNAK message. When the client
receives a DHCPNAK message, or does not receive a response to a DHCPREQUEST message, the client restarts the configuration process by going into the
Requesting state. The client will retransmit the DHCPREQUEST at least four times within 60 seconds before restarting the Initializing state.

DHCPACK: After the DHCP server receives the DHCPREQUEST, it acknowledges the request with a

DHCPACK message, thus completing the initialization process.

DHCPDECLINE: The client receives the DHCPACK and will optionally perform a final check on the parameters. The client performs this procedure by sending
Address Resolution Protocol (ARP) requests for the IP address provided in the DHCPACK. If the client detects that the address is already in use by receiving a
reply to the ARP request, the client will send a DHCPDECLINE message to the server and restart the configuration process by going into the Requesting state.
Reference:

https://www.cisco.com/c/en/us/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html

NEW QUESTION 295
- (Exam Topic 1)
Refer to the exhibit.

BRANCH-RTR#

router eigrp 100

network 1043100007

network 10.100.100.1 0.0.0.0

distribute-list route-map FILTER-IM in FastEthemetd/0
eigrp router-id 10,100,100 1

|

ip prefix-list 102 seq 10 permit 10.1.1.100/32
|

route-map FILTER-IN deny 10

match ip address prefix-list 102
I

A junior engineer updated a branch router configuration. Immediately after the change, the engineer receives calls from the help desk that branch personnel
cannot reach any network destinations. Which configuration restores service and continues to block 10.1.1.100/32?

A. route-map FILTER-IN deny 5

B. ip prefix-list 102 seq 15 permit 0.0.0.0/32 le 32
C. ip prefix-list 102 seq 5 permit 0.0.0.0/32 le 32
D. route-map FILTER-IN permit 20

Answer: D
Explanation:

By using “deny” keyword in a route-map, we can filter out the prefix specified in the prefix-list. But there is an implicit “deny all” statement in the prefix-list so we
must permit other prefixes with “permit” keyword in the route-map.

NEW QUESTION 300
- (Exam Topic 1)
Refer to the exhibit.
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Router Configuration:

p vrf customer_a

rd 131

route-target export 1:1
route-target import 1:1

nterface FastEthernet0.1
encapsulation dot1Q 2
ip vrf forwarding customer_a
ip address 192.168.4.1 255.255.255.0
1
router ospf 1
log-adjacency-changes
!
router ospf 2 vrf customer a
l0g-adjacency-changes
network 182.168.4.0 0.0.0.255 area 0

end

The network administrator configured VRF lite for customer A. The technician at the remote site misconfigured VRF on the router. Which configuration will resolve
connectivity for both sites of customer_a?

ip vrf customer_a

rd 1:1

route-target export 1:2
route-target import 1:2

ip vrf customer_a

rd 1:1

route-target import 1:1
route-target export 1:2

ip vrf customer_a
rd 1:2
route-target both 1:2

ip vrf customer_a
rd 1:2
route-target both 1:1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

From the exhibit, we learned:

+ VRF customer_a was exported with Route target (RT) of 1:1 so at the remote site it must be imported with the same RT 1:1.

+ VRF customer_a was imported with Route target (RT) of 1:1 so at the remote site it must be exported with the same RT 1:1.

Therefore at the remote site we must configure the command “route-target both 1:1” (which is equivalent to two commands “route-target import 1:1" & “route-
target export 1:1".

NEW QUESTION 303

- (Exam Topic 1)

A network engineer needs to verify IP SLA operations on an interface that shows on indication of excessive traffic.
Which command should the engineer use to complete this action?

A. show frequency
B. show track

C. show reachability
D. show threshold

Answer: B

NEW QUESTION 305
- (Exam Topic 1)
Refer to the exhibit.
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An engineer is monitoring reachability of the configured default routes to ISP1 and ISP2. The default route from ISP1 is preferred if available. How is this issue
resolved?

A. Use the icmp-echo command to track both default routes

B. Use the same AD for both default routes

C. Start IP SLA by matching numbers for track and ip sla commands
D. Start IP SLA by defining frequency and scheduling it

Answer: D

Explanation:

Reference:
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-1SP-Failover-with-default-routes-using-I.html
In the above configuration we have not had activated our IP SLA operation. We can start it with this command:
R1(config)#ip sla schedule 100 life forever start-time now Also we should specific the rate of ICMP echo:
R1(config-ip-sla-echo)#frequency 5 // Send ICMP echo every 5 seconds

NEW QUESTION 310
- (Exam Topic 1)
Which command displays the IP routing table information that is associated with VRF-Lite?

A. show ip vrf

B. show ip route vrf

C. show run vrf

D. show ip protocols vrf

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/50sg/configuration/guide/Wrapper-46SG

NEW QUESTION 314
- (Exam Topic 1)
Which statement about IPv6 ND inspection is true?

A. It learns and secures bindings for stateless autoconfiguration addresses in Layer 3 neighbor tables.
B. It learns and secures bindings for stateless autoconfiguration addresses in Layer 2 neighbor tables.
C. It learns and secures bindings for stateful autoconfiguration addresses in Layer 3 neighbor tables.
D. It learns and secures bindings for stateful autoconfiguration addresses in Layer 2 neighbor tables.

Answer: B
Explanation:

IPv6 ND inspection learns and secures bindings for stateless autoconfiguration addresses in Layer 2 neighbor tables. IPv6 ND inspection analyzes neighbor
discovery messages in order to build a trusted binding table database, and IPv6 neighbor discovery messages that do not have valid bindings are dropped. A
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neighbor discovery message is considered trustworthy if its IPv6-to-MAC mapping is verifiable.

This feature mitigates some of the inherent vulnerabilities for the neighbor discovery mechanism, such as attacks on duplicate address detection (DAD), address
resolution, device discovery, and the neighbor cache.

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/15-s/ip6f-15-s-book/ip6-snooping.p

NEW QUESTION 315
- (Exam Topic 1)
Refer to the exhibit.

1001110024 RIP
GO0 GO/
ﬁa 124212024
-
Redistribution

After redistribution is enabled between the routing protocols; PC2, PC3, and PC4 cannot reach PC1. Which action can the engineer take to solve the issue so that
all the PCs are reachable?

A. Set the administrative distance 100 under the RIP process on R2.

B. Filter the prefix 10.1.1.0/24 when redistributed from OSPF to EIGRP.
C. Filter the prefix 10.1.1.0/24 when redistributed from RIP to EIGRP.
D. Redistribute the directly connected interfaces on R2.

Answer: A
NEW QUESTION 317

- (Exam Topic 1)
Refer to the exhibit.

Router# show tag-switching tdp bindings

{...)

tib entry: 10.10.10.1/32, rev 31
local binding: tag: 18
remate binding: tsr: 10.10.10.1:0, tag: imp-null
remote binding: tsr: 10.10.10.2:0, tag: 18
remote binding: tsr: 10.10.10.6:0, tag: 21

tib entry: 10.10.10.2/32, rev 22
local binding: tag: 17
remote binding: tsr: 10.10.10.2:0, tag: imp-null
remote binding: tsr: 10.10.10.1:0, tag: 19
remote binding: tsr: 10.10.10.6:0, tag: 22

What does the imp-null tag represent in the MPLS VPN cloud?

A. Pop the label

B. Impose the label

C. Include the EXP bit
D. Exclude the EXP bit

Answer: A

Explanation:
The imp-null (implicit null) tag instructs the upstream router to pop the tag entry off the tag stack before forwarding the packet.
Note: pop means remove the top MPLS label

NEW QUESTION 322
- (Exam Topic 1)
Which label operations are performed by a label edge router?

A. SWAP and POP
B. SWAP and PUSH
C. PUSH and PHP
D. PUSH and POP

Answer: D
Explanation:
A label edge router (LER, also known as edge LSR) is a router that operates at the edge of an MP and acts as the entry and exit points for the network. LERs push

an MPLS label onto an incoming packet and pop it off an outgoing packet.
Reference:
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/mpls/configuration/guide/mpls_cg/mp_mp

NEW QUESTION 326
- (Exam Topic 1)
Refer to the exhibit.

config t
flow record v4_r1
match ipv4 tos
maitch ipv4 protocol
match ipv4 source address
maich ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90
exit
I
flow monitor FLOW-MONITOR-1
record v4_r1
exit
I
ip cef
I
interface Ethernet(/0.1
Ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITCGR-1 input
I

Why is the remote NetFlow server failing to receive the NetFlow data?

A. The flow exporter is configured but is not used.

B. The flow monitor is applied in the wrong direction.

C. The flow monitor is applied to the wrong interface.
D. The destination of the flow exporter is not reachable.

Answer: A

NEW QUESTION 331
- (Exam Topic 1)
Which protocol is used to determine the NBMA address on the other end of a tunnel when mGRE is used?

A. NHRP
B. IPsec
C. MP-BGP
D. OSPF

Answer: A

NEW QUESTION 336
- (Exam Topic 1)

An engineer configured a leak-map command to summarize EIGRP routes and advertise specifically loopback 0 with an IP of 10.1.1.1.255.255.255.252 along with
the summary route. After finishing configuration, the customer complained not receiving summary route with specific loopback address. Which two configurations

will fix it? (Choose two.)

router eigrp 1
!

I'Dute-map Leak-Route deny 10
!

interface Serial 0/0
ip summary-address eigrp 1 10.0.0.0 255.0.0.0 leak-map Leak-Route

. Configure access-list 1 permit 10.1.1.0.0.0.0.3.

. Configure access-list 1 permit 10.1.1.1.0.0.0.252.

. Configure access-list 1 and match under route-map Leak-Route.

. Configure route-map Leak-Route permit 10 and match access-list 1.
. Configure route-map Leak-Route permit 20.

mooOw2>

Answer: AD

Explanation:
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When you configure an EIGRP summary route, all networks that fall within the range of your summary are suppressed and no longer advertised on the interface.
Only the summary route is advertised. But if we want to advertise a network that has been suppressed along with the summary route then we can use leak-map
feature. The below commands will fix the configuration in this question:

R1(config)#access-list 1 permit 10.1.1.0 0.0.0.3

R1(config)#route-map Leak-Route permit 10 // this command will also remove the “route_map Leak-Route deny 10” command.

R1(config-route-map)#match ip address 1

NEW QUESTION 338
- (Exam Topic 1)
Refer to the exhibit.

R1#show policy-map control-plane
Control Plane
Class-map: NMS (match-all)
500461 packets, 24038351 bytes
5 minute offered rate 1390000 bps, drop rate 0 bps
police:
cir 50000 bps, bc 5000 bytes
conformed 50444 packets, 24031001 bytes; actions:
transmit
exceeded 990012 packets, 94030134 bytes; actions
drop conformed 4000 bps, exceed 0 bps
R1#

A company is evaluating multiple network management system tools. Trending graphs generated by SNMP data are returned by the NMS and appear to have
multiple gaps. While troubleshooting the issue, an engineer noticed the relevant output. What solves the gaps in the graphs?

A. Remove the exceed-rate command in the class map.

B. Remove the class map NMS from being part of control plane policing.

C. Configure the CIR rate to a lower value that accommodates all the NMS tools

D. Separate the NMS class map in multiple class maps based on the specific protocols with appropriate CoPP actions

Answer: D

Explanation:

Reference: https://tools.cisco.com/security/center/resources/copp_best practices

The class-map NMS in the exhibit did not classify traffic into specific protocols so many packets were dropped. We should create some class-map to classify the
receiving traffic. It is also a recommendation of CoPP/CPP policy:

“Developing a CPP policy starts with the classification of the control plane traffic. To that end, the control plane traffic needs to be first identified and separated into
different class maps.”

NEW QUESTION 340
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