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NEW QUESTION 1

- (Exam Topic 4)

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.

How should you complete the template? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

v
[*AzureADApphicatoniD
| ‘WorkspacelD"
| ‘WorkspaceName ;
| “WorkspaceURL '
v
AzureADApphcahonSecrel !
StorageAccountKey
WorkspacelD
| Waorkspacekey” |
A. Mastered

B. Not Mastered
Answer: A

Explanation:
References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in

NEW QUESTION 2

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the
planned authentication.

Solution: You deploy an Azure AD Application Proxy.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:

> Create Azure Virtual Network.
> Create a custom DNS server in the Azure Virtual Network.
> Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

> Configure forwarding between the custom DNS server and your on-premises DNS server. Reference:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

NEW QUESTION 3
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.
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You have an Azure subscription named Subscription2 that contains the following resources:
> An Azure Sentinel workspace

> An Azure Event Grid instance
You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Subscription1:

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline

An Event Hubs namespace

An Azure Service Bus queue

Subscription2:

A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 4
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
Useri Group1, Group?2 | Enabled
User? Groupt Disabled
Userd Group1 Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings: >

> Conditions: Sign-in risk level: Medium and above

> Access Allow access, Require multi-factor authentication
You need to identify what occurs when the users sign in to Azure AD.

Name _ Type _ Description
| EventHub?1 | Azure Event Hubs ' Not applicable
| Adf1 | Azure Data Factory ' Not applicable _
NVAT Network virtual appliance (NVA) The NVA sends security event messages in the
Common Event Format (CEF)

Assignments: Include Groupl, exclude Group2

What should you identify for each user? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

When User1 signs in from an anonymous IP address,
the user will:

v

Be blocked
Be prompted for MFA

Sign in by using a username and password only

When User2 signs in from an unfamiliar location,

v

the user will: Be blocked

Be prompted for MFA

Sign in by using a username and password only

When User3 signs in from an infected device, v
the user will B6 DIocked
Be prompted for MFA
Sign in by using a username and password only
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

References:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/ https://docs.microsoft.com/en-us/azure/active-
directory/identity-protection/concept-identity-protection-policies https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks

NEW QUESTION 5

- (Exam Topic 4)

You have an Azure subscription named Subscription1.

You deploy a Linux virtual machine named VM1 to Subscriptionl. You need to monitor the metrics and the logs of VM1.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you use?

A. the AzurePerformanceDiagnostics extension
B. Azure HDInsight

C. Linux Diagnostic Extension (LAD) 3.0

D. Azure Analysis Services

Answer: A

NEW QUESTION 6

- (Exam Topic 4)

Lab Task

Task 3

You need to ensure that a user named Danny-31330471 can sign in to any SQL database on a Microsoft SQL server named web31330471 by using SQL Server
Management Studio (SSMS) and Azure AD credentials.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create and register an Azure AD application. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to specify a name, such as
SQLServerCTP1, and select the supported account types, such as Accounts in this organization directory only.

Grant application permissions. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to assign the Directory.Read.All permission
to the application and grant admin consent for your organization.

Create and assign a certificate. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to create a self-signed certificate and
upload it to the application. You also need to store the certificate in Azure Key Vault and grant access policies to the application and your SQL Server.

Configure Azure AD authentication for SQL Server through Azure portal. You can use the Azure portal to do

this. You need to select your SQL Server resource and enable Azure AD authentication. You also need to select your Azure AD application as the Azure AD admin
for your SQL Server.

Create logins and users. You can use SSMS or Transact-SQL to do this. You need to connect to your SQL Server as the Azure AD admin and create a login for
Danny-31330471. You also need to create a user for Danny-31330471 in each database that he needs access to.

Connect with a supported authentication method. You can use SSMS or SqlClient to do this. You need to specify the Authentication connection property in the
connection string as Active Directory Password or Active Directory Integrated. You also need to provide the username and password of Danny-31330471.

NEW QUESTION 7

- (Exam Topic 4)

You have an Azure web app named WebAppl. You upload a certificate to WebAppl.

You need to make the certificate accessible to the app code of WebAppl. What should you do?

A. Add a user-assigned managed identity to WebApp1.

B. Add an app setting to the WebApp1l configuration.

C. Enable system-assigned managed identity for the WebAppl.
D. Configure the TLS/SSL binding for WebApp1.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate-in-code

NEW QUESTION 8

- (Exam Topic 4)

You have an Azure subscription that contains a web app named Appl and an Azure key vault named Vaultl. You need to configure Appl to store and access the
secrets in Vaultl.

How should you configure Appl? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Configure App1 to authenticate by using a: -
Key

Certificate

Passphrase

User-assigned managed identity
System-assigned managed identity

Configure a Key Vault reference for App1 from the -
Extensions blade

General settings tab

TLS/SSL settings blade

Application settings tab

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION 9

- (Exam Topic 4)

You have 10 on-premises servers that run Windows Server 2019.

You plan to implement Azure Security Center vulnerability scanning for the servers. What should you install on the servers first?

A. the Security Events data connector in Azure Sentinel

B. the Microsoft Endpoint Configuration Manager client

C. the Azure Arc enabled servers Connected Machine agent
D. the Microsoft Defender for Endpoint agent

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/azure-arc/servers/agent-overview https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-
vm

NEW QUESTION 10

- (Exam Topic 4)

You have multiple development teams that will create apps in Azure.

You plan to create a standard development environment that will be deployed for each team.

You need to recommend a solution that will enforce resource locks across the development environments and ensure that the locks are applied in a consistent
manner.

What should you include in the recommendation?

A. an Azure policy

B. an Azure Resource Manager template
C. a management group

D. an Azure blueprint

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001 standards. What should you use?

A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection
C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)

Answer: C
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION 11
- (Exam Topic 4)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name . Region Description

HubVNet is a virtual network connected to the on-premises
HubVNet East US network by using a site-to-site VPN that has BGP route
propagation enabled HubVNet contains a subnet named
i HubVNetSubnet(
SpokeVNetis a virtual network connected to HubVNet by
SpokeVNet EastUS | using VNet peering Spoke'VNet contains a subnet named
SpokeVNetSubnetl

The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the on-premises network.
You plan to deploy an Azure firewall to HubVNet. You create the following two routing tables:

> RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address

> RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall as the default gateway

You need to ensure that traffic between SpokeVNetSubnet0 and the on-premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route tables. Each subnet may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Subnets Answer Area

Azure FirewallSubnet
RT1

GatewaySubnet
RT2:

HubVNetSubnet0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Subnets Answer Area

Azure FirewallSubnet |
e — ! RT1: |GatewaySubnet

;GatewaySLanet | T i
===========" RT2 | HubVNetSubnet0 |

HubVNetSubnet( |

|
]

NEW QUESTION 13

- (Exam Topic 4)

You have an Azure SQL Database server named SQL1.

You plan to turn on Advanced Threat Protection for SQL1 to detect all threat detection types. Which action will Advanced Threat Protection detect as a threat?

A. A user updates more than 50 percent of the records in a table.
B. A user attempts to sign as SELECT * from tablel.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.
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Answer: B

Explanation:

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an active exploit happens against an identified application vulnerability
to SQL injection. This means the attacker is trying to inject malicious SQL statements using the vulnerable application code or stored procedures.

References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

NEW QUESTION 16

- (Exam Topic 4)

You have an app that uses an Azure SQL database.

You need to be notified if a SQL injection attack is launched against the database. What should you do?

A. Modify the Diagnostics settings for the database.

B. Deploy the SQL Health Check solution in Azure Monitor.
C. Enable Azure Defender for SQL for the database.

D. Enable server-level auditing for the database.

Answer: C

NEW QUESTION 18

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of password hash synchronization and seamless SSO. Does the solution meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 19

- (Exam Topic 4)

You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VM1 that uses Azure Active Directory (Azure
AD) authentication.

You have two custom Azure roles named Rolel and Role2 that are scoped to RG1.

The permissions for Rolel are shown in the following JSON code.

icrosoft.Compute/virtualMachine:

"notActions”: |

'Microsoft.Compute/virtualMachines /delete”

"dataActions™: [],

"notDataActions

The permissions for Role2 are shown in the following JSON code.

"permissions”

'Microsoft.Compute/virtualMachines/*

"notActions”: [],
"dataActions”:

"notDataActions™:
You assign the roles to the users shown in the following table.

Name . Role

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
User? can delete Vi1
“l: 5 HF-:F“H |1.1
serd can signin to VM1 by using Azure AD credentials
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Jserl can delete VM :
serd can delete ViV

serd can sian in to VWM by using Azure AD credentials I

NEW QUESTION 22

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only: Lab Instance: 28681041

Task 2

You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To add the network interface of a virtual machine named VM1 to an application security group named ASG1, you can follow these steps:

In the Azure portal, search for and select the virtual machine named VM1.

In the left pane, select Networking.

In the Networking pane, select the network interface that you want to add to the application security group named ASG1.
In the network interface pane, select Application security groups.

In the Application security groups pane, select Add.

VWV VVVYVY

In the Add application security group pane, select the application security group named ASGL1.

> Select Save.
You can find more information on this topic in the following Microsoft documentation: Add a network interface to an application security group using the Azure
portal.

NEW QUESTION 26

- (Exam Topic 4)

From the Azure portal, you are configuring an Azure policy.

You plan to assign policies that use the DeploylfNotExist, AuditifNotExist, Append, and Deny effects.
Which effect requires a managed identity for the assignment?

A. AuditlfNotEXxist
B. Append

C. DeploylfNotExist
D. Deny

Answer: C

Explanation:
When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity.
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References:

https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

NEW QUESTION 30
- (Exam Topic 4)

You have 15 Azure virtual machines in a resource group named RGL1. All virtual machines run identical applications.
You need to prevent unauthorized applications and malware from running on the virtual machines. What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.
B. From Microsoft Defender for Cloud, configure adaptive application controls.

C. Apply an Azure policy to RGI.
D. Apply a resource lock to RGI.

Answer: B

Explanation:

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security
of your Azure resources. It provides integrated security monitoring and policy management across your Azure subscriptions. It helps detect threats that might
otherwise go unnoticed, and works with a broad ecosystem of security solutions.

Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

> Providing security recommendations for the virtual machines. Example recommendations include: app system updates, configure ACLs endpoints, enable

antimalware, enable network security groups, and apply disk encryption.

> Monitoring the state of your virtual machines.
https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

NEW QUESTION 35
- (Exam Topic 4)

You have an Azure subscription that is linked to an Azure AD tenant and contains the virtual machines shown in the following table.

Name | Connected to

Private |IP address

Public IP address
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VM3 VNET2/Subnet
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The subnets of the virtual networks have the service endpoints shown in the following table.

Subnet

Service endpoint

VNET1/Subnetl | Micr

osoft.Storage

"‘.H\: 11/Subnet2

— e — —

i’\:T' /Subneti 'hcr 0sO

IcrosoftKe "'...11

et e}

ft.Storage, Microsoft. KeyVault

You create the resources shown in the following table.

Name Type
5‘“*&*’;*11 -'h*urﬂ ‘S*cra ge account
Vault1 Azure Key »..:*L,l

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements
Connections from VM1 1o storage 1 always use IP address 10.1.1.5
Conpections from VM2 1o Vaultl always use IP address 20.224. 219,230
Authentication from YM3 to the tenant uses either IP address 10.11.1.5 or 40,122
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Passing Certification Exams Made Easy

Mo

visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full az-500 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/az-500-exam-dumps.html (377 New Questions)

Answer Area

Statements

™=

Authentication from V

NEW QUESTION 39
- (Exam Topic 4)

nnections from VM

TIY

110 storage always use IP address 10.1.1.5

A2 to Vault! always use P address 20.224.219.23(
YR ka Fanant Ay Fhar addrace 1077 315 -
A1 to the tenant uses either |P address 10 3014

Yes

You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table.

Name

Resource group

Ll

- -
-

= =

In Subl, you create a virtual machine that has the following configurations:

* Name:VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.
In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4
C. Vaultl only

D. Vaultl or Vault2 only

Answer: C

Explanation:

Mo

"Your key vault and VMs must be in the same subscription. Also, to ensure that encryption secrets don't cross regional boundaries, Azure Disk Encryption requires
the Key Vault and the VMs to be co-located in the same region." https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION 43
- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com.
The company is developing an application named Appl. Appl will run as a service on server that runs Windows Server 2016. Appl will authenticate to
contoso.com and access Microsoft Graph to read directory data.

You need to delegate the minimum required

permissions to Appl.

Which three actions should you perform in sequence from the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area

and arrange them in the correct order.

Actions

Grant permissions

Add a delegated permission

Answer Area

Configure Azure AD Application Proxy @

Add an application permission

Create an app reqgistration

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Step 1: Create an app registration
First the application must be created/registered. Step 2: Add an application permission
Application permissions are used by apps that run without a signed-in user present. Step 3: Grant permissions

NEW QUESTION 47
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning. You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: D

Explanation:

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new ones that are created.
Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2,
2016, version 1709 and 1803

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION 52

- (Exam Topic 4)

You have five Azure subscriptions linked to a single Azure Active Directory (Azure AD) tenant. You create an Azure Policy initiative named
SecurityPolicylnitiativel.

You identify which standard role assignments must be configured on all new resource groups.

You need to enforce SecurityPolicylnitiativel and the role assignments when a new resource group is created. Which three actions should you perform in
sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Publish an Azure Bluepnnts version
Assign an Azure bluepnnt
Create a policy assignment

©

Create a custom role-based access control (RBAC) role. @

©

Create a dedicated management subscription

Create an Azure Blueprints definition

Create an initiative assignment

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy
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NEW QUESTION 56
- (Exam Topic 4)
You have an Azure key vault named Vaultl that stores the resources shown in the following table.

Mame _ Type

Which resources support the creation of a rotation policy?

A. Key 1 only

B. Certl only

C. Keyl and Secretl only
D. Keyl and Certl only

E. Secretl and Certl only
F. Keyl, Secretl, and Certl

Answer: A

NEW QUESTION 60

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named sql1. You plan to audit sql1.
You need to configure the audit log destination. The solution must meet the following requirements:

> Support querying events by using the Kusto query language.
> Minimize administrative effort. What should you configure?

A. an event hub
B. a storage account
C. a Log Analytics workspace

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard

NEW QUESTION 62

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD). Azure AD Connect is installed
on a domain member server named Server1.

You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options. The solution must use the principle of least
privilege.

Which Azure AD role should you assign to the domain administrator?

A. Security administrator
B. Global administrator
C. User administrator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

NEW QUESTION 64

- (Exam Topic 4)

You have 15 Azure virtual machines in a resource group named RG1. All virtual machines run identical applications.
You need to prevent unauthorized applications and malware from running on the virtual machines. What should you do?

A. Apply an Azure policy to RG1.

B. From Azure Security Center, configure adaptive application controls.
C. Configure Azure Active Directory (Azure AD) Identity Protection.

D. Apply a resource lock to RG1.

Answer: B

Explanation:

Adaptive application control is an intelligent, automated end-to-end application whitelisting solution from Azure Security Center. It helps you control which
applications can run on your Azure and non-Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs against malware. Security
Center uses machine learning to analyze the applications running on your VMs and helps you apply the specific whitelisting rules using this intelligence.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

NEW QUESTION 68

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (Azure AD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the
planned authentication.

Solution: You deploy Azure Active Directory Domain Services (Azure AD DS) to the Azure subscription. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/hdinsight/domain-joined/apache-domain-joined-configure-using-azure-a

NEW QUESTION 71

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines. Solution: You add an extension to each virtual machine.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft Antimalware extension from the dropdown
list under Installed Extensions and click Add to configure with default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

NEW QUESTION 73

- (Exam Topic 4)

You have an Azure subscription that contains a storage account and an Azure web app named Appl. Appl connects to an Azure Cosmos DB database named
Cosmosl that uses a private endpoint named

Endpointl. Endpointl has the default settings.

You need to validate the name resolution to Cosmos1. Which DNS zone should you use?

A. Endpointl. Privatelink,blob,core,windows,net
B. Endpointl. Privatelink,database,azure,com
C. Endpointl. Privatelink,azurewebsites,net

D. Endpointl. Privatelink,documents,azure,com

Answer: D
NEW QUESTION 77

- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Connected to Private IP Public 1P
_ | address | address
| VM1 | VNET1/Subnet1 |10.1.14 [13.80.73.87 |
| VM2 | VNET2/Subnet2 | 10.2.14 1213.199.133.190]
VM3 VNETZ2/Subnet?2 | 10.2.1.5 ' None

Subnetl and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageaccl that is configured as shown in the following exhibit.
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L) Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts.

Virtual networks
Secure your storage account with virtual networks.

VIRTUAL SUBNET ADDRESS ENDPOINT RESOURCE SUBSCRIBTION
NETWORK RANGE STATUS GROUP

Mo network selected.

Firewall
Add IP ranges to allow access from the internet on your on-premises networks.

Address Range

=l

13.80.73.87
IP address or CIDR

Exceptions
¥ Allow trusted Microsoft services to access this storage account @
L] Allow read access to storage logging from any network
] Allow read access to storage metrics from any network
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No
From VM1, you can upload a blob to storageacc]. O O
From VM2, you can upload a blob to storageacc]. O O
From VM3 , you can upload a blob to storageaccl. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The public IP of VM1 is allowed through the firewall.

Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageaccl directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot
access storageaccl over the Internet.

Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageaccl directly. VM3 does not have a public IP address so it cannot access storageaccl over
the Internet.

Reference:

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION 81
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Multi-factor authentication
| Name ' Member of : Mobile phone . (MFA) status
' User1t | Group1 | 1235557890 | Disabled
User2 | Group1.Group2 | None | Enabled |
User3 | Group1 | 123 555 7891 | Required

You create and enforce an Azure AD ldentity Protection user risk policy that has the following settings:
> Assignment: Include Groupl, Exclude Group2
> Conditions: Sign-in risk of Medium and above

> Access: Allow access, Require password change
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No

if User1 signs in from an unfamiliar location, he must change his password.

If User2 signs in from an anonymous IP address, she must change her
password

If User3 signs in from a computer containing malware that is communicating
with known bot servers, he must change his password.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Userl is member of Groupl. Sign in from unfamiliar location is risk level Medium. Box 2: Yes
User2 is member of Groupl. Sign in from anonymous IP address is risk level Medium. Box 3: No
Sign-ins from IP addresses with suspicious activity is low. Note:

- Sign-in Activity | Risk Level
Users with leaked credentials | High
Sign-ins from anonymous IP Medium
addresses
Impossible travel to atypical Medium
locations
Sign-ins from infected devices | Medium
Sign-ins from IP addresses with Low
suspicious activity
Sign-ins from unfamiliar locations Medium

Azure AD ldentity protection can detect six types of suspicious sign-in activities:
> Users with leaked credentials

> Sign-ins from anonymous IP addresses

> Impossible travel to atypical locations

> Sign-ins from infected devices

> Sign-ins from IP addresses with suspicious activity

> Sign-ins from unfamiliar locations
These six types of events are categorized in to 3 levels of risks — High, Medium & Low: References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION 85
- (Exam Topic 4)

You network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in
the following table.

Name Source
Userl Azure AD
User2 Azure AD
User3 On-premises Active Directory
The tenant contains the groups shown in the following table.
Name Members
Groupl Userl, UserZ, User3
Group? User?2

You configure a multi-factor authentication (MFA) registration policy that and the following settings:
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> Assignments:
> Include: Groupl

> Exclude Group2
Controls: Require Azure MFA registration Enforce Policy: On
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No
Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O O
User2 must configure MFA during the user’s next Azure AD
authentication. O O
User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O O

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Userl will be prompted to configure MFA registration during - <
the user’s next Azure AD authentication. LC_) | O
User2 must configure MFA during the user’s next Azure AD =
authentication. O 'O |

User3 will be prompted to configure MFA registration during  _ _ |
the user’s next Azure AD authentication. 'O | O

NEW QUESTION 87
- (Exam Topic 4)
You have an Azure subscription that contains the Azure virtual machines shown in the following table.

Name Operating system
VM1 Windows 10
VM2 Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

You create an MDM Security Baseline profile named Profilel.
You need to identify to which virtual machines Profilel can be applied. Which virtual machines should you identify?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1 and VM3 only

D. VM1, VM2, VM3, and VM4

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

NEW QUESTION 92
- (Exam Topic 4)
You have an Azure subscription that contains the storage accounts shown in the following, table.
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Name Perforrmance Account kimnd Arure Data Lake Storage
_ Gen2
| storagel | Standard | BlobStorage | Enabled — =
storage’l Premaum BlockBlobStorage Drsabled
storage3 | Standard Storage Lrsabled
| — »
| *'.'.'-:*ra-se-t Premum i i—":':u':"."‘."r!ﬂ-" Drsabled
L] 3 “
| storageS | Standard StorageV.2 Enabled

You enable Microsoft Defender for Storage.
Which storage services of storages are monitored by Microsoft Defender for Storage, and which storage accounts are protected by Microsoft Defender for
Storage? To answer, select the appropriate options in the answer area.

Answer Area
Monitoned STOragesS tenvioes: -
Protected sTofage aoCounts: -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anmerer Areas
bonitored sTOrages tenicel.  File services and table services only -
Protectesd storage Accounts: torage 1, storage-l, and storage® onby o

NEW QUESTION 94

- (Exam Topic 4)

You have an Azure subscription that uses Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

A PIM user that is assigned the User Access Administrator role reports receiving an authorization error when performing a role assignment or viewing the list of
assignments.

You need to resolve the issue by ensuring that the PIM service principal has the correct permissions for the subscription. The solution must use the principle of
least privilege.

Which role should you assign to the PIM service principle?

A. Contributor

B. User Access Administrator

C. Managed Application Operator
D. Resource Policy Contributor

Answer: B

NEW QUESTION 97

- (Exam Topic 4)

You plan to implement an Azure function named Functionl that will create new storage accounts for containerized application instances.

You need to grant Functionl the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Assign role to: v

A group account
A system-assigned managed identity
A user account

A user-assigned managed identity

Role assignment to create: S

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview https://docs.microsoft.com/en-us/azure/active-
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directory/managed-identities-azure-resources/howto-assign-access

NEW QUESTION 99

- (Exam Topic 4)

You have an Azure subscription that contains the following Azure firewall:

* Name: Fwl

* Azure region: UK West

* Private IP address: 10.1.3.4

* Public IP address: 23.236.62.147

The subscription contains. The virtual networks shown in the following table.

Name Location IP address space Peered with
Vnet1 UK West 10.1.0.0/16 Vnet2
Vnetl East US 10.2.0.0/16 Vnet1, Vnet3
Vnet3 West US 10.3.0.0/16 Vnet2
The subscription contains the subnets shown in the following table.
~ Name | Virtualnetwork |  IP address range
Subnet!-1 Vhet 10.1.1.0/24
Subnet!-2 Vnetl 10.1.2.0/24
AzurefirewallSubnet | Vnetl 10.1.3.0/24
Subnet2-1 Vnet2 10.2.1.0/24
Subnet3-1 Vnet3 10.3.1.0/24
The subscription contains the routes shown in the following table.
Name Subnet IP address Next hop type Next hop IP address
prefix
Rt1 Subnet1-1 0.0.0.0/0 Virtual apphance 10.1.34
Rt2 Subnet1-2 10.1.1.0/24 Virtual appliance 10.1.34
Rt3 SubnetZ-1 10.1.1.0/24 Virtual appliance 10124
Rtd Subnet3-1 10.2.1.0/24 Virtual apphance | 10.1.34

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
Traffic from Subnet1-1 to Subnet 1-2 15 routed through Fwi

Traffic from Subnat2-1 to Subnet 1-1 15 routed through Fil

Traffic from Subnet3-1 1o the internet is routed through Fw1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements No

Traffic from Subnet1-1 to Subnet 1-215 routed through Fw
Traffic from Subnat2-1 to Subnet 1-115 routed through Fw!

Traffic from Subnet3-1 to the internet is routed through Ful. !

NEW QUESTION 104

- (Exam Topic 4)

You have an Azure subscription that contains virtual machines. You enable just in time (JIT) VM access to all the virtual machines.
You need to connect to a virtual machine by using Remote Desktop. What should you do first?
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A. From Azure Directory (Azure AD) Privileged Identity Management (PIM), activate the Security administrator user role.

B. From Azure Active Directory (Azure AD) Privileged Identity Management (PIM), activate the Owner role for the virtual machine.
C. From the Azure portal, select the virtual machine, select Connect, and then select Request access.

D. From the Azure portal, select the virtual machine and add the Network Watcher Agent virtual machine extension.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon

NEW QUESTION 105

- (Exam Topic 4)
You have an Azure subscription named Subl that contains the resources shown in the following table.
Resource
Name Type Region
group
Sal Azure Storage account East US RG1
VM1 Azure virtual machine East US RG2
KV1 Azure key vault East US 2 RG1
SQL1 Azure SQL database East US 2 RG2

You need to ensure that you can provide VM1 with secure access to a database on SQL1 by using a contained database user.

What should you do?

A. Enable a managed service identity on VM1.
B. Create a secret in KV1.

C. Configure a service endpoint on SQL1.

D. Create a key in KV1.

Answer: B

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-windows-vm

NEW QUESTION 109
- (Exam Topic 4)

You have a network security group (NSG) bound to an Azure subnet.

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourcehddressPFrefix
DestinationhddressPrefix
SourcefApplicationSecurltyGroups
DestinationApplicationSecurityGroups
Acoass

Priority

Direction

Narme

PrevisionIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelAddressPrefix
DestinationhAddressPrefix
SourcefpplicationSecurityGroups
DestinationipplicationSecurityGroups
Acoass

Priority

Direction

Hama

Description

Protocol

SourcePortRange
DestinaticnPortRange
SourcelddressPrefix
DestinationAddressPrefix
SourcelpplicationSecurityGroups
DestinationApplicationSecurityGroups
Acosas

Priority

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
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Inbound

You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.
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NOTE: Each correct selection is worth one point.

Traffic destined for an Azure Storage account is [answer choice],

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: able to connect to East US 2

v

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

A4

allowed
dropped
forwarded

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2} Box 2: dropped

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION 110
- (Exam Topic 4)
You have an Azure subscription.

You plan to implement Azure DDoS Protection. The solution must meet the following requirement:

* Provide access to DDoS rapid response support during active attacks.
* Project Basic SKU public IP addresses.

You need to recommend which type of DDoS projection to use for each requirement.
What should you recommend? To answer, drag the appropriate DDoS projection types to the correct requirements. Each DDoS Projection type may be used once,
or not at all. You may need to drag the split bar between panes or scroll to view connect.

NOTE: Each correct selection is worth one point.

D05 Protection types Angwer Arej

A. Mastered
B. Not Mastered

Answer: A

Explanation:

D05 Protection types Angwer Arej

. o R s . O

NEW QUESTION 111
- (Exam Topic 4)
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a hybrid configuration of Azure Active Directory (AzureAD). You have an Azure HDInsight cluster on a virtual network.
You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the

planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server. References:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

NEW QUESTION 115
- (Exam Topic 4)

You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.

Name Type In resource group
Eg:g;gg’;ﬂ?’“m -bSef- Subscnption ID Not applicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 Virtual network RG1
slorage Storage account RG1T
User1 User account Not applicable

You create an Azure role by using the following JSON file.

= T - A L)1 b -
eName”: "Rolel”™,

“assignableScopes”:

B
Y

“/subscriptions/

=
[n)
/g
bl

“/subscriptions/

372£433 f '
372£433- 1d

d

L]

“actions”:
“Microsoft.Compute/*"”

: F

“notActions”: [],

“dataActions”: [],

“notDataActions”: []

}

You assign Rolel to Userl for RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can create a new virtual machine in RG1. O @)
User can modify the properties of storage1. '® O

User1 can attach the network interface of VM1 to VNET1. O
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

NO NO NO
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION 120
- (Exam Topic 4)

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain.
You plan to create an Azure file share that will contain folders and files.
Which identity store can you use to assign permissions to the Azure file share and folders within the share? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 122
- (Exam Topic 4)

Azure files share:

Folders in the file share!

zure files share: A

You company has an Azure Active Directory (Azure AD) tenant named contoso.com. You plan to create several security alerts by using Azure Monitor.
You need to prepare the Azure subscription for the alerts. What should you create first?

A. An Azure Storage account
B. an Azure Log Analytics workspace

C. an Azure event hub

D. an Azure Automation account

Answer: B

Explanation:

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-create-workspace

NEW QUESTION 123
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.

Name Type
_ﬁ?r] l User
User? | User
User3 | User
Groupl | Security group
Group?2 | Security group
Appl Enterprise application

User2 is the owner of Group2.
The user and group settings for Appl are configured as shown in the following exhibit.
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+ Add user & A == Columns Got feedback?

0 The apphcation will appear on the access panel for assigned users. Set “visible to users™ to no in properties to prevent this. =

DISPLAY NAME QBJECT TYPE ROLE ASSIGNED

@ : Group Default Access

You enable self-service application access for Appl as shown in the following exhibit.

Allow users to request access 1o this Yos N

apphcation?

To which group should assigned users be
added? Select group .

Require approval before granting access N

to this apphcation?

Wheo s allowed to approve access to this

Select approvers
application? pprov

b

1 users selected

To which role should users be assigned in
this application?

User3 is configured to approve access to Appl.

You need to identify the owners of Group2 and the users of Appl.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group2 owners: v

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

Appl users: v

Groupl members only

Group2 members only

Groupl and Group2 members only

Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 126
- (Exam Topic 4)

You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory (Azure AD) tenant. The tenant contains the

resources shown in the following table.
Which resources can be added to AUl and AU2? To answer, select the appropriate options in the answer area.
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Name Type Assigned object

ALl Admngstrative nit User!, Group! |

Al A ivury LAl ve il MNone .
ot 1 LUt Mot applicable

Group? | Secunty group Mot W‘M

aloupd | Miciosolt 365 grow Mot applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Argwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 128

- (Exam Topic 4)

You have the Azure resource shown in the following table.

, MName | Type | = Parem
Management] | Management group | Tenant Root Groug

| Subsnption’ j sbscnption Management !
Ak | Fesource orioug Subscnpton |

| RG2 : Resounce Oroug I Sutscnpton | ]
Vi | Virhsal machine | RG

. — Rk Rt -
M2 | Vil machne | RG2

You need to meet the following requirements:

aut: [
ALLY oy

Goud only

dhentity 1 andy

ALl arnd Groupd only

|..IrII~I;. _' T | qu_-ll’lf-:l | fl'-!

ALLF

Qentity | onty

AT ara ety | oy

Group and Grouns only
AL, Croup. and lderdity | only

soup ] Groupd and Lises 1 '|h

Croupd only
.“!-nr.'.'r1 Wiy
Al

andd Gioupd anly

—

dCrpup 2 and ideatity ] on

dentity | only
Al ] Icterstiny | oy

Group! and Group? ondy

AL _Group? 2D Mdeniity | onhe

r-l-'l Groupd and User 1 only

* Internet-facing virtual machines must be protected by using network security groups (NSGs).
* All the virtual machines must have disk encryption enabled.

What is the minimum number of security that you should create in Azure Security Center?

00w
A WDN PP

Answer: D

NEW QUESTION 129
- (Exam Topic 4)

You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.
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' Name |

~ Operating system

| VM1 | Windows Server 2012

VM2

| | Windows Server 2012 R2
| VM3 | Windows Server 2016
| VM4 Ubuntu Server 18 04 LTS

| VMS Red Hat Enterprise Linux 7.4
VMG | CentOS75

—————

| Region | Resource group
| EastUS | RG1
| WestUS | RG1
| WestUS ____|RG2 : )
| WestUS | RG2
| EastUS | RG1

EastUS RG1

F S

— P

You schedule two update deployments named Updatel and Update2. Updatel updates VM3. Update2 updates VM6.
Which additional virtual machines can be updated by using Updatel and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Update1

Update?2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

VM2 only
VM4 only

VM1 and VM2 only

VM1, VM2, VM4 VM5, and VMG

[ VM5 only

VM1 and VM5 only
VM4 and VM5 only
Vr".'11 VME Elﬂd U"'ﬂf" C‘lﬂh.‘

VM1, VM2, VM3, VM4, and VM5

Updatel: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2 Update2: VM4 and VM5 only

VMG6: CentOS 7.5 East US RG1
For Linux, the machine must have access to an update repository. The update repository can be private or public.

References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION 132

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD).
The Azure AD tenant contains the users shown in the following table.

Name Source Password
Userl Azure AD Adatuml123
User2 Azure AD N3w3rT0Gue33
User3 On-premises Active Directory | ComplexPassword33

You configure the Authentication methods — Password Protection settings for adatum.com as shown in the following exhibit.
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Custom smart lockout

e E e it 'I-:-\..-‘,ﬁ.-.“.-l'.-l ﬂ 1D
.
Lockout duration in seconds @ | 60

Custom banned passwords

enforce custom hst Li ]

MNo

Adatum

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory O

Mode ﬂ

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

I Enforced

NOTE: Each correct selection is worth one point.

Userl will be prompted to change the password on the next sign-in.

User2 can change the password to @d@tum_COmpleX123.

Statements

User3 can change the password to Adatum123!.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text Description automatically generated
Reference:

Yes

No

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-de https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-password-ban-bad

NEW QUESTION 133
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains two administrative units named AU1 and AU2.

Users are assigned to the administrative units as shown in the following table.

| Username |  Member of

|
Strrun &

&7

A. Mastered
B. Not Mastered

Answer: A
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Admini can reset the password of User!

Admin2 can reset the password of User3

Admin3 can reset the password of Admindg
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Explanation:
Answer Arca

Statements Yes No

Admini can reset the password of Userl |
Admin2 can reset the password of User3 |

Admms can reset the password of Adrmand

NEW QUESTION 134

- (Exam Topic 4)

You have an Azure subscription named Subl.

You have an Azure Active Directory (Azure AD) group named Groupl that contains all the members of your IT team.

You need to ensure that the members of Groupl can stop, start, and restart the Azure virtual machines in Subl. The solution must use the principle of least

privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Answer Area

[
Actions |
|
I

!Ereate a JSON tile.

Run the Update-AzureRmManagementGroup cmdlet. I

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet, |

Run the New-AzureRmRoleAssignment cmdlet. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION 136

- (Exam Topic 4)

You have an Azure subscription.

You plan to map an online infrastructure and perform vulnerability scanning for the following:
* ASNs

» Hostnames

* IP addresses

» SSL certificates What should you use?

A. Microsoft Defender for Cloud

B. Microsoft Defender for Identity

C. Microsoft Defender for Endpoint

D. Microsoft Defender External Attack Surface Management (Defender EASM)

Answer: A

NEW QUESTION 138

- (Exam Topic 4)

You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001:2013 standards.
What should you use?

A. Azure Active Directory (Azure AD) Identity Protection
B. Microsoft Defender for Cloud

C. Microsoft Defender for Identity

D. Microsoft Sentinel

Answer: B
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NEW QUESTION 139
- (Exam Topic 4)
You have the Azure Information Protection conditions shown in the following table.

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

ou have the Azure Information FProtection labels shown in the following table.

' Name | Appliesto | Use label | Set the default label |
, Global | Not applicable ‘_Nnne_ - None - = 1

Policy 1 User1 | Label1 None .
| Policy2 | User1 | Label2 | None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text v
‘Black and White", the file will be assigned: No label

Label1 only
Label2 only
Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the . 4
text "Black or white”, the file will be assigned: No label

Label1 only
Label2 only
Label1 and Label2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Label 2 only
How multiple conditions are evaluated when they apply to more than one label

> The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive)
and the label positioned last has the highest position (most sensitive).

> The most sensitive label is applied.

> The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification
does not apply to Microsoft Notepad.

References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION 142

- (Exam Topic 4)

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full az-500 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/az-500-exam-dumps.html (377 New Questions)

Actions

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Verify your identity with MFA
* 2. Consent to PIM

* 3. Sign up PIM for AAD Roles

NEW QUESTION 143
- (Exam Topic 4)

Answer Area

You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the

users shown in the following table.

Name Role
serl Global administraton
Jeser2 Security administiaton

ser3 security reader
Userd License administrator

Each user is assigned an Azure AD Premium P2 license.

You plan lo onboard and configure Azure AD identity Protection.
Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
Answer Area

Users who can onboard Azure AD Identity Protection:

User] only
User? and Userd only

User), User 2 and Users only

User], User 2 User3 and User 4 only

Users who can remediate wsars and configure policies,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Users who can onboard Azure AD Identity Prolection: Jusert ondy

Userl and Userd only

Lise ser 2 and User3 o

s or 2 Userd and Usor 4 only
Lsers who Can remediate users and conngure ;_'-C‘|'l_':-3':i User]l and User2 only |

Wserl and Usard only

Usert, User 2 and User3 ondy

serl, User 2 Userd and User 4

NEW QUESTION 147
- (Exam Topic 4)
You have an Azure subscription named Subl. Subl has an Azure Storage account named Storagel that contains the resources shown in the following table.

Name | Type
ontainer Blob container

| sharel .:I"'-ll'1'": |

You generate a shared access signature (SAS) to connect to the blob service and the file service.
Which tool can you use to access the contents in Containerl and Share! by using the SAS? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Tools for Containert: |Robocopy.exe
Azure Storage Explorer
File Explorer

Tools for Sharel: |Robocopy.exe
AZure Storage Explorer

File Explorer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Tools for Containerl: |Robocopy.exe _
l|Azure Storage Explorer |
File Explorer

Tools for Share1: |Robocopy.exe :
!L:.lre Storage Explorer
[File Explarer

NEW QUESTION 151

- (Exam Topic 4)

You have an Azure subscription.

You need to deploy an Azure virtual WAN to meet the following requirements:

* Create three secured virtual hubs located in the East US, West US, and North Europe Azure regions.
 Ensure that security rules sync between the regions. What should you use?

A. Azure Firewall Manager

B. Azure Virtual Network Manager
C. Azure Network Function Manager
D. Azure Front Door

Answer: A

NEW QUESTION 153
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
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Name | Type

You plan to deploy an Azure Private Link service named APL1. Which resource must you reference during the creation of APL1?

A. VMSS1
B. VM1
C. SQL
D. LB1

Answer: D

NEW QUESTION 158
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

| Name | Connected to | Private IP address | Public IP address

L] E ] i

BB Ll

- A - M 4 -
R i
i ViNG _1.-L i = = s ol ¥ =

A a ¥ . .. " - - [ -
L F "N al = | = i e

| i i ™ - b 5 & . EB B - f . a i Ir =
% B %
L] ® L1 L B . (e ! ! -

You have an Azure Cosmos DB account named cosmosl configured as shown in the following exhibit.

Statements Yes No

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes, Yes, No

NEW QUESTION 159

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of pass-through authentication and seamless SSO with password hash synchronization.

Does the solution meet the goal?

A. Yes
B. No

Answer: A
Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 160
- (Exam Topic 4)
You plan to use Azure Resource Manager templates to perform multiple deployments of identically configured Azure virtual machines. The password for the

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l/ Exam Recommend!! Get the Full az-500 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/az-500-exam-dumps.html (377 New Questions)

administrator account of each deployment is stored as a secret in different Azure key vaults.

You need to identify a method to dynamically construct a resource ID that will designate the key vault containing the appropriate secret during each deployment.
The name of the key vault and the name of the secret will be provided as inline parameters.

What should you use to construct the resource ID?

A. a key vault access policy
B. a linked template

C. a parameters file

D. an automation account

Answer: C
Explanation:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?tabs=azure-cli#r

NEW QUESTION 163
- (Exam Topic 4)
You have two Azure virtual machines in the East US2 region as shown in the following table.

' Name |  Operatingsystem | Type | Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 | Ubuntu 16.04-DAILY-LTS  Lds | Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The operating system version
The tier
The type

VM2 v
IThe operating system version
The tier
IThe type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

VML1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs
with Azure Premium Storage.

VM2: the operating system

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-ca

NEW QUESTION 166

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some gquestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 171

- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)
tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center
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B. Azure Blueprints
C. Azure AD Privileged Identity Management (PIM)

D. Azure Policy
Answer: B

Explanation:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-definition https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 175

- (Exam Topic 4)

Your company has an Azure subscription named Subscriptionl. Subscriptionl is associated with the Azure Active Directory tenant that includes the users shown in
the following table.

Name Role
Userl Global administrator
User2 Billing administrator
User3 Owner
Userd Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscriptionl.
Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User: v
Userl
User2
User3
Userd

Tool: v
Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Table Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

NEW QUESTION 177
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Mame Member of E Multi-factor authentication (MFA) status

|
| woupl, Groupd Disabled
|

sers Groupd | Disabled

The tenant contains the named locations shown in the following table.

Name IP address range

Trusttﬁ location

=

l"_"'n."...l‘." - L _..-._"-1 | =

. *
[

Boston 154.12.18.0/24 NG

You create the conditional access policies for a cloud app named Appl as shown in the following table.
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Mame ‘ Include | Exclude { Condition _ Grant
Policy Group | Group2 Locations: Boston Block access
i A Jrant access, Require
Palicy2 aroup Novi plipsiztis 4 nulti-facton
location
authentication
Halicy Group: roup Locations: Bostion Hiock access

= afant access, Require
LoCahons. Any

iy Liser Nore multi-tactor

authenticaton

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

AnSwer Arca
Statements Yes
§ - ez Aol from an IP add f 1541218
' ¥ Access Ar ma BOOness i
o ¥, | = af fi m - BR[| o | 4 i
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Argwer Area
Statements Yes
Userl can access App from an IP agdress of 154.12.18.1
T n access Appt from an daress
ger2 can access App! from an 1P address of 18.34

NEW QUESTION 182
- (Exam Topic 4)

You have an Azure subscription that contains an Azure Files share named sharel and a user named Userl. Identity-based authentication is configured for sharel.
Userl attempts to access sharel from a Windows 10 device by using SMB. Which type of token will Azure Files use to authorize the request?

A. OAuth 20

B. JSON Web Token (JWT)
C. Kerberos

D. SAML

Answer: C
Explanation:

https://learn.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-directory-domain-service

NEW QUESTION 186
- (Exam Topic 4)

You have a management group named Groupl that contains an Azure subscription named subl. Subl has a subscription ID of

11111111-1234-1234-1234-1111111111.

You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Groupl.

What should you include in the role definition of Rolel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Resource provider:

Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope: v

/
/Group1
/subscriptions/11111111-1234-1234-1234-1111111111
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, application Description automatically generated

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the
subscription level.

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations https://docs.microsoft.com/en-us/azure/role-based-access-
control/custom-roles

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

NEW QUESTION 189

- (Exam Topic 4)

You have an Azure subscription that contains an Azure web app named Appl.

You plan to configure a Conditional Access policy for Appl. The solution must meet the following requirements:

* Only allow access to Appl from Windows devices.

» Only allow devices that are marked as compliant to access Appl.

Which Conditional Access policy settings should you configure? To answer, drag the appropriate settings to the correct requirements. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy settings Answer Area
nes O & y ™ - a Aaemd fom | | T . [ o
1 f '\-'r'_l :!-.-'II- JCCess 10 ;.L: TOm WinGgows CanCes
Longitions
un Y AHOW GEviCes that are marked as compliant to
- access App |
lrant
MEET0N
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Policy settings Answer Area
| & Wil e i LT
W G 3 3 T :I -_l‘.l::-'llr-rr I.-| :-l i ‘_‘_r _"
Condihons
T L Unly allow dewices that are marked as compliant to

NEW QUESTION 192

- (Exam Topic 4)

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company'’s security policy for administrator accounts has the following conditions:
* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90 days. You need to minimize the number of generated alerts.
Which PIM alert should you modify?

A. Roles don’t require multi-factor authentication for activation.

B. Administrator aren’t using their privileged roles

C. Roles are being assigned outside of Privileged identity Management
D. Potential state accounts in a privileged role.

Answer: D

Explanation:

Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure

NEW QUESTION 196
- (Exam Topic 4)
You have an Azure subscription that contains a virtual machine named VM1. You create an Azure key vault that has the following configurations:

> Name: Vault5
> Region: West US

> Resource group: RG1
You need to use Vault5 to enable Azure Disk Encryption on VM1. The solution must support backing up VM1 by using Azure Backup.
Which key vault settings should you configure?

A. Access policies
B. Secrets

C. Keys

D. Locks

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION 201
- (Exam Topic 4)
You have an Azure subscription that contains a user named Userl. Userl is assigned the Reader role for the subscription.
You plan to create a custom role named Rolel and assign Rolel to Userl.
You need to ensure that Userl can create and manage application security groups by using the Azure portal. Which two permissions should you add to Rolel? To
answer, select the appropriate permission in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Add permissions

Microsoft Monitoring Insights
Mecrosoft SecurityGraph

Microsoft Monitoring Insights
Enabe your workforce to be produchive
on all their devices, while keeping your
organization’s information protected

Microsoft Monitoring Insights
Microsoft Dynamics Telemetry

Microsoft Network

Connect choud and on-premises
infrastructure and senices fo provide
your Customsrs and wsers he Dest

Microsoft Operations Management
A simpiified management solution for
any enteqprse

Microsoft Policy Insights
Summanze policy states for the
subscription kevel pokicy defintion

Microsoft Portal
Build, manage, and manidor af Azure
praducts in a single, unified conscle

Microsoft Power Bl Dedicated
Manage Power Bl Premium dedicated
tapacities for exciusae use by an
arganization

Microsoft Power Platform
Microsofi PowerPlatform

Microsoft Project Babylon
Microsoft ProjectBabyion

Microsoft Purview
Microsoft Punview

Microsoft Resource Graph
Powerful ool bo query, explore, and
analyze your choud resources at scalke

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Microsoft Portal 2. Microsoft Network
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/azure-services-resource-providers

NEW QUESTION 205
- (Exam Topic 4)
Lab Task

use the following login credentials as needed:
To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg
If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 8

You need to prevent HTTP connections to the rg1lod28681041n1 Azure Storage account.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To prevent HTTP connections to the rg11od28681041n1 Azure Storage account, you can follow these steps:
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storage account named rgllod28681041n1.

> In the left pane, select Firewalls and virtual networks.

> In the Firewalls and virtual networks pane, select Selected networks.

> In the Selected networks pane, select Add existing virtual network.

> In the Add existing virtual network pane, select the virtual network that does not allow HTTP connections.
> Select Add.

NEW QUESTION 209
- (Exam Topic 4)
You have an Azure subscription named Subl. Subl contains a virtual network named VNet1 that contains one subnet named Subnetl.

You create a service endpoint for Subnetl.
Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.
You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service

endpoint.

A. Create an application security group and a network security group (NSG).
B. Edit the docker-compose.yml file.
C. Install the container network interface (CNI) plug-in.

Answer: C

Explanation:

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and Windows platform.
The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them
directly to other containers and virtual network resources. The plug-in doesn’t rely on overlay networks, or routes, for connectivity, and provides the same

performance as virtual machines.
The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

Existing vitual network

-

Afure
Firewall

Containers

I

‘ ' Sy
[ i 2

[

|

1 Internet

Service Endpoints

Azure Services

On-premises

References:
https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION 212

- (Exam Topic 4)

You plan to deploy a custom policy initiative for Microsoft Defender for Cloud. You need to identify all the resource groups that have a Delete lock.

How should you complete the policy definition? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

"policyRule®: {
"§": |
"fleld™:
“"equals”:
I

- -,
then L

“affect™:

“detalls”

“type”:

TtypeT,

"Microsoft. Resources/subscnptions” b

“Microsoft. Resources/subscnptions/resourceGroups”
resourceGroups”
“auditIfNotExists™,

38 |
"Hicrosoft.Authorization/locks™,

:

enstenceCondition”

“eastenceCondition”

e

[

et

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

“policyRule™:
iF

“field™:

“"equals”:

"effect™:

"detalls”:

"type”:

"@astenceCondition’

[ “exstenceCondition”

value”

operations”
]
“fleld™: “microsoft.duthorization/locks/level”.

“equals”: “CanliotDelete”

type”",

Microsoft Resources/subscnptions”

Icrosoft

esources/subscrniptions/resourceGroups”
“resourceGroups”

“auditIfMorExists™,

{
"Microsoft.Authorization/locks™,

-

3

operations”

“valus”

NEW QUESTION 216
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- (Exam Topic 4)

You have an Azure subscription named Subscriptionl that contains a resource group named RG1 and a user named Userl. Userl is assigned the Owner role for

RG1.

You create an Azure Blueprints definition named Blueprintl that includes a resource group named RG2 as shown in the following exhibit.

Edit blueprint

UAs prbfprbe b bhg Bl ogamet dald pbey ey ssm ar Gn ey g B ar Pra artdaete e d ke Sdeks ] il et ane
= i b W R R L L SR e R S S s

MaAE ARTIRACT TYPE FARAMETERS

vy Subseripbon

+ Add artifact

L AT [ ] L.
* | ARG Resource groop ot of 2 parameters populated

= User] (Userl@sk200628outiook onmacrosoft com) : Tag Contributor Role assgnment Lowtof | parameters populated

+ rdd artifact

You assign Blueprintl to Subscription1 by using the following settings: £ Lock assignment: Read Only

> Managed ldentity: System assigned
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

You can remove Userl from the Tag Contributor role for RG2.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION 217
- (Exam Topic 4)

No

You have an Azure Storage account named storagel and an Azure virtual machine named VM1. VM1 has a premium SSD managed disk.

You need to enable Azure Disk Encryption for VM1.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the

correct order.
Actions ' Answer Area

Run the Set-AzVMDiskEncryptionExtension ¢mdlet

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault,

Configure storage1 to use a customer-managed key.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION 219
- (Exam Topic 4)
You have the Azure virtual machines shown in the following table.

Name ' Location Connected to
VM1 West US 2 VNET1/Subnet1
VM2 West US 2 VNET1/Subnet1
VM3 West US 2 VNET 1/Subnet2
VM4 | East US VNET2/Subnet3
VM5 | West US 2 VNET5/Subnet5

Each virtual machine has a single network interface.
You add the network interface of VM1 to an application security group named ASG1.
You need to identify the network interfaces of which virtual machines you can add to ASG1. What should you identify?

A. VM2 only

B. VM2, VM3, VM4, and VM5
C. VM2, VM3, and VM5 only
D. Vm2 and Vm3 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups

NEW QUESTION 222

- (Exam Topic 4)

Your company has an Azure subscription named Subl that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
The company develops an application named Appl. Appl is registered in Azure AD.

You need to ensure that Appl can access secrets in Azure Key Vault on behalf of the application users. What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent
D. an application permission that requires admin consent

Answer: B

Explanation:

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access limited by the selected permission. This type of
permission can be granted by a user unless the permission requires administrator consent.

NEW QUESTION 223
- (Exam Topic 4)
You have an Azure subscription named Subcriptionl that contains the resources shown in the following table.

Name | ! Descrigtion
ud 1 . .
vertHub | ATuts Syt Hulbs Mol apnfic obife
At Arure Data Factory Nor appdicable
_ - The MVA sench seCunty event messsagem in the Common Fven
LAY Rl wvirm] apphance [MNUVA

| | Format (CEF

You have an Azure subscription named Subcription2 that contains the following resources:

> An Azure Sentinel workspace

> An Azure Event Grid instance
You need to ingest the CEF messages from the NVAs to Azure Sentinel. NOTE: Each correct selection is worth one point.
Answer Ared
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Anpwer Arce Cusscnpoon! [an Acure 19 Anahlics agect 30 3 Linwl WL MRS
i Cughy &b ot Dibdine
An bwerd =uln AT # I
o Ry ey T SR ST
J.\t' 1'1'.-': , CRE o ;:l' r.r'."rlllr'-' "dﬂ:":" T -
& s Bpe 4T Gl o imU

r—_ ] s - I_.J‘.'..'-'n_'-i

i'hnr#'.l-.'-"'""-tr-"i-

NEW QUESTION 224
- (Exam Topic 4)

You have a Azure subscription that contains an Azure Container Registry named Registryl. The subscription uses the Standard use tier of Azure Security Center.
You upload several container images to Registerl.

You discover that vulnerability security scans were not performed
You need to ensured that the images are scanned for vulnerabilities when they are uploaded to Registryl. What should you do?

A. From the Azure portal modify the Pricing tier settings.

B. From Azure CLI, lock the container images.

C. Upload the container images by using AzCopy

D. Push the container images to Registryl by using Docker

Answer: A
Explanation:

Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-security-center/

NEW QUESTION 226

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.
Name Type Location In resource group
RG1 Resource group cast US Not applicable

RG2 Resource group | West US Not applicable

RG3 Resource group | Central US | Not applicable
VNet1 | Virtual network Central US | RG2

VNetl contains the subnets shown in the following table.

Name Description
AzurefFirewall Contains no resources
AzureFirewallSubnet | Contains no resources
Subnetl Contains a virtual machine
Subnet2 Contains no resources

You plan to use the Azure portal to deploy an Azure firewall named AzFW1 to VNetl.

Which resource group and subnet can you use to deploy AzFW1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Resource group: | RG2 |

Subnet: | AzureFirewaliSubnet only w I

AzureFirewall only
AzureFwewall or AzureFiewallSubnet only
Azurefirewall AzurefirewallSubnet or Subnet only

Arurefirewall, Azuref itewallSubnet, Subnetl, or Subnet2

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Answer Area
Resource group: | RG: T
- —— g

NEW QUESTION 229

- (Exam Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Service (AWS) account named AWSL1 that is connected to defender for Cloud.

You need to ensure that AWS foundational Security Best Practices. The solution must minimize administrate effort.
What should do you in Defender for Cloud?

A. Create a new customer assessment.
B. Assign a built-in assessment.

C. Assign a built-in compliance standard.
D. Create a new custom standard.

Answer: C
NEW QUESTION 231

- (Exam Topic 4)
You have an Azure subscription named Subl that contains the virtual machines shown in the following table.

1

Name | Resource group
VM1 | RG1
VM2 | RG2
VM3 | RG1
VM4 | RG2

You need to ensure that the virtual machines in RG1 have the Remote Desktop port closed until an authorized user requests access.
What should you configure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Answer: D

Explanation:

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your Azure VMs, reducing exposure to attacks while providing easy
access to connect to VMs when needed.

Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs by creating an NSG rule. You select the ports on the VM to
which inbound traffic will be locked down. These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based Access Control (RBAC) permissions that permit them to successfully
request access to a VM. If the request is approved, Security Center automatically configures the Network Security Groups (NSGs) and Azure Firewall to allow
inbound traffic to the selected ports and requested source IP addresses or ranges, for the amount of time that was specified. After the time has expired, Security
Center restores the NSGs to their previous states. Those connections that are already established are not being interrupted, however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

NEW QUESTION 232
- (Exam Topic 4)
You have an Azure key vault named KeyVaultl that contains the items shown in the following table.

Name | Type
Item1 [ Key
tem2 | Secret
Policy1 Access policy
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In KeyVault, the following events occur in sequence:

> Item1 is deleted

5\"' Administrator enables soft delete

> Iltem2 and Policyl are deleted.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

You can recover Policy1.

You can add a new key named ltem1.

You can add a new secret named Item?2.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NO. Policies cannot be recovered YES, Iteml is permanently deleted

Yes

O

O

O

No

O

NO, You cannot use the same name cause Item2 is in Seoft-deleted status https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview

NEW QUESTION 236

- (Exam Topic 4)
You have an Azure key vault named KeyVaultl that contains the items shown in the following table.
Name Type
tem1 Key
tem?Z Secret
Policy1 | Access policy

In KeyVaultl the following events occur in sequence:

* item is deleted.

* [tem2 and Policyl are deleted.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

You can recover Policy1.

You can add a new key named ltem1.

You can add a new secret named ltem?2.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes
You can recover Policy1. O
You can add a new key named ltem1. O
You can add a new secret named ltem2. O

NEW QUESTION 237
- (Exam Topic 4)
You have an Azure subscription that contains a Microsoft Sentinel workspace.

No

O

Microsoft Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Microsoft Sentinel components to configure to meet the following requirements:

* When Microsoft Sentinel identifies a threat an incident must be created.

* A ticket must be logged in the service management platform when an incident is created in Microsoft Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat an incident
must be created

A ticket must be logged in the service management platform
when an incident is created in Azure Sentinel

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When Azure Sentinel identifies a threat. an incident
must be created

A ticket must be logged in the service management platform
when an incident 1s created in Azure Sentinel

NEW QUESTION 242
- (Exam Topic 4)

v

Analytics

Data connectors
Playbooks
Workbooks

v

Analytics

Data connectors
Playbooks
Workbooks

v

LAnalytics |
Data connectors
Playbooks
Workbooks

v

Analytics
I_Da_ta_c onnectors
Playbooks |

R Tl —

Workbooks

You have an Azure subscription that contains the resources shown in the following table.

Name Type
VM1 Virtual machine
VNET1 Virtual network
storage1 Storage account
| Vault1 Key vault
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You plan to enable Azure Defender for the subscription. Which resources can be protected by using Azure Defender?

A. VM1, VNET1, storagel, and Vaultl
B. VM1, VNET1, and storagel only
C. VM1, storagel, and Vaultl only

D. VM1 and VNET1 only
E. VM1 and storagel only

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/security-center/azure-defender

NEW QUESTION 244
- (Exam Topic 4)

On Monday, you configure an email notification in Azure Security Center to notify user userl@contoso.com. On Tuesday, Security Center generates the security

alerts shown in the following table.

' Time . Description _ SEHerit}".i
01:00 | Failed RDP brute force attack | Medium
01:01 | Successful RDP brute force attack High
06:10 | Suspicious process executed High
(09:00 | Malicious SQL activity High

11:15 | Network communication with a malicious machine detected | Low
13:30 | Suspicious process executed High
14:00 | Failed RDP brute force attack Medium

16:01 | Successful ROP brute forceattack | High
23:20 | Possible outgoing spam activity detected Low
23:25 | Madified system binary discovered in dump file High
23:30 | Malicious SQL activity High

How many email notifications will userl@contoso.com receive on Tuesday? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Total number of Security Center email notifications about an RDP

brute force attack on Tuesday:

=

Total number of Security Center email notifications on Tuesday:

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Reference:

et = T = & S - R ¥ §

https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details

NEW QUESTION 247
- (Exam Topic 4)

You have a Microsoft 365 tenant that uses an Azure Active Directory (Azure AD) tenant The Azure AD tenant syncs to an on-premises Active Directory domain by
using an instance of Azure AD Connect.
You create a new Azure subscription

You discover that the synced on-premises user accounts cannot be assigned rotes in the new subscription. You need to ensure that you can assign Azure and
Microsoft 365 roles to the synced Azure AD user accounts. What should you do first?

A. Change the Azure AD tenant used by the new subscription.
B. Configure the Azure AD tenant used by the new subscription to use pass-through authenticate
C. Configure the Azure AD tenant used by the new subscription to use federated authentication.
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D. Configure a second instance of Azure AD Connect.

Answer: A

NEW QUESTION 248

- (Exam Topic 4)

You have an Azure subscription linked to an Azure Active Directory Premium Plan 1 tenant. You plan to implement Azure Active Directory (Azure AD) Identity
Protection.

You need to ensure that you can configure a user risk policy and a sign-in risk policy. What should you do first?

A. Purchase Azure Active Directory Premium Plan 2 licenses for all users.
B. Register all users for Azure Multi-Factor Authentication (MFA).

C. Enable security defaults for Azure AD.

D. Upgrade Azure Security Center to the standard tier.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

NEW QUESTION 251

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of federation with Active Directory Federation Services (AD FS). Does the solution meet the goal?

A. Yes
B. No

Answer: B

Explanation:
A federated authentication system relies on an external trusted system to authenticate users. Some companies want to reuse their existing federated system
investment with their Azure AD hybrid identity solution. The maintenance and management of the federated system falls outside the control of Azure AD. It's up to

the organization by using the federated system to make sure it's deployed securely and can handle the authentication load.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

NEW QUESTION 254
- (Exam Topic 4)
You have an Azure subscription named Subl that contains the Azure key vaults shown in the following table:

Name Region Resource group
Vaultl West Europe RG1
| Vault2 “_E-_‘*.sf US | RG1
Vault3 West Europe RG2
Vaultd East US RG2

In Subl, you create a virtual machine that has the following configurations:
> Name: VM1

> Size: DS2v2

> Resource group: RG1

> Region: West Europe

> Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.
In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4
C. Vaultl only

D. Vaultl or Vault2 only

Answer: A

Explanation:

In order to make sure the encryption secrets don’t cross regional boundaries, Azure Disk Encryption needs the Key Vault and the VMs to be co-located in the
same region. Create and use a Key Vault that is in the same region as the VM to be encrypted.
Reference:

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites
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NEW QUESTION 256
- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that has Azure AD Premium P1 licenses. You need to create a group named Groupl that will be assigned the

Global reader role.

Which portal should you use to create Groupl and which type of group should you create? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point

dicrosoft 36 r mal-enabled secunty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-create-eligible

NEW QUESTION 257

- (Exam Topic 4)

You have an Azure web app named webappl.

You need to configure continuous deployment for webappl by using an Azure Repo.
What should you create first?

A. an Azure Application Insights service
B. an Azure DevOps organization

C. an Azure Storage account

D. an Azure DevTest Labs lab

Answer: B

NEW QUESTION 261

- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.
Name Type Category
Initiative 1 Initiative definition Secunty Center
Initiative?2 Initiative definition My Custom Category
Policy1 Policy definition Secunty Center
Policy2 Policy definition My Custom Category

You need to identify which initiatives and policies you can add to Subscriptionl by using Azure Security Center.

What should you identify?

A. Policyl and Policy2 only

B. Initiativel only

C. Initiativel and Initiative2 only

D. Initiativel, Initiative2, Policyl, and Policy2

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

NEW QUESTION 266
- (Exam Topic 4)

Lab Task

Task 4

You need to ensure that when administrators deploy resources by using an Azure Resource Manager template, the deployment can access secrets in an Azure

key vault named KV31330471.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Grant permission to the application that is used to deploy the resources to access the secrets in the key vault. You can use the Azure portal, Azure PowerShell, or
the Azure CLI to do this. You need to assign the Key Vault Secrets User role to the application at the scope of the key vault or individual secrets.

Enable template deployment for the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to set the
enabledForTemplateDeployment property of the key vault to true.

Reference the secrets in the template by using their resource ID. You can use the listSecrets function to get the resource ID of a secret in the key vault. You need
to specify the name of the key vault and the name of the secret as parameters.

Deploy the template by using Azure PowerShell, Azure CLI, or REST API. You can use the

New-AzResourceGroupDeployment cmdlet, the az deployment group create command, or the Deployments - Create Or Update REST API to do this. You need to
provide the template file or URI and any required parameters.

NEW QUESTION 271
- (Exam Topic 4)
You have an Azure subscription that contains the Azure Log Analytics workspaces shown in the following table.

Name Location Description
Workspace1 East US Used by Azure Sentinel
WorkspaceZ West US Not applicable

You create the virtual machines shown in the following table.
Name Location Operating system Connected to
VM East US Windows Server 20149 None
VM2 East US Windows Server 2019 Workspace?Z
VM3 West US Windows Server 2019 None
VM4 Nest US Windows Server 20149 Workspace?2

You plan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual machines. Which virtual machines you can connect to Azure Sentinel?

A. VM1 and VM3 only

B. VM1 Only

C. VM1 and VM2 only

D. VM1, VM2, VM3 and VM4

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

NEW QUESTION 276

- (Exam Topic 4)

You have an Azure subscription that contains 100 virtual machines. Azure Diagnostics is enabled on all the virtual machines.
You are planning the monitoring of Azure services in the subscription. You need to retrieve the following details:

> Identify the user who deleted a virtual machine three weeks ago.

> Query the security events of a virtual machine that runs Windows Server 2016.

What should you use in Azure Monitor? To answer, drag the appropriate configuration settings to the correct details. Each configuration setting may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area

Activity log

Logs Identify the user who deleted a virtual machine three weeks ago:

Metrics Query the security events of a virtual machine that runs

Windows Server 2016
Service Health

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in your subscription. Activity logs were previously known as “audit logs” or
“operational logs,” because they report control-plane events for your subscriptions.

Activity logs help you determine the “what, who, and when” for write operations (that is, PUT, POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity logs, Azure Security Center alerts, and Azure resource provider logs.
This integration provides a unified dashboard for all your assets, whether they're on-premises or in the cloud, so that you can aggregate, correlate, analyze, and
alert for security events.

References:
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https://docs.microsoft.com/en-us/azure/security/azure-log-audit

NEW QUESTION 277
- (Exam Topic 4)

Your company recently created an Azure subscription.
You have been tasked with making sure that a specified user is able to implement Azure AD Privileged Identity Management (PIM).

Which of the following is the role
A. The Global administrator role.
B. The Security administrator rol
C. The Password administrator r
D. The Compliance administrato

Answer: A

Explanation:

you should assign to the user?

e.
ole.
r role.

To start using PIM in your directory, you must first enable PIM.
* 1. Sign in to the Azure portal as a Global Administrator of your directory.
You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to

enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Reference:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION 281
- (Exam Topic 4)

You have the Azure key vaults shown in the following table.

Name | Location | Azure subscription name
KV1 ~ |WestUS |Subscriptiont |
(KV2 | WestUS | Subscription? _ om
KV3 | East US Subscription1
[KV4  |WestUS | Subscription2 —
KV5 | East US Subscription2

KV1 stores a secret named Secretl and a key for a managed storage account named Keyl. You back up Secretl and Key1.
To which key vaults can you restore each backup? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is

You can restore the Secret1 backup to:

You can restore the Key1 backup to:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

worth one point.

v
KV1 only
KV1 and KV2 only
KV1, KV2 and KV3 only
KV1, KV2 and KV4 only
KV1, KV2, KV3, KV4, and KV5
v

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

The backups can only be restored to key vaults in the same subscription and same geography. You can restore to a different region in the same geography.
https://docs.microsoft.com/en-us/azure/key-vault/general/backup?tabs=azure-cli

NEW QUESTION 286
- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)

tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center
B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)

D. Azure Blueprints
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Answer: D

Explanation:

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information

technology groups to define a repeatable set of

Azure resources that implements and adheres to an organization's standards, patterns, and requirements.
Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:

> Role Assignments
> Policy Assignments
> Azure Resource Manager templates

> Resource Groups
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 291
- (Exam Topic 4)
You have an Azure subscription that contains the resources show in the following table.

Name Type

4 - v = -
- s Jdfe Lo
=
]

e " -
" Ll LR -4

j
Wi Ll 1 bl
™

e
Syl m
o

Both VM1 and VM2 connect to VNET1 and are configured to use NSG1. You need to ensure that only VM1 and VM2 can access DB1.

What should you do?

A. Add the IP address range of VNET1 to the Firewall setting of DB1.
B. For NSG1, configure a rule that has a service tag.

C. Create an application security group.

D. Configure DB1 to allow access from only VNETL1.

Answer: B

NEW QUESTION 293
- (Exam Topic 4)

You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The tenant contains the users shown in the following table.

[ Name | Role |._Mmh-rol

T4 Secunty aominmsinat ON

You have an Azure key vault named Vaultl that has Purge protection set to Disabled. Vaultl contains the access policies shown in the following table.

Name  Key permission | Secret permission | Certificate permission

stoup ! Purge Pyl e g

3 DU sehect all Sedect all | Select all

You create role assignments for Vaultl as shown in the following table.

st ] Mone
S50 Key Vaull Reade
LISIeT 3 User Access Admunstrator

For each of the following statements, Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Anvwer Area

Statements

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Angwer Area

Statements Yes Mo

NEW QUESTION 298

- (Exam Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a Microsoft Sentinel notebook that will use the Guided Investigation - Anomaly Lookup template.
What should you create first?

A. an analytics rule

B. a Log Analytics workspace

C. an Azure Machine Learning workspace
D. a hunting query

Answer: A

NEW QUESTION 302

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains two users named Userl and User2 and a registered app named App1l.

You create an app-specific role named Rolel.

You need to assign Rolel to Userl and enable User2 to request access to Appl.

Which two settings should you modify? To answer select the appropriate settings in the answer area NOTE: Each correct selection is worth one pant.

< B S

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 306

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named SQL1. You plan to deploy a web app hamed Appl.
You need to provide Appl with read and write access to SQL1. The solution must meet the following requirements:

> Provide App1l with access to SQL1 without storing a password.
> Use the principle of least privilege.

> Minimize administrative effort.
Which type of account should Appl use to access SQL1, and which database roles should you assign to Appl? To answer, select the appropriate options in the
answer area.
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NOTE: Each correct selection is worth one point.

Account type:

Azure Active Directory User

Managed identity

Service Principal

Roles:

db_datawriter only

db_datareader and db_datawriter

db owner only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sgl-database?tabs=windowsclient%2Cd

NEW QUESTION 311
- (Exam Topic 4)

You have an Azure subscription named Sub1 that uses Microsoft Defender for Cloud. You have the management group hierarchy shown in the following exhibit.

Tenant Root Group

Subl MG1

You create the definitions shown in the following table.

Name Location Type
nitiativel | Tenant Root Group nitiative
= ,_ = - - =
nit '.|.+_'.._' '_m 'y it -.i' Ve
nitiative 2 Y '_I nitiative

You need to use Defender for Cloud to add a security policy. Which definitions can you use as a security policy?

A. Policyl only
B. Policyl and Initiativel only

C. Initiativel and Initiative2 only
D. Initiativel, Initiative2, and Initiatives only
E. Policyl, Initiativel, Initiative2, and Initiative3

Answer: B

NEW QUESTION 312
- (Exam Topic 4)
You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:
> Provide a user named Userl with the ability to set advanced access policies for the key vault.
> Provide a user named User2 with the ability to add and delete certificates in the key vault.

> Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1: v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

User2 v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Userl: RBAC
RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:

> set Key Vault access policies
> create, read, update, and delete key vaults

> set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties
within your team and grant only the amount of access to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to
keys, secrets, and certificates.

References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION 316
- (Exam Topic 3)
You need to meet the technical requirements for the finance department users. Which CAPolicyl settings should you modify?

A. Cloud apps or actions
B. Conditions

C. Grant

D. Session

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-life

NEW QUESTION 320

- (Exam Topic 3)

You implement the planned changes for ASG1 and ASG2.

In which NSGs can you use ASGL1. and the network interfaces of which virtual machines can you assign to ASG2?
Answer Arca

MNSG2 and NSGA only

MNSG2 NSGE. and :H':'. ¥

Virtual machines

vivld onily

¥
ViEZ and W4 only

VML, VM2, and VIMA only
VM2, VM3, and VM only

VML, WNAZ, VM3, and VA4

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated

NEW QUESTION 322

- (Exam Topic 3)

You need to perform the planned changes for OU2 and User1.

Which tools should you use? To answer, drag the appropriate tools to the correct resources. Each tool may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Tools Answer Area
The Azure portal ou2. Tool
Azure AD Connect Userl: Tool

The Active Directory admin center
Active Directory Sites and Services

Active Directory Users and Computers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Table Description automatically generated

NEW QUESTION 324

- (Exam Topic 2)

You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
From the Intemet, you can connect to the web server on VM1 by using HTTP
From the Intemet, you £an connect 1o the web senver on VM2 by using HTTP
From the Intemet, wou can connect to the web server on VM3 by using HTTP.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes No

From the Internet, you can connect to the web server on VM1 by using HTTP,

From the Internet, you can connect to the web server on VM2 by using HTTP,

From the Intemet, you can connect to the web server on VM3 by using HTTP,

NEW QUESTION 328

- (Exam Topic 2)

HOTSPOT

Which virtual networks in Subl1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify v
VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can delete: v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4. RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting
or modifying critical resources. You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.

> CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

> ReadOnly means authorized users can read a resource, but they can't delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.

Sub1l contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6. User2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4
Subl contains the locks shown in the following table.
Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only
References:

https://docs.microsoft.com/en-us/azure/azure-resource-managetr/resource-group-lock-resources
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NEW QUESTION 329
- (Exam Topic 2)
You need to meet the technical requirements for VNetworkl. What should you do first?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.
C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: A

Explanation:

From scenario: Deploy Azure Firewall to VNetworkl in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet. References:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

NEW QUESTION 330
- (Exam Topic 1)
You need to ensure that you can meet the security operations requirements. What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.
C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: C

Explanation:

The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat
protection across your hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and
machine learning to identify attacks and zero-day exploits, access and application controls to reduce exposure to network attacks and malware, and more.
Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center. References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

NEW QUESTION 331

- (Exam Topic 1)

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials. Litewire plans to deploy AKS1, which is a managed AKS (Azure
Kubernetes Services) cluster. Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server component that provides user
authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication. This client application uses the server application for
the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster. Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant,
and bindings apply them to desired users. These assignments can be applied to a given namespace, or across the entire cluster.
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Reference:
https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

NEW QUESTION 332
- (Exam Topic 1)
You need to meet the identity and access requirements for Groupl. What should you do?

A. Add a membership rule to Groupl.

B. Delete Groupl. Create a new group named Groupl that has a membership type of Office 365. Add users and devices to the group.
C. Modify the membership rule of Groupl.

D. Change the membership type of Groupl to Assigne

E. Create two groups that have dynamic membership

F. Add the new groups to Groupl.

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Groupl.
The tenant currently contain this group:

Name | Type Description
A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

access to many Azure AD applications and Azure
resources.

Group1 | Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-groups-create-azure-porta

NEW QUESTION 333
- (Exam Topic 1)
You need to ensure that users can access VMO. The solution must meet the platform protection requirements. What should you do?

A. Move VMO to Subnetl.

B. On Firewall, configure a network traffic filtering rule.
C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

NEW QUESTION 337

- (Exam Topic 1)

You need to configure WebApp1 to meet the data and application requirements.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Upload a public certificate.

B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.
D. Change the pricing tier of the App Service plan.

E. Turn on the Incoming client certificates protocol setting.

Answer: BE
Explanation:

Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

NEW QUESTION 340
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