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NEW QUESTION 1
Refer to the exhibit.

Craco vidanage

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to

calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Refer to the exhibit.

viMlanage

@ vimart

vBond

The Cisco SD-VYAN is deployed using the default topology. The engineer v/ants to configure a service insertion policy such that all data traffic between Rome to
Paris is forwarded through the NGFW located in London. Which configuration fulfills this requirement, assuming that the Sen/ice VPN ID is 1?

A)

Longan VAN Edge

vphn 1
service netsvel address 172.16.10.2
service netsvc? address 172.16.20.2

vamarl Folicy
policy
lists
site-list ROME
site-id 2
site-list FARIS
site-id 4
control-policy NGFW. 58I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence 2
match route
site-id PARIS
action accept
set service netsvel vpn 1
default-action accept
|

apply-policy

site=list ROME
control-policy NGFW-5I out
!

site-list PARIS
control-policy NGFW-51 out

B)
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Longon YWAN Edge

vpn 1
service netsvci address 172 16,10 2
service netsvel address 172.16.20.2

vaSmart Pol Iy
policy
lists
site-list ROME
site-id 2
site-list FARIS
site-id 4
control-policy NGFW- 51
sequence 1
match route
site-id ROME
action accept
sequance 2
match route
site-id PARIS
action accept
default-action accept

I
apply-policy :
site-list ROME control-policy NGFW-5I out

C)

ROME WaN Edge
service FW address 10.1.1.101

PARIS WAR Edg
service W address 10.1.1.101

wSmart Folicy
pelicy
lists
site-list ROME
site-id 2
site-list PARIS
site-id 4
control-pollcy NGFW-5I
sequence 1
match route
site-id ROME
action accept
set service netsvcl vpn 1
sequence I
match route
site-id PARIS
action accept
st service netavel vpn 1
default-action accept
I
apply-policy
site-list ROME
control-policy NGFW-51 out

|
site-list PARIS
control-policy NGFW-5I out

D)

OME WaHN Edge
service FW .:Eilun 10.1.1.101

PARIS VAN Edge
service FW address 10.1.1.101

vSmart Podicy
policy
lists
site-list ROME
site-id 2
site-list FPARIS
site-id 4
control-policy NGFW-51
sequence 1
match route
site-id ROME
action accept
sequence 2
match route
site-id PARIS
action accept
default-action accept
|
apply-pelicy
site-list ROME control-pollcy NGFW-5SI out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 3

An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond
Answer: A

Explanation:
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vSmar! controllers are the ceniralized brain of the solution; they implement poBcees and connectivity between SD-WAN branches. The centraized policy engme in Cisco vSmart controllers provides policy
constructs to manipulate fouting information, acoess control, segmentation, extranets, and service chaining

NEW QUESTION 4

Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m
AWS An Internet circuit is added to a site in addition to the existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?
A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 5

Refer to the exhibit, which configuration configures IPsec tunnels in active and standby?

direction from-service
vpa-list 1
sequence 1

action accept

set

service nefsvel
service local
default-action accept

from-vsmart data-policy_1_ServicelsertionIPSec

match destination-ip 64.102.6.247/32

vpn1

service netsvc interface ipsec ipsec

vpn-list 1

count ServicePSec1 275676046

from-vsmart lists vpn-list 1
vpn 1

vpn 0

service netsvel interface ipsect ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1

service netsved interface ipsect ipsec?

from-vsmart lists vpn-list 1
vpn1

vpn 0

service netsvc1 interface ipsect ipsec2

vpn-list 1

count ServicePSec1_3T5ATANDAR

from-vsmart lists vpn-hst 0
von 0
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 6
Refer to the exhibit.

A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to
accomplish this task?

Ow>»
W N e

Answer: A

NEW QUESTION 7
Refer to the exhibit.

-”“I"_'- - O i w—

e e L L o

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)

B)
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
Explanation:
policy

policer bursty-traffic
rate 1000000
burst 20000
exceed remark
access-list policer-bursty-traffic
sequence 10
match
source—-ip 36.0.1.0/24
action accept
rolicer bursty-traffic
default-action accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 8
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Which API call retrieves a list of all devices in the network?

A. https://vmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_IP_address/api-call/system/device/{{model}}

D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.

GET https://{vmanage-ip-address}/dataservice/system/device/vedges

NEW QUESTION 9

What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C.RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 10

A network administrator configures SNMFV3 on a Cisco WAN Edge router from CL | for monitoring purposes How many characters are supported by the snmp

user username command?

A.from1to 8

B. from 1to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 10

Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. Controller Certificate

B. Web Server Certificate
C. WAN Edge Certificate

D. SD-AVC Certificate

Answer: B

NEW QUESTION 15
Refer to the exhibit.

(1) AN (1)

eth1 ahd eth0
vManage

(2) AW (D

10.1.1.0/24
Mgmt

eth1 """ eth0
vSmart

(:3) g (3)

150.5.1.0/28
Transport

(1),

b

eth0 " 74 ge0/0
v

vBond

e0/0 ¥™
HQ
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vManags

Bystans

system-ip 10 10.310,.101
hast npne r¥anage
atEta-id 1

cisok timszone Eurcpe/london
vhand 153 % 1. %
ocrganization-nane Cisco. tom

wvpa

interface athl
ip address 130 % 1.1/28
mo shuk
tunnel-interfaoe
allow-pervice all

vaman

Fystes
system-ip 10.10.13,102
hogt mames vimart
aite—td 1
clock tieezone Europs)london
vinmd 1%0 8.1 13
organiration-mame Cisco. com
]
vpo 0
interface athd
ip address 130.3.1.2728
my Shut
tunnsl-interface
allow-service all

ip zouta 0.0.0.0/0 150.5.1 .14 ip cowte ©.0.8.0/0 150.5.1.24
[ ¥

el € cogml §

vHond

sysbtam
system-ip LOQ.10.10 103
bBost-name wlond
site=-1d 1
clock timsrons Europe/London
whond 150 8 1 3
organipation-nass Clsos oo
i
wpa 0
iatarface geds0
ip sddrass 150 5 1 %/78
o shut
tunnel-interface
SNCAPEULATLON Lpeed
allow-amrvice &ll

ip route 9. 0.0 050 150.5.7.,14

CommE

An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local

B. Configure the tunnel interface on all three controllers with a color of transport

C. Remove the encapsulation IPsec command under the tunnel interface of vBond.

D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmart

Answer: A

Explanation:
Conhgure the IP address of Cisco vBond Orchestrator. Cisco vBond Orchestrator's IP address must be a public IP address, to allow all Cisco

vEdge devices in the overlay network to reach Cisco vBond Orchestrator

i -
e o

Bond (config-system) évbond ip-address local

In Releases 16.3 and later, the address can be an IPvd or an IPv6 address. In earlier releases, it must be an IPvd address.A vBond orchestrator is
effectively a vEdge router that performs only the orchestrator functions. The local option designates the device to be Cisco vBond Orchestrator,
not a vEdge router. Cisco vBond Orchestrator must run on a standalone virtual machine (VM) or hardware router; it cannot coexist in the same
device as a software or hardware vEdge router

NEW QUESTION 17

An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as

expected when one of the transports does not perform properly This policy is configured:
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policy

sla-class BULK_DATA
loss 20

latency 300

jitter 100

|

sla-class TRANSACTIONAL_DATA
loss 15

latency 50

tjitter 100

sla-class REALTIME
loss 20

latency 100

jitter 30

L]

'app-mute-pclicy VPN-10_MPLS_AND_INET_SITES
vpn-list VPN-10

sequence 1

match

|d scp 46 [}

action

backup-sla-preferred-color biz-internet
sla-class REALTIME preferred-color private1
i

t
sequence 11

match
dscp 34
[}

action

backup-sla-preferred-color biz-internet

sla-class TRANSACTIONAL_DATA preferred-color private1
1

which configuration completes the policy so that it works for all locations?
A)

sla<class TRANSACTIONAL_DATA
loss 3

latency 50

1]:’!!" 100

slaclass REALTIME
loss 2

latency 100

jiter 30

!

B)
slaclass TRANSACTIONAL _DATA
loss 2
latency 100
!jimr 30

sla-class REALTIME
loss 18

latency 100

jiter 100

|

C)

sla-class BULK_DATA
loss 10
latency 300
Jitter 100

|

sla-class REALTIME
loss 2

latency 100

jitter 30

1

D)
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sla-class BULK_DATA
loss 156

latency 100

jitter 100

f

slaclass TRANSACTIONAL_DATA
loss 10

latency 300

jitter 100

1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 20
What are the two impacts of losing vManage connectivity to fabric in the Cisco SD-WAN network? (Choose two)

A. Policy changes propagation stops

B. Statistics collection stops

C. BFD peering between WAN Edge devices are unestablished
D. Creation of templates is impossible

E. IPsec tunnels tear down for WAN Edge devices.

Answer: AB

NEW QUESTION 24

An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?
A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands

Answer: C

Explanation:

Runbook to Request and Install Cisco PKI Certificates

Vernify that you have satisfied the prerequisites and that you have added the Smart Account credentials.

P

Navigate to Administration » Settings » Controller Certificate Authornization and press Edit

Lid

select the radio button Cisco Automated (Recommended)

NEW QUESTION 27
Which component is used for stateful inspection of TCP, UDP. and ICMP flows in Cisco SD-WAN firewall policies?

A. zones

B. sites

C. subnets
D. interfaces

Answer: A

NEW QUESTION 31

Which secure connection should be used to access the REST APIs through the Cisco vManage web server?
A. HTTP inspector interface

B. authenticated HTTPS

C. authenticated DTLS

D. JSON Inspector interface

Answer: B

Explanation:

https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650

NEW QUESTION 36
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN
fabric?
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A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation:

The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) er Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the wSmart controllers over each transport. The routers also form a permanent DTLS or TLS
control connection to the vManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN
Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs

NEW QUESTION 40
Refer to the exhibit

SD-WAN Controllers (Cisco Hosted)

Internet

NAT
Router

—

g
L2
B s B3

Edge-1 Edge-2

Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?

A)

R1

vpn 612

interface eth0

lp address 10.0.0.21/24

no shutdown

I

Ip route 0.0.0.0/0 10.0.0.254

E

vpn 512

interface eth0

ip address 10.0.0.2724
ne shutdown

|

p route 0.0.0.0/0 10.0.0.254

B)

R1

vpn 10

interface gel’2

Ip address 10.10.10.9/29
ne shutdewn

I

Ip route 0.0.0.0/0 10.10.10.11

R

vpn 10

interface ge02

ip address 10.10.10.10/28
neo shutdown

I

Ip route 0.0.0.0/0 10.10.10.11
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©)
R1
vpn 0
interface 10ge0/0
ip address 10.50.0.2/29
ne shutdown
]

Ip route 0.0.0.0/0 10.50.0.3

RZ
vpn 0

interface 10ge0/0

ip address 10.50.0.1729
no shutdown

I

Ip route 0.0.0.0/0 10.50.0.3

D)

R1

vpn 0

interface ge0/0

ip address 10.60.0.2/30

tunnel-interface
|

Ip route 0.0.0.0/0 10.50.0.4

R3

vl-:;n 0
Interface gel/0
ip address 10.50.0.3730

tunnel-interface
]

Ip routs 0.0.0.0/0 10.50.0.4

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 42

An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’'?

vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 43

What are the two advantages of deploying cloud-based Cisco SD-WAN controllers? (Choose two.)

A. centralized control and data plane
B. distributed authentication policies

C. management of SLA
D. infrastructure as a service

E. centralized raid storage of data

Answer: CD

NEW QUESTION 46

Which platform is a Cisco SD-WAN virtual platform?

A. Cisco ISR 4000
B. Cisco Nexus 1000V
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C. Cisco CSR 1000V
D. Cisco ASR 1000

Answer: C

NEW QUESTION 49
Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 53
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. System Status
B. Troubleshooting
C. Real Time

D. Events

Answer: B

NEW QUESTION 57
A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number
D. OMP tracking

Answer: B
Explanation:
vEage (config-vrrpl# track-prefix-list ist-nape
f all OIMP sessions are lost. VRRP failover occurs as described for the track-omp option. In addition, if reachability to all the prefixes in the list is lost, VRRP failover occurs

immediately, without waiting for the OMP hold timer to expire, thus minimizing the amount of overlay trafficis dropped while the vEdge routers determine the VRRP master,

NEW QUESTION 61
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 63
Which configuration allows users to reach YouTube from a local Internet breakout?
A)

VPN 10

ip route 0.0.0.0/0 vpn O
B)
VPN 10

ip route 0.0.0.0/0 vpn O
VPN O

interface Gig1/1
nat
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C)
policy
data-policy DPI
vpn-list vpn10
sequence 10
match
app-list YouTube
destination-port 80 443
!
action accept
count Youtube
!
default-action accept
!
lists
vpn-list vpn10
vpn 10
|
app-list YouTube
app youtube
app youtube_hd
1
site-list Remote
site-id 14
site-id 15
1
!
!
apply-policy
site-list Remote

data-policy DPI from-transport

D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
!

actiondrop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

!

app-list YouTube
app youtube

app youtube_hd
!

site-list Remote
site-id 14

site-id 15

!

apply-policy
site-list Remote

data-policy DPI from-transport

vpn 10

ip route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN

(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 65

An engineer modifies a data policy for DIA in VPN 67. The location has two Internet-bound circuits. Only the web browsing traffic must be admitted for DIA. without
further discrimination about which transport to use.
Here is the existing data policy configuration:

data-policy DIA
vpn-list VPN-67
sequence 10
match

destination-data-prefix-list INTERNAL-NETWORKS

ciafault-actlnn drop

Which policy configuration sequence meets the requirements?
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sequence 5
match

destination-port 80 443

destination-ip 0.0.0.0/0
|

action accept

nat use-vpn 0

sequence 20
match

destination-port 80 443

source-ip 0.0.0.0/0
!
action accept
set
local-tloc-list
color biz-internet

' sequence 20
match

destination-port 80 443
destination-ip 0.0.0.0/0

action accept
nat use-vpn 0

_sequence 5
match

destination-port 80 443

source-ip 0.0.0.0/0
|
action accept
set
local-tloc-list
color blz-internet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 70
Refer to the exhibit
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& CONFIGURATION | POLIC

Create Groups of int

Selact a list type on the left and

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?

A. SLA Class, Site VP

B. Prefix

C. Data Prefix, Site VPN TLOC
D. Application, SLA VP

E. Prefix

F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 71
Refer to the exhibit.

FEER FEER CONTROLLER
FPEER PFEER PEER SITE DOMAIN PEER PRIVATE FPEER PUBLIC GROUP
IYPE PROTOCOL SYSTEMIP D 1D FRIVATE IP PORT PUBLIC IF PORT LOCAL COLOR STATE
UPTIME 1D
vbond  dils - o] 1) 132525 12348 132525 12348 gold connect 1]
vbhaond dtls - 0 ] 1.3.25.25 12346 1.3.25.25 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 72

What prohibits deleting a VNF image from the software repository?
A. if the image is stored by vManage

B. if the image is referenced by a service chain

C. if the image is uploaded by a WAN Edge device

D. if the image is included in a configured policy

Answer: D
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NEW QUESTION 76
Which combination of platforms are managed by vManage?

A.ISR4321, ASR1001, ENCS, ISRv

B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
C. ISR4321, ASR1001, Nexus, ENCS

D. ISR435I, ASRI009, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 80
Drag and drop the functions from the left onto the correct templates on the right.

P O transport VPN

organzation nama gETCe VPN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 81
Which configuration defines the groups of interest before creation of the access list or route map?
A)

Cisco vManage

£ CONFIGURATION | POLICES
Centralited Policy  Localized Pobcy O Centralized Pelicy @ Localized Policy
CLI Policy CLI Polcy
© Add Policy .
s I Lists
S Topology Forwarding Class/QoS
MAMCENTRAL MAINCENTRAL UI Pobcy Bu Route Policy

B)
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Cisco vidanage

LY CONFIGURATION Traami aTrs

© Create Templals -

q ARk i L i
WE-AE-O - TE fLRO0 TERMP  Teglain whafyer o 11-] 1 AL W i 202 i Sl P
' 537

VEFDL-TDuR FADIY-TOWP Mestag

C)

Cisco vManage

£3 CONFIGURATION | POLICIES

Centralized Policy | Localized Polcy

O Add Policy

Q,

o Centralized Policy

MAINCENTRAL MARCENTRAL Ul Pohicy Bulder

G Localized Policy

CLI Policy

Lists

Ferwardmng Class/QoS
Access Conlrgl Lists

Route Policy

Cisco vidanage

1 CONFIGURATION | POLICIES

Centralized Palicy | Locahred Policy

O Add Polcy

MAIMCTMTRAL MAINCENTRA Ui Pobcy Budder LS Pobcy Bulder  trus

0 Centralived Policy

cL i

Lis

Fofwahdin 005
RLCE Contre iS5
Rowy

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: A

NEW QUESTION 86
Refer to the exhibit

] MOMITOR | AUDIT LOG

Filtar » bl oAbashages Bt L
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vManage# show certificate installed

Server certificate

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
d0:d1:£f0:e0:63:52:¢9:3a
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=UK, ST=ENG, L=London, O=ABC, CN=SDWAN.lab
Validity
Not Before: Jul 30 19:42:30 2020 GMT
Not After : Jul 30 19:42:30 2021 GMT
Subject: C=US, ST=California, L=San Jose, OQU=ABC,
O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9f££f5-
10e810£9ddab-0.vm
Subiject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?

— — — — — — y

00T Gonerate tho HootGa Coartfealo

oy Wt e

openssl x509 -req -in vmanage_csr \
CA ROOTCA pem -CAkey ROOTCA key -CAcreateserial 3
out vmanage.crt -days 165 -shallbé

Step2 Install the RootCA Certficala |

vManage > Administration > Settings > Controfier Certficate Authonzation >
Enterprise Rool Certificate

B)
Step1: Generate the RootCA Certificate
opensal x509 -req -in vmanage_csr \
=CA ROCTCA.pem -CAkey ROOTCA.key -CAcreateserial
~out vmanage.crt -days 365 -sha2SE
Step2: Install the RootCA Ceriifficate
vilanage > Administration > Seltings > Controller Cerificate Authonzation >
Symantec Automated (Recommandad)
C)
Sep1: Generate the RootCA Cartificate
vManage: ~Sopenssl req -x509 -new -nodes -key ROOTCA. key -
shal56 -days 2000 %
~subj “/CeUK/ST=ENG/L=London/O=XYZ/CN= SDWAN.lab " )
=out ROOTCA.pam
Step2: Install the RoolCA Certificate
vManage > Admnistration > Seltings > Controlier Certificate Authonization >
Enterprise Root Certificate
D)
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Stepl: Gonorato the RootCA Certificate

wﬂ'.l.n.giluptn-ll raq -x509 -naw -nodes -kay m’[ﬂh.kq =aha25h
~-days 2000 %\
-subj “/O=UK/ST=ENG/L=London/O=ARC/CH= SDHAN. labk = %
-out ROOTCA. pom

Step?: Install the RoolCA Certificate

vidanagae > Administration > Setbings » Controler Certificata Authorization =
Symanlec Avtomated [Recommandad)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step

vmanage:~/wabs cpensal

¢ =nodes —kay rootca.key -

e
il
Lip
|
(s
|
Ln
i

-y

W o

S 121 « —
1

NEW QUESTION 89

AT TACTOA . TET
-

An engineer is configuring the branch office with a 172.16.0.0/16 subnet to use DIA for Internet traffic. All other traffic must flow to the central site or branches

using the MPLS circuit Which configuration meets the requirement?
A)

data-policy SDW_DIA
vpn-ist VPN172
sequence 1
match
source-ip 172.16.0.0/16
destination-ip 172.16.0.0/16
1
sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
I

default-action accept

B)
data-policy SDW_DIA
vpn-list YPN172
sequence 1
match
source-ip 172.16.0.0/16
action accept
]

sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
'

dtfault-a:tlan accept

C)
data-policy SODW_DIA
vpn-list VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0/16
action accept
I

sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
[}

default-action accept

D)
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data-policy SDW_DIA
vpn-list VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0M116&

]
sequence 2
match
source-data-prefix-list DIA
action accept
|

default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 93

What problem happens on a device with two serial numbers, a unique device identifier (UDI), and secure unique device identifier (SUDI) when an engineer

provisions ISR 4000 by PnP using only a UDI?

A. It encounters spanning tree issues

B. It faces interface buffer overflow patterns

C. It encounters redirection problems.

D. It encounters memory overload problems

Answer: D

NEW QUESTION 97

An engineer must configure two branch WAN Edge devices where an Internet connection is available and the controllers are in the headquarters. The requirement
is to have IPsec VPN tunnels established between the same colors. Which configuration meets the requirement on both WAN Edge devices?

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipvE dhep-client
tunnel-interface
color biz-internet restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/D
ip address 10.0.0.2/24
ipve dhep-client
tunnel-interface
color default
encapsulation ipsec

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipv6 dhep-client
tunnel-interface
color default
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipveé dhep-client
tunnel-interface
color default
encapsulation ipsec
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WAN Edage 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipve dhep-client
tunnel-interface
color public-internet restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipvé dhep-cliant
tunnel-interface
color gold restrict
encapsulation ipsec

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1724
ipve dhep-client
tunnel-interface
color gold restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface gaQ/0
ip address 10.0.0.2/24
ipveé dhep-client
tunnel-interface
color gold restrict
encapsulation ipsec

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 100
An engineer must avoid routing loops on the SD-WAN fabric for routes advertised between data center sites Which BGP loop prevention attribute must be
configured on the routers to meet this requirement?

A. same OMP overlay-as on WAN Edge routers of all data centers
B. static routing on al WAN Edge routers instead of BGP

C. same BGP AS between all WAN Edge routers and CE routers
D. same BGP AS between all CE and PE routers

Answer: A

NEW QUESTION 104
Which storage format Is used when vManage Is deployed as a virtual machine on a KVM hypervisor?

iso
.qcow?2
.ova
gz

OO w>»

Answer: B

NEW QUESTION 107
Refer to exhibit.

An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?
(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.
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C. Enter a valid product ID (model) on the PNP portal
D. Match the serial number file between the controllers
E. Restore network reachability for the controller
Answer: CD

Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 111
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS

C.TLS
D. DTLS

Answer: D

NEW QUESTION 115

In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation:

The Cisco vSmart Controfler maintains a centralized route table that stores the route information, called OMP routes, that it leams from the vEdge routers and from any
other Cisco vomart Controllers in the Cisco SD-WAN overlay network. Based on the conhigured policy, the Cisco vomart Contrafler shares this route information with

the Cisco vEdge network devices in the network so that they can communicate with each other

NEW QUESTION 118

How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

A. 4vCPU

B. 16 GB
C.4vCPU
D.8GB

E. 8vCPU

F. 16 GB

G. 2vCPUs.4GB

Answer: B

NEW QUESTION 122

Drag and drop the steps from the left Into the order on the right to delete a software image for a WAN Edge router starting with Maintenance > Software Upgrade >

Device list on vManage.

Click delete available software. step 1

Chick the checkbox next to the WAN Edge dewice. step 2
Chck WAN Edge in the title bar. step 3

Selact the version to delete and click delete, step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Chick delete available software. Chck WAN Edge in the title bar.
Click the checkbox next to the WAN Edge dewice. Click the checkbox next to the WAN Edge dewice.
Chck WAN Edge in the title bar. Chick delete avaslable software. |3
Select the version to delete and click delete, Select the version to delete and click delete.

NEW QUESTION 126
Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?

A. localized control policy
B. localized data policy

C. centralized data policy
D. centralized control policy

Answer: C

Explanation:
Centralized Policy

Centralized policy refers to policy provisioned on Cisco vSmart Controllers, which are the centralized controllers
in the Cisco SD-WAN overlay network. Centralized policy comprises two components:

» Control policy. which affects the overlay network—wide routing of traffic
» Data policv. which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 129
An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant
name field?

»

4
28
56

cow>
® NP

Answer: B

Explanation:
In the Add Tenant window:

1. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 132
What is the maximum number of IPsec that are temporarily created and converged on a new set if IPsec Sas in the pairwise keys process during a simultaneous
rekey?

oowp
oo h~DN

Answer: B

NEW QUESTION 133

A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses
connectivity to its OMP peers Which configuration meets the requirement?

A)
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CONFIGURATION | TEMPLATES

[ Feature

Frobaoe Trergeale Ade Temegplate OhtP

Bassc Configurstion Timers Adwertine

Graceful Restart for OMP : on | @ of

Orverlny AS Murnber B s

# "

Graceful Restart Timer (seconds ) ®- o0

MNumber of Paths Advertried per Profo B

ECAAP Lirmet

B)

Festor Terrplalle  Add Towglate  OMP

Basxe Confguration Tirers Advertise

Graceful Restart for OMP . On O
Owerlay AS Number - I .

Graceful Restart Timer | seconds) - YO0

MuTibor of Paths Advertived per Profu =

ECHha™ Lirmat

C)

COMFIGURATION | TEMPLATES

featoe Terrpegte Add Terrgidade (.7 '

Baass Confagiration Timers Advertise
Orpcelul Restary for OMP . & On ot
Orverlay AS Numbar 8. "y
Gracefsy Rostart Timer [soconds) & = 4100 ¢
MNurrisee of Pathe Advirtrsod per Prefo = -
ECMP Lirmit . &~
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CONFIGURATION | TEMPLANLT

ViCH Feabure

Feaf e L FTREE [ % -l'FII;I al= "%

Graceful Restart for OMP
Crverisy AS Nusmber - .

Gracelul Restor! Trmer (ssconds | & 41

Murmiber of Patin Advertised por Prefi =

ECMP Lt

St coram - Yes & Ko

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 135
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation:
2. Virtual platforms

* Cloud Services Router (C5R) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS5

NEW QUESTION 136
Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
B. ISR4321, ASR1001, Nexus, ENCS

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 141

An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?
A. certificate mismatch

B. organization mismatch

C. memory issue

D. connectivity issue

Answer: D

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38
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NEW QUESTION 145

An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357

NEW QUESTION 146

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves

this requirement on vManage?
A)

vpn O

imerface eth1
ip address 10.50.0.1/24
tunnel-interface
color mpls

B)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn O

imterface ethi
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 148
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot
NEW QUESTION 149

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)
A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB

Explanation:
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Configure SNMPVI
= M 352 Inlom .
uppart for SNMPY3 AES-256 bit Authensication Pratoco Cisco SO-WWAN Redaase 2051 Supnort mtroduced for AES-256 bi Aushentication Profoood cafied
a4

Ta i_____.:'l|.|-:“ " .\:'II-'_'. BTSN -'!.'3 ""I-”.'.. il € _..'. (2 OroUDS, 1FSers. an tran mlnmat
To configure SNMPYI users, in the User section, click Add Mew User and enter the following parameters

) M )

r d L e

+ JHA-1 message diges!

SHA-756 message diges!

Note Starting from Ceon SO-WAN Felease 2051 SHA-25

Note

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 153
How is TLOC defined?

A. It is represented by a unique identifier to specify a site in as SD-WAN architecture.

B. It specifies a Cisco SD-WAN overlay in a multitenant vYSMART deployment.

C. Itis a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 155
A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface ge0/2
exit
lists
prefix-list W2_Loopback
ip-prefixc 10.10.10.5/24
1

route-policy OSPF_Route_Policy
sequence 1
match
address W2 _Loopback
1

default action accept
set
metric 100

metric-type typel

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface geld/2
exit
lists.
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
1
route-policy OSPF_Route_Policy
sequence 1

match
addrece W7 | annhack

metnc-type typel
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wpn 8
Fesiber
anpl
radlabrilile amp rodlé-policy D8PF_Route Paliey
wrea
interface gelid
#Kil
(2L ]
prafia-list ' Wi_Locpback
wp=prefi 10 90,10 %332

Faiile-policy OBPF Raula Palicy
A 1

match

sddress W2 Loopback

i

schon acoept

wl

maknic 104
matiig by pa hphd

wpn 10
namse """ Baryica VPN 10
LT
aspl
radistribisie amg rowdie-policy O8PFF_Route_Polcy
srea 0
inbeaca galid
il
Feals
proha - W2 Loopissch
peperefin 1090 90 5%

rowie-polecy OEFF Route Pokoy
st e 1

[ )

sadress Wl Loopbadk

asp

radiskribisie amg roule-policy OBPF_Roubs Policy

wrea 0

inteace gaivd

el
AL

preha-list Wi_Loophack

w-prelix 10,90,10.8332

|

route-pokcy CEPFF_Rouvte Policy
wequsnce |

mabch

sddress WE Loopbach

SClan acohp

el

matne 100
metng-type typet

. Option A
. Option B
. Option C
. Option D
. Option E

moQoOw>

Answer: D

Explanation:
Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 160
What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager
D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation:

W e T N RS L | 1 R W SR R ST . ;S —. = KT B ae TLL: mrcmai bl i ol " a vemart rannteallare and
Ll ) o francnn ELA Frigoc rmr vl Fra Aar Cori & nr e i moartinne Botbag n s oot v I 1
B IS e Ui SO VI, 0SS L JlLld L UVCE oCLUIC AL\ L U SR LI S ..lel_y.ee. '-l:ll el L LT ChREE- > al 1K0

wEAga rattare and hotwean vSmart eontrallare and vBeand archactratore Ini
viage routers, and Detween vomart controllers and vbond orchestrators. Initially, 15
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NEW QUESTION 165

After deploying Cisco SD-WAN the company realized that by default, all sites built direct IPsec VPN tunnels to each other In their previous topology all spoke sites
used the head office as their next hop for the LAN segment that belongs to network 40.0.0.0/16 The company wants to deploy its previous policy, which allows the

40.0.0.0/16 network that originates at the hub to advertise to the spokes. Which configuration meets the requirement'?
A)

Manaqge Preference and Prefix Lists

¥ i

Choose hub preference and add prefix ksts as desired.

l adl huabs are egual (Al b‘..iy_:'- =3 Silea connect 1o all Huba) Adverlise Hub TLOCs

Spoke Sites

Hub

Associaled Hub Sites

= Spokes

Prefix Lists (Optional)

LAN Segment

Hub_TLOCs

Tl Drag & drop to rearder

B)
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anage Preference and Prefix Lists

Choose hub preference and add prefix lists as desired.

All hubs are equal (All Spokes Sites connect to all Hubs) _v| Advertise Hub TLOCs
Spoke Sites Associated Hub Sites Prefix Lists (Optional)
Spokes Hub LAN_Segment x

vianage Prefecence and Prefor Lists
Choose hub preference and add prefin kats as desired.
Al heba are equal (Al Spokea Sites connect 1o ol Huti) Acdvertise Hub TLOCs Moty TLOCs »
: ; ¥ Dvaq & drop to receder
Spoke Sites Associated Hub Sites Prefis Lists (Optsonal) ‘ 3
Spodey b LAN Segmert »
D)
Choosze hub preference and add prefix lisls as desired.
D Al hiobs e n']l:,.ﬂ (A .';::'_:-'I'J.I"" CHes connect 1o all H-J!Z".a_;- Adveriise Hub TLOCs Hub_TLOCs
Spoke Sites Associated Hub Sites Prefix Lists Ty Drag & drop to reorder
(Optional)
Spokes =Hub
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D

NEW QUESTION 167
An engineer configured a data policy called ROME-POLICY. Which configuration allows traffic flow from the Rome internal network toward other sites?

A. apply-policy site-list Rome data-policy ROME-POLICY from-tunnel
B. apply-policy site-list Rome data-policy ROME-POLICY from-service
C. site-list Rome control-policy ROME-POLICY in

D. site-list Rome control-policy ROME-POLICY out

Answer: A

NEW QUESTION 170
A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to
accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the
transport side.
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NEW QUESTION 172

An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)

I3 oM ML TH0

AN I e

[ Chnge Mo < [ 3 Uhood WAN Ligs Ut | 3 Erpart Bostory Gomgwston | 3 Syme Smrt Ao

£ concumATION

WA Ldge |4t

WAN Edge Cloud Certificate Authorization Automatod

vidge Cloud ® Automated (Wlana

Marual (| i A

-

€ COMFIGURATION | Ci %115 sCATES

WAN Edge Lt

B el tem Gt rsllars

A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release 18.4/Configuration/Devices

NEW QUESTION 174
Drag and drop the security terminologies from the left onto the PCI-compliant network features and devices on the right.

ansport seCurity | IPS

Denmeter securlty 20ne-based frewall and VPN
segmentaton IPseC VPN

attack prevention firewall

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated
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NEW QUESTION 176
What is an attribute of TLOC’?

A. encryption

B. local preference
C. tag

D. service

Answer: C

NEW QUESTION 177
Refer to the exhibit.

ge-C lou
Edge-Cloud#
edge-Cloud# vshell
Edge-Cloud:~% cd /var/log/
Edge-Cloud: /var/log}
edge-Cloud: /var/log$ 1s
otal 28992
rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log
rw-r--r-- 1 basic adm 0 Aaug 7 15:29 cloud-init.log
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd
rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern.log
rw-r--r-- 1 root root 292292 Aaug 9 22:31 lastlog
rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages
rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l
rwxr-xr-x 2 root root 4096 Nov 22 14:48 pdb
rwxr-xr-x 2 gquagga quagga 4096 Aug 7 15:29 quagga
rw-r--r-- 1 root root 437 Nov 22 14:48 sw_script_active.lo
rw-r--r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
rw-r--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
FW=-====== 1 root root 64064 Nov 22 15:07 tallylog
rWXr-xr-x 2 root root 60 Nov 22 14:48 tmplog
rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd
rw-r--r-- 1 root root 184602 Aug 7 15:29 vdebug
-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wvsyslog
rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp
Edge-Cloud: /var/log}

i . /

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

legging
disk
audit-disable
neteanf-rdisahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retrieve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. So, over time,
these messages can fill the log files. To prevent these messages from filling the log files, you can disable the logging of AAA and Netconf syslog messages:

Device (config) # system aaa logsViptela(config-logs)# audit-disableViptela(config-logs)# netconf-disable

NEW QUESTION 178
Refer to the exhibit
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An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based

on evaiiabk» bandwidth Which configuration meets the requirement?

HHukbs
sdwan
interface GigabiiEthernetl
qos-adaptive
iod 90
downstream 8000
dewmatream range 6000 10000
upstream 8000
upstream rangs 4000 16000
et
tunnel-interface
encapsulation ipsec welght 1
color public-internet
o last-resart -cineuit
ymanage-connection-preference §
allew-sarvice all

Sowan
irterface GigabiSthermaett
qos-adaptive

40

period

downstream 10000
downstream range B0O0O 12000
upstream 3000

up;narn range 5000 16000
[

tunnal-interface

sncapsulation ipasc welght 1
color mpls

no last-resort-circuit
vmanage-connection-preference &
allow-service all
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Hub

sdwan

interface GigabitEtherneti
qos-adaptive
period 90
downstream 8000
downstream range 6000 10000
upstream B000D
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec weight 1
color public-internet
no last-resort-circuit
vmanage-connection-preference 5
allow-service all

oile A (Spoke)

sdwan

interface GigabitEthernet1
qos-adaptive
period 90
downstream 8000
downstream range 6000 10000
upstream B0OO
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec weight 1
color public-internet
no last-resont-circuit
vmanage-connection-preference 5
allow-service all

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 181
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html
NEW QUESTION 182

Which command disables the logging of syslog messages to the local disk?

A. no system logging disk enable

B. no system logging disk local

C. system logging disk disable

D. system logging server remote

Answer: A

NEW QUESTION 185
Which controller is used for provisioning and configuration in a Cisco SD-WAN solution?

A. vBond

B. Manage

C. WAN Edge router
D. vSmart

Answer: B

NEW QUESTION 187
Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.
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Step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Step 1 — Enable NAT Functionality Step 2 — Create centralized data policy
Step 3 — Identify VPN and match criteria Step 4 — Apply data policy

NEW QUESTION 188
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

A. Azure private endpoint
B. GRE tunnel

C. IPsec tunnel

D. Azure peer link

Answer: C

NEW QUESTION 190
Refer to the exhibit

vpn 1
service netsvc 1 interface ipsect

from-vsmar data-policy 1 ServicelsertionlPSec
direchon frome-service
wpn-hst 1
sequence 1
maich
destinabwon-1p 1.1.1.1732
achon accepl!
S
sernce nelsvcl
default-achon accept
from-vsmart lists vpn-hst 1
vpn 1

Which command allows traffic through the IPsec tunnel configured in VPN 07?

A. service local

B. service FW address 1.1.1.1

C. service netsvcl vpn 1

D. service netsvcl address 1.1.1.1

Answer: B
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 192
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Cisco NFV Infrastructure Building Blocks

« Compute: Cisco Unified Computing System™ (Cisco UCS?®) for a carrier class and reliable
compute infrastructure.

s Storage. Cisco UCS hardware and CEPH provide reliable storage. The user has the options to
introduce additional storage as capacity needs grow.

» Networking: Cisco Mexus® 9000 series hardware provides high throughput, low latency, and rich
feature sels.

» Virtualized Infrastructure: Fully integrated Red Hat Enterprise Linux and Red Hat OpenStack
Platform runs on top of Cisco Unified Computing System™ (Cisco UCS®). It is open source yet
hardened and mature.

= Management: Cisco LUCS Director functions as a unified management tool across multiple virtual
environments. SDN controller is optional.

NEW QUESTION 194
Drag and drop the REST API calls from the left onto the functions on the right.

PUT Retrieve or read.
GET Update an object.

POST | Create an object.

DELETE Remaove an object.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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- GET: Get resource from the server.

- POST: Create resource to the server.,
- PATCH or PUT: Update existing resource on the server.
- DELETE: Delete existing resource from the server.

NEW QUESTION 199
Which two REST API functions are performed for Cisco devices in an overlay network? (Choose two)

A. distributing a Snort image among devices
B. attaching a device configuration template

C. managing connections for smart licensing
D. monitoring device certificates

E. querying a device and aggregating statistics

Answer: BD

NEW QUESTION 202
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 203
WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A.1-19
B. 0-18
C.0-19
D. 1-18

Answer: C

NEW QUESTION 208
Refer to the exhibit.

Customer

XYZ
Gel/2 Ge0f2
TLOC Extension
Ge0/3 Ge0/3

R1 R2

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them
for load balancing toward the hub site. Which configuration achieves this objective?
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R1

interface gel/2
ip address 43.43.43. 2730
tloc-extension gelD

interface ged/3

ip address 34.34 24 1/30
tunnel-interface

color mpls

R2
interface ged/2
ip address 43.43.43.1/30
tunnel-interface
color public-internst

interface gel/d
ip address 34.34.34. 2730
toc-extension ged/0

1=

R1

interface gel/2
ip address 43 43 43 2730
tioc-extension ged/0

interface gel/3
ip address 34.34.24.2/30
tioc-extension ged/0

R2
interface ged/2
ip address 43.43.43.130
tunnel-interface
color public-internet

imerface ged/3d
ip address 34.34 34,1730

R1

Interface gedi2
ip address 43.43.43.2/30
tloc-extension ge0/0

interface gel/d
ip address 34.34 34 2730
C. toc-extension ged/0

R2
interface geld/2
ip address 43.43.43.1/30

interface ged/3d
ip address 34.34.34.1/30

R1
Interface gel/2
ip address 43.43.43. 230
tioc-extension gel/0

interface ged/d

ip address 34.34.24,1/30
tunnel-interface

color mpls

R2
interface gel/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet
interface gel/d
ip address 34.34.34.2/30
toc-extension geld/2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 210

Which command verifies a policy that has been pushed to the vEdge router?
A. vEdge# show running-config data policy

B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 212
Refer to the exhibit
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Switch 1000w

The network team must configure EIGRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-model| vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

Which configuration on the WAN Edge meets the requiremnet

A)
vpn 0
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all
vpn 512
interface eth0
shutdown
B)
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vpn 0
vpn 1
interface ge0/0
description “**" Internet Circuit """
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipv4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0/1
ip address 10.0.0.1/28
vpn 512
interface eth0
shutdown
C)
vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all
vpn 1
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
interface ge0/1
ip address 10.0.0.1/28
vpn 512
interface eth0
shutdown
D)
» vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnis-interface
encapsulation ipsec
color public-internet
allow-service all
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
vpn 512
interface eth0
shutdown
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 214
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?
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A. Increase licensing on the vManage

B. Deploy multiple vManage controllers in a cluster

C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 216
Refer to the exhibit.

#Branch1-Edgel #Branchl-Edge2
vpn 0 vpn 0
|
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 !
tloc-extension geQ/2 ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?

A interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
no shutdown

5. interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/1

Cinterface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tioc-extension ge0/2

O interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
tloc-extension ge0/2
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 217

Which VPN must be present on at least one interface to install Cisco vManage and integrate it with WAN Edge devices in an overlay network site
ID:S4307T7E78F297?

A. VPN 512

B. any VPN number selected
C. services VPN range 0-511
D. VPNO

Answer: D

NEW QUESTION 220
Refer to the exhibit,

Site 1:
vpn 10
service FW address 1.1.1.1

On vSmart

policy

hists
site-list firewall-sites
site-id 1

apply-policy
site-list firewall-sites control-policy firewall-service uutl

Which configuration routes Site 2 through the firewall in Site 1?

control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On vSmart
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10

default-action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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Here is the configuration procedure
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1. On the hub router, prowisicn the firewall senice, specifying the IP address of the firewall device. With this configuration, OMP on the hub router advertises one

service route to the Cisco vSmart Controller. The service route contains a number of properties that identify the location of

rewall, including the TLOC of the hub
router and a service label of svc-id-1, which identifies the service type as a firewall, (As mentioned above, before advertising the route, the device ensures that the

Frors e 10 adds el
ewall's [P address can be resofved locally )

n the Cisco vamart Controlier, configure a control policy that redirects data traffic travefing from Site 1 to Site 2 through the firewall. Then, also on the Cisco vSmart

i
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Caontrofler, apply this policy to Site 1
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NEW QUESTION 223

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the
task?

A)

D CONPIGLRATIO

Coortr ab g Prala y "~ Of‘ﬂﬂlm! Py ' !il‘-‘ll'lllrlll"‘tiﬂ'l
[T
e ¥
a L] L3 i

0 CONFIGURATIO

Carerak rofd Podecy . § Pos 'Ol:rﬂ&-i.h-d Pty Ewﬁ:ﬂm

C)

D CONFIGURATIO

s b fand Wialiay - I O{‘mum P Gluumm.

D)
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O Coprlr i o] Poialiy

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: D

NEW QUESTION 224
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/1 e 16
B.0.0.0.0/0ge 1
C.0.0.0.0/0le 16
D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 225
An engineer builds a three-node vManage cluster and then realizes that multiple nodes are unnecessary for the size of the company. How should the engineer
revert the setup to a single vManage?

A. Remove two rode from the three-node vManage duster

B. Use the cluster conversion utility lo convert to standalone vManage
C. Restore vManage from the backup VM snapshot

D. Leave the duller as & and point to one vManage

Answer: B

NEW QUESTION 229
Which secure tunnel type should be used to connect one WAN Edge router to other WAN Edge routers?

A.TLS

B. DTLS

C. SSL VPN
D. IPsec

Answer: D

NEW QUESTION 231
Which two products that perform lifecycle management for virtual instances are supported by WAN Edge cloud routers? (Choose two.)

A. OpenStack

B. AWS

C. VMware vCenter
D. Azure

E. IBM Cloud

Answer: AC

Explanation:
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-ct
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The following figure illustrates Cisco vEdge Cloud router solution elements

B OpenStack VMware
Jl Cloud Software vSphere ! operated

Customer owned and

VM Orchestration tools !

Cisco vidge cloud

NEW QUESTION 234
In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

ow>
[
=
V)

Answer: D

NEW QUESTION 235
An engineer must deploy a QoS policy with these requirements:
* policy name: App-police
* police rate: 1000000
* burst: 1000000
« exceed: drop
Which configuration meets the requirements?
vpn-list VPN10
sequence 1
match
L app-list youtube
action accept

st
policer App-police
policy

data-policy policy-name

vpn-list 10
E. sequence

action accept
set

policer App-police

vpn 10

interface gel/0/0
C. set

policer App-police in
default action accept
policy
D action accept
T oset

policer App-police

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 238
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. SD-AVC Certificate

B. WAN Edge Certificate
C. Controller Certificate
D. Web Server Certificate

Answer: D
NEW QUESTION 239
An engineer is configuring a data policy IPv4 prefixes for a site WAN edge device on a site with edge devices. How is this policy added using the policy

configuration wizard?

A. In vManage NMS select (he configure policies screen, select the centralized policy tab and click add policy
B. In vBood orchestrato
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C. select the configure > policies screen select the localized policy ta

D. and click add policy

E. In vManage NM

F. select the configure policies scree

G. select the localized policy tab- and click add policy

H. In vSmart controller select tie configure policies screen, select the localized policy tab, and click add policy

Answer: C

NEW QUESTION 241
Refer to the exhibit.

e Template

Variable List (Hover aver each field for more information)

System IP 10.4.4.4

Hostname ST1_VEM
Prefix(vEdge_Defaull_Gateway) 0.000/0
Prefix(Mpls_Defaull_Gateway) 0.000/0
Address(vEdge_Next_Hop_IP) 10.50.0.102
Address{MPLS_Next_hop_ip) 10.20.0.102

Hostname{Device_host_name)

Location(Device_lecation) Us
Latitude{Device_latitude) 407126
Longitude({Device_longitude) 740060
System IP(Device_system_ip) 1044
Site ID(Device_site_id) 1

]

vManage logs are available for the past few months. A device name change deployed mistakenly at a critical site. How is the device name change tracked by

operation and design teams?

A)
O mosrron | tans
 Filter = 1S n B T 3l DNdeys Cuslowm v
Filter By
Severity Major Legend
Component  Contral W Critical
Major
System IP vEdge-Cloud {10.4.4.4) B Minor

Event name control-connection-tloc-ip-change

Bt & Tt [ S "

Nyt Cgrovs =

Total Rows: 146

g

22 Nov 20040 2:50-35 PM PKT ST1_VEM 10444 Omp Nu...  major OMP host-name-ST1_VEH ;number-ol-vamarts-1

22 Nov 2020 2:50:38 PM PKT ST1_VEN 10444 Omp Pe...  major OMP hoat-name-ST1_VEDN peer-10 2 2 2 peer-new-atate-handahake ...
2 Nov 2020 2:50:38 PN PKT ST1_VEN 10444 Omp Pe...  major OMP host-name-ST1_VED peer-10.2.2 2, peer-new.state-up

B)
£ mosiimon | iviNTs

* Filter = w B & v 3 Mes Custew
Filter By

Severity Ktajor Ligasd

Component  Security W Critical

Major
System IP vEdge-Cloud [10.4.4.4) B Minor
Eveni name  control-connection-tloc-ip-change
Y] b whi 4] w8 L] o
o P L.\I. ﬂ..“ ¥ “.11.-". '-“I..‘.'l ".11: Wk '..:_'I--“‘ ““1,1-“

Q

Event Time
22 Nov 2020 2:50:38 PM PKT ST1_VEN
22 Nov 2020 2:50:38 PM PKT ST1_VED
22 Nov 2020 2:50:38 PM PKT ST1_VED!

Total Rowa: 146

e T

10444 Omp Nu...  major OMP host-name-ST1_VE01 number-of-vamars-1
10444 Omp Pe...  major OWP hoat-name-ST1_VE01 peer-10.2 2 2. peer-new-state-handshake ...
10.4.4.4 Omp Pe...  major OMP host-name-ST1_VED1 peer-10.2.2 2 peer-new-siate.up

C)
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L monmon | IVINTS
* Filter = wE® T 3 e Ot -
Filter By
Severity Major Lagend
Component Software - IE‘:;?I
Systern IP vEdge-Cloud (10.4.4.4) B Minor
Event name control-connection-tloc-ip-change
R m — 1."." -ilt.‘l'.'l > \_t" _.u ".l'l #.“-‘._"0. ‘_:_'I- ‘t\'l "1 ﬂﬂ
®00
Q e Total Rowa: 146
22 Nov 2020 25038 PM PKT ST1_VEM 10.4.4.4 Omp Nu...  major OMP host-name-5T1_VEK number-of-vamarts-1
22 Nov 2020 2-50.35 PM PKT ST1_VEN 10.4.4.4 Omp Pe...  major OMP heat-name-ST1_VEN peer-10.2.2 2 peer-new-state-handshake ...
2 Nov 2020 2:50:38 PM PKT ST1_VEQ1 10.4.4.4 Omp Pe...  major OMP host-name-5T1_VED1 peer-10.2 2.4 peer-new.atale-up
D)
Emﬂnu-mm
* Filter = ) W U 3 Pdeys Custom -
Filter By
Severity Wapor Legend
W Critical
Component  Syatem Major
System IP vEdge-Clowd (10.4.4.4) B Minor
Event name conirol-connection.tloc-ip-change
_— m O 1"'_':: "“__ :""_,.r-““_, o P v P we
®@eo
a —— Total Rowa: 148
22 Wov 2020 250-33 PM PKT STI_VEDT 10444 Omp Nu...  major OMP Post-neme-ST1_VEN number-ol vamarts
22 Wov 2020 2:50-38 PA PIT STI_VES1 10444 Omp Pe... ~ major OMP host-name-ST1_VEN peer-10.2. 2.2 prer-new-state-handshake ..,
22 Wov 2020 2:50-38 PAIPKT ST1_VES! 10444 Omp Pe._. - major OMP host-name-5T1_VE peer- 1.2 Zpeer-new.atate-up
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D
NEW QUESTION 245
Refer to the exhibit.
PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE
TYPE PROTOCOL SYSTEMIP ID ID PRIVATEIP PORT
vsmart dtls 101.1.8 1 0 1.1.11 12447
vmanage dtls 10117 1 1 2222 12647
vmanage dtls 101.1.7 1 1 2222 12867
LOCAL
LOCAL COLOR STATE ERROR ERROR UNIT
gold up LISFD NOERR 45
gold up LISFD NOERR 70
gold up LISFD NOERR 69

An engineer is troubleshooting a control connection issue on a WAN Edge device that shows socket errors. The packet capture shows some ICMP packets

dropped between the two devices. Which action resolves the issue?

A. Recover the vManage controller that is down m a high availability cluster

B. Change the system IP or restart the VWN Edge 4 the system IP is changed

C. Remove IP duplication in the network and configure a unique IP address

D. Recover vBond or wart for the controller to reload which could be caused by a reset
Answer: C

NEW QUESTION 247

What is a description of vManage NMS?

A. It is accessible only from VPN 512 (the management VPN).
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B. A cluster requires device templates to be created on and attached to the same server
C. It is a software process on a dedicated WAN Edge router in the network.
D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 250
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:
WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the

cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic

forwarding, secunty, encryption, quality of service (Qo3), routing protocols such as Border Gateway Protocol (BGP) and Open

Shortest Path First (OSPF), and more

NEW QUESTION 251
An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy

B. configure the data policy

C. configure the data security policy

D. configure the application aware policy

Answer: B

Explanation:
Data policy influences the flow of data traffic traversing the network

NEW QUESTION 252
A large retail organization decided to move some of the branch applications to the AWS cloud. How does the network architect extend the in-house Cisco SD-WAN
branch to cloud network into AWS?

A. Create virtual WAN Edge devices Cloud through the AWS online software store

B. Create virtual instances of vSmart Cloud through the AWS online software store

C. Create GRE tunnels to AWS from each branch over the Internet

D. Install the AWS Cloud Router in the main data center and provide the connectivity from each branch

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio
NEW QUESTION 254

Which scheduling method is configured by default for the eight queues in the cloud vEdge routerl?

A. low latency queue

B. priority queue

C. weighted random early detection

D. weighted round robin

Answer: D

NEW QUESTION 255

How do WAN Edge devices operate when vSmart is inaccessible or fails to be reached by the WAN Edge?
A. They cease to forward traffic in the data plane.

B. They continue operation normally.

C. They continue to receive reachability updates.

D. They continue operating normally for a configurable time.

Answer: D
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NEW QUESTION 257
Which protocol is used to measure jitter, loss, and latency on SD-WAN overlay tunnels?

A. QoE
B. OMP
C.BGP
D. BFD

Answer: D

NEW QUESTION 262
Which SD-WAN component detects path performance information in the organization to report the issue to the service provider at site ID:S4288T5E44F047?

A. vAnalytics

B. vManage NMS

C. vBond Orchestrator
D. Cisco DNA

Answer: B

NEW QUESTION 265
Which type of route advertisement of OMP can be verified?

A. OMP, VP

B. and origin

C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 270
Which multicast component is irrelevant when defining a multicast replicator outside the local network without any multicast sources or receivers?

A. PIM interfaces
B. TLOC

C. overlay BFD
D. OMP

Answer: A

NEW QUESTION 272
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:
* Application visibility and granular control

* Classification of 1400+ layer 7 applications

+ Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 273
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness
C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2
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NEW QUESTION 274

Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows
traffic flow between two zones

destination zone

grouping of VPNs where the data
traffic flows originate

firewall policy

container that associates
forwarding and blocking decisions

source zone

grouping of VPNs where the data
traffic flows terminate

zone pair

A. Mastered
B. Not Mastered

Answer: A
Explanation:
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¢ Zone-based firewall policy—A data policy, similar to a localized data policy
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NEW QUESTION 275
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.

D. It blocks encrypted traffic

Answer: C

NEW QUESTION 278

that defines the
traffic flow from the source zone must match to allow the fow to "C"“.:.’“.L.é‘-:'T
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Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations

B. authentication headers

C. certificates

D. TPM chip

E. encapsulation security payload

Answer: BE

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 279

Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible

network?
A. BGP
B. OSPF
C. BFD
D. OMP

Answer: D
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NEW QUESTION 280
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.

C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar
D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 284
Refer to the exhibit.

\ ' Gel/2.10 Ge0/2.10

TLOC Extension

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)
¢ R
Interface gelil
ne shutdown
interface gelf2 10
ip addreass 43 47 42 2730
toc-# ctenslon geli

274
interface gelll

ne shutdeown
interface gelfl 10
ip address 47 47 .47 1730
toe-extension gedl
B)
Ri
interface gelrd
irterface gelfl 10
ip address 43 43 43 000
toc-estansion gell
winnel-interface
color public-internet

R
interface gedll
interface gelr. 10
ip addrass 43 43 &3 130
tunnel-imerface
eolar publicanternat

C)
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H1
laifice _'|1-I !
mtu 1504

no shutdowr

interface ge0f2 10
ip address <2 =

tlgc-wElension QLA

A. Option A
B. Option B
C. Option C

Answer: C

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to

configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 285
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation:
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 287
A customer wants to use AWS for Cisco SD-WAN laaS services by deploying virtual SD-WAN routers in a transit AWS VPC The transit VPC then connects via site-
to-site IPsec tunnels to an AWS transit gateway Which transit VPC connects via site-to-site IPsec tunnels to an AWS transit gateway?

A. Cisco Cloud onRamp for Multicloud
B. Cisco Cloud onRamp for SaaS
C. Cisco Cloud onRamp for Colocation
D. Cisco Cloud onRamp for laaS

Answer: D

NEW QUESTION 290
Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 294

Which type of lists are used to group related items via an application-aware routing policy under the policy lists command hierarchy on vSmart controllers?
A. data prefix, sh

B. and VPN

C. OSCP value, application, and VPN

D. data prefix, application, and SLA class

E. DSCP value, site, and VPN

Answer: C
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NEW QUESTION 295
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