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NEW QUESTION 1
What are two reasons for using FortiManager to organize and manage the network for a group of FortiGate devices? (Choose two.)

A. It simplifies the deployment and administration of SD-WAN on managed FortiGate devices.
B. It improves SD-WAN performance on the managed FortiGate devices.

C. It sends probe signals as health checks to the beacon servers on behalf of FortiGate.

D. It acts as a policy compliance entity to review all managed FortiGate devices.

E. It reduces WAN usage on FortiGate devices by acting as a local FortiGuard server.

Answer: AE

NEW QUESTION 2
What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.

B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.

Answer: B

NEW QUESTION 3
Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.
D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 4
Which two statements about SD-WAN central management are true? (Choose two.)

A. It does not allow you to monitor the status of SD-WAN members.
B. It is enabled or disabled on a per-ADOM basis.

C. Itis enabled by default.

D. It uses templates to configure SD-WAN on managed devices.
Answer: BD

NEW QUESTION 5
Refer to the exhibit.
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Exhib A

fgt ¥ show vpa ipoec phasel-interfece T _INET 1
config vpn ipses phassl-interface
adit "I_INET 1"

st Type dynamic

st interiace “pond”

gz ike-verpicn 2
set keylife ZBECD
aek peectipe any
pet Ret-device disable
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st add-route disable
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Exhibil B

£gt # disg vpn tunnsl list name T INET 1 0
list ipsec tunnel by names in wd 0

det_stu=] ipj:lank':n waight=1
o S =y =
frag-rfic mun seate=] role=poimary ace
e;:_trnffac-i nwe:lng_;:*f
parsnt=T INET 1 index=0

proxyid ma=l shild oue™( refent=6 ilast=0 clast=42855%13 ad=/C
stat: rxp=3l txp=l rxbs1280 txbad]

dpd: mode=on~desand oo™l idle=i0l{{ms retry=3 count=0 seqno=l
patt: modesnope drafrsd iaterval=l] cesote port=(

fez: egress=) ingreassmd

proxyldeT 1 0 proteall el refsl secialw]

Eree O 235,255, 235.235:0

dete: O3 =10.0.1.28%:40

type=l0 asic=0 meu=li80 explre=17T4/08 replaywin=i048
seqne=1l ean=0 repl _lastmreq= 21 gqat=0 rekey=0 hash_ search_len=1
life: type=01 bytes=0/0 timecut=l7 i
dect spi=TelTéedd esp=aes key=186 B5iTefbd2dl{Ecbéflfblafldilifrlad
ahoshal key"20 §0dlacd]lfldleTifbbel el ffoalf{iEflalélhy

enc: Fpl=f0RIRd4l espiass keyslE chETIEdSf6aliFlelablbiliddqTeat
ah=skhal key=30 diléZdieflTad ESdii il edp0 T 7465251 b
des:pkta/bytes=6d /25960, encz:pkra/byres=d/(

name=T INET 1 0 wer=l1 serial=a 100.84.1.5%:0->192.2.0.9:10 tun 1d=191.2.0.% cun idé=::10.0.0.10

bound if=§ lgwy=ptatic/] tun=intf mode=dial_ inst/3} encap=none/T4408 cpticnsliali=npu oguy—-chg

opu_flag=00 npu_rguy=192.2.0.% apu lgwy=100.64.1.9 npu_selid=6 dec_npuid=0 enc_npuid=C

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing tabl

B. Most Voted
C. The phase 1 configuration supports the network-overlay settin
D. Most Voted

E. FortiGate facilitated the negotiation of the T_INET_1 0 _0 ADVPN shortcut over T_INET_1 0.

F. Dead peer detection is disabled.

Answer: AC

NEW QUESTION 6
Refer to the exhibit.

config system settings

end

set firewall-session-dirty check-new

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.

C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:

FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session

against the new firewall policy.

NEW QUESTION 7
Refer to the exhibit.

config firewall policy
edit 1
set anti-replay disable
next

end

In a dual-hub hub-and-spoke SD-WAN deployment, which is a benefit of disabling the anti- replay setting on the hubs?

A. It instructs the hub to disable the reordering of TCP packets on behalf of the receiver, to improve performance.

B. It instructs the hub to disable TCP sequence number check, which is required for TCP sessions originated from spokes to fail over back and forth between the

hubs.

C. Itinstructs the hub to not check the ESP sequence numbers on IPsec traffic, to improve performance.
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D. It instructs the hub to skip content inspection on TCP traffic, to improve performance.

Answer: B

NEW QUESTION 8
Refer to the exhibit.

# diagnosa ays seaaion list

session info: proto=€ proto state=0l duration=3% sxpires3593 timeout=3600 flage=00000000C
socktypesl sockport=0 av idwed uses={

state=may dirty npu

orgin->sink: org pre->post, reply poe->post dsve]-35/5-37 gwy=10.10.10.1/10.%.31.160
hool=pre dir=org act=poop 10.9.31.160:7832=->10.0.1.7:22(0.0.9.0:0)

hoolkspost dirsreply sctsnoop 10.0.1.7:22->10.9%.31.060:793240.0.0.0:0)

pos/ (bafore,after) OF (0,00, OF(0,0)

miscel policy idel auth info=0 chk client infos{ wd=(

serial=00045e0 tos=££/1f app list=0 app=0 arl cats=)

scwan mbr seqel sdwan service ids]

rpdb link id=20000000 rpdb sve id=0 pgfwiden/a

apu_state=0x4 000000

npu info: flagelxBl/Oxdl, offload=E/E, ips offlcade(/0, epide6d/76, ipld=T6/€4,
vian=0x0000/ 0x0000

v1ifid=76/64, wtag ins=lx0000/0x0000 in npu=1/l1, ocut npu=l/l; fwd en=(/0, qide=2/2
reflect info O:

deyaT =36 6-27

npu_state=0x4000200

npu infor flag=0w00/0x81, offload=0/8, ips offlcad=0/0, epids=D/TE, Lpid=0/E65, vlan=0x0000/0x0000
v1ifid=0/65; vtag_in=0x0000/0x0000 in_npu-ﬁfi. out_npu=0/1, fwd en=0/0, Gid=0/2
total reflect sesaion mm: 1

total session 1

¥ diagnoss netlink intecface list
if=portl family=00 type=l index=5 mtu=l1500 link=0 master=0

ifeportl family=00 type=l indaxe{ mtu=1500 link=() master=0
ifeportl family=00 typesl indaxe? mtus1500 links=0 master=0

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports hardware offloading. Based

on the information shown in the exhibits, which two statements about the session are true? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.

C. The original direction of the symmetric traffic flows from port3 to port2.
D. The main session cannot be offloaded to hardware.

Answer: AB

NEW QUESTION 9
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

# diagnose firewall shaper traffic-shaper list name VolP Shaper
name VolP_ Shaper

maximum-bandwidth 6250 EB/sec

guaranteed-bandwidth 2500 KB/sec

current-bandwidcth 93 EKB/sec

prioricy 2

overhead 0

tos IL

packets dropped 0

bytes dropped 0

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 10
Which two tasks are part of using central VPN management? (Choose two.)

A. You can configure full mesh, star, and dial-up VPN topologies.
B. You must enable VPN zones for SD-WAN deployments.
C. FortiManager installs VPN settings on both managed and external gateways.

D. You configure VPN communities to define common IPsec settings shared by all VPN gateways.

Answer: AD

NEW QUESTION 10

Which SD-WAN setting enables FortiGate to delay the recovery of ADVPN shortcuts?
A. hold-down-time

B. link-down-failover

C. auto-discovery-shortcuts

D. idle-timeout

Answer: A

NEW QUESTION 13
Exhibit.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full NSE7_SDW-7.2 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/NSE7_SDW-7.2-exam-dumps.html (O New Questions)

LF AT T B

The exhibit shows VPN event logs on FortiGate. In the output shown in the exhibit, which statement is true?

A. There are no IPsec tunnel statistics log messages for ADVPN cuts.
B. There is one shortcut tunnel built from master tunnel T_MPLS_0.
C. The VPN tunnel T_MPLS_0 is a shortcut tunnel.

D. The master tunnel T_INET_0 cannot accept the ADVPN shortcut.

Answer: B

Explanation:

VPN event logs record the status of VPN tunnels, such as the establishment, termination, or failure of a tunnel. The output includes the following information:
? logid: the log ID number

? type: the log type, either traffic or event

? subtype: the log subtype, either vpn or ipsec

? level: the log level, either error, warning, or notice

? vd: the virtual domain name

? logdesc: the log description

? msg: the log message

? action: the log action, such as tunnel-up, tunnel-down, or tunnel-stats

? remip: the remote IP address

? locip: the local IP address

? remport: the remote port number

? locport: the local port number

? outintf: the outgoing interface name

? cookies: the IKE SA cookies

? user: the user name

? group: the user group name

? useralt: the alternative user name

? xauthuser: the XAuth user name

? authgroup: the XAuth user group hame

? assignip: the assigned IP address

? vpntunnel: the VPN tunnel name

? tunnellip: the tunnel loopback IP address

? tunnelid: the tunnel ID number

? tunneltype: the tunnel type, either ipsec or ssl

? duration: the tunnel duration in seconds

? sentbyte: the number of bytes sent

? rcvdbyte: the number of bytes received

? nextstat: the next statistics interval in seconds

? advpnsc: the ADVPN shortcut flag, either O or 1 Based on the exhibit, the following statement is true:

? There is one shortcut tunnel built from master tunnel T_MPLS_0. This means that the VPN tunnel T_MPLS_0 is a master tunnel that can send ADVPN shortcut
offers to other spokes, and the VPN tunnel T_MPLS_0_0 is a shortcut tunnel that is built from the master tunnel T_MPLS_01. In the exhibit, the log action for
T_MPLS_0 is tunnel-up, and the log action for T_MPLS_0_0 is shortcut-up. The advpnsc flag for T_MPLS_0 is 0, indicating that it is not a shortcut tunnel, while
the advpnsc flag for T_MPLS_0 0 is 1, indicating that it is a shortcut tunnel.

NEW QUESTION 14
Refer to the exhibits. Exhibit A -
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Edit Traffic Shaping Policy
P Version m 1Pvé
Mame Limit_YouTube
Status m Disable
Comments
y
/255
If Traffic Matches:
Source Internet Service
Source Address & LAM-net (=]
Source User +
Source User Group +
Destination Internet Service
Destination Address Bl (]
Schedule +
Service @ ALL Q
Application @ YouTube (]
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Application Group +
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Type Of Service OO0
Type Of Service Mask 00
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Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.
The administrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that FortiGate does not apply traffic
shaping on YouTube traffic.
Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs traffic shaping on YouTube traffic?

A. Destination internet service must be enabled on the traffic shaping policy.
B. Application control must be enabled on the firewall policy.
C. Web filtering must be enabled on the firewall policy.

D. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

Answer: C

NEW QUESTION 18
Refer to the exhibit.
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Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN

rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB
NEW QUESTION 21

Refer to the exhibits.
Exhibit A

config system sdwan
config health-check
edit "Passive"
set detect-mod

e passive
sat members 3 4

and

conflg system sdwan
config service

edit 1
set name "Facebook=YouTube"™
set src "all"®
set internet-service asnable
set internec-service-app-ctrl 15832 31077
set health-check "Passive®
set pricority-member 3 4
set passive-measurement enable
next

end

end

branchl_fgt # get application name status | grep "id:
app-name: "“Facebook"

id: 15832

branchl_fgt # get application name status | grep "id:
app-name: "“YouTube™
id: 31077

15832"

31071"

=Bl

-Bl

Exhibit B
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config firewall policy
edit

[

name “DIA™

uuid b9%73edec-5£90-5lec-cadb~017cB830d4d59418
sreintf "portsS™

dstintf "underlay™

action accept

srcaddr "LAN-net"

dstaddr "all®

schedule "always"

service "ALL"
passive-wan-health-measurement enable
utm-status enable

gssl-ssh-profile "certificate-inspection"
application-list "default"

logtraffic all

auto-asic-offload disable

nat enable

L7 T T T T
oo

{&]

W La a

a L
M d DO DD DD

T e o o o YT O oot

& W
]

nextc
end

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4(portl)

Exhibit A shows the SD-WAN performance SLA configuration, the SD-WAN rule configuration, and the application IDs of Facebook and YouTube. Exhibit B shows
the firewall policy configuration and the underlay zone status.
Based on the exhibits, which two statements are correct about the health and performance of portl and port2? (Choose two.)

A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
B. FortiGate is unable to measure jitter and packet loss on Facebook and YouTube traffic.

C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. Non-TCP Facebook and YouTube traffic are not used for performance measurement.

Answer: AD

Explanation:
Study Guide 7.2, pages 103 - 104. Another comment said "because without using application Control on the firewall policy, SDWAN can't work" but there is a app
control "default" defined on config.

NEW QUESTION 23
Which two statements about SD-WAN central management are true? (Choose two.)

A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC

Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-
features/794804/new-sd-wan-template-fmg

NEW QUESTION 27
Refer to the exhibit.

config system sdwan
set fail-detect enable
set fail-alert-interfaces "ports"
config health-check
edit "Level3 DNS"
set update-cascade-interface enable
set members 1 2
next
edit "HQ"
set update-cascade-interface enable
set members 3
next

end
end

Based on the exhibit, which action does FortiGate take?

A. FortiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.
C. FortiGate brings up port5 after it detects all SD-WAN members as alive.

D. FortiGate brings down port5 after it detects all SD-WAN members as dead.
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Answer: A

NEW QUESTION 31
Refer to the exhibit.
config router bgp
set as 65000
set router-id 10.1.0.1
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit "Branches_INET O®
set interface "T_INET O _O“
set remote-as 65000
set update-source "T_INET_0_0*
next
edit "Branches INET 1"
set interface "T_INET 1 0"
set remote-as 65000
set update-source "T_INET 1 0"
next
edit "Branches MPLS"
set interface "T_MPLS 0"
set remote-as 65000
set update-source “T_MPLS 0"
next

end
config neighbor-range
edit 1
set prefix 10.201.1.0 255.255.255.0
set neighbor-group "Branches_ INET 0°
next
edit 2
set prefix 10.202.1.0 255.255.255.0
set neighbor-group "Branches INET 1"
nextc
edit 3
set prefix 10.203.1.0 255.255.255.0
set neighbor-group "Branches MPLS"
next
end

_end

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise prefixes from spokes to other spokes
over the IPsec overlays, including additional paths. However, when looking at the spoke routing table, the administrator does not see the prefixes from other

spokes and the additional paths.

Based on the exhibit, which three settings must the administrator configure inside each BGP neighbor group so spokes can learn other spokes prefixes and their

additional paths? (Choose three.)

A. Set additional-path to send

B. Enable route-reflector-client

C. Set advertisement-interval to the number of additional paths to advertise
D. Set adv-additional-path to the number of additional paths to advertise

E. Enable soft-reconfiguration

Answer: ABD

NEW QUESTION 35

What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.
C. To indicate the routes that can be used for routing SD-WAN traffic.
D. To indicate the members that can be used to route SD-WAN traffic.
Answer: B

NEW QUESTION 38
Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.
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exvorna  [Exhibics

Edit Policy

Name @ Internet Access

Incoming interface :':nm port3 v

Outgoing interface virtual-wan link v

Source : = all x
+

Destination = all x
s

Schedule Ce always v

Service @& ALL X

+
Action Nt (/) DENY
Inspection Mode JRIGIEGELELE Proxy-based

Firewall / Network Options
NAT L @

IP Pool Configuration Use Outgoing Interface Address RUSRelE il |

Preserve Source Port ( B

Protocol Options default v

exnbieaexniones [

Edit Traffic Shaping Policy

Name inbound_outbound_shaper

Status (1 MECEIC I @ Disabled

Comments | Write a comment...

If Traffic Matches:

Source = all X

Destination = all X |

Schedule (B

Service @ ALL x|
+
Application @ &
URL Category Streaming Media and Download  x
+
Then:
Action LYl IS ET Tl Assign Shaping Class ID
Outgoing interface @) virtual-wan link X
+
Shared shaper @) - guarantee-10mbps v

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the shaping policy.
Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to inbound traffic?

A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.

B. In the traffic shaping policy, select Assign Shaping Class ID as Action.

C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.
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Answer: D

NEW QUESTION 41
Refer to the exhibit.

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2.
Which two configuration settings are required for Toronto and London spokes to establish an ADVPN shortcut? (Choose two.)

A. On the hubs, auto-discovery-sender must be enabled on the IPsec VPNSs to spokes.
B. On the spokes, auto-discovery-receiver must be enabled on the IPsec VPN to the hub.
C. auto-discovery-forwarder must be enabled on all IPsec VPNs.

D. On the hubs, net-device must be enabled on all IPsec VPNSs.

Answer: AB

NEW QUESTION 46

Exhibit.
id=20010 trace_id=1402 funce=print_pkt detail line=S55EE mag="vd-root:0 received a
packet(proto=6, 10.1.10.1;524%0=->42.44.50.10:443) from portid. flag [.], =eq 1213725680,
ack 1168005655, win &5535"
1d=20010 trace id«l402 funceresclve ip tuple fast lines5665 mag="Find an axisting
sex=sion, id I-ZEI"..'.\G, sriglinal dirsction® B
1d=20010 trace idel402 func=fw forward dircy handler line=447 mage="Denied by gquota
chesk®

Which conclusion about the packet debug flow output is correct?

A. The total number of daily sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

B. The packet size exceeded the outgoing interface MTU.

C. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

D. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the firewall policy, and the packet was
dropped.

Answer: C
Explanation:

In a Per-IP shaper configuration, if an IP address exceeds the configured concurrent session limit, the message "Denied by quota check" appears. SD-WAN 7.0
Study Guide page 287

NEW QUESTION 48
Refer to the exhibit.
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config vpn ipsec phasel-interface

edit “FIRST VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl

next

edit “SECOND VPN”
set type dynamic
set interface “portl”
set peertype any
set proposal aeslZ2B8-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2

next

edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.
Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?
(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 49
Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 50
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to thedestination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD- WAN member.

Answer: BDE

Explanation:

Study Guide 7.2, pages 125, 129, 151

NEW QUESTION 54

Which statement is correct about SD-WAN and ADVPN?

A. Routes for ADVPN shortcuts must be manually configured.

B. SD-WAN can steer traffic to ADVPN shortcuts, established over IPsec overlays, configured as SD-WAN members.
C. SD-WAN does not monitor the health and performance of ADVPN shortcuts.

D. You must use IKEv2 on IPsec tunnels.

Answer: B
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NEW QUESTION 58
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