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Exam Questions 300-730

Implementing Secure Solutions with Virtual Private Networks (SVPN)
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NEW QUESTION 1
DRAG DROP

Drag and drop the correct commands from the night onto the blanks within the code on the left to implement a design that allow for dynamic spoke-to-spoke

communication. Not all comments are used.
Select and Place:

Answer Area

Router A

interface Tunnell
ip address 10.0.0.1 255 .255 9255 _ 0

ip nhrp mp multicast dynamic
ip nhrp network-id 1

1111

ip nhrp
nce ip split-horizon eigrp 10
tunnel source GigabitEthernetl

tunnel mode gre multipoint

10.0.0.1

interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0

router eigrp 10

network 10.0.0.0 0.0.0.255

redirect

Router B

interface Tunnell
ip address 10.0.0.2 255.255.255.0

ip nhrp nhs nbma multicast

shortcut

ip nhrp network-id 1

ip nhrp
tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl

server-only

ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16/sec-conn-dmvpn-xe-16-book/sec-conn-dmvpn-summ-

maps.html

NEW QUESTION 2

A second set of traffic selectors is negotiated between two peers using IKEv2. Which IKEv2 packet will contain details of the exchange?

A. IKEv2 IKE_SA_INIT

B. IKEv2 INFORMATIONAL

C. IKEv2 CREATE_CHILD_SA

D. IKEv2 IKE_AUTH

Answer: B

NEW QUESTION 3

Which statement about GETVPN is true?

A. The configuration that defines which traffic to encrypt originates from the key server.
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B. TEK rekeys can be load-balanced between two key servers operating in COOP.
C. The pseudotime that is used for replay checking is synchronized via NTP.
D. Group members must acknowledge all KEK and TEK rekeys, regardless of configuration.

Answer: A

NEW QUESTION 4
Which method dynamically installs the network routes for remote tunnel endpoints?

A. policy-based routing
B. CEF

C. reverse route injection
D. route filtering

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/12-4t/sec-vpn-availability-12-4t-book/sec-rev-rte-inject.html

NEW QUESTION 5
Which command identifies a Cisco AnyConnect profile that was uploaded to the flash of an I0S router?

A. svc import profile SSL_profile flash:simos-profile.xml

B. anyconnect profile SSL_profile flash:simos-profile.xml

C. crypto vpn anyconnect profile SSL_profile flash:simos-profile.xml
D. webvpn import profile SSL_ profile flash:simos-profile.xml

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-l.html

NEW QUESTION 6
Which feature allows the ASA to handle nonstandard applications and web resources so that they display correctly over a clientless SSL VPN connection?

A. single sign-on
B. Smart Tunnel
C. WebType ACL
D. plug-ins

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/vpn_clientless_ssl.html#29951
NEW QUESTION 7

Which command automatically initiates a smart tunnel when a user logs in to the WebVPN portal page?

A. auto-upgrade

B. auto-connect

C. auto-start

D. auto-run

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa9l/configuration/vpn/asa_91_vpn_config/webvpn-configure-policy-group.html
NEW QUESTION 8

Which command is used to troubleshoot an IPv6 FlexVPN spoke-to-hub connectivity failure?

A. show crypto ikev2 sa

B. show crypto isakmp sa

C. show crypto gkm

D. show crypto identity

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.pdf

NEW QUESTION 9
Refer to the exhibit.
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tunnel-group IKEVZ type remote-access
tunnel-group IKEVZ2 general-attributes
address-pool split
default-group-policy GroupPolicyl
tunnel-group IKEVZ webvpn-attributes
group-alias ikev2 enable

-<HostEntry>
<HostName>ikev2</HostName>
<HostAddress>10.106.45.221</HostAddress>
<UserGroup>ikev2</UserGroup>
<PrimaryProtocol>IPsec</PrimaryProtocol>
</HostEntry>

The customer can establish a Cisco AnyConnect connection without using an XML profile. When the host "ikev2" is selected in the AnyConnect drop down, the
connection fails. What is the cause of this issue?

A. The HostName is incorrect.

B. The IP address is incorrect.

C. Primary protocol should be SSL.

D. UserGroup must match connection profile.

Answer: D
Explanation:

Reference: https://community.cisco.com/t5/security-documents/anyconnect-xml-settings/ta-p/3157891

NEW QUESTION 10
Refer to the exhibit.

ISAKMP: (0):beginning Main Mode exchange

ISAKMP-PAK: (0):sending packet to 192.168.0.8 my port 500 peer port 500 (I) MM NO STAIE
ISAKMP-PRK: (0):received packet from 192.168.0.8 dport 500 sport 500 Global (I) MM NO STATE
ISAKMP: (0):01d State = IKE I MM1 New State = JKE I MM2

ISAKMP: (0):found peer pre-shared key matching 192.16£.0.8

ISAKMP: (0):local preshared key found

ISAKMFE: (0):Checking ISAEKMP transform 1 againat pricrity 10 peolicy

ISAKMP: (0): encryption AES-CEC

ISAKMP: (0): keylength of 256

ISAKMP: (0): hash SHR256

ISAKMF: (0): default group 14

ISAKMP: (D): auth pre-share

ISAKMF: (0): life type in seccnds

ISAKMP: (0): life duraticn (basic) of 1200

ISAKMP: (0):atta are acceptable. Next payload is 0

ISAKMP-PAK: (0):sending packet to 152.168.0.8 my port 500 peer pert 500 (I) MM SA SETUP
ISAKMP: (0):01d State = IKE I MM2 New State = IKE I MM3

ISAKMP-PAK: (0):received packet from 192.16€.0.8 dport 500 sport 500 Global (I) MM SA SETUP
ISAKMP: (0):01d State = IKE I MM3 New State = JKE I MM4

ISAKMP: (0):found peer pre-shared key matching 192.168.0.8

ISAKMP: (1005):0ld State = IKE I MM4 New State = IKE I MM4

ISAKMP: (1005):pre-shared key authentication using id type ID_IFV4_ADDR

ISAKMP-PAK: (1005) :sending packet to 152.16E.0.8 my port 4500 peer port 4500 (I) MM KEY EXCH
ISAKMP: (1005):01d State = IKE I _MM4 New State = IKE'. I HHE.

ISAKMP-PAK: (1005) :received pn:ket from 192.168.0.8 dpnrt. 500 spert S00 Glebal (I) MM KEY EXCH
ISAKMP: (1005):phase 1 packet is a duplicate of a previous packet.

ISAKMF: (1005):rectransmitcing due to retransmit phase 1

ISAKMP: (1005):retransmitting phase 1 MM KEY EXCH...

ISAKMP: (1005):: incrementing error counter on sa, attempt 1 of 5: retransmit phase 1
ISAKMP-PAK: (1005) :sending packet to 192.16E8.0.8 my port 4500 peer port 4500 (I) MM KEY EXCH
ISAKMP-PAK: (1005) :received packet from 15%2.168.0.2 dport 500 sport 500 Glebal (I) !-E! !-CEY EXCH
ISAKMP: (1005):phase 1 packet i3 a duplicacte of a previcus packet.

ISAKMF: (1005):rectransmitting due to retransmit phase 1

A site-to-site tunnel between two sites is not coming up. Based on the debugs, what is the cause of this issue?
A. An authentication failure occurs on the remote peer.

B. A certificate fragmentation issue occurs between both sides.

C. UDP 4500 traffic from the peer does not reach the router.

D. An authentication failure occurs on the router.

Answer: C

NEW QUESTION 10
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Refer to the exhibit.

*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport

500 sport 500 Global (R) MM KEY EXCH
*Jul 16 20:21:25.317: ISAKMP: reserved not zero on ID payload!

*Jul 16 20:21:25.317: $CRYPTO-4-IKMP_BAD MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed

Which type of mismatch is causing the problem with the IPsec VPN tunnel?
A. crypto access list

B. Phase 1 policy

C. transform set

D. preshared key

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html#ike

NEW QUESTION 14
Refer to the exhibit.

HUB configuration:

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com

authentication local rsa-sig

authentication remote pre-shared-key cisco

pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

SPOKE 1 configuration:

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn spoke.cisco.com
authentication local rsa-sig

authentication remote pre-shared-key cisco

pki trustpoint CA

aaa authorization group cert list defaunlt default
virtual-template 1

SPOKE 2 configuration:

crypto ikev2 profile defaunlt
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
aunthentication local pre-shared-key flexvpn
authentication remote rsa-sig
pki trustpoint CA
aaa authorization group cert list defaunlt default
virtonal-template 1

What is a result of this configuration?

A. Spoke 1 fails the authentication because the authentication methods are incorrect.

B. Spoke 2 passes the authentication to the hub and successfully proceeds to phase 2.

C. Spoke 2 fails the authentication because the remote authentication method is incorrect.
D. Spoke 1 passes the authentication to the hub and successfully proceeds to phase 2.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full 300-730 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/300-730-exam-dumps.html (146 New Questions)

Answer: A

NEW QUESTION 16

Refer to the exhibit.

An SSL client is connecting to an ASA headend. The session fails with the message “Connection attempt has timed out. Please verify Internet connectivity.”
Based on how the packet is processed, which phase is causing the failure?

A. phase 9: rpf-check

B. phase 5: NAT

C. phase 4. ACCESS-LIST
D. phase 3: UN-NAT

Answer: D

NEW QUESTION 21
Which redundancy protocol must be implemented for IPsec stateless failover to work?

A.SSO

B. GLBP
C. HSRP
D. VRRP

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/17826-ipsec-feat.html

NEW QUESTION 26
Which technology works with IPsec stateful failover?

A. GLBR
B. HSRP
C. GRE

D. VRRP

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_2/12_2y/12_ 2yx11/feature/guide/ft_vpnha.html#wpl122512

NEW QUESTION 29
Which two commands help determine why the NHRP registration process is not being completed even after the IPsec tunnel is up? (Choose two.)

A. show crypto isakmp sa
B. show ip traffic

C. show crypto ipsec sa
D. show ip nhrp traffic

E. show dmvpn detail

Answer: AD

NEW QUESTION 34

Which VPN does VPN load balancing on the ASA support?
A. VTI

B. IPsec site-to-site tunnels

C. L2TP over IPsec

D. Cisco AnyConnect

Answer: D

NEW QUESTION 38

Which benefit of FlexVPN is a limitation of DMVPN using IKEv1?
A. GRE encapsulation allows for forwarding of non-IP traffic.
B. IKE implementation can install routes in routing table.

C. NHRP authentication provides enhanced security.

D. Dynamic routing protocols can be configured.

Answer: B

NEW QUESTION 43

What is a requirement for smart tunnels to function properly?

A. Java or ActiveX must be enabled on the client machine.
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B. Applications must be UDP.
C. Stateful failover must not be configured.
D. The user on the client machine must have admin access.

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html

NEW QUESTION 44
Refer to the exhibit.

ip access-list extended CCNFP
permit 192.168.0.10
permit 192.168.0.11

webvpn gateway SSL Gateway
ip address 172.16.0.25 port 443
ssl trustpoint AnyConnect Cert
inservice

webvpn context SSL Context
gateway SSL Gateway

ss]1 authenticate wverify all
inservice

pelicy group SSL Pelicy
functions swvec—-enabled
sve address-poocl “ACPFool?” netmask 255.255.255.0
sve dns-server primary 122.168.0.100
sve default-domain cisco.com
default-group-policy SSL Policy

Cisco AnyConnect must be set up on a router to allow users to access internal servers 192.168.0.10 and 192.168.0.11. All other traffic should go out of the client's
local NIC. Which command accomplishes this configuration?

A. svc splitinclude 192.168.0.0 255.255.255.0
B. svc split exclude 192.168.0.0 255.255.255.0
C. svc split include acl CCNP
D. svc split exclude acl CCNP

Answer: C

NEW QUESTION 49
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