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NEW QUESTION 1
APIs and web services require extensive hardening and must assume attacks from authenticated and unauthenticated adversaries.

A. False
B. True

Answer: B

NEW QUESTION 2
What is a core tenant of risk management?

A. The provider is accountable for all risk management.

B. You can manage, transfer, accept, or avoid risks.

C. The consumers are completely responsible for all risk.

D. If there is still residual risk after assessments and controls are inplace, you must accept the risk.
E. Risk insurance covers all financial losses, including loss of customers.

Answer: B

NEW QUESTION 3
Which statement best describes the Data Security Lifecycle?

A. The Data Security Lifecycle has six stages, is strictly linear, and never varies.

B. The Data Security Lifecycle has six stages, can be non-linear, and varies in that some data may never pass through all stages.
C. The Data Security Lifecycle has five stages, is circular, and varies in that some data may never pass through all stages.

D. The Data Security Lifecycle has six stages, can be non-linear, and is distinct in that data must always pass through all phases.
E. The Data Security Lifecycle has five stages, can be non-linear, and is distinct in that data must always pass through all phases.

Answer: B

NEW QUESTION 4
Without virtualization, there is no cloud.

A. False
B. True

Answer: B

NEW QUESTION 5
When deploying Security as a Service in a highly regulated industry or environment, what should both parties agree on in advance and include in the SLA?

A. The metrics defining the service level required to achieve regulatory objectives.

B. The duration of time that a security violation can occur before the client begins assessing regulatory fines.
C. The cost per incident for security breaches of regulated information.

D. The regulations that are pertinent to the contract and how to circumvent them.

E. The type of security software which meets regulations and the number of licenses that will be needed.

Answer: A

NEW QUESTION 6
The Software Defined Perimeter (SDP) includes which components?

A. Client, Controller, and Gateway

B. Client, Controller, Firewall, and Gateway
C. Client, Firewall, and Gateway

D. Controller, Firewall, and Gateway

E. Client, Controller, and Firewall

Answer: A
NEW QUESTION 7
Your SLA with your cloud provider ensures continuity for all services.

A. False
B. True

Answer: A

NEW QUESTION 8
Which communication methods within a cloud environment must be exposed for partners or consumers to access database information using a web application?

A. Software Development Kits (SDKs)
B. Resource Description Framework (RDF)
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C. Extensible Markup Language (XML)
D. Application Binary Interface (ABI)
E. Application Programming Interface (API)

Answer: E

NEW QUESTION 9
What is the most significant security difference between traditional infrastructure and cloud computing?

A. Management plane

B. Intrusion detection options

C. Secondary authentication factors

D. Network access points

E. Mobile security configuration options

Answer: A

NEW QUESTION 10
ENISA: A reason for risk concerns of a cloud provider being acquired is:

A. Arbitrary contract termination by acquiring company
B. Resource isolation may fail

C. Provider may change physical location

D. Mass layoffs may occur

E. Non-binding agreements put at risk

Answer: E

NEW QUESTION 10
How does running applications on distinct virtual networks and only connecting networks as needed help?

A. It reduces hardware costs

B. It provides dynamic and granular policies with less management overhead
C. It locks down access and provides stronger data security

D. It reduces the blast radius of a compromised system

E. It enables you to configure applications around business groups

Answer: D

NEW QUESTION 14
What method can be utilized along with data fragmentation to enhance security?

A. Encryption

B. Organization

C. Knowledge management
D. IDS

E. Insulation

Answer: E

NEW QUESTION 19
A security failure at the root network of a cloud provider will not compromise the security of all customers because of multitenancy configuration.

A. False
B. True

Answer: A

NEW QUESTION 22
What is true of security as it relates to cloud network infrastructure?

A. You should apply cloud firewalls on a per-network basis.

B. You should deploy your cloud firewalls identical to the existing firewalls.

C. You should always open traffic between workloads in the same virtual subnet for better visibility.
D. You should implement a default allow with cloud firewalls and then restrict as necessary.

E. You should implement a default deny with cloud firewalls.

Answer: E

NEW QUESTION 25

Which data security control is the LEAST likely to be assigned to an laaS provider?
A. Application logic

B. Access controls
C. Encryption solutions
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D. Physical destruction
E. Asset management and tracking

Answer: A

NEW QUESTION 26
What are the encryption options available for SaaS consumers?

A. Any encryption option that is available for volume storage, object storage, or PaaS

B. Provider-managed and (sometimes) proxy encryption
C. Client/application and file/folder encryption
D. Object encryption Volume storage encryption

Answer: B

NEW QUESTION 28

Which governance domain deals with evaluating how cloud computing affects compliance with internal security policies and various legal requirements, such as

regulatory and legislative?

A. Legal Issues: Contracts and Electronic Discovery
B. Infrastructure Security

C. Compliance and Audit Management

D. Information Governance

E. Governance and Enterprise Risk Management

Answer: C

NEW QUESTION 32

How can virtual machine communications bypass network security controls?
A. VM communications may use a virtual network on the same hardware host
B. The guest OS can invoke stealth mode

C. Hypervisors depend upon multiple network interfaces

D. VM images can contain rootkits programmed to bypass firewalls

E. Most network security systems do not recognize encrypted VM traffic
Answer: A

NEW QUESTION 36

Use elastic servers when possible and move workloads to new instances.

A. False
B. True

Answer: B

NEW QUESTION 41

Which layer is the most important for securing because it is considered to be the foundation for secure cloud operations?

A. Infrastructure
B. Datastructure
C. Infostructure

D. Applistructure
E. Metastructure

Answer: A

NEW QUESTION 43

CCM: In the CCM tool, ais a measure that modifies risk and includes any process, policy, device, practice or any other actions which modify risk.

A. Risk Impact
B. Domain
C. Control Specification

Answer: C

NEW QUESTION 48

When investigating an incident in an Infrastructure as a Service (IaaS) environment, what can the user investigate on their own?

A. The CSP server facility

B. The logs of all customers in a multi-tenant cloud
C. The network components controlled by the CSP
D. The CSP office spaces

E. Their own virtual instances in the cloud
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Answer: E

NEW QUESTION 52
ENISA: Lock-in is ranked as a high risk in ENISA research, a key underlying vulnerability causing lock in is:

A. Lack of completeness and transparency in terms of use
B. Lack of information on jurisdictions

C. No source escrow agreement

D. Unclear asset ownership

E. Audit or certification not available to customers

Answer: A

NEW QUESTION 54
Which of the following is a perceived advantage or disadvantage of managing enterprise risk for cloud deployments?

A. More physical control over assets and processes.

B. Greater reliance on contracts, audits, and assessments due to lack of visibility or management.
C. Decreased requirement for proactive management of relationship and adherence to contracts.
D. Increased need, but reduction in costs, for managing risks accepted by the cloud provider.

E. None of the above.

Answer: B

NEW QUESTION 57
All cloud services utilize virtualization technologies.

A. False
B. True

Answer: B

NEW QUESTION 62
Which concept is a mapping of an identity, including roles, personas, and attributes, to an authorization?

A. Access control

B. Federated Identity Management
C. Authoritative source

D. Entitlement

E. Authentication

Answer: D

NEW QUESTION 67
What is the newer application development methodology and philosophy focused on automation of application development and deployment?

A. Agile

B. BusOps

C. DevOps

D. SecDevOps
E. Scrum

Answer: C

NEW QUESTION 70
Why is a service type of network typically isolated on different hardware?

A. It requires distinct access controls

B. It manages resource pools for cloud consumers
C. It has distinct functions from other networks

D. It manages the traffic between other networks
E. It requires unique security

Answer: D

NEW QUESTION 72
In which type of environment is it impractical to allow the customer to conduct their own audit, making it important that the data center operators are required to
provide auditing for the customers?

A. Multi-application, single tenant environments
B. Long distance relationships

C. Multi-tenant environments

D. Distributed computing arrangements

E. Single tenant environments
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Answer: C

NEW QUESTION 76
If the management plane has been breached, you should confirm the templates/configurations for your infrastructure or applications have not also been
compromised.

A. False
B. True

Answer: A

NEW QUESTION 80
Network logs from cloud providers are typically flow records, not full packet captures.

A. False
B. True

Answer: B

NEW QUESTION 84
What should every cloud customer set up with its cloud service provider (CSP) that can be utilized in the event of an incident?

A. A data destruction plan
B. A communication plan
C. A back-up website

D. A spill remediation kit
E. A rainy day fund

Answer: B

NEW QUESTION 87
Which attack surfaces, if any, does virtualization technology introduce?

A. The hypervisor

B. Virtualization management components apart from the hypervisor
C. Configuration and VM sprawl issues

D. All of the above

Answer: D

NEW QUESTION 92
Which term describes any situation where the cloud consumer does not manage any of the underlying hardware or virtual machines?

A. Serverless computing
B. Virtual machineless
C. Abstraction

D. Container

E. Provider managed

Answer: A

NEW QUESTION 96
In the cloud provider and consumer relationship, which entity manages the virtual or abstracted infrastructure?

A. Only the cloud consumer

B. Only the cloud provider

C. Both the cloud provider and consumer

D. It is determined in the agreement between the entities
E. It is outsourced as per the entity agreement

Answer: C

NEW QUESTION 97
If in certain litigations and investigations, the actual cloud application or environment itself is relevant to resolving the dispute in the litigation or investigation, how is
the information likely to be obtained?

A. It may require a subpoena of the provider directly

B. It would require a previous access agreement

C. It would require an act of war

D. It would require a previous contractual agreement to obtain the application or access to the environment
E. It would never be obtained in this situation

Answer: D
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NEW QUESTION 98
ENISA: “VM hopping” is:

A. Improper management of VM instances, causing customer VMs to be commingled with other customer systems.
B. Looping within virtualized routing systems.

C. Lack of vulnerability management standards.

D. Using a compromised VM to exploit a hypervisor, used to take control of other VMs.

E. Instability in VM patch management causing VM routing errors.

Answer: D

NEW QUESTION 102
All assets require the same continuity in the cloud.

A. False
B. True

Answer: A

NEW QUESTION 106
Any given processor and memory will nearly always be running multiple workloads, often from different tenants.

A. False
B. True

Answer: B

NEW QUESTION 109
Which of the following is one of the five essential characteristics of cloud computing as defined by NIST?

A. Multi-tenancy

B. Nation-state boundaries
C. Measured service

D. Unlimited bandwidth

E. Hybrid clouds

Answer: C

NEW QUESTION 114
How can web security as a service be deployed for a cloud consumer?

A. By proxying or redirecting web traffic to the cloud provider
B. By utilizing a partitioned network drive

C. On the premise through a software or appliance installation
D. Both Aand C

E. None of the above

Answer: A

NEW QUESTION 117
Which type of application security testing tests running applications and includes tests such as web vulnerability testing and fuzzing?

A. Code Review

B. Static Application Security Testing (SAST)

C. Unit Testing

D. Functional Testing

E. Dynamic Application Security Testing (DAST)

Answer: E

NEW QUESTION 122
If there are gaps in network logging data, what can you do?

A. Nothin

B. There are simply limitations around the data that can be logged in the cloud.
C. Ask the cloud provider to open more ports.

D. You can instrument the technology stack with your own logging.

E. Ask the cloud provider to close more ports.

F. Nothin

G. The cloud provider must make the information available.

Answer: C

NEW QUESTION 123
Which of the following is NOT a cloud computing characteristic that impacts incidence response?
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A. The on demand self-service nature of cloud computing environments.

B. Privacy concerns for co-tenants regarding the collection and analysis of telemetry and artifacts associated with an incident.

C. The possibility of data crossing geographic or jurisdictional boundaries.
D. Object-based storage in a private cloud.
E. The resource pooling practiced by cloud services, in addition to the rapid elasticity offered by cloud infrastructures.

Answer: B

NEW QUESTION 125
How can key management be leveraged to prevent cloud providers from inappropriately accessing customer data?

A. Use strong multi-factor authentication

B. Secure backup processes for key management systems

C. Segregate keys from the provider hosting data

D. Stipulate encryption in contract language

E. Select cloud providers within the same country as customer

Answer: C

NEW QUESTION 127
What item below allows disparate directory services and independent security domains to be interconnected?

A. Coalition

B. Cloud

C. Intersection
D. Union

E. Federation

Answer: E

NEW QUESTION 129
What is defined as the process by which an opposing party may obtain private documents for use in litigation?

A. Discovery

B. Custody

C. Subpoena

D. Risk Assessment
E. Scope

Answer: A

NEW QUESTION 133

A cloud deployment of two or more unique clouds is known as:
A. Infrastructures as a Service

B. A Private Cloud

C. A Community Cloud

D. A Hybrid Cloud

E. Jericho Cloud Cube Model

Answer: C

NEW QUESTION 134

What is known as a code execution environment running within an operating system that shares and uses the resources of the operating system?

A. Platform-based Workload
B. Pod

C. Abstraction

D. Container

E. Virtual machine

Answer: D

NEW QUESTION 135

In the Software-as-a-service relationship, who is responsible for the majority of the security?
A. Application Consumer

B. Database Manager

C. Application Developer

D. Cloud Provider

E. Web Application CISO

Answer: D

NEW QUESTION 139
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CCM: Cloud Controls Matrix (CCM) is a completely independent cloud assessment toolkit that does not map any existing standards.

A. True
B. False

Answer: B

NEW QUESTION 141

How is encryption managed on multi-tenant storage?

A. Single key for all data owners

B. One key per data owner

C. Multiple keys per data owner

D. The answer could be A, B, or C depending on the provider

E. C for data subject to the EU Data Protection Directive; B for all others

Answer: B

NEW QUESTION 142
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