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NEW QUESTION 1
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and iOS only

B. Windows 10 and Android only
C. Windows 10, Android, and iOS
D. Windows 10 only

Answer: A
NEW QUESTION 2

HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

You can use information barriers with Microsoft Exchange. O ¥

You can use information barriers with Microsoft SharePoint. O O

You can use information barriers with Microsoft Teams. o O
A. Mastered

B. Not Mastered

Answer: A

Explanation:
Statements Yes No
You can use information barners with Microsoft Exchange. L) |_ _]

You can use information barriers with Microsoft SharePoint. 1O ) o

You can use information barriers with Microsoft Teams.

NEW QUESTION 3
To which type of resource can Azure Bastion provide secure access?

A. Azure Files

B. Azure SQL Managed Instances
C. Azure virtual machines

D. Azure App Service

Answer: C

Explanation:

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Reference:

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview

NEW QUESTION 4

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Digitally signing a document requires a private key. O O
Verifying the authenticity of a digitally signed document requires the public O O
key of the signer.
Verifying the authenticity of a digitally signed document requires the private O O

key of the singer.

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 5
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
« provides best practices from Microsoft employees, parners, and customers,
Azure Blueprints incheding tools and guidance to assist in an Azure deployment
Azure Policy

The Microsoft Cloud Adophon Framework for Azure
A resource lock

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
w provides best practices from Microsoft employees, pariners, and customers,
Azure Blueprints incheding tools and guidance to assist in an Azure deployment
AN oy e e e

The Microsoft Cloud Adoption Framework for Azure

e i T T e i R

A resource lock

NEW QUESTION 6
What is the purpose of Azure Active Directory (Azure AD) Password Protection?

A. to control how often users must change their passwords

B. to identify devices to which users can sign in without using multi-factor authentication (MFA)
C. to encrypt a password by using globally recognized encryption standards

D. to prevent users from using specific words in their passwords

Answer: D
Explanation:

Azure AD Password Protection detects and blocks known weak passwords and their variants, and can also block additional weak terms that are specific to your
organization.

With Azure AD Password Protection, default global banned password lists are automatically applied to all users in an Azure AD tenant. To support your own
business and security needs, you can define entries in a custom banned password list.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises

NEW QUESTION 7

What can you specify in Microsoft 365 sensitivity labels?

A. how long files must be preserved

B. when to archive an email message

C. which watermark to add to files

D. where to store files

Answer: C

Explanation:
Reference:https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide
NEW QUESTION 8

HOTSPOT
Select the answer that correctly completes the sentence.
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- provides benchmark recommendations and guidance for protecting Azure services.

_Azure Application Insigr:ts
Azure Network Watcher
'Log Analytics workspaces
Security baselines for Azure

A. Mastered
B. Not Mastered

Answer: A

Explanation:
« provides benchmark recommendations and guidance for protecting Azure services.
Azure Application Insights |
Azure Network Watcher
Log. hnal;.rtics workspaces
Security baselines forAzure -

NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

e

A. Mastered
B. Not Mastered

Answer: A

Explanation:

! mmmnm Wil

NEW QUESTION 10
Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune- managed devices from accessing corporate resources?

A. network security groups (NSGs)

B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

Answer: B
NEW QUESTION 10
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes

Conditional access policies can use the device state as a signal. @)

Conditional access policies apply before first-factor authentication i1s O
complete.

Conditional access policies can trigger multi-factor authentication 9
(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: No

Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 14

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 17

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
Microsoft Defender for Endpoint can protect Android devices. O
Microsoft Defender for Endpoint can protect Azure virtual machines that run O
Windows 10.
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online Q

sites and content from viruses,
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes
Microsoft Defender for Endpoint can protect Android devices. EO:'
Microsoft Defender for Endpoint can protect Azure virtual machines that run 1_O_|
Windows 10. e
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online Q

sites and content from viruses,

NEW QUESTION 19
DRAG DROP

You are evaluating the compliance score in Microsoft Purview Compliance Manager. Match the compliance score action subcategories to the appropriate actions.
To answer, drag the appropriate action subcategory from the column on the left to its action on the right. Each action subcategory may be used once, more than

once, or not at all.
NOTE: Each correct match is worth one point.
Action Subcategories Answer Area

Cormecive
Dotectinee

Privvontative

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Action Subcategories Answer Area
|i'.'-"'r-."..'wr~ | |- Presvvantative
Detective _I " Detectiee

i e e T e
il e —

uuuuuu wl i Correctree

NEW QUESTION 20

Encrypt data at rest
Perform a system access audit

bake cond :.:||,|'.l|!‘|..: i ERARGES if fEpons® (0 8 SEcunily mcident

El'll.r'fp‘. data &t rest
! Perform a system access audit
-

l bake cond :.:||,|'.l|!‘|..: i ERARGES if fEpons® (0 8 SEcunily mcident

What are two reasons to deploy multiple virtual networks instead of using just one virtual network? Each correct answer presents a complete solution.

NOTE; Each correct selection is worth one point.
A. to separate the resources for budgeting

B. to meet Governance policies

C. to isolate the resources

D. to connect multiple types of resources

Answer: BC

NEW QUESTION 23

| awthentcabor %] verifies thew credentials to prove their identity

ACOMinestration

i
aled I||-.,

Juthorizaton

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
WWhen uSers sign in
A. Mastered

B. Not Mastered
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Answer: A

Explanation:
Answer Area

When users Sign in, | suthentacator %] verifies thewr credentials 10 prove their identity

NEW QUESTION 25
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide

NEW QUESTION 27
HOTSPOT
Select the answer that correctly completes the sentence.

is a cloud-based sclution that leverages on-premises Active Directory signals
to identify, detect, and investigate advanced threats.

Microsoft Defender for Cloud Apps
Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security solution that leverages your on-
premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your
organization.

NEW QUESTION 32
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance- manager?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score- calculation?view=0365- worldwide

NEW QUESTION 34

DRAG DROP

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Services Answer Area

Azure Bastion Provides Network Address Translation (NAT) services

Azure Firewall
Provicdes secure and seamidess Remote Deskiop

Network security group (NSG) connectivity to Azure virtual machines

Provides traffic filtering that can be applied to specific
network interfaces on a virtual network
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 39
DRAG DROP
Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Area
Threat Explorer Feature Provides intelligence on prevailing cybersecurity issues
Threat Trackers
Feature Prowvides real-time reports 1o dentify and analyze recent threats
Anti-phishing protection
Feature Letects impersonation attempts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Features Answer Area

i m—— P . - -
Threat Explorer | | Anti-phishing protection  yProvides intelligence on prevailing cybersecurity issuss

¥
__________ } Threat Explorer (Provides neal-lime reports 1o dentify and analyze recent threats

‘‘‘‘‘‘‘‘ Thaeat Trackers Detects impirsonation attempts

NEW QUESTION 43
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D

NEW QUESTION 44
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo
Communication compliance i configured by using the Microsoft 365 admin center
Microsoft SharePoint Online supporis communication compllance

Communication compliance can remediate compliance ssues,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes MNo
e
Communication comphance i configured by using the Microsoft 365 admin center | |
i |
Microsolf SharoPoint Online supports communication complance | i
- -
Communication compliance can remediate compliance Ssues I

NEW QUESTION 49

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements fes No
Agure AL Identity Protisction generates sk delections onoe a user i suthenticated
Azure AD Identity Protection assigns a risk level of Low, Medium, or High to each risk event
A user nsk n Arure AD idsntity Protection repressnts the probability that & gaen identity or
account is compromised
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes Mo
Agure AL Identity Protisction generates sk delections onoe a user i suthenticated 12
- Ly
Agure AD Identity Prolection assigns a risk level of Low, Medium, or High to each rigk event. (O

i i . Fe
A user nisk in Azure AL identity Protection reprasents the probability that a gnen identity or (0
account is compromised -

NEW QUESTION 51
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365

Answer: B

Explanation:

Microsoft Secure Score for Devices

? Artikel

?12.05.2022

? 3 Minuten Lesedauer Applies to:

? Microsoft Defender for Endpoint Plan 2

? Microsoft Defender Vulnerability Management

? Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).

Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.

Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

? Application

? Operating system

? Network

? Accounts

? Security controls

Select a category to go to the Security recommendations page and view the relevant recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security posture. Forwarded data is stored and processed
in the same location as your Microsoft Secure Score data.

Changes might take up to a few hours to reflect in the dashboard.

? In the navigation pane, go to Settings > Endpoints > General > Advanced features
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? Scroll down to Microsoft Secure Score and toggle the setting to On.
? Select Save preferences. How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations which might

have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual
configuration status in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with

configuration discovery assessments that continuously:

? Compare collected configurations to the collected benchmarks to discover misconfigured assets

? Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

? Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)
? Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 55
Which service includes the Attack simul-ation training feature?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Office 365
C. Microsoft Defender for Identity

D. Microsoft Defender for SQL

Answer: B

NEW QUESTION 59
HOTSPOT
Select the answer that correctly completes the sentence.

« is the process of identifying whether a signed-in user can access a specific resource.
Authentication
Authorization
Federation
Single sign-on (550)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text
Description automatically generated

NEW QUESTION 63
HOTSPOT
Select the answer that correctly completes the sentence.

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the prvileged access lifecycle process.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the lifecycle process.

NEW QUESTION 64
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish + between arganizations.
multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 69

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). 3 &
Conditional access policies can be used to block access to an application based on the B i
location of the user.
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- £y (&'
joined devices.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Conditional access policies always enforce the use of multi-factor authentication (MFA). o lo
Conditional access policies can be used to block access to an application based on the Ifmf:lilml o
location of the user. -7
Conditional access policies only affect users who have Azure Active Directory (Azure AD)- g :_r.j_,

joined devices.

NEW QUESTION 73
What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security- and-compliance?view=0365-worldwide

NEW QUESTION 74

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a O O

target resource Is created or modified.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Answer Area
Statements Yes No
Azure Policy supports automatic remediation. l_o_' O
: o
Azure Policy can be used to ensure that new resources adhere : O O
to corporate standards. -
Compliance evaluation in Azure Policy occurs only when a O 'O '

target resource Is created or modified.

NEW QUESTION 78
Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk

B. Compliance Score
C. Devices at risk

D. Service Health

E. User Management

Answer: BC

NEW QUESTION 83

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
Azure AD Connect can be used to implement hybnd identity
Hybrid identity reguines the implementation of two Microsoft 365 tenants
Authenticatson of hybrid identities requares the synchronization of Active Derectory Domain
Sanvices (AD D5) and Azure AD
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements Yes Mo
Arurg AD Connect can be used to implement hybnd identity W

Hybrid identity reguines the implementation of two Microsoft 365 tenants

Authenticatson of hybrid identities requares the synchronization of Active Deractory Domain - () )
Sanvices (AD D5) and Azure AD L

NEW QUESTION 88
Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for
Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C
Explanation:

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that protect our cloud services and the customer
data therein.
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Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?view=0365- worldwide

NEW QUESTION 92

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. text message (SMS)

B. Microsoft Authenticator app
C. email verification

D. phone call

E. security question

Answer: ABD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-methods

NEW QUESTION 94
HOTSPOT
Select the answer that correctly completes the sentence.

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Microsoft Defender for Cloud

Microsoft Sentinel

Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Microsoft Defender for Cloud

icrosoft Sentinel _ =ii=
Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time.

NEW QUESTION 99

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes MNa

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method
Windows Hello for Business can use a PIN code as an authenticalion meathod
Windows Hello for Business authentication information syncs across all the devices
registered by a user

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Staterments Yes Mo

Windows Hello for Buskness can use the Microsolt Authenticator app as an authentication =1
method

Windows Hello for Business can use a PIN code as an authentication method L

Windows Hello for Business authentication information syncs across all the devices | |
registered by a uses

NEW QUESTION 103
HOTSPOT
Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |

will be enabled for all Azure AD users.

NEW QUESTION 105

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. O O
Transparency is a key privacy principle of Microsoft. Q Q
Shared responsibility is a key privacy principle of Microsoft. O Q
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. :_D_'. @
Transparency is a key privacy principle of Microsoft. EGEI Q
Shared responsibility is a key privacy principle of Microsoft. O 1O

NEW QUESTION 107
Which two tasks can you implement by using data loss prevention (DLP) policies in Microsoft 365? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Display policy tips to users who are about to violate your organization’s policies.
B. Enable disk encryption on endpoints.

C. Protect documents in Microsoft OneDrive that contain sensitive information.

D. Apply security baselines to devices.

Answer: AC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 109
HOTSPOT
Select the answer that correctly completes the sentence.

- enables collaboration with business partners. from external

Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory,

Azure Active Directory (Azure AD) business-to-business (B28)

AZure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
« enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory.

(Azuré Ative Directory (Rzure AD] business-to-business (828)
Azure Active Directory business-to-consumer B2C (Azure AL B2C)

NEW QUESTION 110
What is a use case for implementing information barrier policies in Microsoft 3657

A. to restrict unauthenticated access to Microsoft 365

B. to restrict Microsoft Teams chats between certain groups within an organization

C. to restrict Microsoft Exchange Online email between certain groups within an organization
D. to restrict data sharing to external email recipients

Answer: B

Explanation:

Information barriers are supported in Microsoft Teams, SharePoint Online,

and OneDrive for Business. A compliance administrator or information barriers administrator can define policies to allow or prevent communications between
groups of users in Microsoft Teams. Information barrier policies can be used for situations like these:

NEW QUESTION 111
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w canuse conditional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to control sessions in real ime.
Azure Defender
Azure Sentinel
Microsoft Cloud App Security
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

w Ccanuse conditional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to control sessions in real fime.
Azure Defender
Azure Sentinel

NEW QUESTION 113

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
With Advanced Audit in Microsoft 365, you can identify when O O
email items were accessed.
Advanced Audit in Microsoft 365 supports the same retention O ®)
period of audit logs as core auditing.
Advanced Audit in Microsoft 365 allocates customer-dedicated O O

bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 116

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the i
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center,
Microsoft Endpoint Manager admin center,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can manage Microsoft Intune by using the .
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security.center. _ _ _ _ _
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NEW QUESTION 118

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

with Windows Hello for Business, a user's biometric data used for authentication "

s stored on an éxternal device,

is stored on a local device only.

is stored in Azure Active Directory (Azure AD).

is replicated to all the devices designated by the user.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter
Description automatically generated

Biometrics templates are stored locally on a device. Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for- business/hello-
overview

NEW QUESTION 123
HOTSPOT
Select the answer that correctly completes the sentence.

~ €an be used to provide Microsoft Support Engineers with access to an organization’s data
Customer Lockbox stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.
Information barriers
Privileged Access Management (PAM)
Sensitivity labels

A. Mastered
B. Not Mastered

Answer: A

Explanation:

_______ ~ ¢an be used to provide Microsoft Support Engineers with access to an organization’s data
| Customer Lockbox | stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.

TInfGrmation barriers
Privileged Access Management (PAM)
Sensitivity labels

NEW QUESTION 127
HOTSPOT
Select the answer that correctly completes the sentence.

¥ measures a company's progress in completing actions that help reduce risks
Compliance score
Microsoft Purview compliance portal reports
The Trust Center
Trust Documents

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v measunes 3 COMpany's progress in completing actions that help reduce risks

- e S |

Microsoft Purview compliance porfal reports
The Trust Center
Trust Documents

NEW QUESTION 132
When you enable Azure AD Multi-Factor Authentication (MFA), how many factors are required for authentication?

00w
A WDN PP
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Answer: B

NEW QUESTION 136

Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 140
What is a characteristic of a sensitivity label in Microsoft 365?

A. persistent

B. encrypted

C. restricted to predefined categories
Answer: B

NEW QUESTION 142
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point
Statements

Enabling multi-factor authentication (MFA] increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements

Enabling multi-factor authentication (MFA] increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.

NEW QUESTION 147
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O @)
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 151
HOTSPOT
Select the answer that correctly completes the sentence.

provides singhe sign-on (550 capabilities scross multsple sdentiny providers.

A Somde COmToiler

Actree Directory Domaan Services (AD D5)
Azgre Actree Dirgctory (Azure ALY Prealege ldentimy Management (FIM)
Federation

A. Mastered
B. Not Mastered

Answer: A

Explanation:

provides single sign-on (3500 capabilities dorees mulbiple identity providers,

A domain controller

- L~ e Ll LRl e S

Azure Active Directory [Azure ADY) Privilage dentity Management (PIM)
Fiageranon

NEW QUESTION 156

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a @) O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access @) O
management service.
A. Mastered

B. Not Mastered
Answer: A
Explanation:
Box 1: No

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Box 2: Yes
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Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.
Box 3: Yes
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 158
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 160

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Answer: BC

Explanation:

Security defaults make it easy to protect your organization with the following preconfigured security settings:
? Requiring all users to register for Azure AD Multi-Factor Authentication.

? Requiring administrators to do multi-factor authentication.

? Blocking legacy authentication protocols.

? Requiring users to do multi-factor authentication when necessary.

? Protecting privileged activities like access to the Azure portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 165
What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus

C. Microsoft Defender for Identity
D. Microsoft Defender for Endpoint

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

NEW QUESTION 167

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Conditional access policies can be applied to global administrators. o Q
Conditional access policies are evaluated before a user is authenticated. O O
Conditional access policies can use a device platform, such as Android or O O
i0S, as a signal.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

Conditional access policies can be applied to all users
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Box 2: No
Conditional access policies are applied after first-factor authentication is completed.
Box 3: Yes

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.

NEW QUESTION 171

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Global administrators are exempt from conditional access policies O O
A conditional access policy can add users to Azure Active Directory (Azure AD) O O
roles
Conditional access policies can force the use of multi-factor authentication O O
(MFA) to access cloud apps

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
C~I
Global administrators are exempt from conditional access policies O O|
A conditional access policy can add users to Azure Active Directory (Azure AD) O ;‘“ -~
[
roles Fib—ad
Conditional access policies can force the use of multi-factor authentication l_C_) ' O
[
(MFA) to access cloud apps ettt
NEW QUESTION 172
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
You can use + in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Reports
Hurting
Attack simulator
Inciclents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
You can use + in the Microsoft 365 security center to view an aggregation of alerts that relate to the same attack.
Reports
Hurting
_Attack simulator
I incidents '

NEW QUESTION 176
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w» for an organization.
| continually’
monthly
on-demand
quarterly

NEW QUESTION 177
You have an Azure subscription that contains a Log Analytics workspace. You need to onboard Microsoft Sentinel.
What should you do first?

A. Create a hunting query.

B. Correlate alerts into incidents.

C. Connect to your security sources.
D. Create a custom detection rule.

Answer: B

NEW QUESTION 182
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