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NEW QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016. The forest contains 2,000 client computers that run
Windows 10. All client computers are deployed from a customized Windows image.

You need to deploy 10 Privileged Access Workstations (PAWS). The solution must ensure that administrators can access several client applications used by all
users.

Solution: You deploy one physical computer and configure it as a Hyper-V host that runs Windows Server 2016. You create 10 virtual machines and configure
each one as a PAW.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privilegedaccess/privileged-access-workstations

NEW QUESTION 2

Note: This question It part of a series of questions that present the same scenario. Each question In the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to It. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. Computerl
connects to a home network and a corporate network.

The corporate network uses the 17216.0.0/24 address space internally. Computerl runs an application named Appl that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home network. Solution: From Group Policy Management you create a software
restriction policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Software Restriction Policy does not filter incoming network traffic, what you actually need is Windows Firewall Inbound Rule on the Private profile
References:

https://technet.microsoft.com/en-us/library/hh831534(v=ws.11).aspx

NEW QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to It. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016. All client computers run Windows 10.

The relevant objects in the domain are configured as shown in the following table.

Server name Object Organizational unit (OU) name
Serverl Computer account Servers
Server2 Computer account Servers
Userl User account Operations Users

You need to assign User1 the right to restore files and folders on Serverl and Server2.
Solution: You create a Group Policy object (GPO), you link the GPO to the Servers OU, and then you modify the Users Rights Assignment in the GPO.
Does this meet the goat?

A. Yes
B. No

Answer: B

Explanation:
References:
https://technet.microsoft.com/en-us/library/cc771990(v=ws.11).aspx

NEW QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com. All servers run Windows

Server 2016. All client computers run Windows 10.

The relevant objects in the domain are configured as shown in the following table.
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| Server name Object Organizational unit (OU) name
Serverl Computer account Servers

Serverd Computer account Servers

Userl Liser account Operations Lsers

You need to assign Userl the right to restore files and folders on Serverl and Server2. Solution: You add User1 to the Backup Operators group in contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

References:

https://technet.microsoft.com/en-us/library/cc771990(v=ws.11).aspx users.

The solution would let Userl to backup files and folders on domain controllers for contoso.com instead.

NEW QUESTION 5

Your network contains an Active Directory forest named contoso.com. The forest functional level is Windows Server 2012. All servers run Windows Server 2016.
You create a new bastion forest named admin.contoso.com. The forest functional level of admin.contoso.com is Windows Server 2012 R2.

You need to implement a Privileged Access Management (PAM) solution.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Raise the forest functional level of admm.contoso.com.

B. Deploy Microsoft Identify Management (MIM) 2016 to admin.contoso.com.
C. Configure contoso.com to trust admin.contoso.com.

D. Deploy Microsoft Identity Management (MIM) 2016 to contoso.com.

E. Raise the forest functional level of contoso.com.

F. Configure admin.contoso.com to trust contoso.co

Answer: DE

Explanation:
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/deploy-pam-with-windowsserver- 2016
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/windows-server-2016-functionallevels

Windows Server 2016 forest functional level features

o All of the features that are available at the Windows Server 2012R2 forest functional level,
and the following features, are available:
o Privileged access management (PAM) using Microsoft Identity Manager (MIM)

For the bastion forest which deploys MIM, you should raise the Forest Functional Level to “Windows Server
20167

NEW QUESTION 6

HOTSPOT

Your network contains an Active Directory forest named contoso.com. The forest has Microsoft Identity Manager (MIM) 2016 deployed. You implement Privileged
Access Management (PAM).

You need to request privileged access from a client computer in contoso.com by using PAM.

How should you complete the Windows PowerShell script? To answer, select the appropriate options in the answer area.

Answer Area

$PAM = ¥ | ? { $_.0isplayName -eq “CorpAdmins™ }
Get-PAMRoleForRequest
Get-PAMUser
New-PAMRequest
New-PAMRole

e e

e

¥  -role $PAN
[Set-PAMRequestToApprove |
New-PAMRequest
New-FAMRle
Set-PAMUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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$PAM = Get-PAMRoleForRequest | ? {$_,DisplayName -eq “CorpAdmins” } New-PAMRequest -role $PAM
References:
https://technet.microsoft.com/en-us/library/mt604089.aspx https://technet.microsoft.com/en-us/library/mt604084.aspx

NEW QUESTION 7

Your network contains an Active Directory domain named contoso.com. The domain contains five servers. All servers run Windows Server 2016.
A new secunty policy states that you must modify the infrastructure to meet the following requirements:

*Limit the nghts of administrators.

*Minimize the attack surface of the forest

*Support Multi-Factor authentication for administrators.

You need to recommend a solution that meets the new secunty policy requirements. What should you recommend deploying?

A. an administrative forest

B. domain isolation

C. an administrative domain in contoso.com

D. the Local Administrator Password Solution (LAPS)

Answer: A

Explanation:

You have to “-Minimize the attack surface of the forest”, then you must create another forest for administrators.
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securingprivilegedaccess- reference-material#ESAE_BM

This section contains an approach for an administrative forest based on the Enhanced Security Administrative

Environment (ESAE) reference architecture deployed

by Microsoft's cybersecurity professional services teams to protect customers against cybersecurity attacks.

Dedicated administrative forests allow organizations to host administrative accounts, workstations, and groups in an environment that has stronger security
controls than the production environment.

NEW QUESTION 8

Your network contains two single-domain Active Directory forests named contoso.com and contosoadmin.com. Contosoadmin.com contains all of the user
accounts used to manage the servers in contoso.com.

You need to recommend a workstation solution that provides the highest level of protection from vulnerabilities and attacks.

What should you include in the recommendation?

A. Provide a Privileged Access Workstation (PAW) for each user account in both forest

B. Join each PAW to the contoso.com domain.

C. Provide a Pnvileged Access Workstation (PAW) for each user in the contoso.com forest Join each PAW to the contoso.com domain.

D. Provide a Pnvileged Access Workstation (PAW) for each administrato

E. Join each PAW to the contoso.com domain.

F. Provide a Pnvileged Access Workstation (PAW) for each administrato

G. Join each PAW to the contosoadmin.com domain.

Answer: D

Explanation:

https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securingprivilegedaccess- reference-material

e Workstation Hardening - Build the administrative workstations using the Privileged Access

Workstations (through Phase 3)fbut change the domain membership to the administrative forest

instead of the production environment.

NEW QUESTION 9

Vout network contains an Active Directory domain named contoso.com. All domain controllers run Windows Server 2016.
The domain contains a server named Serverl that has Microsoft Security Compliance Manager (SCM)

4.0 installed.

You export the baseline shown in the following exhibit.
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You have a server named Server2 that is a member of a workgroup.
You copy the (2617e9b1-9672-492b-aefa-0505054848c?2) folder to Server2. You need to deploy the baseline settings to Server2.
What should you do?

A. Download, install, and then fun the Lgpo.exe command.

B. From Group Policy Management import a Group Policy object (GPO).

C. From Windows PowerShell, run the Restore-GPO cmdlet.

D. From Windows PowerShell, run the Import-GPO cmdlet.

E. From a command prompt run the secedit.exe command and specify the /import paramete

Answer: D

Explanation:
References:
https://anytecho.wordpress.com/2015/05/22/importing-group-policies-using-powershell-almost/

NEW QUESTION 10
Your network contains an Active Directory domain named contoso.com. The domain contains a server named Servel, that runs Windows Server 2016.
A technician is testing the deployment of Credential Guard on Serverl. You need to verify whether Credential Guard is enabled on Serverl. What should you do?

A. From a command prompt fun the credwiz.exe command.

B. From Task Manager, review the processes listed on the Details tab.

C. From Server Manager, click Local Server, and review the properties of Server!
D. From Windows PowerShell, run the Get-WsManCredSSP cmdle

Answer: B
Explanation:
https://yungchou.wordpress.com/2016/10/10/credential-guard-made-easy-in-windows-10-version- 1607/

The same as before, once Credential Guard is properly configured, up and running.
You should find in Task Manager the ‘Credential Guard’ process and ‘Isaiso.exe’ listed in the Details page as below.
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L. Task Manager - O X
File Options View
Processes Performance App history Startup Users Details Services
4% 43% 3% 0%
Name CPU Memary Disk MNetwork
Bl Cortana Background Task Host 0% 36 MB 0 MB/s 0 Mbps 2
8 Credential Guard 0% 13 MB 0 MB/s 0 Mbps
¥ Device Association Framework ... 0% 39 MB 0 MB/s 0 Mbps -
Fewer details End task
L Task Manager = O x
File Options View
Processes Performance App history Startup Users Details Services
Mame PID Status User name CPU Memory (pri.. Description "‘
m explorerexe 5532  Running yunge 00 39,764 K Windows Explorer
# Lsalso.exe 912 Running SYSTEM 0o 1,352 K Credential Guard
B [sass.exe 920 Running SYSTEM 0o 12,092 K Local Secunty Authority Process
B MBAMAgentexe 132 Running SYSTEM 0o 1,556 K MBAMAgent
[EMicrosoftEdge.exe 10248  Suspended yunge 00 18,456 K Microsoft Edge
@Mmumﬂf.ﬁgeﬂ‘.exe 10096 Suspended yungc 00 20,704 K Microsoft Edge Content Process v
Fewer details End task

NEW QUESTION 10

Your network contains an Active Directory domain named contoso.com.
You install the Windows Server Update Services server role on a member server named Serverl. Serverl runs Windows Server 2016.
You need to ensure that a user named Used can perform the following tasks:
*View the Windows Server Update Services (WSUS) configuration.

*Generate WSUS update reports.
The solution must use the principle of least privilege. What should you do on Serverl?

A. Modify the permissions of the ReportWebService virtual folder from the WSUS Administration website.
B. Add Userl to the WSUS Reporters local group.

C. Add User1 to the WSUS Administrators local group.

D. Run wsusutil.exe and specify the postinstall paramete

Answer: B

Explanation:

WSUS Reporters have read only access to the WSUS database and configuration

WSUS Reporters Properties ?

General

k WSUS Reporters

Descrnption:

Members:

Members of this group can generate reports but cannot
approve updates or configure the Windows Server

When a user with “WSUS Reporters” membership, he can view configuration and generate reports as follow:-
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Update Files and Languages X
Update Files Update Languages

If you are stoning update files locally, you can fiter the updates
downloaded to your server by language. Choosing individual
languages will affect which computers can be updated on this
server and any downstream servers.

r d =t

Uownload updates in all languages, includng new languages
Download updates only in these languages:
[] Arabic [] Finnish C
[] Bulgarian [] French B
[] Chinese (Hong Kong S.A.R.) [] German [Z
[] Chinese (Simplified) [] Greek [
[] Chinese [Traditional) [] Hebrew B
[] Croatian [] Hindi [
[] Czech [] Hungarian [
[] Danish [] Italian [
[] Dutch [] Japanese I
[ English [] Japanese [NEC) [
[] Estonian [] Korean B
< >
£} You do not have sufficient permissions to modify these settings.
4l Cancel Anply
%5 Updates Report - O X
Tasks BepotVew Fepord Opbons  Run Beport
i 41 ol 27 & M FENE B0 I T -
= Uﬂﬂ'ﬁ‘ﬂﬂﬂf‘“ Update Status Summary Report :}MI’IMSEWEF o
. C"'l‘“_ | Update Services
- Curedati ;"T Cumulative Update for Windows 10 YVersion 1607 (KB31584496)
:__ E,: el = Diaseripton Iriskall s updats to resolve issuss n'Windows. For a complete Beting of the issues that
; are includad in this update, see the associsted Miciosoft Knowledge Base atticle for mone
Currdat infoemation. After you install this item, you may have to restart your computer,
Curredai
Curredsi Classhicabon Citical Updates
Update (
| Update Products: Wirdows 10
Undarre: MSRC Severty Ratrg Unspecitied
Update
Updste | MSRC Number None
Update f More Informatian htn//supoon mciosoft com/khy/ 134496
- Update |
N =
: Eﬂ:f * Approval Summary tor; Any computer group
| Update f Group Approval =  Deadine Addiragtrator
Em: Al Compuders Mot approved Maone No approval sal
Update Unastigned Compubers Mol appioved (inkwerited) MHone [inherited| Mo spproval sst
W Windows 10 Clerts Hot sppicwed finbesited)] None (inhesited] No approval sel
-~ Update f Window: Server 2016 Hot approved [inkenbed) MNone (inhented) Ho spproval set

NEW QUESTION 12

Your network contains an Active Directory domain named conioso.com. The domain contains 1,000 client computers that run Windows 8.1 and 1,000 client
computers that run Windows 10.

You deploy a Windows Server Update Services (WSUS) server. You create a computer group tor each organizational unit (OU) that contains client computers.
You configure all of the client computers to receive updates from WSUS.

You discover that all of the client computers appear m the Unassigned Computers computer group in the Update Services console.

You need to ensure that the client computers are added automatically to the computer group that corresponds to the location of the computer account in Active
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Directory.
Which two actions should you perform? Each correct answer presents part of the solution.

A. From Group Policy objects (GPOs), configure the Enable client-side targeting setting.

B. From the Update Services console, configure the Computers option.

C. From Active Directory Users and Computers, create a domain local distribution group for each WSUS computer group.
D. From Active Directory Users and Computers, modify the flags attnbute of each OU.

E. From the Update Services console, run the WSUS Server Configuration Wizar

Answer: AB

NEW QUESTION 17

Note: This question Is part of a series of questions that use the same or similar answer choices. An answer choice may be correct for more than one question in
the series. Each question is independent of the other questions in this series. Information and details provided in a question apply only to that question.

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016.

Serverl has a volume named Volumel.

A central access policy named Policyl is deployed to the domain. You need to apply Policyl to Volumel.

Which tool should you use?

A. File Explorer

B. Shared Folders

C. Server Manager

D. Disk Management

E. Storage Explorer

F. Computer Management

G. System Configuration

H. File Server Resource Manager (FSRM)

Answer: A
Explanation:

“File Explorer” = “Windows Explorer”.
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/deploy-a-centralaccess- policy—
demonstration-steps-#BKMK_1.4

NEW QUESTION 19

Note: This question b part of a series of questions that use the same or simitar answer choices. An answer choice may be correct for more than one question in
the series. Each question is independent of the other questions in this series. Information and details provided in a question apply only to that question.

Your network contains an Active Directory domain named contoso.com The domain contains a server named Serverl that runs Windows Server 2016.

Serverl has a shared folder named Sharel.

You need to ensure that all access to Sharel uses SMB Encryption. Which tool should you use?

A. File Explorer

B. Shared Folders

C. Server Manager

D. Disk Management

E. Storage Explorer

F. Computer Management

G. System Configuration

H. File Server Resource Manager (FSRM)>

Answer: C

Explanation:
https://blogs.technet.microsoft.com/filecab/2012/05/03/smb-3-security-enhancements-inwindows- server-2012/
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Storage Pools
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EEEN Settings
B SCS1 Virual Disks
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NEW QUESTION 20

Note: This question is part of a series of questions that use the same or similar answer choices. An answer choice may be correct for more than one question in
the series. Each question Is independent of the other questions in this series. Information and details provided in a question apply only to that question.

Your network contains an Active Directory domain named contoso.com The domain contains a file server named Serverl that runs Windows Server 2016.

You need to create Work Folders on Serverl. Which tool should you use?

A. File Explorer

B. Shared Folders

C. Server Manager

D. Disk Management

E. Storage Explorer

F. Computer Management

G. System Configuration

H. File Server Resource Manager (FSRM)

Answer: C

NEW QUESTION 24

HOTSPOT

Note: This question is part of a series of questions that use the same scenario. For your convenience, the scenario is repeated in each question. Each question
presents a different goal and answer choices, but the text of the scenario is exactly the same in each question in this series.

Start of repeated scenario

Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2.

The domain contains the servers configured as shown in the following table.

Nano Server
Nano Server
File server that has a shared folder named DATA

DNS server that has a DNSSEC-signed zone named
adatum.com

Hyper-V host

Application server

All servers run Windows Server 2016. All client computers run Windows 10.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department. You have an OU named Finance that contains
the computers in the finance department. You have an OU named AppServers that contains application servers. A Group Policy object (GPO) named GP1 is
linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU. You install Windows Defender on Nanol.

End of repeated scenario
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You need to ensure that you can implement the Local Administrator Password Solution (LAPS) (or the finance department computers.
What should you do in the contoso.com forest? To answer, select the appropriate options in the answer area.

Answer Area

Windows PowerShell module to import »

e e
Microsoft WSMan.Management
MetSecurity
PSWorkflow

Windows PowerShell cmdlet to use: | w|
New-PsWorkflowSession
Save-NetGPO
Set-NetFirewallRule
Update-AdmPwdADSchema

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://4sysops.com/archives/set-up-microsoft-laps-local-administrator-password-solution-in-activedirectory/

Next, we'll need to open a PowerShell window with Admin rights. At the PowerShell
prompt, load the LAPS module and then run the Update-AdmPwdADSchema cmdlet:

Import-Module AcmPwd.PS
Upndate-AdmPadADSchemna

Windows PowersShell

opyright (C) J014 Microsoft Corporation All rFights

W ndows t il Import-Module AdmPwd.PsS
' C: .ﬂ:1l'.|’:|,n.'l. % i ..' 3 |l|:|.'r..|'||' -".l'l"]-'n,‘[l'tﬂ']'.-ll |‘.|'.“",|

W A O S t1maulshedsase

AddschemaAttribute ms =Moot - AdsPwdE xpiratic ime  CHeSchema CN=Configuration
tribute 8 =i » JONwSC CH=Configuration, DC=at |l ,DC=trek F,
=1 »ehema  CN=Con iguration,DC=at 1.0C=trekker , DEwnet

NEW QUESTION 28

Note: This question is part of a series of questions that use the same scenario. For your convenience, the scenario b repeated in each question. Each question
presents a different goal and answer choices, but the text of the scenario is exactly the same in each question in this series.

Start of repeated scenario

Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2.

The domain contains the servers configured as shown m the following table.

Server name Configuration

Nanol Mano Server

Nanod Mano Server

Serverd File server that has a shared folder named DATA

Sarverd DS server that has a DNSSEC-signed zone named
adatum.com

Serverd Hyper-¥ host

Serverl Application server

All servers run Windows Server 2016. All client computers run Windows 10.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department You have an OU named Finance that contains
the computers in the finance department You have an OU named AppServers that contains application servers. A Group Policy object (GPO) named GP1 is linked
to the Marketing OU. A GPO named GP2 is linked to the AppServers OU. You install Windows Defender on Nanol.

End of repeated scenario

You need to disable SMB 1.0 on Server2. What should you do?

A. From File Server Resource Manager, create a classification rule.
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B. From the properties of each network adapter on Server2. modify the bindings.
C. From Windows PowerShell, run the Set -SmbClientConfiguration cmdlet.
D. From Server Manager, remove a Windows feature.

Answer: D

Explanation:
https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1-smbv2-andsmbv3- inwindows-and-windows

B Dashboard WELCOME TO SERVER MANAGER
I Local Server Fo. Remove Soles snd Features Wizsrd = O "
B8 A Servens
i } e it e il Lo i i DEITMATON SIRVER
Il] AD DS NREITIOVE TedalUuies: e e T L .
#§ Fie and Storagd
m Hyper-V Balarg v, B T remose one o more matalied features from the wrlected werver. clesr theer chaec Boae

Server Seleroon Features Description

Lkrogt Wobet Support for the TME 100 dile

=

Corrpie TORUTP Servrces (Mot sralalled . i dthe C .
S % P IET i | : thanng protagod and the Lompsgter
_ SME 1 OCIFS File Shanng Support (Mot emtalled ' 2
Browner protodol

SME Bardiandth Lok [Not lnstalled
SMITE Server (Mot nstalied)
L]

SHMP Jerece (Mot ngtalled
Storage Eaphioa (Nt instaled)
Teiret Chent [Nt ontalled
TETVF Cheaerat (Mot inctalied)
¥ Sheeickng Tools for Fabrg Management (Mot u
WA Eat Raoem et Frameadit [Nt i taleed|
Windows Defender Features (Not instalied
Aomdows idertdy Foundaton 35 (Mot orstalied)
Windows internal Database (Mot ingialied

B Wndowt Fowerihe
MOndows Frocedl Artmidton Sernd? (Mol vttaled
Wrdows Searth Servce (Mot smptalled
Windows Senved Badioup (Not svatallad
Windows Server Nigration Tool (Not mitalied]

By el e L gl ad g B e et D ae B e e e

NEW QUESTION 32

Your network contains an Active Directory domain named contoso.com. You are deploying Microsoft Advanced Threat Analytics (ATA).

You create a user named User1.

You need to configure the user account of Userl as a Honeytoken account. Which information must you use to configure the Honeytoken account?

A. the SAM account name of Userl

B. the Globally Unique Identifier (GUID) of Userl
C. the SID of Userl

D. the UPN of Userl

Answer: C
Explanation:
https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-prerequisites A user account of a user who has no network activities.

This account is configured as the ATA Honeytoken user.
To configure the Honeytoken user you need the SID of the user account, not the username.
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Microsoft Advanced Threat Analytics

':«.IE_' Detection Settings

Settings

https://docs.microsoft.com/en-us/advanced-threat-analytics/install-ata-step7

ATA also enables the configuration of a Honeytoken user, which is used as a trap for malicious actors
—any

authentication associated with this (normally dormant) account will trigger an alert.

NEW QUESTION 36

Your network contains an Active Directory domain named contoso.com. You create a Microsoft Operations Management Suite (OMS) workspace. You need to
connect several computers directly to the workspace.

Which two pieces of information do you require? Each correct answer presents part of the solution.

A. the ID of the workspace

B. the name of the workspace
C. the URL of the workspace
D. the key of the workspace

Answer: A

NEW QUESTION 40

Your network contains an Active Directory domain named contoso.com The domain contains five file servers that run Windows Server 2016.

You have an organizational unit (OU) named Finance that contains all of the servers. You create a Group Policy object (GPO) and link the GPO to the Finance
Oou.

You need to ensure that when a user in the finance department deletes a file from a file server, the event is logged. The solution must log only users who have a
manager attribute of Ben Smith. Which audit policy setting should you configure in the GPO?

A. File system in Global Object Access Auditing
B. Audit Detailed File Share

C. Audit Other Account Logon Events

D. Audit File System in Object Access

Answer: C

NEW QUESTION 41

Your network contains an Active Directory domain named contoso.com.

You are deploying Microsoft Advanced Threat Analytics (ATA) to the domain.

You install the ATA Center on server named Serverl and the ATA Gateway on a server named Served. You need to ensure that Server2 can collect NTLM
authentication events.

What should you configure?

A. the domain controllers to forward Event ID 4776 to Server2
B. the domain controllers to forward Event ID 1000 to Serverl
C. Server2 to forward Event ID 1026 to Serverl
D. Serverl to forward Event ID 1000 to Server2

Answer: A

Explanation:

https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-architecture

ATA monitors your domain controller network traffic by utilizing port mirroring to an ATA Gateway using physical or virtual switches.

If you deploy the ATA Lightweight Gateway directly on your domain controllers, it removes the requirement for port mirroring.

In addition, ATA can leverage Windows events (forwarded directly from your domain controllers or from a SIEM server) and analyze the data for attacks and
threats.

See the GREEN line in the following figure, forward event ID 4776 which indicates NTLM authentication is being used to ATA Gateway Server2.
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NEW QUESTION 46

Your network contains an Active Directory forest named conloso.com. The network is connected to the Internet.
You have 100 point-of-sale (POS) devices that run Windows 10. The devices cannot access the Internet.

You deploy Microsoft Operations Management Suite (OMS).

You need to use OMS to collect and analyze data from the POS devices. What should you do first?

A. Deploy Windows Server Gateway to the network.

B. Install the OMS Log Analytics Forwarder on the network.

C. Install Microsoft Data Management Gateway on the network.

D. Install the Simple Network Management Protocol (SNMP) feature on the devices.
E. Add the Microsoft NDJS Capture service to the network adapter of the devices.

Answer: B

Explanation:

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-oms-gateway OMS Log Analytics Forwarder = OMS Gateway

If your IT security policies do not allow computers on your network to connect to the Internet, such as point of sale (POS) devices, or servers supporting IT
services, but you need to connect them to OMS to manage and monitor them, they can be configured to communicate directly with the OMS Gateway (previous
called “OMS Log Analytics Fowarder”) to receive configuration and forward data on their behalf.

NEW QUESTION 50
HOTSPOT

Your network contains two Active Directory forests named contoso.com and adatum.com. Contoso.com contains a Hyper-V host named Serverl. Serverl is a
member of a group named HyperHosts. Adatum.com contains a server named Server2. Serverl and Server2 run Windows Server 2016.

Contoso.com trusts adatum.com.

You plan to deploy shielded virtual machines to Serverl and to configure Admin-trusted attestation on Server2.

Which component should you install and which cmdlet should you run on Server2? To answer, select the appropriate options in the answer area.

Component to install: il -
8 Aciive Directory Domain Serces server role
e Host Guardian Hyper Suppon feature
The Host Guardian Serace sener role

Cmclet to run: sl
HysAttestationCPalicy
Add-HgsAttestabonHostGroup
Export-HosGuardian
Import-HgsGuardian
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Key for this question is Admin-trusted attestation or (AD mode) for guarded fabric “Serverl.contoso.com”, while Server2.adatum.com is running the Host Guardian
Service.

* Hardware: One host is required for initial deployment. To test Hyper-V live migration for shielded VMs, you must have at
least two hosts.

Hosts must have:

o |IOMMU and Second Level Address Translation (SLAT)

e TPM 2.0

e UEFI 2.3.1 or later

e Configured to boot using UEFI (not BIOS or “legacy” mode)
o Secure boot enabled

¢ Operating system: Windows Server 2016 Datacenter edition

) Important

Make sure you install the [atest cumulative update

* Role and features: Hyper-V role and thejHost Guardian Hyper-V Support feature] The Host Guardian Hyper-V Support

feature is only available on Datacenter editions of Windows Server 2016.

https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shieldedvm/guarded-fabricguarded-host-prerequisites
https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shieldedvm/guarded-fabricconfirm-hosts-can-attest-successfully

A fabric administrator needs to confirm that Hyper-V hosts can run as guarded hosts. Complete the following steps on at least one

guarded host:

1. If you have not already installed the Hyper-V role 3‘.'H:|{Fn:|':t‘l‘ Guardian Hyper-V Support feature] install them with the
foliowing command:

Install-WindowsFeature Hyper-V, HostGuardlan -IncludeManagementTools -Restart

2. Configure the host’s Key Protection and Attestation URLs:

* Through Windows PowerShaell: You can configure the Key Protection and Attestation URLs by executing the
following command in an elevated Windows PowerShell console. For <FQDN >, use the Fully Qualified Domain
MName (FODN) of your HGS cluster (tor example, hgs.relecloud.com, or ask the HGS administrator to run the Get-
HgsServer cmdlet on the HGS server to retrieve the URLs),

Set-HgsClientConfiguration -AttestationServerUrl ‘http://<FQON>/Attestation’ -KeyProtectionServerUrl
‘http: /S <FODN> KeyProtection”

NEW QUESTION 54

A shielding data file (also called a provisioning data file or PDK file) is an encrypted file that a tenant or VM owner creates to protect important VM configuration
information.

A fabric administrator uses the shielding data file when creating a shielded VM, but is unable to view or use the information contained in the file.

Which information can be stored in the shielding data file?

A. Administrator credentials
B. All of these

C. A Key Protector

D. Unattend.xml

Answer: B

NEW QUESTION 55

enables easier management for BitLocker enabled desktops and servers in a domain environment by providing automatic unlock of operating system
volumes at system reboot when connected to a wired corporate network. This feature requires the client hardware to have a DHCP driver implemented in its UEFI
firmware.

A. Network Unlock

B. EFS recovery agent
C.JEA

D. Credential Guard

Answer: A
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Explanation:
https://docs.microsoft.com/en-us/windows/device-security/bitlocker/bitlocker-how-to-enablenetwork- unlock

NEW QUESTION 56

Windows Firewall rules can be configured using PowerShell.

The “Set-NetFirewallProfile” cmdlet configures settings that apply to the per-profile configurations of the Windows Firewall with Advanced Security.
What is the default setting for the AllowinboundRules parameter when managing a GPO?

A. FALSE
B. NotConfigured

Answer: B

Explanation:

The default setting when managing a computer is True. When managing a GPO, the default setting is NotConfigured. The NotConfigured value is only valid when
configuring a Group Policy Object (GPO). This parameter removes the setting from the GPO, which results in the policy not changing the value on the computer
when the policy is applied.

NEW QUESTION 60

Encryption-supported VMs are intended for use where the fabric administrators are fully trusted. For example, an enterprise might deploy a guarded fabric in order
to ensure VM disks are encrypted at-rest for compliance purposes.

Shielded VMs are intended for use in fabrics where the data and state of the VM must be protected from both fabric administrators and untrusted software that
might be running on the Hyper-V hosts. Is the Virtual Machine Connection (Console), HID devices (e.g. keyboard, mouse) ON or OFF for Encryption Supported
VM's?

A. Off
B. On

Answer: B

NEW QUESTION 65
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.

Server
3 workgroup Configuration
-Hﬂ'
| Serverl Domain Windows Server Update Services (WSUS) server
Serverd Domain Server that has a Trusted Platform Module (TPM)
e — e - -
S 3 O EMMIMMEWMMMM
Serverd Domain Apphcabon server
ServerS Workgroup Web senver
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OU1 that contains the computer accounts of application servers.

An OU named OU2 contains the computer accounts of the computers in the marketing department. A Group Policy object (GPO) named GP1 is linked to OU1.
A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl. You create an update rule named Updatel.

You need to ensure that you can encrypt the operating system drive of VM1 by using BitLocker. Which Group Policy should you configure?

A. Configure use of hardware-based encryption for operating system drives

B. Configure TPM platform validation profile for native UEFI firmware configurations
C. Require additional authentication at startup

D. Configure TPM platform validation profile for BIOS-based firmware configurations

Answer: C
Explanation:
As there is not a choice “Enabling Virtual TPM for the virtual machine VM1”, then we have to use a fall-back

method for enabling BitLocker in VM1.
https://www.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/
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& Require additional authentication at startup O

=] Require additional authentication at startup Do Seling Next Setting

(O Not Configured Comment:

@ trsvic: < —

() Disabled
Supported on: | A4 jeast Windows Server 2008 R2 or Windows 7
IonSs: Help:
Allow BitLocker without a compatible TPM A | [ This policy setting allows you to configure whether BitLocker
[ (requires a password or a startup key on a | | requires additional authentication each time the computer start
USB flash drive) and whether you are using BitLocker with or without a Trusted
Platform Module (TPM). This policy setting is applied when you
Settings for computers with a TPM: turn on BitLocker.
Configure TPM startup: Note: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.
Allow TPM v

NEW QUESTION 68

Your network contains an Active Directory domain named contoso.com. The domain contains a DNS server named Serverl that runs Windows Server 2016.
A domain-based Group Policy object (GPO) is used to configure the security policy of Serverl.

You plan to use Security Compliance Manager (SCM) 4.0 to compare the security policy of Serverl to the WS2012 DNS Server Security 1.0 baseline.

You need to import the security policy into SCM. What should you do first?

A. From Security Configuration and Analysis, use the Export Template option.
B. Run the Copy-GPO cmdlet and specify the -TargetName parameter.

C. Run the Backup-GPO cmdlet and specify the -Path parameter.

D. Run the secedit.exe command and specify the/export paramete

Answer: C

Explanation:

https://technet.microsoft.com/en-us/library/ee461052.aspx

Backup-GPO cmdlet and specify the -Path parameter creates a GPO backup folder with GUID name and is
suitable to import to SCM 4.0

NEW QUESTION 71

You have a Hyper-V host named Hypervl that has a virtual machine named FS1. FS1 is a file server that contains sensitive data.
You need to secure FS1 to meet the following requirements:

-Prevent console access to FS1.

-Prevent data from being extracted from the VHDX file of FS1.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Enable BitLocker Drive Encryption (BitLocker) for all the volumes on FS1

B. Disable the virtualization extensions for FS1

C. Disable all the Hyper-V integration services for FS1

D. On Hypervl, enable BitLocker Drive Encryption (BitLocker) for the drive that contains the VHDX file for FS1.
E. Enable shielding for FS1

Answer: AE
Explanation:

-Prevent console access to FS1. —> Enable shielding for FS1
-Prevent data from being extracted from the VHDX file of FS1. —> Enable BitLocker Drive Encryption (BitLocker) for all the volumes on FS1

NEW QUESTION 74
You have the servers configured as shown in the following table.

Domain controlier Physical S5
Member server Physical 15
Virtualization host Physical 8
Member server Virtual 40
Server in a workgroup Physical 5
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You purchase a Microsoft Azure subscription, and you create three Microsoft Operations

Management Suite (OMS) workspaces named Workspacel, Workspace2, and Workspace3

You need to deploy Microsoft Monitoring Agent to the servers to meet the following requirements:

-Antimalware data from all the servers must be visible in Workspacel.

-Security and audit data from the domain controllers and the virtualization hosts must be visible in Workspace2.

-System update data from all the servers in all the workgroups must be visible in Workspace& How many OMS agents should you deploy?

Answer: C

Explanation:

-Antimalware data from all the servers must be visible in Workspacel.

-Security and audit data from the domain controllers and the virtualization hosts must be visible in Workspace2.

-System update data from all the servers in all the workgroups must be visible in Workspace& “All the servers” mean all 5 domain controllers, plus all member
servers (physical and virtual, domain and

workgroup) and virtualization hosts, so there are no exemptions.

All servers in the above table mentioned must install OMS Microsoft Monitoring agents

NEW QUESTION 75

Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016.

You implement a single-domain administrative forest named admin.contoso.com that has Enhanced Security Administrative Environment (ESAE) deployed.
You have an administrative user named Adminl in admin.contoso.com.

You need to ensure that Adminl can manage the domain controllers in contoso.com. To which group should you add Admin1?

A. Contoso\\Domain Admins
B. Admin\\Administrators

C. Admin\\Domain Admins
D. Contoso\\Administrators

Answer: D
Explanation:
admin.contoso.com (NetBIOS domain name “ADMIN\W”) is the administrative domain. contoso.com (NetBIOS domain name “CONTOSO\W") is the corporate

resource domain. See below.
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securingprivilegedaccess- reference-material
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* Privileges and domain hardening - The administrative forest should be configured to least privilege
based on the requirements for Active Directory administration.

o Granting rights to administer domain controllers and delegate permissions requires adding
admin forest accounts to the BUILTIN\Administrators domain local group. This is because the
Domain Admins global group cannot have members from an external domain.

o One caveat to using this group to grant rights is that they won't have administrative access to
new group policy objects by default. This can be changed by following the procedure in this
knowledge base article to change the schema default permissions.

o Accounts in the admin forest that are used to administer the production envircnment should
not be granted administrative privileges to the admin forest, domains in it, or workstations in it.

o Administrative privileges over the admin forest should be tightly controlled by an offline process
to reduce the opportunity for an attacker or malicious insider to erase audit logs. This also helps
ensure that personnel with production admin accounts cannot relax the restrictions on their
accounts and increase risk to the organization.

o The administrative forest should follow the Microsoft Security Compliance Manager (SCM)
configurations for the domain, including strong configurations for authentication protocols.

o All admin forest hosts should be automatically updated with security updates. While this may
create risk of interrupting domain controller maintenance operations, it provides a significant
mitigation of security risk of unpatched vulnerabilities.

[J Note

A dedicated Windows Server Update Services instance can be configured to automatically approve
updates. For more information. see the "Automatically Approve Updates for Installation” section in
Approving Updates.

NEW QUESTION 78
You have two computers configured as shown in the following table.

You need to ensure that the credentials that you use to establish Remote Desktop sessions from Clientl to Serverl are protected by using Remote
CredentialGuard.

A. Join Clientl to the domain.

B. Remove Serverl from the domain.

C. Upgrade Serverl to Windows Server 2016 Datacenter.
D. Upgrade Clientl to Windows 10 Enterpris

Answer: A

Explanation:
https://docs.microsoft.com/en-us/windows/access-protection/remote-credential-guard
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Remote Credential Guard requirements

Te use Windows Defender Remote Credential Guard, the Remote Desktop client and remote host must meet

the following requirements:

The Remote Desktop client device:

e Must be running at least Windows 10, version 1703 to be able to supply credentials.

¢ Must be running at least Windows 10, version 1607 or Windows Server 2016 to use the user’s signed-in

credentials. This requires the user's account be able to sign in to both the client device and the remote

host.

e Must be running the Remote Desktop Classic Windows application. The Remote Desktop Universal

Windows Platform application doesn't support Windows Defender Remote Credential Guard.

e Must use Kerberos authentication to connect to the remote host. If the client cannot connect to a domain
controller, then RDP attempts to fall back to NTLM. Windows Defender Remote Credential Guard does not

allow NTLM fallback because this would expose credentials to risk.

NEW QUESTION 80

Your data center contains 10 Hyper-V hosts that host 100 virtual machines.

You plan to secure access to the virtual machines by using the Datacenter Firewall service.
You have four servers available for the Datacenter Firewall service. The servers are configur

ed as shown in the following table.

__  Server name ] _Platformn : Nindows Sc MO LG e
Server20 Prvysical

| Server2l Physical

Server2d Wirtual Datacenter

| Server23 Virvual Datacenter

You need to install the required server roles for the planned deployment Which server role should you deploy? Choose Two.

A. Server role to deploy: Multipoint Services
B. Server role to deploy: Network Controller

C. Server role to deploy: Network Policy and Access Services

D. Servers on which to deploy the server role: Server20 and Server21
E. Servers on which to deploy the server role: Server22 and Server23

Answer: BE

Explanation:

Datacenter Firewall is a new service included with Windows Server 2016. It is a network layer, 5- tuple (protocol, source and destination port numbers, source and
destination IP addresses), stateful, multitenant firewall. When deployed and offered as a service by the serviceprovider, tenant administrators can install and
configure firewall policies to help protect their virtual networks from unwanted traffic originating from Internet and intranet networks.

https://docs.microsoft.com/en-us/windows-server/networking/sdn/technologies/networkcontroller/ networkcontroller

Network Controller Features

The following Network Controller features allow you to configure and manage virtual and physical network

devices and services.

i) Firewall Management (Datacenter Firewall)
i) Software Load Balancer Management

iii) Virtual Network Management

iv) RAS Gateway Management
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Network Northbound Interface mmi
Controller - AFty

https://docs.microsoft.com/en-us/windows-server/networking/sdn/plan/installation-andpreparationrequirements- for-deploying-network-controller

Installation requirements

Following are the installation requirements for Network Controller.

For Windows Server 2016 deployments, you can deploy Network Controller on one or more computers, one or more VMs, or a combination of computers and
VMs.

All VMs and computers planned as Network Controller nodes must be running Windows Server 2016 Datacenter edition.

NEW QUESTION 84

Your network contains an Active Directory domain named contoso.com. The domain contains several shielded virtual machines.
You deploy a new server named Serverl that runs Windows Server 2016. You install the Hyper-V server role on Serverl.

You need to ensure that you can host shielded virtual machines on Serverl. What should you install on Server1?

A. Host Guardian Hyper-V Support

B. BitLocker Network Unlock

C. the Windows Biometric Framework (WBF)
D. VM Shielding Tools for Fabric Management

Answer: A

Explanation:

This questions mentions “The domain contains several shielded virtual machines.”, which indicates a working Host Guardian Service deployment was completed.
https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shieldedvm/guarded-fabricguarded-host-prerequisites

For a new Hyper-V server to utilize an existing Host Guardian Service, install the “Host Guardian Hyper-V

Support”.

Guaid=r] hosts Bl TR imvacle imiiest imvest Ve foloaa i) |:lru-1|.|'rﬁlz-k

* Hardwere: Onie host is required for initial deployment. To test Hyper-V live migration for shiclded Y you must heve at least bwo

hosts

Hosts must heve:

o |OMMU and Second Level Addrese Tranclation (SLAT)

o TP 2D

o UEFI 23.7 or later

¢ Configured to boot using ULFI [not BICS or “logacy” madel
o Secure boot enabled

+ Operating system Windows Server 2016 Datacenter edition

) Important

PMake cuse youu install the et cumuistive upddte

* Role and features: Hyper-V role and the Host Guardian Hyper-V Supporn feature]The Host Guardian Hyper-V Suppart feature is only

svailable on Detacenter editions of Windows Server 2016,

NEW QUESTION 88
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016. All client computers run Windows 10.

The relevant objects in the domain are configured as shown in the following table.

~ Server name Object Organizational unit (OU) name
Serverl Computer account Servers

Server2 Computer account Servers

Userl User account Operations Users

You need to assign User1 the right to restore files and folders on Serverl, and Server2. Solution: You add Userl to the Backup Operators group on Serverl and
Server2. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

https://technet.microsoft.com/en-us/library/cc771990(v=ws.11).aspx Backup Operators

Members of this group can back up and restore files on a computer, regardless of any permissions that
protect those files.

This is because the right to perform a backup takes precedence over all file permissions. Members of this
group cannot change security settings.

NEW QUESTION 92

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. Computerl
connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally. Computerl runs an application named Appl that listens to port 8080.

You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate network.

Solution: You run the command New-NetFirewallRule -DisplayName “Rulel” -Direction Inbound - Program “D:\\Apps\\App1l.exe” —Action Allow -Profile Domain
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Tested correct cmdlet, worked, and the profile “Domain” for corporate network is also correct.
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rou -

nab | ed : True
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NEW QUESTION 96

Note: This question is part of a series of questions that use the same scenario. For your convenience, the scenario is repeated in each question. Each question
presents a different goal and answer choices, but the text of the scenario is exactly the same in each question in this series.

Start of repeated scenario

Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2.

The domain contains the servers configured as shown in the following table.

[ Server name _ Configuration

Nanol Nano Server

Nanod Nano Server

Serverd File server that has a shared folder named DATA

DNS server that has a DNSSEC-signed Zone named

Server3 adatum.com

Serverd Hyper-Y host

Serverl Application server

All servers run Windows Server 2016. All client computers run Windows 10.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department You have an OU named finance that contains the
computers in the finance department You have an OU named AppServers that contains application servers. A Group Policy object (GPO) named GP1 is linked to
the Marketing OU. A GPO named GP2 is linked to the AppServers OU. You install Windows Defender on Nanol.

End of repeated scenario

You need to ensure that when a configuration change is made on Nano2, Nano2 will revert back to the original configuration automatically.

What should you do first?

A. Enable File History for all volumes.

B. Install the Microsoft-NanoServer-DSC-Package optional package

C. Install the Microsoft-NanoServer-DCB-Package optional package

D. Enable System Protection on all volumes

E. Deploy Microsoft System Center 2016 — Data Protection Manager (DPM)

Answer: B

Explanation:

Using PowerShell DSC (Desire State Configuration) to mitigate configuration drift on Nano Server requires

additional steps, like installing the support package “Microsoft-NanoServer-DSC-Package” https://docs.microsoft.com/en-us/powershell/dsc/nanodsc
DSC on Nano Server is an optional package in the NanoServer\\Packages folder of the Windows Server 2016 media.

The package can be installed when you create a VHD for a Nano Server by specifying Microsoft-
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NanoServerDSC-Package as the value of the Packages

parameter of the New-NanoServerimage function, or the following PowerShell cmdlets on a live Nano server
“Nano2”.

Import-PackageProvider NanoServerPackage

Install-package Microsoft-NanoServer-DSC-Package -ProviderName NanoServerPackage -Force

NEW QUESTION 99
You have a server named Serverl that runs Windows Server 2016.
You need to identify whether IPsec tunnel authorization is configured on Serverl. Which cmdlet should you use?

A. Get-NetIPSecRule

B. Get-NetFirewallRule

C. Get-NetFirewallProfile

D. Get-NetFirewallSetting

E. Get-NetFirewallPortFilter

F. Get-NetFirewallAddressFilter
G. Get-NetFirewallSecurityFilter
H. Get-NetFirewallApplicationFilter

Answer: A

Explanation:
https://technet.microsoft.com/en-us/itpro/powershell/windows/netsecurity/get-netipsecrule

PS C:\> Get-NetIPsecRule <4

IPsecRuleName : {1D65FF82-CBDF-402E-BC92-3489C196602E}
DisplayName : Site-to-51te_IPSecTunnel

Description .

DisplayGroup .

Group :

Enabled : True

Profile : Domain

Platform = {3

Mode : Tunnel

InboundSecurity : Require

OutboundSecurity : Require

QuickModeCryptoSet : Default

PhaselAuthSet : {E0926672-59CD-45B9-A36D-857B1C0O0ECGE}
PhaseZAuthSet .

KeyModule : Default

Al lowWatchKey : False

ATanSetHe¥ : False

LocalTunnelEndpoint - 119?.6.3.9}

RemoteTunnelEndpoint : {203.4.5.6}

RemoteTunnelHostname :

ForwardPathLifetime : 0

EncryptedTunnelBypass : False

RequireAuthorization : True --

User : Any

Machine : Any

PrimaryStatus : OK

Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable

PolicyStoreSource : PersistentStore

PolicyStoreSourceType : Local

NEW QUESTION 103

Your network contains an Active Directory domain named contoso.com.

The domain contains four global groups named Group].., Group2, Group3, and Group4.A user named Userl is a member of Group3.
You have an organizational unit (OU) named OUL1 that contains computer accounts.

A Group Policy object (GPO) named GPO1 is linked to OU1. OU1 contains a computer account named Computerl.

GPOL1 has the User Rights Assignment configured as shown in the following table:

You need to ensure that Userl can access the shares on Computerl. What should you do?

A. Modify the membership of Group1.

B. In GPO1, modify the Access this computer from the network user right
C. Modify the Deny access to this computer from the network user right.
D. Modify the Deny log on locally user right
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Answer: B

Explanation:

You need to ensure that Userl can access the shares on Computerl, from network.

If not from network, where would you access a shared folder from? from Mars? from Space? from toilet?
Moreover, this question has explicitly state Userl is a member of Group3, and hence it is not possible for Userl
to logon Computerl locally to touch those shared folders on NTFS file system.

Only these two policies to be considered “Access this computer from network”, “Deny access to this computer
from network”.1

There’s no option to modify the group member ship of “Group2”, “Administrators”, or “Backup Operators”,

so we have to add a 4th entry “Userl” to this policy setting “Access this computer from network”.

NEW QUESTION 108

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.

The local administrator credentials of Serverl are managed by using the Local Administrator Password Solution (LAPS).
You need to retrieve the password of the Administrator account on Serverl. What should you do?

A. From Windows PowerShell on Serverl, run the Get-ADFineGrainedPasswordPolicy cmdlet and specify the -Credential parameter.
B. From Windows PowerShell on Serverl, run the Get-ADUser cmdlet and specify the -Credential parameter.

C. From Active Directory Users and Computers, open the properties at Serverl and view the value at the msMcs-AdmPwd attribute

D. From Active Directory Users and Computers, open the properties of Administrator and view the value of the userPassword attribute

Answer: C
Explanation:

The “ms-Mcs-AdmPwd” attribute of a computer account in Active Directory Users and Computers stores the local Administrator password of a computer, which is
configured by LAPS.

CI8-1 Properties B |
| General | Operating System | Member Of | Delegation | Password Replcation

Location | ManagedBy | Obect | Secutty | Db | Atrbute Edtor
Attributes
 Attribute Value N

msimaging-HashAlgorthm <not set>

msimaging-ThumbprintHash <not set>

ms-Mcs-AdmPwd 09X jubtlul R

ms-Mcs-AdmPwdBEpirationTime  130737069158476163
| gests anot set>

mSMQDigestsMig <not set>

mSMQSignCertfficates <not set>

mSMQSignCentificatesMig <not set>

ms NP AllowDialin <not set>

msNPCalling StationiD <not set>

msNP SavedCalling StationID <not set>

msPKlAccountCredentials <not set>

msPKl-CredentialRoamingTokens <not set>

msPKIDPAP|MasterKeys <not set> v

< (7 >
| B | | Fiter |

NEW QUESTION 111

Your network contains an Active Directory domain.

The domain contains two organizational units (OUs) named ProdOU and TestOU.

All production servers are in ProdOU. All test servers are in TestOU. A server named Serverl is in TestOU.

You have a Windows Server Update Services (WSUS) server named WSUS1 that runs Windows Server 2016.

All servers receive updates from WSUSL.

WSUS is configured to approve updates for computers in the Test computer group automatically. Manual approval is required for updates to the computers in the
Production computer group.

You move Serverl to ProdOU, and you discover that updates continue to be approved and installed automatically on Serverl.

You need to ensure that all the servers in ProdOU only receive updates that are approved manually. What should you do?

A. Turn off auto-restart for updates during active hours by using Group Policy objects (GPOs).
B. Configure client-side targeting by using Group Policy objects (GPOSs).

C. Create computer groups by using the Update Services console.

D. Run wuauclt.exe /detectnow on each server after the server is moved to a different O

Answer: B
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Explanation:

Updates in WSUS are approved against “Computer Group” , not AD OUs. For this example, to prevent Serverl to install automatically approved updates,

you have to remove Serverl from “Test” computer group and add Serverl into “Production” computer group in WSUS console, manually or use the WSUS GPO
Client-Side Targeting feature.

https://technet.microsoft.com/en-us/library/cc720450%28v=ws.10%29.aspx?f=255&MSPPError=- 2147217396

With client-side targeting, you enable client-computers to add themselves to the computer groups you create in the WSUS console.

You can enable client-side targeting through Group Policy (in an Active Directory network environment) or by editing registry entries (in a non-Active Directory
network environment) for the client computers.

When the WSUS client computers connect to the WSUS server, they will add themselves into the correct computer group.

Client-side targeting is an excellent option if you have many client computers and want to automate the process of assigning them to computer groups.

First, configure WSUS to allow Client Site Targeting.

& Update Services
&7 File  Action Yiew Window Help

% xm @Bm

B Update Services
ale W You can speofy the products for whech you want updates and the types of updates
&1 Anupdates
&1 Critical Updates «§ Update Files ar|
& Securty Updates = You can choote whll | Gepers!
& WSUS Updates and which updata |
4 & Computers
4 £ Al Computers - Synchronization # You can specify how to aszign Computers b groups.
& Unassigned Comj ® Youcsn choosebo |
& Computers smthronzaton,
e Servers 3 ) Use the Update Services console
:&:' Downstream Servers _ﬁ Note: New computers wall sutornatically be placed in the Unassigned
## Synchronczations Computers group.
i Repoita__ . ;
+) Options ] " ® Use Group Policy or registry settings on computers, |
:?’ You can uie server
YOUr server,

Secondly, configure GPO to affect “ProdOU” , so that Serverl add itself to “Production” computer group.
https://prajwaldesai.com/how-to-configure-client-side-targeting-in-wsus
l Group Policy Management Editor

Fle Action View Help

e rmzBElY

|
| e

| Server for NIS =] [seting | stte | Comene
| Shutdown Opbons 1%, Do not display ‘Tnstall Updates and Shut Down' option in Shut Do...  Not configured No
-l Smart Card I Do not adjst defauit option to Tnstall Updates and Shut Down’ ... Not configured No
1 Sound Recorder 17 Enabiing Windows Update Power Management to automaticaly w...  Not configured No
B ] TabletPC 1 Configure Automatic Updates Enabled No
=1 Task Scheculer i Speafy niranet Mcrosoft update service locaton Enabled No
. ?ﬂ'-dmlnmlwnra 2 Automatic Updates detection frequency Not configured Mo
J'Wrdmtuh'ﬁrsm :;!hwnmmuwummupdatemmm Mot configured Mo
;"1 e Elakionr B iz, Tum on Software Notfications Mat configured Mo
= windows Defender |27 Allow Automatic Updates immedate instalation Not configured Mo
¥ ) Wndows Error Reportng 15 Turn on recommended updates via Automatic Updates Not configured Mo
% ) Wndows Explorer 23| No auto restart with logged on users for scheduled automaticup... Mot configured Mo
| Wndows Instaler 32, Re-prompt for restart with scheduled installations Mot configured Mo
| Wndows Logon Options It Delay Restart for scheduled instalations Mot configured Mo
| Windows Mal || Reschedule Automate Upcates scheduled mstalations Mat configured Mo
- vindons Meda Cencer | | ) R T
| Windows Meda Digital R4 |1 Alow cioned updates from an intranst Mcrosoft update sery H Mo
1 Windows Meda Player Filter On
: mw mmu
: Mwm Re-gpoly Fite
| Windows PowerShell
~ Wedows Relabiity Anly s :
¥ Windows Remote Manag Help
| Wndows Remote Shell

Windowns SdeShow o
. Vindows System Rescur
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“ ¥ Enable chent-side targeting N - |0 x|

F=] Enable client-side targeting Previous Setting | Next Setting |

" Not Configured Comment: 2]
@ Enabled /"
(" Disabled ¥

Supported on: [A¢ jeact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 ]

bt

Options: Help:

Specifies the target group name or names that should be used to | =

Target group name for this computer y ;
recerve updates from an intranet Microsoft update serice.

Production -

If the status is st to Enabled, the specified target qroup

NEW QUESTION 116

Your network contains an Active Directory domain named contoso.com. The domain contains 100 servers.

You deploy the Local Administrator Password Solution (LAPS) to the network You need to view the password of the local administrator of a server named Server5.
Which tool should you use?

A. Active Directory Users and Computers
B. Computer Management

C. Accounts from the Settings app

D. Server Manager

Answer: A

Explanation:

Use “Active Directory Users and Computers” to view the attribute value of “ms-MCS-adminpwd” of the Server5 computer account
https://blogs.technet.microsoft.com/askpfeplat/2015/12/28/local-administrator-password-solutionlapsimplementation- hints-and-security-nerd-
commentaryincludingmini-threat-model/

NEW QUESTION 119
Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2. The domain
contains the servers configured as shown in the following table.

Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA
DNS server that has a DNSSEC-signed zone named

Server3
adatum.com

Serverd Hyper-V host

Serverl Application server

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department. You have an OU named AppServers that contains application servers.
A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the

AppServers OU.

You install Windows Defender on Nanol.

You need to configure Nanol as a Hyper-V Host. Which command should you run?

A. Add-WindowsFeature Microsoft-NanoServer-Compute-Package

B. Add-WindowsFeature Microsoft-NanoServer-Guest-Package

C. Add-WindowsFeature Microsoft-NanoServer-Host-Package

D. Add-WindowsFeature Microsoft-NanoServer-ShieldedVM-Package
E. Install-Package Microsoft-NanoServer-Compute-Package

F. Install-Package Microsoft-NanoServer-Guest-Package

G. Install-Package Microsoft-NanoServer-Host-Package

H. Install-Package Microsoft-NanoServer-ShieldedVM-Package

I. Install-WindowsFeature Microsoft-NanoServer-Compute-Package
J. Install-WindowsFeatureMicrosoft-NanoServer-Guest-Package

K. Install-WindowsFeatureMicrosoft-NanoServer-Host-Package

L. Install-WindowsFeature Microsoft-NanoServer-ShieldedVM-Package

Answer: E
Explanation:

https://docs.microsoft.com/en-us/windows-server/get-started/deploy-nano-server#BKMK _online The Nano Server package “Microsoft-NanoServer-Compute-
Package” includes the Hyper-V role for a Nano
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Server host.

Moreover, the Install-WindowsFeature or Add-WindowsFeature cmdlet are NOT available on a Nano Server.

NEW QUESTION 122

Your network contains an internal network and a perimeter network. The internal network contains an Active Directory forest named contoso.com.

You deploy five servers to the perimeter network.

All of the servers run Windows Server 2016 and are the members of a workgroup.
You need to apply a security baseline named Perimeter.inf to the servers in the perimeter network. What should you use to apply Perimeter.inf?

A. Local Computer Policy

B. Security Configuration Wizard (SCW)
C. Group Policy Management

D. Server Manager

Answer: A

Explanation:

https://docs.microsoft.com/en-us/windows-server/get-started/deprecated-features https://blogs.technet.microsoft.com/secguide/2016/01/21/Igpo-exe-local-group-

policy-objectutility- v1-0/
https://msdn.microsoft.com/en-us/library/bb742512.aspx
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(=l Scripts (Startup/Shutdown) = sl
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NEW QUESTION 124
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You have a Hyper-V host named Serverl that runs Windows Server 2016. Serverl has a generation 2 virtual machine named VM1 that runs Windows 10.
You need to ensure that you can turn on BitLocker Drive Encryption (BitLocker) for drive C: on VM1. What should you do?

A. From Serverl, install the BitLocker feature.

B. From Serverl, enable nested virtualization for VM1.

C. From VM1, configure the Require additional authentication at startup Group Policy setting.

D. From VM1, configure the Enforce drive encryption type on fixed data drives Group Policy settin

Answer: C

Explanation:

https://www.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/

If you don't use TPM for protecting a drive, there is no such Virtual TPM or VM Generation, or VM Configuration

version requirement, you can even use Bitlocker without TPM Protector with earlier versions of Windows. How to Use BitLocker Without a TPM
You can bypass this limitation through a Group Policy change. If your PC is joined to a business or school

domain, you can’t change the Group Policy setting

yourself. Group policy is configured centrally by your network administrator.

To open the Local Group Policy Editor, press Windows+R on your keyboard, type “gpedit.msc” into the Run

dialog box, and press Enter.

Navigate to Local Computer Policy > Computer Configuration > Administrative Templates > Windows Components > BitLocker Drive Encryption > Operating
System Drives in the left pane.

|n|iq,r Editor = = =
ew Help

= o

pmponents ~ 0 = wm -

Installer Service - — — g
hures to Windows 10 Require additional authentication at ng

kage Deployment - i Allow network unlock at startup

facy Edit policy settin Allow Secure Boot for integnty validation

ftime o Require additional authentication at startup
1on Compatibility Requirements: 1: Require additional authentication at startup (W
y Policies At least Windows Server 2008 R2 1= Disallow standard users from changing the PIN

or Windows 7

Cs i:| Enable use of BitLocker authentication requirin
bt Drive Encryption Description: i Allow enhanced PINs for startup
r Data Drives This policy setting allows you to 1= Configure minimum PIN length for startup

Double-click the “Require additional authentication at startup” option in the right pane.

& Require additional authentication at startup O

E} Require additional authentication at startup Previous Setting Next Setting

(O Not Configured Comment:

o tusrie G ——

(O Disabled
Supported on: | at jeast Windows Server 2008 R2 or Windows 7
IONS: Help:
AHe:.:w BI;{LE—{kEr without a {QMPaéibit-.!:ph.{ : all Thti pélllci." SEﬂ.Ing allnw: ynutc -:unf:gure whe’ch:r BllLDckH
[ (requires a password or a startup key on a | | requires additional authentication each time the computer star
USB flash drive) and whether you are using BitLocker with or without a Trusted
Platform Module (TPM). This policy setting is applied when you
Smlngs f,or :ﬂmpulcrs h'l|!h a Tprd turn on BﬂankH.
Configure TPM startup: Note: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.
Allow TPM v
iE . | W i - i bl io THRALE

Select “Enabled” at the top of the window, and ensure the “Allow BitLocker without a compatible TPM
(requires a password or a startup key on a USB flash drive)” checkbox is enabled here.
Click “OK” to save your changes. You can now close the Group Policy Editor window. Your change takes effect immediately—you don’t even need to reboot.

NEW QUESTION 126
Your network contains an Active Directory domain named contoso.com. The domain contains a file server named Serverl that runs Windows Server 2016.Serverl
has a shared folder named Sharel. You plan to create a subfolder in Sharel for each domain user.
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You need to limit each user to using 100 MB of data in their respective subfolder.
The solution must enable the users to be notified when they use 80 percent of the available space in the subfolder.
Which tool should you use?

A. File Explorer

B. Shared Folders

C. Server Manager

D. Disk Management

E. Storage Explorer

F. Computer Management

G. System Configuration

H. File Server Resource Manager (FSRM)

Answer: H

NEW QUESTION 130

You have a guarded fabric and a Host Guardian Service server named HGS1.

You deploy a Hyper-V host named Hyperl, and configure Hyperl as part of the guarded fabric. You plan to deploy the first shielded virtual machine. You need to
ensure that you can run the virtual machine on Hyper1l.

What should you do?

A. On Hyperl, run the Invoke-WebRequest cmdlet, and then run the Import-HgsGuardian cmdlet.

B. On HGS1, run the Invoke-WebRequest cmdlet, and then run the Import-HgsGuardian cmdlet.

C. On Hyperl, run the Export-HgsKeyProtectionState cmdlet, and then run the Import-HgsGuardian cmdlet.
D. On HGS1, run the Export-HgsKeyProtectionState cmdlet, and then run the Import-HgsGuardian cmdlet

Answer: A

Explanation:
https://blogs.technet.microsoft.com/datacentersecurity/2016/06/06/step-by-step-creating-shieldedvms- withoutvmm/
The first step is to get the HGS guardian metadata from the HGS server, and use it to create the Key protector.
To do this, run the following PowerShell command

on a guarded host or any machine that can reach the HGS server:

Invoke-WebRequest http://<HGSServer’>FQDN>/KeyProtection/service/metadata/2014- 07/metadata.xml —
OutFile C:\HGSGuardian.xml Shield the VM

Each shielded VM has a Key Protector which contains one owner guardian, and one or more HGS guardians.
The steps below illustrate the process of getting the guardians, create the Key Protector in order to shield the VM.
Run the following cmdlets on a tenant host “Hyperl”:

# SVM is the VM name which to be shielded

$VMName = ‘SVM’

# Turn off the VM first. You can only shield a VM when it is powered off Stop-VM —VMName $VMName

# Create an owner self-signed certificate

$Owner = New-HgsGuardian —Name ‘Owner’ —GenerateCertificates

# Import the HGS guardian

$Guardian = Import-HgsGuardian -Path ‘C:\HGSGuardian.xml’ -Name ‘TestFabric’ — AllowUntrustedRoot

# Create a Key Protector, which defines which fabric is allowed to run this shielded VM

$KP = New-HgsKeyProtector -Owner $Owner -Guardian $Guardian -AllowUntrustedRoot

# Enable shielding on the VM

Set-VMKeyProtector -VMName $VMName —KeyProtector $KP.RawData

# Set the security policy of the VM to be shielded

Set-VMSecurityPolicy -VMName $VMName -Shielded $true

# Enable vTPM on the VM

Enable-VMTPM -VMName $VMName

NEW QUESTION 131

DRAG DROP

Your network contains an Active Directory domain named contoso.com.

The domain contains two servers named Serverl and Server2 that run Windows Server 2016. You need to install Microsoft Advanced Threat Analytics (ATA) on
Serverl and Server2. Which four actions should you perform in sequence?

Ordered List Title Answer Choices Title

| Install the ATA Center

hd Install the ATA Gateway.

Install the ATA Lightweight Gateway
Install Microsoft Message Analyzer.

Configure the ATA Gateway domain
Remove >>| connectivity settings

Set the ATA Gateway configuration
settings

<< Move
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Correct Order of Actions:-

1. Install ATA Center (on Serverl for example)

2. Install ATA Gateway (on Server2 for example, if Server2 has internet connectivity)

3. Set the ATA Gateway configuration settings. (Register Server2 ATA Gateway to Serverl’'s ATA Center)
4. Install the ATA Lightweight Gateway.

Since there are not switch-based port mirroring choice used to capture domain controller’'s inbound and
outbound traffic,

installing ATA Lightweight Gateway on DCs to forward security related events to ATA Center is necessary.

Domain Controller with
ATA Lightweight Gateway

DC

O ATA Center :

Serverl

O

ATA Gateway

Serverd

NEW QUESTION 135
You have a server named Serverl that runs Windows Server 2016.
You need to install Security Compliance Manager (SCM) 4.0 on Serverl. What should you install on Serverl first?

A. the .NET Framework 3.5 Features feature

B. the Active Directory Rights Management Services server role
C. the Remote Server Administration Tools feature

D. the Group Policy Management feature

Answer: A

NEW QUESTION 140

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016. You need
to prevent NTLM authentication on Serverl.

Solution: From Windows PowerShell, you run the Disable-WindowsOptionalFeature cmdlet. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/

On Client, the PowerShell approach (Disable-WindowsOptionalFeature -Online -FeatureName smblprotocol)
Disable-WindowsOptionalFeature -Online -FeatureName smblprotocol

:\> Disable-windowsOptionalFeature SMBlProtocol

Path
nline * True
RestartNeeded : False

However, the question asks about Server!
On Server, the PowerShell approach (Remove-WindowsFeature FS-SMB1): Remove-WindowsFeature FS-SMB1
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ER sdminotrator Windews PowerShell

- Remove-windowsFeature FS-SMB1

ess Restart Needed Exit Code Feature Result

NoChangeNee

Even if SMBL1 is removed, SMB2 and SMB3 could still run NTLM authentication! Therefore, answer is a“NO”.

NEW QUESTION 143

Your network contains an Active Directory domain named contoso.com.The domain contains 1,000 client computers that run either Windows 8.1 or Windows 10.
You have a Windows Server Update Services (WSUS) deployment All client computers receive updates from WSUS.

You deploy a new WSUS server named WSUS2.

You need to configure all of the client computers that run Windows 10 to send WSUS reporting data to WSUS?2.

What should you configure?

A. an approval rule

B. a computer group

C. a Group Policy object (GPO)
D. a synchronization rule

Answer: C
Explanation:

https://technet.microsoft.com/en-us/library/cc708574(v=ws.10).aspx
Under “Set the intranet update service for detecting updates”, type http://wsus:8530 Under “Set the intranet statistics server”, type http://wsus2:8531
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NEW QUESTION 146

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016.

You need to prevent direct .NET scripts invoked by interactive Windows PowerShell sessions from running on the servers.
What should you do for each server?

A. Create an AppLocker rule.

B. Create a Code Integrity rule.

C. Disable PowerShell Remoting.

D. Modify the local Kerberos policy setting

Answer: C

NEW QUESTION 147
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HOTSPOT

You have a Hyper-V host named Serverl that runs Windows Server 2016. A new security policy states that all the virtual machines must be encrypted.
Serverl hosts the virtual machines configured as shown in the following table.

Virtual machine Virtual machine
Name Operating system : i : :
VM1 Windows Server 2012 R2 Standard Generation 2 7.0
V2 Windows Server 2012 R2 Datacenter | Generation 1 7.1
VM3 Windows Server 2016 Standard Generation 2 5.0
An administrator runs the following commands. Get -VM | Stop-VM
Get -VM | Update-VMVersion Get -VM | Start-VM
For each of the following statements, Select Yes, if the statement is true. Otherwise Select No.
Statements Yes No
You can configure VM1 as an encryplion-supporned virtual maching, J f
You can configure VM2 as an encryption-supported virtual machne ' ¢
You can configure VM3 as an encryption-supported virtual maching, ~ =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

After the “Update-VMVersion” is executed against all three virtual machines, they become:- VM1 Generation 2 Version 8

VM2 Generation 1 Version 8

VM3 Generation 2 Version 8

Pay attention to VM2, and the question has not mention to use TPM protector. You can configure this VM as Encryption Supported by using a Key Storage Drive
added to the virtual machine setting.

PS C:AWINDDOWS \systemil2> Get-WM FL

Name : 2012R2_G1
State s OFF
Cpullsage

HMemoryAs 51 gned

WemoryDemand

MemoryStatus

Uptime

Status

ReplicationState :
Generation

PS C:A\WINDOWS\systemils Get Get-WKeyStorageDrive

Control lerLocation

Lo 51 1 er Number

Contral lerType )

SName » 22 on 1DE controller number 0 at location 1
:'l:th "

Poo | Name

: Microsoft:824779CC-3D03-4ASE-B324-F7CFS18F5CSE\BIFS63BB-BDCA-4152-9EDA-2CABEI3039840\1N\D
~ -f7cf51

E
: B2 cC-3d03-4a5e-b324 cfF518Ff5c5e

: 00000000 -0000-0000-0000-000000000000

1 = CimSession: .
Comput erNane » TIGERPOWERBOOK
IsDeleted * False
wWiCheckpo OO OO = CHOMORO = (ORORCRCN = MO0 = OO OO OO
WiC heckpo1nthane

PS C:\WINDOWS\System3lds

Within the guest, there is no Virtual TPM
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& Trusted Platform Module (TPM) Management on Local Computer
@ File Action View Window Help
e = |7 =

unr TPM Ma @Ezﬁiéﬁbﬂa&ﬁ n:nl:_ll TPM Management on Local Computer

.:0- Compatible TPM cannot be found

Compatible Trusted Platform Module (TPM) cannot be found on this
computer. Verify that this computer has a 1.2 TPM or laterand it is
turned on in the BIOS.

Then , start Encrypt the C system drive with the guest 2012R2 bitlocker feature
= r = Drive Tools This PC =i s

m Lomputer View Manage

— 1_::.'“‘5'1 ." Is Q : r‘ Uninstall or change a program
of 8 —=* ~ 4 { &

Froperties Open Reéname Map network Add a Rl BitLocker Drive EﬂCI]I"ptIﬂﬂ -
drive = lod
_fi Encrypting...
|
T+ 1 » ThisPC » Drive C: 1.0% Completed
{ Favorites 4 Folders (B I
B Desitop Close
2 Downloads ! Deskto g
= Recent places Manage Bitl ockes
| I ! M
W Thic PC '!‘, Downloads H} uSIC

8 Network i Pictures . Videos

4 Devices and drives (3

ﬁ'l:‘ 88 Y Local Disk (C3)
' Fioppy Disk Drive (A:) u

.‘-“ =1 GE free of 126 GBH
After the encryption is completed:-

] Administrator: Windows PowerShell
soft Corporation. All rights reserved.

syAdmimistrator> Get-BrtlLockerVolume

ComputerName: WIN-DUGBALUTQUV2

Vo l umeType Mount CapacityGB VolumeStatus Encryption KeyProtector

Fornt Percentage

DperatingSystem C: 26.66 FullyEncrypted 100

NEW QUESTION 151

Your network contains an Active Directory domain nhamed contoso.com. All servers in the domain run Windows Server 2016.All client computers run Windows 10.
Your company has deployed the Local Administrator Password Solution (LAPS).

Client computers in the finance department are located in an organizational unit (OU) named Finance.

Each finance computer has a custom administrative account named FinAdmin. You discover that the FinAdmin accounts are not managed by LAPS.

You need to ensure that the FinAdmin accounts are managed by LAPS. What should you do?

A. On the finance computers, register the AdmPwd.ps Windows PowerShell module and then run the ResetAdmPwdPassword cmdlet
B. Modify the Password Policy in a Group Policy object (GPO).

C. Modify the LAPS settings in a Group Policy object (GPO).

D. On the finance computer

E. rename the FinAdmin accounts to Administrato

Answer: C

Explanation:
Use the GPO Setting “Name of administrator account to manage” for LAPS to manage secondary administrative accounts which is not named as “Administrator”
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[ Configure LAPS Policy Setting
4 & Computer Configuration i-| Password Settings
4 | Policies :-. Name of administrator account to manage ]

b Software Settings
b | Windows Settings
4 Administrative Templates: Pol

i= Do not allow password expiration time longer than required ...

i Enable local admin password management

b Control Panel
LAPS

b Network

NEW QUESTION 153
You implement Just Enough Administration (JEA) on several file servers that run Windows Server 2016.
The Role Capability file from a server named Server5 contains the following code.

VisibleCmdlets = ‘Sst-aAcl’,

@]

Name = ‘Stop-Process”

Parameters = @{ Name = ‘Name’; ValidateSet = ‘proc’ }
For

‘embShare\ Set—*'
‘embhShare\Get—*/'

Which action can be performed by a user who connects to Server5?

A. Create a new file share.

B. Modify the properties of any share.

C. Stop any process.

D. View the NTFS permissions of any folder.

Answer: B

Explanation:

https://docs.microsoft.com/en-us/powershell/jea/role-capabilities Focus on the 3rd Visible Cmdlets in this question ‘SmbShare\\Set-*’
The PowerShell “SmbShare” module has the following “Set-*" cmdlets, as reported by “Get- Command -Module

SmbShare” command:-

Set-SmbBandwidthLimit
Set-SmbClientConfiguration
Set-SmbPathAc]
Set-SmbServerConfiguration
Set-SmbShare

The “Set-SmbShare” cmdlet is then visible on Server5’s JEA endpoint, and allows JEA users to modify the
properties of any file share.
https://technet.microsoft.com/en-us/itpro/powershell/windows/smbshare/set-smbshare

NEW QUESTION 157

Your network contains an Active Directory domain named contoso.com.

The domain contains 10 servers that run Windows Server 2016 and 800 client computers that run Windows 10.

You need to configure the domain to meet the following requirements:

-Users must be locked out from their computer if they enter an incorrect password twice.

-Users must only be able to unlock a locked account by using a one-time password that is sent to their mobile phone.

You deploy all the components of Microsoft Identity Manager (MIM) 2016.

Which three actions should you perform before you deploy the MIM add-ins and extensions? Each correct answer presents part of the solution.

A. From a Group Policy object (GPO), configure Public Key Policies

B. Deploy a Multi-Factor Authentication provider and copy the required certificates to the MIM server.

C. From the MIM Portal, configure the Password Reset AuthN Workflow.

D. Deploy a Multi-Factor Authentication provider and copy the required certificates to the client computers.
E. From a Group Policy object (GPO), configure Security Setting

Answer: BCE

Explanation:

-Users must be locked out from their computer if they enter an incorrect password twice. (E)

-Users must only be able to unlock a locked account by using a one-time password that is sent to their mobile phone. (B and C), detailed configuration process in
the following web page.

https://docs.microsoft.com/en-us/microsoft-identity-manager/working-with-self-servicepasswordreset# prepare-mim-to-work-with-multi-factor-authentication

NEW QUESTION 159
HOTSPOT
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.
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All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).You have an organizational unit (OU) named OU1 that contains the computer accounts of
application servers.

An OU named OU2 contains the computer accounts of the computers in the marketing department. A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl. You create an update rule named Updatel.

You need to create an Encrypting File System (EFS) data recovery certificate and then add the certificate as an EFS data recovery agent on Server5.

What should you use on Server5? To answer, select the appropriate options in the answer area.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/windows/threat-protection/windows-informationprotection/ create-and-verifyan-efs-dra-certificatecipher /R

NEW QUESTION 162

You deploy the Host Guardian Service (HGS).

You have several Hyper-V hosts that have older hardware and Trusted Platform Modules (TPMs) version 1.2.

You discover that the Hyper-V hosts cannot start shielded virtual machines.

You need to configure HGS to ensure that the older Hyper-V hosts can host shielded virtual machines. What should you do?

A. Run the Set-HgsServer cmdlet and specify the -TrustTpm parameter.

B. Run the Set-HgsServer cmdlet and specify the -TrustActiveDirectory parameter.
C. Run the Clear-HgsServer cmdlet and specify the -Clustername parameter

D. Run the Clear-HgsServer cmdlet and specify the -Force parameter.

E. Itis not possible to enable older Hyper-V hosts to run Shielded virtual machines

Answer: E

Explanation:

Requirements and Limitations

There are several requirements for using Shielded VMs and the HGS:

One bare metal host: You can deploy the Shielded VMs and the HGS with just one host. However,
Microsoft

recommends that you cluster HGS for high availability.

Windows Server 2016 Datacenter Edition: The ability to create and run Shielded VMs and the HGS is only
supported by Windows Server 2016 Datacenter Edition.

For Admin-trusted attestation mode: You only need to have server hardware capable of running Hyper-V in
Windows Server 2016 TP5 or higher.

For TPM-trusted attestation: Your servers must have TPM 2.0 and UEFI 2.3.1 and they must boot in UEFI
mode. The hosts must also have secure boot enabled. Hyper-V role: Must be installed on the guarded host. HGS Role: Must be added to a physical host.
Generation 2 VMs.

A fabric AD domain.

An HGS AD, which in Windows Server 2016 TP5 is a separate AD infrastructure from your fabric AD.

NEW QUESTION 163
The Job Title attribute for a domain user named Userl has a value of Sales Manager. Userl runs whoami /claims and receives the following output:
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USER CLAIMS INFORMATION

Claim Claim ID Flags | Type Values
Name
“"Country"” | ad://ext/Country:88d463316237a518 Strin “us”

Ferberca suppcrt for Dynamic Access Control on this device has been
disabled.

Kerberos support for Dynamic Access Control on this device has been disabled.
You need to ensure that the security token of Userl has a claim for Job Title. What should you do?

A. From Windows PowerShell, run the New-ADClaimTransformPolicy cmdlet and specify the -Name parameter

B. From Active Directory Users and Computers, modify the properties of the Userl account.

C. From Active Directory Administrative Center, add a claim type.

D. From a Group Policy object (GPO), configure KDC support for claims, compound authentication, and Kerberos armoring.

Answer: C

Explanation:
From the output, obviously, a claim type is missing (or disabled) so that the domain controller is not issuing
tickets with the “Job Title” claim type.

NEW QUESTION 167

Your network contains several secured subnets that are disconnected from the Internet.

One of the secured subnets contains a server named Serverl that runs Windows Server 2016.

You implement Log Analytics in Microsoft Operations Management Suite (OMS) for the servers that connect to the Internet.
You need to ensure that Log Analytics can collect logs from Serverl.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Install the OMS Log Analytics Forwarder on a server that has Internet connectivity.
B. Create an event subscription on a server that has Internet connectivity.

C. Create a scheduled task on Serverl.

D. Install the OMS Log Analytics Forwarder on Serverl.

E. Install Microsoft Monitoring Agent on Serverl.

Answer: AE

Explanation:

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-oms-gateway OMS Log Analytics Forwarder = OMS Gateway

If your IT security policies do not allow computers on your network to connect to the Internet, such as point of sale (POS) devices, or servers supporting IT
services, but you need to connect them to OMS to manage and monitor them, they can be configured to communicate directly with the OMS Gateway (previous
called “OMS Log Analytics Fowarder”) to receive configuration and forward data on their behalf.

You have to also install Microsoft Monitoring Agent on Serverl to generate and send events to the OMS

Gateway,since Serverl does not have direct Internet connectivity.

NEW QUESTION 171

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016. You need
to prevent NTLM authentication on Serverl.

Solution: From a Group Policy, you configure the Security Options. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 175

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016. You need
to prevent NTLM authentication on Serverl.

Solution: From Windows PowerShell, you run the New-ADAuthenticationPolicy cmdlet. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
ADDS Authentication Policy does not provide ability to prevent the use of NTLM authentication.

NEW QUESTION 176

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. Computerl
connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally. Computerl runs an application named Appl that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home network. Solution: From Windows Firewall with Advanced Security, you
create an inbound rule. Does this meet the goal?

A. Yes
B. No
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Answer: A

NEW QUESTION 181

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016.
You need to allow network administrators to use Just Enough Administration (JEA) to change the

TCP/IP settings on Serverl. The solution must use the principle of least privilege. How should you configure the session configuration file?

A. Set RunAsVirtualAccount to $false and set RunAsVirtualAccountGroups to Contoso\Network Configuration Operators.
B. Set RunAsVirtualAccount to $true and set RunAsVirtualAccountGroups to Contoso\Network Configuration Operators.
C. Set RunAsVirtualAccount to $false and set RunAsVirtualAccountGroups to Network Configuration Operators.

D. Set RunAsVirtualAccount to $true and set RunAsVirtualAccountGroups to Network Configuration Operators.

Answer: D
Explanation:

References:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/newpssessionconfigurationfile? view=powershell-6

NEW QUESTION 183

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in the following table.

Volume label Volume letter Size(TB) Format
Svstem C 4 NTEFS

HRFiles

H 8 NTFS

SalesFiles

J

-
|

3

ReES

Df'-.'?ﬂf’:i

K

10

NTES

BackUp L 6 ReES

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker). Solution: You run the manage-bde.exe command and specify the —on parameter.
Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/managebde- on

NEW QUESTION 188

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows10.

The network uses the 172.16.0.0/16 address space.

Computerl has an application named Appl.exe that is located in D:\Apps\. Appl.exe is configured to accept connections on TCP port 8080.

You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate network.

Solution: You run the New-NetFirewallRule —DisplayName "Rule1" —Direction Inbound

—Program "D:\Apps\Appl.exe" —Action Allow -Profile Domain command. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 192
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